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INTEGRATED INFORMATION SYSTEM ASSESSMENT OF COMPLEX OBJECTS SAFETY LEVEL

HangaHo TeopeTHYHO-IPAKTHYHI OCHOBH iH(OPMAIIHHO-CHCTEMHOTO IiAXOAYy 3 KOMIUIEKCHOI ONIHKM SIKOCTI CKJIAJHUX 00’ekTiB. Po3pobieHo
iH(popManiiiHo-IporpaMue 3abe3nedeHHs 0OpOOKH NAaHUX JOCTIIKEHb 3 3aCTOCYBaHHSIM TeOpii CHCTEMHOTO aHaji3y i CyJacHHX 3aco0iB HaJaHHS
3HaHb. Ilpane3natHicts chopMoBaHOro iHGOPMALIHHO-METOAUIHOrO 3a0e3MeyYeHHs] Ul KOMIUIEKCHOTO MOCHTIIKEHHS CKIAJHUX O00’€KTiB Ha
eHTpomiiHO-iH(opMaLiiiHii OCHOBI MOKa3aHa Ha MPHKIA/AI OMIHKM BiNIOBITHOCTI CTaHy i PO3BUTKY KOHKPETHHX IPHPOJHO-TEXHOTCHHUX, €KOJIOTO-
€KOHOMIYHHX CHCTEM, IPOBEIECHHI ONIEPaTHBHOTO KOHTPOJIIO SKOCTI Ta Oe3MeKH TeXHOJIOTIYHHUX IIPOIIECIB.

KorouoBi cioBa: exomoriuna Oe3meka, METOAM CHCTEMHOrO aHaiily, MaTeMaTHYHi METOAM MOJENMIOBaHHs, iH(opMmaliiiHa cucrema
MOHITOPHUHTY, ifeHTH(IKAIis cTaHy Oe3NeKkH, eKOJOriuHi 3HAHHS-OPiCHTOBaHI CHCTeMH, iH(OpMamiifHO-IporpaMHe 3a0e3Ne4eHHs OLIHKH SKOCTI
CHCTEM.

IIpenocraBaeHO TEOPETHUKO-NPAKTHYECKHE OCHOBBI MH()OPMAIOHHO-CHCTEMHOTO IMOAXOJAa KOMIUIEKCHOM OLICHKH KadecTBa CIIOXKHBIX OOBEKTOB.
PazpaboTano uH(OpMaLHOHHO-TIPOrpaMMHOe obecriedeHne 0OpabOTKM JIAHHBIX HCCIICAOBAHMS C MCIOJIb30BAHME TEOPHU CHCTEMHOTO aHalIu3a M
COBPEMEHHBIX CHOCOOOB IpEIOCTaBleHUs] 3HaHUH. PaboToCrocoOHOCTH CHOPMHUPOBAHHOIO HH(GOPMALMOHHO-METOIUYECKOr0 OOeCHeyeHus Uis
KOMILJIEKCHOT'O UCCJICIOBAHHS CIIOXKHBIX 00BEKTOB Ha SHTPOIMHHO-MH(POPMAIIMOHHOI OCHOBE ITOKa3aHa Ha IIPUMEpE OLIEHKH COOTBETCTBHS COCTOSHHS
U Pa3BUTUS KOHKPETHBIX IPHPOAHO-TEXHOTCHHBIX, IKOJIOr0-9KOHOMHYECKHX CUCTEM, IPOBEICHUH OIEPATHBHOTO KOHTPOJIS KaueCTBa M O€30M1aCHOCTH
TEXHOJIOTHYECKHUX IIPOLIECCOB.

KuroueBble c10Ba: dKoIornyeckas 0e30I1acHOCTb, METO/BI CHCTEMHOTO aHAIN3a MaTEMATHIECKHE METO/IbI MOAEIUPOBAHHS, HHPOPMAIIHOHHAS
CHCTEMa MOHHMTOPHHIA, HICHTH(UKALMSA COCTOSHMS OE30IaCHOCTH, 3KOJOTMYECKHE 3HAHHE-OPUCHTHPOBAHHBIC CHUCTEMbI, HMH(OPMALMOHHO-
[POrpaMMHOE 00€CIICUCHHE OLIEHKH Ka4eCTBa CHCTEM.

The complex methodological approaches for solving problem tasks objects quality assessment are determined on the basis of system analysis means
combination and of the information and software complex development of research data processing with use of modern mean knowledge providing.
Methodological support is based on theoretical knowledge in field of information entropy theory, synergetic, knowledge-oriented databases
development; information space of integrating entities unity principles. The scientific and practical foundations of methodological and informational
support for the determination of complex systems state assessment and their functional capabilities, safety level of the investigated objects, using of
knowledge-oriented information systems for obtaining knowledge on the research objects results at level “state (system —environment) — change —
process — system state”. The generalized algorithmic approach from complex system object analysis as integrity having its microstructure to which it is
proposed to attribute not only component components and elements, but also processes of its functioning is developed. Practical implementation of the
proposed informational and methodological approaches for complex systems study analysis on the entropy-information basis is shown on the results of
quality and safety functioning assessment of natural-technological, ecological-economic systems, providing operational control and safety
management of technological processes.

Keywords: environmental safety, methods of system analysis, mathematic modeling methods, information monitoring systems, safety state
identification, environmental knowledge-oriented systems, information program of systems quality assessment.

Introduction. Modern system theory presupposes
the existence of systemic entities in the form of socio-
economic, socio-ecological, ecological and economic
objects of natural and man-made content, which relate to
complex systems, and, in accordance with sustainable
development provisions, they are united in socio-
ecological and economic research objects [1, 2]. A special
component for such systems is an information component
that takes into account the qualitative characteristics of
both individual elements and their relationships. The
unstable systems state leads to crises that are
conventionally equated with qualitative transformations in
them. Thus, the study of modern complex systems is
becoming relevant in the processing of information data in
accordance with the standard system approach and the
latest methods of information theory.

Decision-making is an analogue of information
exchange and is the basis of activity, including
management. The decision is determined by the
achievement of the goal in choosing the best (more
acceptable, optimal) alternative from possible variety of
options for the purpose.

Under the research object study or development in
accordance with the general definition of J. Clare [1] is
understood part of the world, which for a given period of
time is a unit that reflects the natural (ecological),
economic and social aspects of life. The object interacts

with environment, which is central to the investigated
integrity (as opposed to existing approaches in solving
complex system problems, because it is the basis of the
functionality of the object).

The study goal and tasks. The works goal consist
comprehensive methodological approaches in solving
problem environmental safety tasks of complex objects
quality assurance based on the information and software
data research development using the system analysis
theory and modern knowledge provision. According to the
goal is necessary:

1) grounded evaluation methods system compliance

to state, features natural and industrial systems
environmental quality requirements in  economic
conditions maintaining the necessary environment

environmental safety level, sustainable system objects
stability development under uncertainty and risk by
reaching environmental safety state;

2) identified information and methodological support
composition of complex objects comprehensive study
constituted system analysis methodology provision;

3) realized practical application of systematic
methodological support for the complex study of complex
objects on the basis of a sequential analysis.

At research tasks setting and justifying, allocating
domains, checking the models adequacy used knowledge
of general systems theory, mathematical logic, including
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comparator identification method, information theory and
synergy. For creating the researched system object model
and tool justification in solving complex systems quality
assessment problems applied theoretical knowledge in
environmental safety, synergy, information analysis,
knowledge-oriented  databases  development,  unity
information integrable entities space principles fields.
Scientific results. According to research tasks
defines the main ways models and methodological
approaches improving complex systems safety level
evaluation by analyses “state (system — environment) —
changes — process — system state”. Defined methods
characteristics state investigation “system — environment”
according to the methodological approaches analysis in
the environmental, ecological and economic analysis
fields to environmental safety assess. The methods system
information  data  disparate  objects  monitoring
comprehensive assessment, entropy and knowledge base
processing methods, analysis and environmental and
socio-economic information evaluation is offered.

probabilistic-entropy  approach  implementation  to
determine the state by information amount &, which is

contained in obtained previous stage results of the
problem solution or is established relatively to the system
characteristics 1. The research object general condition is

determined by such dependencies of the information
function [3-5]

1{gn)=5(¢)-Ms(gn):

L

where I(<§|n) —amount of information in & relatively n;

M

I(n|é’;) —amount of information in n relatively & ;

S(&) — state entropy & ;

MS(<“;|n) — conditional entropy expected value at
variable & ;

pi; — compatible probability distribution.

;I Environmental state

U

To assess ecological safety level “system -—
environment” proposes an algorithm (fig. 1) for
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Figure 1 — Probabilistic-entropy assessment of system state and risk factors:
p — probability of matching the natural properties; o — estimation error; AS , AS;, AS,, AS; — estimation of general changes,

probabilistic, stochastic, random processes respectively
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As & and n determine the same ratio: the amount of
information in n relatively & and amount of information

in & relatively n, then 1(ng)=S(&).

Found that organizational and technical systems
related to fuzzy conditions system of their operation,
requiring appropriate phenomenological framework usage
of experience, knowledge, based on knowledge-based
information systems. Applied only thermodynamic nature
as a bhasis for object systems modeling, which permitted
entropy method consistent reduction and uncertainties
solution designed for comprehensive methodological
support of the entropy-comparator conformity quality
system objects assessment of any nature safety
requirements (fig. 2).

Logical transformation core is given by relations
graph of the component state criteria for & and n (fig. 2)

[6, 71.

Figure 2 — Graphic scheme core linear logical transformation
K(xy)

Providing environmental and economic analysis of
the system object & due to its complexity and multiple

ties with environment gets into the uncertainty situation
by the evaluation criteria: economic development level (a
— economical system), socio-economic index society well-
being (b — socio-economic system), environmental level (¢
— ecological system), population health assessment (d —
social system). Available informational inaccuracies,
absence proposed to supplement by the relationship
function, for example, existing general information on
economic (1), social (2) and environmental (3) quality
indicators (see fig. 2). For getting data about & introduced

linear-logical transformation core by providing a general
quality assessment for &, which takes into account all

evaluation criteria, that is, have a connection and the final
result taking into account the information by n:

K (x, y)=(xa v xc)ylv xdy3:

X

=3xefa,b,c,d ((xa v x°)y1 v x¢ y3)/\
/\(xavxbvxcvxd)): yivyl,

As  Ky(xy) Ky(y,z) K(x,z) are rectangular

matrices, then the conjunction of predicates is considered
as a product of matrices:

K(x 2)=K;(x y) Kz(y,2)= v (Kix y)A Ko(y,2))-

=V
yeN

Proposed a number of information technology for
integrated complex systems safety analysis, designated
improvement areas in case of information and
methodological support formation for natural and man-
made objects comprehensive quality assessment.

Established scientific and practical principles
methodological, informational support complex systems
state measurement and their functionality, investigated
objects safety level based on usage of knowledge-based
information systems obtaining knowledge by the study
object results at “state (system — environment) — changes —
process — system state”.

Developed algorithmic  approach for  object
comprehensive analysis in whole, with its microstructure,
which proposed to refer not only components and object
system and operation processes. In systematic analysis
introduced unique continuous real objects variables
display for which the entropy is infinite, via information
function (see. fig. 1).

According to provided methodological support
information entropy function is introduced to establish the
information uncertainty degree, ie the lack about system
and its dynamics state information.

Proposed to avoid uncertainty in solving system
socio-ecological-economic content objects environmental
safety level assessment due to using mathematical logic
structural models, combining state analysis and processes
in systems, interacting with the environment: entropy state
assessment and processes, quality level comparator
identification (safety, environmental).

In a detailed system objects study based on their
hierarchical structure resulting entropy function is
perceived as uncertain behavior not well-ordered system
of any dimension. To assess natural territorial complexes
state applied thermodynamics, physical, informational
entropy to determine environmental quality level for
complex objects by only inconsistency measure
environmental safety boundaries disparate systems and
processes in them: maximum entropy production for one
conditions group (&) compatible with its minimum for

other (n):

S(§|n=y,-):—z Pi;log, Pijj (2
MS(&In)=—ZP(n=yj)Z piijlog, ;. (3)
j i

S(éln) — conditional entropy n at £=X;
MS(§|n) — mathematical expectation of conditional
entropy with variable & [8].

Adopted entropy adherence function for investigated
system objects and determines deviation state level object
component and its overall from equilibrium, homeostasis
“system — environment”, which presented information
about danger on any grounds.

The information space concept, system analysis
related with conceptual study object model definition
under scenario and target approach in order to create
knowledge-based systems to it safety situation assess and
sustainable development. The information and software

where
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develop approaches for solving complex tasks in complex
heterogeneous objects assessment for their operation
compliance with the environmental safety requirements
was analyzed.

Developed the informational-software for practical
application ecological safety level integrated assessment
methods which based on entropy and information
approaches by awareness monitoring data.

Information part formed for system formation state
assessment in knowledge-based systems form. Within

information and methodological support developed
knowledge base on existing data basis about the system,
additional information obtained as a result of uncertainty
removal provided complex system low level investigation.
New data obtained as a final result consistent uncertainties
decrease at detailed scheme study “state; — process —
state,” applying state system formation “object —
environment”, with phased complex methodological and
information support implementation in complex systems
quality assessment (fig. 3).

User interface Knowledge-oriented system Knowledge base

[ ™ Enter data about > rl_ Processing _i | Receiving |
system _! I 2 —_———————
— System destabilization calculation (N ———————=
I based on probabilistic analysis le I Learnina _!

________ !______risk______! '___1___
| Visualizing | | e ¥ r——ot———
| processed data |« } Processing result formation | L _ _sSaving |

Figure 3 — General scheme of knowledge-oriented information system

In practice, the proposed information and software
implemented for the comprehensive analysis results on the
entropy-information based complex objects study, given
the practical environmental safety evaluation results for

natural and industrial objects (Zmiev district, heat station),
environmental and economic systems (Zmiev district —
population health system) and operative safety control
man-made objects based on Android (fig. 4) [9].

| Entering the initial data |

v

Assessment selection depending on object:
1. Systems state assessment of their safety level on the monitored data.
2. Influence degree analyze of dangerous factors on studied systems.

L N e

v

Calculation of the mean square deviation
from the stable state oo(X)

A
Deviations probability from the established

regulatory limits PP(X)
|

\ 4
Monitoring system compliance
assessment of the violations to the

minimum set level o(X)

A
Dangerous violations probability from
the minimum fixed level P(X)
|

Calculation of risk exposure Risk and
information entropy S

Comparator
equals 1
[

+

S zvg; Risk zvp

Comparator
equals 0
|

| Safety status and impact assessment |

| Result submission |

Figure 4 — Algorithmic provision of information-system assessment of environmental
safety level by complex methodological support

Introduced comprehensive complex objects safety
evaluation system is realized in practice in natural and
man-made complex safety analyzing in Zmiev district
landfill monitoring studies, whose territory is affected by
industrial and energy differs significant accumulation of
heavy metals (HM) in soils and appropriate level health
(fig. 5) [6, 10].

At the micro level of complex system analysis to
ensure proposed methodological approaches
implementation to assess object level safety which is
considered at example of factors restoration estimation
attainable children with cerebral palsy state capacity
(fig. 6) [9, 11, 12].
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Figure 5 — Ecological safety level assessment of the soil and
population health state
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Figure 6 — Program evaluation of stabilization state factor of
children cerebral palsy patients:
PVI — periventricular ischemia; VGK1, VGK2, VGK3, VGK4 —

intragastric hemorrhages (1, I1, 111, IV stages); PVL1, PVL2,
PVL3 — periventricular leukomalacia (1, I1, 111 stages)
The mobile devices oriented software that

functioning on operating system Android, for continuous
security processes monitoring on the example selecting
effective treating sludge water means at coal-concentrated
industries (fig. 7) [13].

B 5554:Andd.0.3 = =
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Figure 7 — Deposition process state determination according to
the experimental data

Conclusion. 1. The information and methodological
support comprehensive analysis of the environmental
safety of objects based on entropy and information
awareness approaches of monitoring data. Algorithmic
implementation of methodological support software for
quality evaluation of complex systems-level research
“state (system — environment) — process — system state” is
proposed.

2. Analyzed approaches in developing information
and software support for solving complex tasks of
heterogeneous complex objects accordance assessment to
their environmental sustainable development operation
and environmental safety requirements.

3. The software was developed for continuous
environmental  safety monitoring in terms of
anthropogenic impact areas, the unstable system state,
management and selection of effective production
processes according to the provided comprehensive
analysis and assessment of diverse complex systems and
dangerous situations.
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