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USING CLOUD PLATFORMS TO BUILD DISTRIBUTED LEARNING MANAGEMENT SYSTEMS

Distributed systems have problems with downtime, data loss during malfunctions, scalability and efficient use of computing resources. At the same time
in the learning and training process, the use of a distributed system has the advantage of data processing: storage of information about students,
construction of training courses, verification of passed material, etc. The problems of scaling and efficient use of resources in distributed learning
management systems are investigated in this research. Cloud platforms for hosting the system, such as Amazon Web Services, Microsoft Azure, Google
Cloud Platform and DigitalOcean are reviewed. Problems and features of a scalability in cloud computing are discussed. Methods, scaling and load
balancing algorithms for the efficient use of computing resources are proposed. According to the list of advantages, the DigitalOcean platform was
selected for the investigation. DigitalOcean provides cloud servers that can be used for quick creation of the new virtual machines for the projects. These
servers allow to fully control the web hosting environment at the same time that the user pays only for the resources used. The main goal of DigitalOcean
is to use a solid-state drive (SSD) to create a user-friendly platform that will allow clients to migrate projects to and from the cloud, increasing productivity
with high speed and efficiency. As a result of analyzing information on existing technologies, approaches and methods for using cloud platforms in
distributed systems, they have been applied to develop a solution to reduce downtime for a distributed adaptive Learning Management System (LMS).
It is concluded that the use of cloud platforms for the construction of distributed LMS a practice that allows to use only the required amount of computing
capacity. It is proven, that the implementation of the proposed solution into the work of adaptive LMS will improve its efficiency by reducing the time
of the content delivering.
Keywords: cloud platforms, distributed systems, cloud computing, scaling, load balancing, virtualization, containerization.

B. €. COKOJL, 11. 0. CAIIPOHOB, M. O. b1'IOBA

BUKOPUCTAHHA XMAPHUX IIJIAT®OPM JJIAA HOBYAOBHU PO3NOAIIEHUX CUCTEM
YIIPABJIIHHSI HABYAHHSAM

Poznoxineni cucteMi MalOTh MPOGIEMH 3 POCTOEM, BTPATOIO JaHHX IMiJ YaC HECIPAaBHOCTEH, MacIITabOBaHICTIO Ta eEKTUBHIUM BHKOPUCTAHHIM
obunCTIOBaNBbHUX pecypciB. BopHowac y mporeci HaBuaHHSA Ta TPEHIHTY BHKOPHCTaHHS PO3IMOJAIIEHOI CHCTEMM Mae IepeBary oOpoOKM JaHHX:
36epiranns iH(OpMaIil Ipo CTyAEHTIB, MOOYI0Ba HABYATIHLHHUX KYPCIiB, IIEpEBipKa 3MaHOr0 MaTepiany Tomo. Y daHiii poOOTi TOCIiHKeHO mpobieMu
MacimTadyBaHHS Ta €(EKTHBHOIO BUKOPUCTaHHS PECYPCiB B PO3MOAUICHUX CHCTEMax YNpPaBJiHHS HaBYaHHSAM. PO3risHyTO XMapHi rutathopmu ais
po3MileHHs cucTeMu, Taki sk Amazon Web Services, Microsoft Azure, Google Cloud Platform ta DigitalOcean. Po3risayTo mpo6iemu Ta oco0IHBOCTI
MacmTaboBaHOCTI XMapHUX OOYMCIEHB. 3alpOMOHOBAHO METOIM, aJTOPUTMU MaclITaOyBaHHS Ta OalaHCYBaHHS HaBaHTAXXEHHS Uil €(EKTUBHOTO
BHUKOPHCTAaHHS 0OYHCITIOBATBHUX peCypciB. BiamoBinHo 1o mepemniky mepesar, i ToCiipKeHHs 0yino obpano miatdopmy DigitalOcean. DigitalOcean
HaJla€ XMapHi cepBepH, SIKi MOXKHa BHKOPHUCTOBYBATH JUIS IIBHKOTO CTBOPEHHS HOBHX BIpTYaJbHHX MAIIHMH JUIs IPoeKTiB. L{i cepBepH 103BOISIIOTH
MOBHICTIO KOHTPOJIFOBATH CEPEIOBUILE BEO-XOCTHHTY, IIPH LIbOMY KOPHCTYBay IUIATUTh JIMIIIE 32 BUKOpUCTaHi pecypcu. OcHoBHOIO MeToro DigitalOcean
€ BUKOPHCTAHHS TBEPAOTLIBHOTO Hakonu4dyBada (SSD) it cTBOPEHHS 3pyvHOI IaT(hOPMH, sIKa TO3BOIHTH KITIEHTAM TIEPEMIIyBaTH IIPOESKTH B XMapy
Ta 3 Hei, i IBUIIYIOYH IPOAYKTUBHICT 3 BUCOKOIO MIBHAKICTIO Ta epeKTHBHICTIO. B pe3ynbrati aHanizy iHopMaii mpo icCHyro4i TeXHOJIOT 1, MiaX0an
Ta METOIY BUKOPHCTAHHS XMapHUX IIATGOPM Yy PO3MOAUIEHHX CHCTeMax Oyio po3poOJIeHO PIllIeHHsS MO0 CKOPOYEHHS IPOCTOIB PO3MOIiICHOT
aJlanTUBHOI cucteMu yripasninas HaBdauusM (LMS). 3po6iieHo BUCHOBOK PO Te, 10 BUKOPUCTAHHS XMAPHUX IUTAT(HOPM IS TOOYI0BH POIMOIIIEHHX
LMS — ne npakrtHka, sika 03BOJISIE BUKOPHCTOBYBATH JIHIIE HEOOXiAHY KUIBKICTh OOYHMCIIIOBAIBHUX IOTY)XHOCTEl. J[oBeneHO, M0 BIPOBAHKCHHS
3aIPOIMIOHOBAHOTO PillieHHsI B po00Ty agantuBHOi LMS migBumuTs ii e(eKTHBHICT 32 paXyHOK CKOPOUCHHS Yacy JOCTABKU KOHTEHTY.

KarwouoBi cioBa: xmaphi mmiatdopmu, pO3NOAIIEHI CHCTEMH, XMapHi OOYMCIICHHS, MaciiTaOyBaHHS, OalaHCYBaHHS HaBaHTa)KCHHS,
BipTyaJti3aisi, KOHTeHHepH3aIlis.

B. E. COKOJI, II. IO. CAIIPOHOB, M. A. BEJIOBA

HNCITIOJBb30BAHUE OBJAYHBIX IIJIAT®OPM JJIAA IOCTPOEHUA CUCTEM YIIPABJIEHUSA
PACHIPEJEJIEHHBIM OBYYEHUEM

PacnipenienieHHbIe CHCTEMBI HMEIOT NPOOJEMBI C IMPOCTOEM, IOTEpei NaHHBIX HPH HEHCIPABHOCTAX, MacIITaOUPYeMOCTBIO ¥ 3()(EKTHBHBIM
HCIOJIb30BAHUEM BBIYHMCIUTEIBHBIX PECYpcoB. B To sxe Bpemst B mpomecce 00ydeHHsI U TPEHWHTA UCIOJIb30BAHUE PACTIPECICHHOI CHCTEMBI NMEET
peuMyIecTBa 00pabOTKH JAaHHBIX: XpaHeHHE MH(OPMALHMU O CTYACHTAX, MOCTPOCHHE Y4eOHBIX KypCOB, MPOBEpKa CAAHHOTO MaTepuaja M TOMY
nono6Hoe. B manHOl paboTe McciienoBaHBI MPOOIEMBI MAaCIITAOMPOBAHUS M HCIIONB30BAHHS PECYPCOB B PACIpPEIEICHHBIX CHCTEMAX YIPaBICHUS
oOy4yenuneM. Paccmorpensl obnaynble miaTdopMbl A1 pa3MelleHns] CUCTeMbl, Takue kak Amazon Web Services, Microsoft Azure, Google Cloud
Platform u DigitalOcean. PaccMoTpensl mpo6ieMsl 1 0COOEHHOCTH MacITabUpyeMOCTH OOJaYHbIX BBIYHUCICHUH. [IpeaoKeHbl METO/IbI, aITOPUTMBL
MacITabupoBaHus M OaJaHCUPOBKM HArpy3kd I 3((EKTHBHOTO MCIOIb30BAHHSA BBIYMCIHTENBHBIX PEcypcoB. B cooTBeTcTBHMM C mepedHeM
MIPEUMYIIeCTB, UL HCCIeNOBaHUs Oblta BhIOpaHa mmatdopma DigitalOcean. DigitalOcean mpermocraBiser o0IadHbIe CepBEpHI, KOTOPHIE MOXKHO
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UCHOJIb30BATh JUIs OBICTPOrO CO3JaHUS HOBBIX BUPTYaJIbHBIX MAIIUH JUIS IPOCKTOB. DTH CepBepa MO3BOJIAIOT NOJHOCTHIO KOHTPOIUPOBATh CPEy BeO-
XOCTHHIa, IPU STOM I0JIb30BaTelb IUIATUT TOJBKO 3a KCIIONB30BaHHBIC pecypchl. OcHoBHO#M wnenbro DigitalOcean sBisieTcst HCHONIBb30BaHHE
TBepaOTeNnbHOro Hakonurenst (SSD) st co3nanust ynoOHON miathopMbl, KOTOpask MO3BOJIUT KIMEHTaM MepeMeIlaTh MPOEKThl B 00JIaKO U U3 HEro,
TOBBIIIAs IPOU3BOAUTEILHOCTh C BBICOKON CKOPOCTBIO U 3((eKTUBHOCTBIO. B pesyipTare aHammM3a MHGOPMALMH O CYILIECTBYIOIIMX TEXHOJIOTHSAX,
[OIX0aX M METOAAX HCIOJIb30BaHMS 00JauHBIX IUIAT(OPM B PACIPENCICHHBIX CHCTEMaX ObLIO pa3pabOTaHO pEIICHHE MO COKPAIICHHI0 IPOCTOCB
pacrpeeneHHOW aJanTHBHOW CHCTeMbl ympasieHus oOydeHuem (LMS). Caenan BBIBOA O TOM, YTO HCIONB30BaHHE OOJAYHBIX IIATGOPM s
nocTpoeHust pacnpeieneHHbix LMS — 3To mpakTnka, KoTopas MO3BOJISET HCIOJIBb30BaTh TOJBKO HEOOXOAMMOE KOJMYECTBO BBIYMCIMTEIBHBIX
MomHocTeil. JlokazaHo, 9TO BHEAPEHHE MPEIOKEHHOrO peleHnst B pabory amantiuBHOW LMS moBbicuT ee 3((heKTHBHOCTD 3a CHET COKpALICHHUS

BpPEMEHHU JOCTaBKU KOHTCHTA.

KuroueBble ci1oBa: o61aunble 1aTdopMBbl, pacrpeiesicHHbIE CUCTEMBI, 00JIauHbIe BBEIYHCIICHUS, MacliTabupoBaHue, OaJaHCUPOBKA HArpPY3KH,

BUpTyalu3anus, KOHTBI‘/’[HepI/BﬁHI/IH.

Introduction. The emergence of distributed systems
in the field of IT technology was because one computer
could not process all the information that comes every day
with the development of technology.

However, distributed systems still have problems with
downtime, loss of important data during malfunctions,
scalability and the most efficient use of computing
resources. Over time, platforms have emerged to help solve
this problem by providing cloud computing services. Cloud
technologies (or cloud computing) are distributed digital
data processing technologies that provide computer
resources to the Internet user as an online service.

For the training system, the use of a distributed system
has the advantage of data processing: storage of
information about students, construction of training
courses, verification of passed material, etc. When using
cloud computing in such systems, mobility is an advantage.
Therefore, a person can access training materials, courses,
or test their knowledge from anywhere on the planet with
Internet access and the device they need.

Learning management systems have become an
integral part of the e-learning content development process,
especially if there are many trainers and few trainers in the
school or not, so one of these systems needs to be used to
facilitate the tasks and refine the learning process.

Taking into account integrated knowledge-based
methodological framework for staff-training in IT-
companies [1; 2], the purpose of this work is to explore the
technologies, approaches, and methods used in cloud
platforms. Develop a solution to reduce downtime,
scalability, and use only the required computing resources
at any given time that can be deployed in distributed
adaptive Learning Management System (LMS) [3].

Existing platform and technologies overview.
Overview of cloud platforms. The hardware and operating
environment of a server in an Internet-based datacenter.
The system software components (OS, virtual machine
monitor, etc.) are called the “cloud stack” [2].

When using cloud platforms by clients, only the
organization of the workplace (computer/laptop/tablet) is
required, regardless of the location. The only condition is
the availability of Internet access. The client (user of the
cloud platform) is only responsible for the administration
of its applications and software.

Amazon Web Services is a subsidiary of
Amazon.com, which provides a cloud-based leasing
platform to individuals, companies, and governments on a
paid subscription basis. The technology allows subscribers
to have a complete virtual cluster of computers, which is
always accessible via the Internet.

Microsoft Azure is a cloud platform and infrastructure
of Microsoft Corporation designed for cloud computing

developers and designed to streamline the process of
creating online applications. A close competitor to AWS
with an extremely capable cloud infrastructure. The Azure
platform is also working with data centers.

Google Cloud Platform is Google's suite of cloud
services that run on the same infrastructure that Google
uses for its end-user products, such as Google Search and
YouTube. Google later entered the cloud market and has no
enterprise focus to help attract corporate clients. But his
technical knowledge is deep, and his leading capabilities in
deep learning and artificial intelligence, machine learning,
and data analytics are significant strengths.

DigitalOcean is a US-based hosting company focused
on helping developers launch more applications faster and
easier. DigitalOcean provides cloud servers that developers
can use to quickly create new virtual machines for their
projects. They allow you to fully control the web hosting
environment at the same time that the user pays only for the
resources used. DigitalOcean's ultimate goal is to use a
solid-state drive (SSD) to create a user-friendly platform
that will allow their clients to migrate projects to and from
the cloud, increasing productivity with high speed and
efficiency [3].

Scalability in cloud computing. Scalability is the
unique feature of cloud computing where dynamic
provisioning of the resources is being done by the clients
themselves with in the real time slice. Vertical scalability is
the ability to increase the capacity of existing single
hardware or software by adding more resources to the same
server or hardware. Horizontal cloud scalability is the
ability of the system or resources to connect multiple
hardware or software entities, such as servers or networks
so that they work as a one logical unit [4].

Load balancing. Load balancing is a method that has
helped networks and resources, to provide maximum
throughput with minimal response time [5].

In the static load balancing method, the performance
of nodes is determined at the beginning of execution. Then,
depending on their performance, the workload is
distributed at the outset by the master node. The slave
process calculates its distributed work and transmits its
result to the master. The task is always performed on the
node to which it is assigned.

Dynamic load balancing differs from static algorithms
in that the workload is distributed between nodes at
runtime. The wizard assigns new processes to subordinates
based on the newly collected information. Unlike static
algorithms, dynamic algorithms distribute processes
dynamically when one of the processors becomes under
load.

Virtualization. The creation of isolated environments
within a single physical device. Each environment looks
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like a separate computer with its characteristics, such as
memory, processor and so on. This environment is called a
set of logical resources [8].

Containerization. An alternative to full machine
virtualization, which involves encapsulating the program
into a container with its operating environment. This
provides many benefits of downloading the application to a
virtual machine since the application can be run on any
physical machine without having to worry about
dependencies.

Proposed approach. Choosing a cloud platform.
Among all cloud platforms considered for use in a
distributed system, DigitalOcean was selected. This
platform has several significant advantages over other
platforms:

e uptime 99.99 %;

e convenient tariff plan for the use of resources —

payment only for what they used;

e laaS is a provider of computing resources, so it is
possible to adjust the distribution of resources
according to needs [9];

o the ability to get computing resources quickly by
deploying the required number of virtual
machines or “dropsy;

o the use of solid-state SSDs, which raises the speed
of cloud computing on the platform;

o use of KVM (Kernel-based Virtual Machine)
hypervisor [10, 11].

Scaling the system. When reviewing scaling methods
for a distributed system, two main ones were selected —
horizontal and automatic, and manual as a secondary.

The horizontal method is best suited for running LMS
in the cloud since it is easier to create new virtual machines
on the platform during high load and transfer to them the
load that arises from systems upon request. If you take the

vertical method, you need to create a new virtual machine
of larger size and transfer all the data to it and deploy it in
the cloud. This means that the system may not be available
for some time, so users will not be able to work with it [12].

The second main method is automatic. It will allow
you to create new computing units to distribute the
increased system load in the cloud.

We will also use the manual method as an auxiliary.
After all, if the system administrator knows that the load
will increase, then he can add new virtual machines himself
or remove if some of them are no longer in use.

Load balancing in the system. Throttled load
balancing method was chosen for system load balancing
(fig. 1).

The load balancer (LB) maintains a table of virtual
machine indexes, as well as their states (Available or Busy).
The client/server first requests the data center to find a
suitable virtual machine (VM) to perform the
recommended task. The data center requests a LB to
distribute the virtual machine. The LB scans the index table
from above until the first available virtual machine is found
or the index table is completely scanned.

If a virtual machine is found, the data center passes
the request to the virtual machine identified by the
identifier. Also, the data center confirms the load balancing
of the new distribution, and the data center appropriately
revises the index table. When processing a client request, if
the corresponding VM is not found, the LB returns “~1” to
the data center. The center request is processed by the data
center.

This choice is due to the following factors use only
the required computing resources, simple implementation
and speed of execution.

At the moment, this algorithm is optimal for our
system. But it should be noted that in the future, with

Client/Server Data Center Controller

Load Balancer Virtual Machine

Receives the
request
Queries for the
available VM

Send
reguest

Sends the request to
VM identified by id

Receives the
query
Check ifthere is a VM
available
Check the weight of
busy VMs
Get VM id of the

VM of higher weight,

LB returns
VM id

MNotifies of the new
allocation

Receive

Updates the
allocation table

Handles the
request

response

MNotifies of the VM
deallocation

Get
response

®

Updates the
allocation table

Fig. 1. Activity diagram for throttled load balancing
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system scaling, a more sophisticated algorithm will have to
be used to efficiently use all computing resources.

Deployment in the cloud. The chosen cloud platform
is DigitalOcean, which provides computing units called
drops (fig. 2). To ensure maximum data security and the
fastest data processing in the cloud, we will use
containerization in a virtual machine. Containerization will
be provided by Docker Compose, as the system consists of
several components (fig. 3). Also, to create containers, we
will create virtual machines that have a specially designed
OC for the best Docker support [13].

Comprasion of solutions. Let's compare the
proposed solution with the solution where vertical scaling
will be present. When using this scaling method, we need
to move all the data from one virtual machine to another
with higher characteristics (CPU, RAM, hard disk). In this
case, LMS will be in downtime for a certain time:

tdowntime = tallocation + ttransferv (1)

where tgowntime — downtime for LMS;

tallocation — time for hypervisor to allocate resources
for VM

tiransfer — time for transferring data from one VM to
another.

Moreover, time for transferring data from one VM to
another growing as more size of data is.

At table 1 we can find a simple comparison between
the data size of VM and time for copying its data to another
VM.

Here you can clearly see that the time to copy data is
growing along with the volume of this data. Accordingly,

In the proposed solution, the downtime time formula
remains the same (1), but the data transfer time will be
constant, because it is limited by a certain template size of
our virtual machine. Now we can get the efficiency and
availability of the proposed solution (2):

Ef = (2= —1)-100 %, @)

thor

where Ef — efficiency of the proposed solution;

tvert — time for transferring data with vertical method;

thor — time for transferring data with vertical method,
we set it to 86, if we use 1024MB template of VM for
deploy.

with each change of VM, the downtime will increase.

Table 1 — Dependency between time and data size

Size(MB) Time(secs)

32 10

64 14

128 24
256 40
512 60
1024 86
2048 115
4096 148

Table 2 presents the efficiency calculations for two
cases in which it is necessary to change a virtual machine
that has a larger volume. You can see how the efficiency of
solutions using horizontal scaling is growing in comparison
with vertical.

Table 2 — Calculation of efficiency

tvert thor Ef
115 86 43,75 %
148 86 85,00 %

These data are illustrated in more detail in Fig. 4.

Where y-axis is Efficiency and x-axis is the size of
data in VM growth in the vertical method.

The implementation of this solution into the work of
adaptive LMS will improve its efficiency. Now users will
not need to wait more and more times each time before they
can again access their training courses. Of course, increase
their effectiveness during training [1].

Conclusions. The use of cloud platforms for the
construction of distributed systems is a practice that allows
to use only the required amount of computing capacity.
This way you can focus on other aspects of the system.

Client HTTPS <<component>> a <<component>> a
Load balancer Processing power
~ o . A
~
N I
Running a virtual :
machine deployment Deploying and running
S a virtual machine
~ 9 :
~
A N I
Creating and Downloading the S \
configuring a virtual machine N :
The ownerof || _vlrt_uill_niafh_m_e b <<component>> gl 1|8 _t_o—tl'l_e—st_oia?e— _____ S <<component>> a
the software Virtual machine Data storage

Fig. 2. Model of system operation using Digital Ocean cloud platform
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Load balancing pool

<<component>> $:I
<<droplet>>
BM 1 : Ubuntu 18.04
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Docker Compose 1.17.1
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=7 <<artifact>> |
g Necessary images

N <<component>> EI
N <<droplet>>
fa® BM N : Ubuntu 18.04
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Docker Compose 1.17.1

<<artifact>> |
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Fig. 3. Web application deployment diagram
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Fig. 4. Efficiency growth 8.
Cloud computing and platforms, scalability, load
balancing, virtualization, and deployment through 9.
containerization were reviewed during the work. The
DigitalOcean platform was investigated their way of
providing computing resources with Drop-lets. 10.
As a result of analyzing information on existing
technologies, approaches and methods for using cloud
platforms in distributed systems, they have been applied to
- . o 11.
develop a solution to reduce downtime for a distributed
adaptive LMS.
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