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K. S. KHABARLAK, L. S. KORIASHKINA

MOBILE ACCESS CONTROL SYSTEM BASED ON RFID TAGS AND FACIAL INFORMATION

RFID tags see a widespread use in modern security systems, including home intercoms, access control cards, contactless credit cards, biometric passports.
Here we focus on a single application, namely access control systems. Currently they have either high cost or low security guarantees. Hence, the
developments focusing on improving access control security while lowering the cost is a rapidly developing field. The purpose of this work is to create
an alternative access control scheme, where card scanners are replaced with passive RFID tags, and all of the communication is done via user’s
smartphone Wi-Fi. Based on the analysis of existing approaches to the development of access control systems, it was concluded that use of mobile
systems is the most promising due to their expandability and presence of a large number of sensors, such as NFC, camera etc. In the proposed model
RFID tags are mounted near a turnstile or a smart door. Tag reading and programming is done via NFC chip directly on an Android or iOS mobile
device, which allows for a significant price cut for such a system implementation. A detailed description of a tag writing procedure with the data required
to perform it is provided. To enhance security, together with smartphone-based authorization we require the user to provide his photograph while entering
a secure gate. The photograph is then displayed on a monitoring dashboard side-by-side with his registration picture, so that the two can then be matched
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against each other. The developed client-server application offers administrative system used to configure gate access policies and monitor entrances
with filters by access time, user and gate. Besides that, we propose a mobile application that allows gate registration and serves as a door unlock key.
The access control model that we suggest reduces installation costs required, as it is fully wireless and uses cheap autonomous RFID-tags as its main
component. We expect the presented application to be easy in adaptation to customer needs and to existing security systems.

Keywords: access control system, RFID tags, NFC, mobile access control, security, person identification.

K. C. XABAPJIAK, JI. C. KOPAIIIKIHA

MOBLIbHA CUCTEMA KOHTPOJIIO JOCTYITY I3 BUKOPUCTAHHSAM RFID MITOK TA
IH®@OPMANII ITPO OBJINYYA

VY cydacHux cucremax Gesneku RFID-MIiTKH BHKOPHCTOBYIOTBCS BCHOAM — Yy HOMO(OHAX, IUIACTUKOBHUX KapTKaX CHCTEM KOHTPOJIFO JOCTYILY,
0E3KOHTAKTHUX KPSAUTHUX KapTKaX, 010METPUYHUX MacrnopTax. ¥ jaHiit poboTi MU c(hoKyCyeMO yBary Ha OJHOMY 3aCTOCYBaHHI — CHCTEMAaX KOHTPOJIIO
noctyry. OCKUIbKM ICHYIOUM KOMEPLIiiHI peai3alii Takux CHCTEM XapaKTepU3YIOThCs a0o0 K BHCOKOIO BapTICTIO, a00 HU3bKUM piBHEM Oe3HeKH,
aKTyaJbHUM HaIpsIMKOM HayKOBHUX JOCITiMXKEHb B 00JAcCTi KOMII'IOTEPHUX 1H(OpPMAaifHIX TEXHOJOTIH € pO3pOOKH, IO CIPHSIOTH yAOCKOHATIEHHIO
cucTeM Oe3leKH MpH OJHOYACHOMY iX 3/elIeBlieHHI. MeToro 1aHoi poOOTH € CTBOPEHHS albTEPHATHBHOI CXEMH CHCTEMH KOHTPOIIIO JAOCTYILY, Y sKiif
3aMicTh CKaHepiB BUKOPUCTOBYIOThCst RFID-MiTkH, a 1u1st komyHikauii yepe3 Wi-Fi — Tiibku MoOiibHMI HpUCTpii BigBigyBaya. Ha ocHOBI pe3yibraTis
aHai3y iCHYIOUHX IiXO/IB 0 PO3POOKHU CUCTEM KOHTPOIIIO JOCTYITy Ta IX peanizamiii, 0y10 3p00JIeH0 BHCHOBOK IIPO T€, 110 HAHO1IbII HepCIIeKTUBHIM
€ BUKOPHCTaHHs MOOUTFHHX CHCTEM B CHITY iX PO3LIMPIOBAHOCTI Ta HAasBHOCTI BeMHKOI KijbKocTi ceHcopiB — NFC, kamepa Ta iH. Y 3ampornoHoBaHii
Mozeni cucteMu KOHTpoutio goctymy RFID-MiTKu BCTaHOBIIOIOTHCS CTamioHapHO Oitst TypHiKeTy abo po3ymHOi aBepi. [IporpamMmyBaHHs Ta YUTaHHST
Mmitok BinoyBaerscst ynom NFC mobinbHOro npuctporo Ha miatdopmi Android abo iOS, mio 103BoJIsi€ 3HAYHO 3MEHIIUTH BapTiCTh BIPOBAKCHHS
TaKol CHCTeMH. B po0OTi AeTanbHO OMHUCAHO MPOLEAYPY 3aMUCy MITOK, & TaKO)K BHKOPUCTOBYBaHI mpH IOMY HaHi. Pazom i3 aBTOpH3amicio 3a
cMmapTdoHOM, 1 3a0e3meyeH s JOAaTKOBOI Oe3neku, pororpadis KopucTyBada, 3podieHa Mpu BXo i Ha PPOHTAIbHY KaMepy MOOLIBHOIO IPUCTPOIO,
BinoOparkaeThesl Ha IaHeNli MOHITOPHHTY IOPs] 13 #oro ¢ortorpadiero mix 9ac peectpariii Uit MOpiBHAHHA. Po3pobiieHnii KilieHT-CepBepHUi J0IaTOK
BKJIIOYAE HE TUIBKU aJMIHICTPAaTHBHY CHCTEMY IS HANALITYBAHHS MOJITHK JOCTYIY A0 00’€KTiB Ta MOHITOPHUHTY i3 (ilbTpamMu 3a 4acoM AOCTYILY,
KOPHCTYBauy Ta IBEpi i3 MITKOIO, aje if MOOUIbHHI MOATOK, LIO TO3BOJSIE PEECTPYBATH OO €KTH Ta € MEPEHyCTKOI Uil BIAKPUTTS ABEpEil.
3anporoHoBaHa MOJEIb MOGIIEHOI CHCTEMH KOHTPOJIIO JOCTYITy JZ03BOJISIE 3MEHILIMTH 3arajibHy LiHy BCTAHOBJICHHS TAaKOi CHCTEMH, OCKIIbKH BOHA €
6e31pOTOBOIO Ta BUKOPHCTOBYE Hemopori aBroHoMHI RFID-mitku. KpiM Toro, apxitektypa po3po0aeHoro mporpaMHOro IpoayKTy 3a0e3redye JIerky
ajlanTariro 10 notped mianpueMcTBa ab0 iICHYIOUHX CHCTEM KOHTPOJIIO TOCTYILY.
Kurouosi ciioBa: cucrema koHTpoutio goctyiy, RFID-mitkui, NFC, MoGLIbHIIT KOHTPOJIB AOCTYITY, Oe3IeKa, i1eHTU]IKaLis 0COOH.

K. C. XABAPJIAK, JI. C. KOPAIIIKHHA

MOBUWJIbHAS CUCTEMA KOHTPOJISA JOCTYIIA C UHCIIOJIb3OBAHUEM RFID METOK H
NH®OPMALUMA O JIUIE

B coBpemenHbIx cuctemax 6ezonacHoctr RFID-MeTkr MCHONB3yrOTCS MOBCEMECTHO — JOMOGMOHEI, IITACTHKOBEIE KAPTHI CHCTEM KOHTPOJIS JOCTYIIa,
OECKOHTaKTHbIE KPEIUTHBIE KapThl, OMOMeTpuyeckue nacrnopra. B nanHoit pabote Ml cdokycupyeM BHUMAaHHE Ha OJHOM NPUMEHEHMH — CHCTeMax
KOHTpOJIs focTyna. TIocKobKy CyIIecTBYIOIME KOMMEpPUYECKHEe Pealn3allii TaKHX CHCTEM XapaKTepH3yIOTCs MO0 BBICOKOI CTOMMOCTBIO, OO
HHU3KHM YPOBHEM O0€30TacHOCTH, aKTyalbHBIM M aKTHBHO Pa3BUBAIOIINMCS HANpaBICHHEM HayYHBIX HCCIEIOBAHMH B 00NACTH KOMITBIOTEPHBIX
MH(OPMAIMOHHBIX TEXHOIOTHH SBIAIOTCS Pa3pabOTKH, CIOCOOCTBYIONIME YCOBEPIICHCTBOBAHHIO CHCTEM OE30NaCHOCTH HPU OJHOBPEMEHHOM MX
ynemesnenuu. Llenpio faHHONH pabOTHI ABIACTCS CO3IaHME ANbTEPHATHBHOM CXEMBI CHCTEMBI KOHTPOIS JIOCTYNa, B KOTOPOH BMECTO CKaHEPOB
ucnons3ytorest RFID-meTky, a 11 kommyHukanun depe3 Wi-Fi — Tonbko MoOWIBHBIA TeneoH mocerurtens. Ha ocHOBe pesynbTaToB aHaim3a
CYIIECTBYIOIIHUX TOAXOI0B K Pa3paboTKe CHCTEM KOHTPOIS JOCTYIA M UX Pealn3alyii, ObLI CIeNaH BBIBOA O TOM, YTO HauOosee NEepCHEeKTHBHBIM
SIBJISIETCSL MCIIOJIB30BAaHHE MOOMIBHBIX CHCTEM B CHIIYy MX PAacIIMPAEMOCTH M Haanmyus Gonblioro xommuecrsa ceHcopoB — NFC, kamepa u gp. B
TIPEIOKEHHON MOJIeNH cUcTeMbl KoHTponst joctyma RFID-mMeTku ycTaHaBIMBAIOTCS CTalIOHAPHO BO3J€ TYpPHUKETa WM YMHOH [IBEpH.
[porpaMMupoBaHue ¥ YTeHHE MeTOK mnpousBoautcs uunoM NFC moGuibHOro ycrpoiictea Ha miargpopme Android wimm i0S, uro mossonsier
3HAUMTEIHHO YMEHBIIUTH CTOMMOCT BHEJPEHHS Takoii cucTeMbl. B paboTe moapoOHO onucaHa Npolesypa 3al1ucH METOK, a TAKXKe HCIOIb3yeMble IIPU
3TOM JlaHHBIE. BMecTe ¢ aBTOpn3armeii mo cMapThoHy, 1s 0OecIeueHns AOMOTHUTENBHOH 6e30macHoCcTH, oTorpadus IOIb30BaTENs, CIETaHHas TPH
BXOJIe Ha ()POHTANIBHYIO KaMepy MOOHIIBHOTO yCTPOHCTBA, OTOOpaXKaeTCs Ha MaHeId MOHUTOPHHTA PAIOM ¢ ero doTorpadueil Npu perncTpanuu as
ee uaentudukanmu. PaspaboraHHOe KIMEHT-CEpBEpPHOE NPHUIOKEHHE BKIIOYAET HE TONBKO aJMHHUCTPATHBHYIO CHUCTEMY JUIS HACTPOEK IOIHTHUK
JlocTynia K 00BbEKTaM M MOHHTOPHHTA ¢ (QMIBTpaMH MO BPEMEHH IOCTYTa, MOJB30BATENI0 M JBEPH C METKOW; HO M MOOWIIEHOE NpPUIIOKEHHE,
HO3BOJIAIONIEE PETMCTPUPOBATE OOBEKTHI U ABIISIOIIEECS MNPOIYCKOM Il OTKphITUs ABepeil. IIpennoxeHHas Moaenb MOOHIBLHOMH CHCTEMBI KOHTPOJIS
JIOCTYIIA TIO3BOJISIET YMEHBIIUTh OOLIYIO LIeHy YCTAHOBKH TaKOH CHCTEMBI, TAK KaK SBIAETCS OSCIPOBOAHON M HCIONB3YeT HEIOPOTrHe aBTOHOMHbIE
RFID-merkn. Kpome Toro, apxurekTypa pa3pabOTaHHOTO INPOTPAMMHOTO IIPOAYKTa OOECITeUMBAET JIETKYI0 €r0 ajaNTaldio K II0TPeOHOCTIM
HPEIPHATHS U CYIIECTBYIOIMM CHCTEMaM KOHTPOIIS IOCTYTIA.

KaioueBsle ci10Ba: cucrema KoHTpostst goctyna, RFID-metku, NFC, MOGHIBHBII KOHTPOJIb JOCTYIIA, 6€30MaCHOCTD, HACHTH(UKAIS TAIHOCTH.

Introduction. Many of the modern enterprises use
turnstiles or smart doors with access card scanners, where
predominantly RFID cards are used. To provide extra
security guarantees schools and universities also employ
such systems as being cheap and easy to use. In the same
time, they have a serious drawback, namely the card can be
easily lost, which means an intruder can access the
enterprise unnoticed, that in turn may cause critical
consequences such as an accident, sensitive information
loss etc. Installing video surveillance cameras may be a
partial solution, which allows to detect such an access in a
retrospect. However, storing video surveillance during a
long timeframe may take a lot of disk space. The most
efficient yet expensive approach to solving the problem is
an installation of expensive biometric systems recognizing

face or fingerprint (the latter can be recognized via the
terminal or directly on a special access control card).

Using smartphone’s NFC chip for secure authen-
tication sees an ever-increasing interest. In this paper, we
describe a novel access control scheme, which doesn’t use
card scanner and offers higher security guarantees when
entering a gateway without needing video surveillance
cameras.

Review of existing approaches. To begin with, let us
describe existing commercial systems, which control the
access by means of a personal identifier. Company [1]
proposes systems based on using plastic cards or
fingerprint. Manufacturer [2] features a more advanced set
of products including virtual mobile cards (NFC-based),
bank credit card authentication or biometric systems
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(fingerprint or facial recognition). A comprehensive list of
currently available commercial products is presented in [3].
These can be categorized in 1) products supporting only
classical plastic card id; 2) products that additionally
include support for NFC or Bluetooth Low Energy (if NFC
is not available); 3) biometric systems. Unique identifier in
NFC compatible systems (point 2 above) is granted either
via a global server for all clients (in this case a regular fee
is taken) or for free based on a unique id of a smartphone
(IMEI) or a SIM-card (IMSI). Identifier can be blocked if
requested. Wherein, there may arise at least two cases of
unauthorized access to the enterprise, that are impossible to
track down: 1) after having lost the mobile device and
before locking its id; 2) in case of intentional transfer of a
smartphone to third parties. That is to say that such systems
are quite vulnerable on its own.

Let us also highlight some of the more advanced
systems. In [4] authors note a growing interest in access
cards having an extra level of security. Multi technology
cards offering embedded fingerprint scanner together with
a standard passive RFID tag are said to be an interesting
and promising advancement in the field. To supply the
scanner, these cards also have an ultra slim battery. Surely,
this comes with a higher price.

Next let’s consider research of promising combined
systems. Patent [5] contains a description of a biometric
system, in which RFID tag holders are also verified via a
standalone facial recognition system. This allows to solve
additional problems of access control systems like 1) buddy
badging, when one person logs two badges, while only one
actually enters the gate; 2) tailgating, when several people
enter while using the same badge. Let any access violation
occur, the door will be locked and a special lighting stack
will alert the guards to intrude. A similar system with a
different alerting method is proposed by [6] for access
control in university hostels.

To sum it all up, all of the abovementioned systems
have either almost no defense against card transfer
(classical or NFC-based systems) or have a high price
(biometric systems including fingerprint and facial
recognition, as well as combined systems).

Mobile access control system model. Here we
propose to turn the classical access control scheme “upside-
down”. Firstly, instead of a RFID card scanner, which has
to be connected to a computer or can be embedded into a
smart door, we propose using passive RFID tags similar to
those found in today’s plastic cards. They can store enough
data for our system and are much cheaper. Secondly,
instead of plastic cards we suggest employing user’s
smartphone. By holding the device near a passive tag, the
application we have developed, will be automatically
started. All information about gate location to which the tag
is attached will also be automatically scanned. Also, to
avoid the need of a standalone video surveillance camera
installation, we require the user to take a photograph on his
frontal camera. After that, information from the tag as well
as user’s data, including user id, location and photograph,
is sent to the server via a corporate Wi-Fi network. Figure 1
has a comparison of typical access control system (fig. 1, a)
and the one we propose (fig. 1, b). As can be seen from the
picture, the proposed system doesn’t need camera or RFID
scanner installation, furthermore no wiring is required as all
of the communication is done using smartphone’s Wi-Fi
connection.

Adding tags to the system. As is known, RFID
(Radio Frequency ldentification) tag is a device that can
store a small amount of data, usually below 888 bytes
(while there exist modifications with higher memory
capacity, they are rate). The tags are classified into active,
which contain an embedded energy source (battery). Their
advantage is in high acting distance (up to 100m). And
passive — this is the type of tag used in intercoms, biometric
passports, contactless credit cards and classical access
control systems. Such tags are cheaper that active, but can
work only on a short distance ranging from several
centimeters to meters depending on a standard and working
frequency. Because in passive tags the microchip has no
built-in power source, an electromagnetic coil is installed
instead. A device for reading and programming the tag
(including a smartphone) creates an electromagnetic field
inducting a current in the tag by the Faraday’s law [6].

I
I
I
I
I
;: |
Connected l
Camera } i
i ' 1%
| |
RFID |
Reader 1 |
| Server
Smart Lock |
Door |
1
o—
Network |
a Switch |

Access

S @[5
I
Stationary Use your Smartphone,

Passive to unlock the door !
RFID Tag over Wi-Fi I |

Smart Lock
Door

Wi-Fi

Fig. 1. a—typical access control system; b — our system
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Smartphones contain a so-called NFC chip (Near
Field Communication) to read and program RFID tags. It
should be noted, that not all of existing tags on the market
are compatible with NFC. Three main tag types, supporting
NFC include: MIFARE Classic ®, MIFARE Ultralight ®
and NTAG ®. The latter two have the best support among
mobile devices [7], and NTAG has the largest capacity.
Thus, in our product we support two its main modifications:
NTAG213 (144 bytes) and NTAG216 (888 bytes) [8].
Besides the described writable memory, the tag also
contains serial number, an option to enable write password
protection and an irreversible switch to read-only mode.

In our system tag programming is supposed to happen
on a device of an enterprise security administrator with a
use of a special account. The first step is to fill data about
the gate to which the tag is going to be attached. The data
includes unique object name and its location. In response to
tag registration request, server generates a unique unsigned
integer id for the gate, which together with server identifier
is written on the tag. In order to avoid data rewrite by third
party applications or intentional data corruption, tag
programming is protected via tag programming password
(as we have described earlier, this capability is built into the
chosen RFID tag standards). The password is global for the
given organization and is automatically sent from the
server. Given the described information, the administrator
should bring the device to the tag at a distance of 1-3 cm
for the programming to take place. If the tag is already
password protected, then the operator should enter old
password and take the device to the tag again. Then the
administrator needs to setup user access policies for the
registered tag in a special server-side administrative
application (which we will describe in the next section).

The data written to the tag is stored in a special binary
format called NDEF (NFC Data Exchange Format), that is
implemented on Android via a special NdefMessage
message type, containing a set of data records, called
NdefRecord [9]. In our system we write:

1) global unique server identifier (server GUID),
which we use to verify that the user registered in one
organization will not try to get access to another one. It
should be noted that a distinctive feature of GUID
generation is its high randomness, meaning that its
collisions are nearly impossible [10];

2) unsigned integer, representing gate id inside the
organization;

3) a special Android Application Record (AAR) [9]
used to launch the application instantly, when the device is
held near the tag. The only requirement here is that the
device should be unlocked. It is of no importance if any
application is already running (either our or third party);

4) a similar record for iOS devices, containing the so-
called Universal Link.

Having calculated each field’s size (table 1), it can be
noted, that each one of the considered RFID tag standards
has enough memory for the developed system.

It is noteworthy that Apple iOS smartphones did not
contain NFC chip for a long time [7], and even after its
appearance NFC use was limited to Apple Pay functionality
only. Currently, NFC development APIs are being rapidly
added to the iOS operating system. Since iOS 11.0 it is
possible to read RFID tags, and iOS 13.0 has introduced a

tag write capability [11]. New devices also feature support
for background tag reading [12]. That is a feature mostly
analogous to the AAR, with a difference in that the
application is not launched automatically, but a notification
is presented to the user, inviting him to launch it. As we
have already mentioned, the iOS launch record is written in
Universal Link format [13]. Thereby, while we have
developed the mobile application for Android devices only
(at least for now), all of the functionality is available on
both mobile platforms.

Table 1 — Data written on the RFID tag

Content (bs)jtzees) Description

Server ID 16 GUID

Secure gate ID 4 Unsigned integer

Android Application | 42 Depends on application

Record name length

iOS Universal Link 58 Depends on application
name length

Overall 120

Server-side control system. The main instrument for
administrator is a server-side control panel, implemented in
a form of a web-site. Administrative account is needed to
access the panel. In there the administrator can register a
new smartphone user. Entering first and last name, as well
as person’s photograph is sufficient to complete the
process. It should be noted that it is the administrator’s
responsibility to guarantee the correctness of the entered
data. Here the configuration of gate access policies is also
available. In a separate monitoring tab of the control panel
latest accesses can be viewed.

To setup gate access policies, the tags needed must
have already been registered via the mobile application as
it was previously described. Then the administrator can
select the tag to configure from the drop-down list (fig. 2)
to add, view or edit existing accesses. To enhance the
security each access record should have an expiration date
set, after which the access will automatically be disabled (if
access is not extended by the administrator). Based on the
expiration date a corresponding status (active or expired) is
shown.

After the initial setup, the main panel that we expect
to be used is the monitoring panel, where we propose a
number of features (fig. 3): 1) an ability to view access
records in real time or by time filter (for example, during or
outside the working hours); 2) filter by the tag to which an
access attempt has been made; 3) filter by user; 4) also, an
option to display denied accesses only can be selected.
Each of the filters can be left empty if need. It should be
noted, that while currently we use face information only to
be able to track the actual person that tried to pass the gate
manually (by a human being), in future we suggest
extending such a system via mobile face recognition as
described in [14].

Backend and third-party services integration.
Along with the above described user-facing parts, we also
have a server backend used to communicate with a mobile
application via REST API. Also, we have implemented a
SignalR [15] endpoint for third-party services integration.
In our system we do not propose turnstile or smart door
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systems, so we expect the end-users to be able to quickly
adapt their existing door or turnstile systems via the
provided API. The SignalR itself is a set of libraries for
server-side as well as mobile and web integrations, which
as we hope, will allow for a seamless implementation of our
system into existing infrastructure.

system to configure gate access policies and monitoring
with filters by access time, user and RFID-tagged gate;
2) mobile application made to register gates and being a
key to unlock the doors. The implementation of the
developed system will allow to lower the cost of access
control systems in schools, universities and enterprises by

not only replacing stationary RFID scanner by a cheap tag,
but also by not requiring video surveillance camera
installation. The latter is not needed as it’s enough for the

Conclusions. Client-server application has been
presented in the paper, which includes: 1) administrative

Access Monitoring App Home Configure Monitor E:
Configure Gate Access
Gate IT Department v Who: Konstantin Khabarlak
Access Status: Active
Add Rule Valid Until: 11 Nov 2021 #
Registration Picture
Who: Larysa Koriashkina
Access Status: Active i
Valid Until: 14 Oct 2021 7 J}q
ngi‘stralion Picture
Who: James Bond —
(o w)
Access Status: Expired \
Valid Until: 14 Oct 2020 7 g
Registration Picture

Fig. 2. Configuration tab of the proposed access control system

Access Monitoring App Home  Configure ~ Monitor
Monitor
Who: Konstantin Khabarlak
-Time Interval- Gate: Main Engine
From: 24102020 1025 Time: 24.10.2020 14:47
Status: DENIED Registration Picture Gate Picture
To: 24.10.2020 15:45
Who: Konstantin Khabarlak
Gate Main Engine Gate: Main Engine
Time: 24102020 13:15 -
Person Konstantin Khabarlak Status: DENIED Registration Picture Gate Picture
Show denied accesses only
Who: Konstantin Khabarlak
Gate: Main Engine
Time: 24.10.2020 11:30
Status: DENIED Registration Picture Gate Picture

Fig. 3. Monitoring tab of the proposed access control system
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user to take a photograph on his mobile phone when
unlocking the door. We hope, that the proposed application
will make a contribution to the development of more secure
and less expensive access control systems.

We see an implementation of a mobile face

recognition system as one of the next steps to enhance the
proposed application.

10.
. Core
12.

13.

14.

yIpaBiiHHS HanioHaJbHOTO TEXHIYHOTO YHIBEpCHTETYy «JIHIIpOBChKa MOJITEXHIKay,
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