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RESEARCH ON ERROR PROBABILITY ASSESSMENT IN USER PERSONAL DATA PROCESSING IN 
GDPR-COMPLIANT BUSINESS PROCESS MODELS 

The only right strategy for businesses and government organizations in Ukraine and other countries that may face aggression is to recognize themselves 
as a potential target for cyberattacks by the aggressor (both by its government agencies and related cybercriminal groups) and take appropriate measures 
in accordance with the European Union’s General Data Protection Regulation (GDPR). The main purpose of the GDPR is to regulate the rights to 
personal data protection and to protect EU citizens from data leaks and breaches of confidentiality, which is especially important in today’s digital world, 
where the processing and exchange of personal data are integral parts of almost every business process. Therefore, the GDPR encourages organizations 
to transform their day-to-day business processes that are involved in managing, storing, and sharing customers’ personal data during execution. Thus, 
business process models created in accordance with the GDPR regulations must be of high quality, just like any other business process models, and the 
probability of errors in them must be minimal. This is especially important with regard to the observance of human rights to personal data protection, 
since low-quality models can become sources of errors, which, in turn, can lead to a breach of confidentiality and data leakage of business process 
participants. This paper analyzes recent research and publications, proposes a method for analyzing business process models that ensure compliance with 
the GDPR regulations, and tests its performance based on the analysis of BPMN models of business processes for obtaining consent to data processing 
and withdrawal of consent to user data processing. As a result, the probability of errors in the considered business process models was obtained, which 
suggests the possibility of confidentiality violations and data leaks of the participants of the considered business processes associated with these errors, 
and appropriate recommendations were made. 

Keywords: business process GDPR compliance, personal data leakage prevention, BPMN business process model analysis, business process 
model error probability analysis, personal data protection in business processes. 

Introduction. According to the authors of the 
material [1], offline conflicts quickly spill over into the 
online world. Therefore, in addition to state actors, 
cyberattacks are also carried out by anonymous criminal 
groups that can take sides. In this situation, aggressors often 
rely on chaos, supporting or turning a blind eye to the 
activities of cybercriminals in their own countries. Even if 
ransomware and blackmail attacks were intended to affect 
only special targets, such as certain government orga-
nizations, experience shows that business representatives, 
including international ones, are also victims of malware 
attacks. 

For example, during the large-scale hacker attacks on 
Ukraine in 2017, 7 banks and about 40 Ukrainian and 

international companies suffered from cybercriminals’ 
actions [2], including DTEK, Nova Poshta, FedEx, 
Rozetka, WOG, and others. According to an analytical 
report by Microsoft [3], since the beginning of the full-scale 
war, on February 24, 2022, 237 cyberattacks have been 
carried out on Ukrainian government agencies and 
enterprises. 

Thus, according to the proposal set out in [1], the only 
correct strategy for enterprises and government 
organizations in Ukraine and other countries that may face 
aggression is to recognize themselves as a potential target 
for cyberattacks by the aggressor (both by its government 
agencies and related cybercriminal groups) and take 
appropriate measures in accordance with the General Data 
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Protection Regulation of the European Union (GDPR) [4]. 
According to this regulation, institutions are obliged to 
introduce appropriate technical and organizational 
measures to prevent data leaks and potential violations of 
customer privacy [1]. Also, according to [1], in many cases, 
cybercriminals use the same methods during war as in 
peacetime. For example, attackers will look for 
vulnerabilities in an organization’s system, including 
known vulnerabilities (the so-called “exploits”) in 
“everyday” software that have not been patched by its 
developers [1]. In addition, in order to increase the number 
of malware victims, attackers may also target infrastructure 
providers [1]. 

The GDPR plays an important role in the European 
Union (EU) legislation on privacy and human rights, which 
is, in particular, defined in Article 8(1) of the Charter of 
Fundamental Rights of the European Union [5].The main 
purpose of the GDPR is to regulate the rights to personal 
data protection and to protect EU citizens from data leaks 
and violations of their confidentiality, which is especially 
important in today’s digital world, where the processing 
and exchange of personal data are integral components of 
almost every business process [6]. Thus, the GDPR 
encourages organizations to transform their daily business 
processes involved in managing, storing, and exchanging 
customers’ personal data during execution [6]. In 2022, 
after the outbreak of a full-scale war, Ukraine became an 
EU candidate state, so it is obvious that European 
integration will be a priority for Ukraine now and during 
the post-war recovery, and Ukrainian enterprises and 
institutions already need to build business processes in 
accordance with the GDPR regulations in order to ensure 
the privacy of their users and prevent leakage of their 
personal data. 

Related work. The general overview of the recent 
papers related to EA frameworks indexed in the Google 
Scholar platform shows the stable interest in EA 
frameworks, especially defense-oriented ones, over the last 
five years (see fig. 1). 

First, the authors of [6], mentioned above, analyzed 
the main restrictions of the GDPR on privacy and personal 
data and proposed a set of business process design 
templates to take into account and integrate these 
restrictions into business process models in the BPMN 
(Business Process Model and Notation) notation [6]. 

The authors of another work [7] also note that 
organizations need to implement mechanisms to ensure the 
security of personal data in business processes in order to 
avoid liability in the event of an attack by intruders that may 
lead to data leakage and in accordance with the law, in 
particular, the GDPR [7]. Therefore, the study [7] proposes 
to implement compliance with the GDPR regulations by 
performing security processes based on cloud services, 
which will allow organizations that do not have the 
necessary security competencies to use cloud service 
providers as trusted third parties during GDPR compliance 
checks or after a data breach [7]. For this purpose, the 
authors of [7] developed appropriate BPMN models of 
business processes for their further implementation in the 
cloud environment [7]. 

Work [8] also addresses the issues of verification of 
business processes represented using the BPMN notation in 
order to detect violations of privacy rules and prevent 
potential violations of the GDPR [8]. 

In one of the most recent studies in this area [9], the 
authors note the need to check the compliance of business 
process scenarios with the GDPR regulations at the stage of 
their modeling [9]. Thus, the authors of [9] propose an 
approach to bringing BPMN models of business processes 
in line with the GDPR requirements for consent requests 
and withdrawal of consent to data processing [9]. 

State-of-the-art. Although the publications under 
review consider design templates for BPMN business 
process models [6] and BPMN scenarios for consent 
requests and withdrawal of consent to data processing [9], 
as well as approaches to the implementation of business 
processes in the cloud environment [7] and verification of 
BPMN models in terms of their compliance with the GDPR 
[8], insufficient attention is paid to the quality of all 
proposed BPMN business process models. 

Business process modeling is the main tool of the 
process approach to organizational management. Business 
process models are used to depict (in the form of graphical 
diagrams), analyze, and further improve business processes 
[10]. Most often, business process models are used in the 
design and analysis of information systems, being a 
mechanism for communication between business and 
technical parties [11]. 

Thus, business process models created in accordance 
with the GDPR must be of high quality, just like any other 
business process models, and the probability of errors in 
them must be minimal. This is especially important in terms 
of observing human rights to personal data protection, as 
low-quality models can become sources of errors, which, in 
turn, can lead to a breach of confidentiality and data leakage 
of business process participants. 

Problem statement. The object of research is the 
procedure for analyzing business process models that 
ensure compliance with the GDPR regulations. The subject 
of the study is a method of analyzing business process 
models that ensure compliance with the GDPR regulations. 

The purpose of the study is to prevent privacy 
violations and data leaks of business process participants 
by analyzing the relevant models that ensure compliance 
with the GDPR regulations. Thus, in order to achieve the 
goal, the following tasks need to be solved: 

 to develop a method for analyzing business 
process models for the probability of errors, including those 
related to personal data; 

 to test the efficiency of the developed method by 
analyzing business process models that ensure compliance 
with the GDPR; 

 to determine the probabilities of confidentiality 
violations and data leaks of business process participants, 
and to formulate appropriate recommendations. 

Materials. A business process model presented using 
the BPMN notation can be formally represented using an 
oriented graph: 

  ,, ANG   (1) 
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where: 
 N  is the set of nodes – various elements of the 

business process model: actions (tasks and sub-processes), 
events (start, intermediate, end), and logical gateways; 

 A  is the set of arcs – flows in the business process 
execution sequence (sequence flows). 

According to the results of a study on the probability 
of errors in the structure of a business process model [12], 
the following metrics can be determined based on the basic 
graph structural metrics (1) of the business process model 
– the number of nodes N  and the number of arcs A : 

      , ,
1

A A
G CNC G

NN N
  

 
 (2) 

where: 
  G  is the density metric of a business process 

model; 
  GCNC  is the connectivity metric (Coefficient 

of Network Connectivity, CNC) of a business process 
model. 

The specified density and connectivity metrics (2) 
have the following thresholds, the excess of which will 
indicate the corresponding probability of the presence of 
structural errors in the business process model [12]: 
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where: 
   GP   is the probability of structural errors in 

the model (16%) if the metric  G  exceeds the established 

threshold value (0.033); 
   GCNCP  is the probability of structural errors 

in the model (8%) if the  GCNC  metric exceeds the 

established threshold value (1.021). 
Thus, by determining the probabilities (3), it will be 

possible to determine the probability of errors in the BPMN 
business process model as a whole: 
             .111, GCNCPGPGCNCGP    (4) 

According to (4), it is proposed to calculate the 
inverse probabilities of (3), i.e., the non-detection of errors 
in the business process model, and then, according to the 
rule of the product of independent events, to determine the 
probability of non-detection of errors by at least one of the 
metrics (2) and, finally, to determine the inverse probability 
of detecting errors by at least one of the metrics (2). 

It is proposed to verify the effectiveness of the 
proposed method by analyzing the models of business 
processes for obtaining consent and withdrawing consent 
to data processing that ensure compliance with the GDPR 
regulations, as defined in the study [9]. 

Accordingly, the BPMN model of the business 
process for obtaining consent (OC) to data processing is 
demonstrated in fig. 1. 

Another business process of withdrawing consent 
(WC) to data processing is demonstrated using a BPMN 
model in fig. 2. 

Table 1 shows the results of calculating the main 
structural characteristics (1), as well as the density and 
connectivity metrics (2) of the models of business 
processes for obtaining consent (fig. 1) and withdrawing 
consent to data processing (fig. 2), obtained using the 
proposed method. 

Table 1 – Results of business process model metrics calculation 

Model N  A   G   CNC G  

OC 6 5 0.17 0.83 
WC 2 1 0.5 0.5 

 
It should be noted that the calculations did not take 

into account the scenario nested in the “handle revocation” 
action (fig. 2).  

Table 2 shows the probabilities of errors in business 
process models, determined on the basis of compliance of 
the calculated values of the model metrics (table 1) with 
their thresholds [12]. 

Based on the results shown in table 2, it can be 
determined that the data of the business process models for 
obtaining consent (fig. 1) and withdrawing consent to data 
processing (fig. 2) both contain errors with a probability of 
16%. Therefore, it can be assumed that the probability of 
confidentiality violations and/or data leaks of participants 

 

Fig. 1. BPMN model for obtaining consent to data processing [9] 
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in these business processes due to errors in BPMN models 
is also close to 16%. 

Table 2 – Compliance of the calculated metrics with their 
thresholds 

Model   P G    P CNC G      ,P G CNC G  

OC 0.16 0 0.16 
WC 0.16 0 0.16 

 
The obtained probability values (table 2) indicate the 

need to correct errors in the analyzed business process 
models. These errors were identified and listed below. 

For the OC business process model: 
 there is no start event – it is not clear when the 

business process starts; 
 it is not clear what leads to the execution of the 

“ask consent” action, which starts the business process; 
 the execution of the “Data Operation” action does 

not lead to the completion of the process or the next action 
– it is not clear how the business process should be 
completed or continued; 

 there is no end event for the scenario when 
consent has been obtained – it is not clear when the business 
process ends in this case. 

For the WC business process model: 
 there is no start event – it is not clear when the 

business process starts; 
 it is not clear what leads to the execution of the 

“Data Operations” action, which starts the business 
process; 

 execution of the “handle revocation” action does 
not lead to the completion of the process or the next action 
– it is not clear how the business process should be 
completed or continued. 

Thus, we have demonstrated the errors identified in 
business process models that ensure compliance with the 
GDPR. If these models are used to adapt the organization’s 
business processes to the GDPR requirements, the 
identified errors (table 3) should be eliminated to reduce the 
probability of negative consequences for data. 

Thus, it is recommended that all business process 
models be checked for possible errors in them in order to 

ensure the confidentiality of business process participants 
and prevent leakage of their personal data. 

Conclusion. This paper analyzes recent research and 
publications, proposes a method for analyzing business 
process models that ensure compliance with the GDPR 
regulations, and tests its performance based on the analysis 
of BPMN models of business processes for obtaining 
consent to data processing and withdrawal of consent to 
user data processing. As a result, the probability of errors 
in the considered business process models was obtained, 
which suggests the possibility of confidentiality violations 
and data leaks of the participants of the considered business 
processes related to these errors, and appropriate 
recommendations were made. It is planned to develop a 
web application that will help Ukrainian enterprises and 
institutions check BPMN models for possible errors in 
them in order to prevent data leaks and other negative 
consequences. 
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ДОСЛІДЖЕННЯ ЩОДО ОЦІНКИ ЙМОВІРНОСТІ ПОМИЛОК ПРИ ОБРОБЦІ ПЕРСОНАЛЬНИХ 
ДАНИХ КОРИСТУВАЧІВ МОДЕЛЕЙ БІЗНЕС-ПРОЦЕСІВ НА ОСНОВІ GDPR 

Єдиною вірною стратегією для підприємств та державних організацій України та інших країн, що можуть зіткнутися з агресією, є 
усвідомлювати себе потенційною мішенню для кібератак агресора (як з боку його державних структур, так і з боку пов’язаних кіберзлочинних 
груп), та вживати відповідних заходів відповідно до Загального регламенту про захист даних Європейського Союзу (General Data Protection 
Regulation, GDPR). Основною метою GDPR є регулювання прав на захист персональних даних та реалізація захисту громадян ЄС від витоків 
даних та порушень їх конфіденційності, що особливо актуально в цифровому світі сьогодення, де обробка та обмін персональними даними є 
невід’ємними складовими майже кожного бізнес-процесу. Таким чином, GDPR спонукає організації до перетворення своїх повсякденних 
бізнес-процесів, які залучені до управління персональними даними клієнтів, їх зберігання та обміну під час виконання. Таким чином, моделі 
бізнес-процесів, що створюються у відповідності до регламенту GDPR, мають бути високої якості так само, як і будь-які інші моделі бізнес-
процесів, а ймовірність наявності у них помилок має бути мінімальною. Це особливо важливо щодо дотримання прав людини на захист 
персональних даних, оскільки моделі низької якості можуть стати джерелами помилок, які, у свою чергу, можуть призвести до порушення 
конфіденційності та витоку даних учасників бізнес-процесів. У роботі здійснено аналіз останніх досліджень і публікацій, запропоновано метод 
аналізу моделей бізнес-процесів, що забезпечують відповідність регламенту GDPR, перевірено його працездатність на основі аналізу BPMN-
моделей бізнес-процесів отримання згоди на обробку даних та відкликання згоди на обробку даних користувачів. У результаті було отримано 
ймовірність виникнення помилок у розглянутих моделях бізнес-процесів, що дозволяє припустити про можливість виникнення пов’язаних з 
цими помилками порушень конфіденційності та витоків даних учасників розглянутих бізнес-процесів, сформовано відповідні рекомендації. 

Ключові слова: відповідність бізнес-процесів GDPR, запобігання витоку персональних даних, аналіз BPMN-моделей бізнес-процесів, 
аналіз ймовірності помилок у моделях бізнес-процесів, захист персональних даних у бізнес-процесах. 
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