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RESEARCH ON ERROR PROBABILITY ASSESSMENT IN USER PERSONAL DATA PROCESSING IN
GDPR-COMPLIANT BUSINESS PROCESS MODELS

The only right strategy for businesses and government organizations in Ukraine and other countries that may face aggression is to recognize themselves
as a potential target for cyberattacks by the aggressor (both by its government agencies and related cybercriminal groups) and take appropriate measures
in accordance with the European Union’s General Data Protection Regulation (GDPR). The main purpose of the GDPR is to regulate the rights to
personal data protection and to protect EU citizens from data leaks and breaches of confidentiality, which is especially important in today’s digital world,
where the processing and exchange of personal data are integral parts of almost every business process. Therefore, the GDPR encourages organizations
to transform their day-to-day business processes that are involved in managing, storing, and sharing customers’ personal data during execution. Thus,
business process models created in accordance with the GDPR regulations must be of high quality, just like any other business process models, and the
probability of errors in them must be minimal. This is especially important with regard to the observance of human rights to personal data protection,
since low-quality models can become sources of errors, which, in turn, can lead to a breach of confidentiality and data leakage of business process
participants. This paper analyzes recent research and publications, proposes a method for analyzing business process models that ensure compliance with
the GDPR regulations, and tests its performance based on the analysis of BPMN models of business processes for obtaining consent to data processing
and withdrawal of consent to user data processing. As a result, the probability of errors in the considered business process models was obtained, which
suggests the possibility of confidentiality violations and data leaks of the participants of the considered business processes associated with these errors,
and appropriate recommendations were made.

Keywords: business process GDPR compliance, personal data leakage prevention, BPMN business process model analysis, business process
model error probability analysis, personal data protection in business processes.

Introduction. According to the authors of the
material [1], offline conflicts quickly spill over into the
online world. Therefore, in addition to state actors,
cyberattacks are also carried out by anonymous criminal
groups that can take sides. In this situation, aggressors often
rely on chaos, supporting or turning a blind eye to the
activities of cybercriminals in their own countries. Even if
ransomware and blackmail attacks were intended to affect
only special targets, such as certain government orga-
nizations, experience shows that business representatives,
including international ones, are also victims of malware
attacks.

For example, during the large-scale hacker attacks on
Ukraine in 2017, 7 banks and about 40 Ukrainian and
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international companies suffered from cybercriminals’
actions [2], including DTEK, Nova Poshta, FedEx,
Rozetka, WOG, and others. According to an analytical
report by Microsoft [3], since the beginning of the full-scale
war, on February 24, 2022, 237 cyberattacks have been
carried out on Ukrainian government agencies and
enterprises.

Thus, according to the proposal set out in [1], the only
correct strategy for enterprises and government
organizations in Ukraine and other countries that may face
aggression is to recognize themselves as a potential target
for cyberattacks by the aggressor (both by its government
agencies and related cybercriminal groups) and take
appropriate measures in accordance with the General Data
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Protection Regulation of the European Union (GDPR) [4].
According to this regulation, institutions are obliged to
introduce appropriate technical and organizational
measures to prevent data leaks and potential violations of
customer privacy [1]. Also, according to [1], in many cases,
cybercriminals use the same methods during war as in
peacetime. For example, attackers will look for
vulnerabilities in an organization’s system, including
known vulnerabilities (the so-called “exploits”) in
“everyday” software that have not been patched by its
developers [1]. In addition, in order to increase the number
of malware victims, attackers may also target infrastructure
providers [1].

The GDPR plays an important role in the European
Union (EU) legislation on privacy and human rights, which
is, in particular, defined in Article 8(1) of the Charter of
Fundamental Rights of the European Union [5].The main
purpose of the GDPR is to regulate the rights to personal
data protection and to protect EU citizens from data leaks
and violations of their confidentiality, which is especially
important in today’s digital world, where the processing
and exchange of personal data are integral components of
almost every business process [6]. Thus, the GDPR
encourages organizations to transform their daily business
processes involved in managing, storing, and exchanging
customers’ personal data during execution [6]. In 2022,
after the outbreak of a full-scale war, Ukraine became an
EU candidate state, so it is obvious that European
integration will be a priority for Ukraine now and during
the post-war recovery, and Ukrainian enterprises and
institutions already need to build business processes in
accordance with the GDPR regulations in order to ensure
the privacy of their users and prevent leakage of their
personal data.

Related work. The general overview of the recent
papers related to EA frameworks indexed in the Google
Scholar platform shows the stable interest in EA
frameworks, especially defense-oriented ones, over the last
five years (see fig. 1).

First, the authors of [6], mentioned above, analyzed
the main restrictions of the GDPR on privacy and personal
data and proposed a set of business process design
templates to take into account and integrate these
restrictions into business process models in the BPMN
(Business Process Model and Notation) notation [6].

The authors of another work [7] also note that
organizations need to implement mechanisms to ensure the
security of personal data in business processes in order to
avoid liability in the event of an attack by intruders that may
lead to data leakage and in accordance with the law, in
particular, the GDPR [7]. Therefore, the study [7] proposes
to implement compliance with the GDPR regulations by
performing security processes based on cloud services,
which will allow organizations that do not have the
necessary security competencies to use cloud service
providers as trusted third parties during GDPR compliance
checks or after a data breach [7]. For this purpose, the
authors of [7] developed appropriate BPMN models of
business processes for their further implementation in the
cloud environment [7].

Work [8] also addresses the issues of verification of
business processes represented using the BPMN notation in
order to detect violations of privacy rules and prevent
potential violations of the GDPR [8].

In one of the most recent studies in this area [9], the
authors note the need to check the compliance of business
process scenarios with the GDPR regulations at the stage of
their modeling [9]. Thus, the authors of [9] propose an
approach to bringing BPMN models of business processes
in line with the GDPR requirements for consent requests
and withdrawal of consent to data processing [9].

State-of-the-art. Although the publications under
review consider design templates for BPMN business
process models [6] and BPMN scenarios for consent
requests and withdrawal of consent to data processing [9],
as well as approaches to the implementation of business
processes in the cloud environment [7] and verification of
BPMN models in terms of their compliance with the GDPR
[8], insufficient attention is paid to the quality of all
proposed BPMN business process models.

Business process modeling is the main tool of the
process approach to organizational management. Business
process models are used to depict (in the form of graphical
diagrams), analyze, and further improve business processes
[10]. Most often, business process models are used in the
design and analysis of information systems, being a
mechanism for communication between business and
technical parties [11].

Thus, business process models created in accordance
with the GDPR must be of high quality, just like any other
business process models, and the probability of errors in
them must be minimal. This is especially important in terms
of observing human rights to personal data protection, as
low-quality models can become sources of errors, which, in
turn, can lead to a breach of confidentiality and data leakage
of business process participants.

Problem statement. The object of research is the
procedure for analyzing business process models that
ensure compliance with the GDPR regulations. The subject
of the study is a method of analyzing business process
models that ensure compliance with the GDPR regulations.

The purpose of the study is to prevent privacy
violations and data leaks of business process participants
by analyzing the relevant models that ensure compliance
with the GDPR regulations. Thus, in order to achieve the
goal, the following tasks need to be solved:

e to develop a method for analyzing business
process models for the probability of errors, including those
related to personal data;

e to test the efficiency of the developed method by
analyzing business process models that ensure compliance
with the GDPR;

e to determine the probabilities of confidentiality
violations and data leaks of business process participants,
and to formulate appropriate recommendations.

Materials. A business process model presented using
the BPMN notation can be formally represented using an
oriented graph:

G=(N,4), (1)
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Fig. 1. BPMN model for obtaining consent to data processing [9]

where:

e N is the set of nodes — various elements of the
business process model: actions (tasks and sub-processes),
events (start, intermediate, end), and logical gateways;

e A isthe set of arcs — flows in the business process
execution sequence (sequence flows).

According to the results of a study on the probability
of errors in the structure of a business process model [12],
the following metrics can be determined based on the basic
graph structural metrics (1) of the business process model

— the number of nodes |N| and the number of arcs |A| :

A(G)-— 1

) N
“v Y=

.
M

where:
e A(G) is the density metric of a business process

model;
e CNC(G) is the connectivity metric (Coefficient

of Network Connectivity, CNC) of a business process
model.

The specified density and connectivity metrics (2)
have the following thresholds, the excess of which will
indicate the corresponding probability of the presence of
structural errors in the business process model [12]:

P(8(G))= {0.16, A(G)<0.033,

0, else,
P(CNC(G))= {

0.08, CNC(G)<1.021,
0,

€)

else,
where:

o P(A(G)) is the probability of structural errors in
the model (16%) if the metric A(G) exceeds the established
threshold value (0.033);

o P(CN(XG)) is the probability of structural errors
in the model (8%) if the CNC(G) metric exceeds the

established threshold value (1.021).

Thus, by determining the probabilities (3), it will be
possible to determine the probability of errors in the BPMN
business process model as a whole:

ANG\.CNGG)=1-[1-ANG)]-I-ACNAG)}  4)

According to (4), it is proposed to calculate the
inverse probabilities of (3), i.e., the non-detection of errors
in the business process model, and then, according to the
rule of the product of independent events, to determine the
probability of non-detection of errors by at least one of the
metrics (2) and, finally, to determine the inverse probability
of detecting errors by at least one of the metrics (2).

It is proposed to verify the effectiveness of the
proposed method by analyzing the models of business
processes for obtaining consent and withdrawing consent
to data processing that ensure compliance with the GDPR
regulations, as defined in the study [9].

Accordingly, the BPMN model of the business
process for obtaining consent (OC) to data processing is
demonstrated in fig. 1.

Another business process of withdrawing consent
(WCQ) to data processing is demonstrated using a BPMN
model in fig. 2.

Table 1 shows the results of calculating the main
structural characteristics (1), as well as the density and
connectivity metrics (2) of the models of business
processes for obtaining consent (fig. 1) and withdrawing
consent to data processing (fig. 2), obtained using the
proposed method.

Table 1 — Results of business process model metrics calculation

Model |N| |4 A(G) CNC(G)
ocC 6 5 0.17 0.83
wC 2 1 0.5 0.5

It should be noted that the calculations did not take
into account the scenario nested in the “handle revocation”
action (fig. 2).

Table 2 shows the probabilities of errors in business
process models, determined on the basis of compliance of
the calculated values of the model metrics (table 1) with
their thresholds [12].

Based on the results shown in table 2, it can be
determined that the data of the business process models for
obtaining consent (fig. 1) and withdrawing consent to data
processing (fig. 2) both contain errors with a probability of
16%. Therefore, it can be assumed that the probability of
confidentiality violations and/or data leaks of participants
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in these business processes due to errors in BPMN models
is also close to 16%.

Table 2 — Compliance of the calculated metrics with their

thresholds
Model | P(A(G)) | P(CNC(G)) | P(A(G).CNC(G))
oC 0.16 0 0.16
WwC 0.16 0 0.16

The obtained probability values (table 2) indicate the
need to correct errors in the analyzed business process
models. These errors were identified and listed below.

For the OC business process model:

e there is no start event — it is not clear when the
business process starts;

e it is not clear what leads to the execution of the
“ask consent” action, which starts the business process;

e the execution of the “Data Operation” action does
not lead to the completion of the process or the next action
— it is not clear how the business process should be
completed or continued;

e there is no end event for the scenario when
consent has been obtained — it is not clear when the business
process ends in this case.

For the WC business process model:

e there is no start event — it is not clear when the
business process starts;

e it is not clear what leads to the execution of the
“Data Operations” action, which starts the business
process;

e cxecution of the “handle revocation” action does
not lead to the completion of the process or the next action
— it is not clear how the business process should be
completed or continued.

Thus, we have demonstrated the errors identified in
business process models that ensure compliance with the
GDPR. If these models are used to adapt the organization’s
business processes to the GDPR requirements, the
identified errors (table 3) should be eliminated to reduce the
probability of negative consequences for data.

Thus, it is recommended that all business process
models be checked for possible errors in them in order to

ensure the confidentiality of business process participants
and prevent leakage of their personal data.

Conclusion. This paper analyzes recent research and
publications, proposes a method for analyzing business
process models that ensure compliance with the GDPR
regulations, and tests its performance based on the analysis
of BPMN models of business processes for obtaining
consent to data processing and withdrawal of consent to
user data processing. As a result, the probability of errors
in the considered business process models was obtained,
which suggests the possibility of confidentiality violations
and data leaks of the participants of the considered business
processes related to these errors, and appropriate
recommendations were made. It is planned to develop a
web application that will help Ukrainian enterprises and
institutions check BPMN models for possible errors in
them in order to prevent data leaks and other negative
consequences.
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JOCJIJIXKEHHS I[O10 OLIHKA MTMOBIPHOCTI IIOMWJIOK ITPU OBPOBII IEPCOHAJIBHUX
JTAHUX KOPUCTYBAUYIB MOJIEJIEM BI3BHEC-ITPOIIECIB HA OCHOBI GDPR

€IMHOI0 BIPHOIO CTPATEri€lo Ul MANPUEMCTB Ta JCp)KaBHHX OpraHizamiii YKpaiHM Ta iHIIMX KpaiH, [I0 MOXYTb 3ITKHYTHCSI 3 arpeciero, €
YCBiZOMITIIOBAaTH ce0e MOTEHIIHHOIO MilIeHHIO UL KibepaTak arpecopa (K 3 00Ky Horo Aep>kaBHUX CTPYKTYP, Tak i 3 00Ky OB’ I3aHUX KiOep3I0UNHHHX
TPYII), Ta BXMBATH BIANOBIJHUX 3aXOJiB BilIIOBiAHO 10 3araJbHOTO PErIaMeHTy IIpo 3axuCT AaHux €spomneiicskoro Coro3y (General Data Protection
Regulation, GDPR). OcnoBHoro MeToto GDPR € perynroBanHs mpaB Ha 3aXHCT EPCOHATBHUX JaHUX Ta peanizamis 3axucty rpoMansia €C Bix BUTOKIB
JIAHUX Ta HOPYIICHb iX KOH(IAEHIIHHOCTI, [0 0COOIMBO aKTyalbHO B IIH(POBOMY CBITi ChOTOAEHHS, ¢ 00poOKa Ta OOMIH HepCOHAIPHUMU JAHUMH €
HEBI/I'€MHHMH CKJIQJOBUMH MaiDke KOXHOro OizHec-mpouecy. Takum ynaom, GDPR croHykae opraHizamii o HEpETBOPEHHS CBOIX MOBCSKICHHHX
0i3Hec-MpoLeciB, SIKi 3aJIy4eHi 10 YIPaBIiHHA IEPCOHATBHIMH IAHUMH KITIEHTIB, 1X 30epiraHHs Ta OOMiHy IiJ Yac BUKOHAHHS. TakuM YMHOM, MOZEINi
0i3HEC-IIPOLECIB, 1110 CTBOPIOIOTHCS Y BiNOBIIHOCTI 10 periamenty GDPR, MaroTh OyTH BUCOKOI SIKOCTI Tak camo, 5K 1 OyJb-siKi iHII Moeri Oi3Hec-
IPOIECiB, a HMOBIPHICTh HAasBHOCTI y HUX HMOMIJIOK Ma€ OyTH MiHiMalbHOW0. lle 0coOIMBO Ba)KIHMBO IOAO NOTPUMAHHS IIPaB TIOAWHU HA 3aXHUCT
HIEPCOHAJIHUX JaHHX, OCKIIBKY MOZENI HU3bKOI SKOCTI MOXKYTh CTaTH JKEPEIAMH IIOMHIIOK, IKi, Y CBOIO Yepry, MOXYTh IPU3BECTH JI0 MOPYIICHHS
KOH(]IACHIIMHOCTI Ta BUTOKY JAHUX YYaCHHKIB Oi3Hec-mporieciB. Y poOoTi 31iiCHEHO aHai3 OCTaHHIX JOCIIDKEHB 1 MyOTiKallii, 3armponoHOBaHO METO/T
aHanizy Mozenel 6i3Hec-Ipomecis, Mo 3a0e3nevyIoTh BilnoBiaHICTs pernaMenTy GDPR, mepeBipeno Horo npare3aTHicTs Ha OCHOBI aHanizsy BPMN-
Mozeneit 6i3Hec-IpoLeciB OTPUMAHHS 3roJ1 Ha 00pOOKY JaHHX Ta BIAKINKAHHS 3rO Ha 0OpOOKY TaHHX KOPUCTYBadiB. Y pe3ysbTati 0yi10 OTpUMaHO
HMOBIpHICTh BUHUKHCHHS [TOMIJIOK Y PO3TIIIHYTHX MOJEISX O13HEC-TIPOLECiB, IO AO3BOJISE HPUITYCTHTH IIPO MOXKIIHUBICTh BHHUKHEHHS I10B’SI3aHUX 3
IIMH IOMUJIKaMH IIOPYIIeHb KOH(IACHIIIMHOCTI Ta BUTOKIB IaHUX YYaCHUKIB PO3ITIIHYTUX Oi3HEC-TIporneciB, chOPMOBAHO BiMOBiAHI peKOMEHAAIIII.

KurouoBi ciioBa: BignosiaHicTs 0i3Hec-niponeciB GDPR, 3amo0iranHs BUTOKY MEpCOHAIBHUX NaHHX, aHaii3 BPMN-mozeneii 6i3Hec-niporecis,
aHai3 HIMOBIPHOCTI IOMIJIOK y MOJEISAX Oi3HEC-TIPOLeciB, 3aXHUCT IEPCOHANBHIX JaHUX Y Oi3Hec-Iporecax.
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