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SOFTWARE DEVELOPMENT AND RESEARCH FOR MACHINE LEARNING-BASED STRUCTURAL
ERRORS DETECTION IN BPMN MODELS

The most important tool for process management is business process modeling. Business process models allow to graphically represent the sequences
of events, activities, and decision points that make up business processes. However, models that contain errors in depicting the business process structure
can lead to misunderstanding of a business process, errors in its execution, and associated expenses. Thus, the aim of this study is to ensure the
comprehensibility of business process models by detecting structural errors in business process models and their subsequent correction. During the
analysis of the Business Process Management (BPM) lifecycle, it was found that the created business process models do not have a stage of control for
the presence of errors in them. Therefore, the paper analyzes and improves the BPM lifecycle using the proposed approach. In the improved BPM
lifecycle, it is proposed to take into account the correctness validation stage of business process models using the developed software. The paper proposes
to process created BPMN (Business Process Model and Notation) models as connected directed graphs. To detect errors in business process models, one
of the Machine Learning methods, K-Nearest Neighbors, is chosen, which is a fairly simple and effective classification method. The study also includes
the software design and development, its performance validation, and usage to solve the given problem. To analyze the obtained results, the confusion
matrix was used and the corresponding quality metrics were calculated. The obtained results confirm the suitability of the developed software for
detecting structural errors in business process models. This web application, which is based on the created classification model, allows all interested

users to upload business process models in BPMN 2.0 format, view the uploaded models, and analyze them for structural errors.
Keywords: business process models, structural errors, BPMN structural analysis, machine learning.

Introduction. Modern organizations are constantly
improving their business processes to make them as
efficient and cost-effective as possible. Business process
modeling is a tool that businesses use to assess their current
operations. In addition, business process modeling allows
analysts to visualize a more efficient business process
planned for implementation in the future. Business process
modeling provides opportunities for improving the
activities of the entire enterprise [1]. Business process
modeling involves creating a visual representation of a
business process. This is usually achieved with the help of
business process modeling tools, such as flowcharts or
specialized business process modeling notations, such as
Business Process Model and Notation (BPMN) [1].
Business process modeling is wused to identify
improvements in business processes. This is done by
depicting two different versions of a particular business
process: the process as it exists now without changes (AS-

IS); the process as it will be after improvements are made
(TO-BE) [1].

Business process models containing structural errors
may indicate errors in the actual processes they describe
[1]. Timely detection and elimination of such errors will
allow avoiding both financial losses and much more
dangerous consequences of errors in critical business
processes that may pose a threat to society, business, the
state, and the environment. Thus, this study solves the
relevant problem of identifying structural errors in business
process models to ensure their quality and suitability for
use.

The rest of this paper is organized as following:
Section 2 includes literature analysis of recent studies,
limitations, and approaches; Section 3 describes the object,
subject, and considered research methods; Section 4 out-
lines the research results and analysis, Section 5 includes
conclusions on the study.
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Related work. Recent studies focused on business
process model quality consider different structural metrics
[2], application of fuzzy logic [3], clustering techniques
based on complexity metrics [4], and verbal business
process modeling guidelines extended by the various
metrics and corresponding threshold values [5]. The IDEFO

Business process
modeling notation

corresponding indicator values are produced. The BPM
lifecycle is shown in more detail in the decomposition
diagram in fig. 2.

The demonstrated decomposition diagram (fig. 2)
complements the inputs and outputs with a cyclic
dependence — the obtained values of business process
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Fig. 1. The context diagram of the BPM lifecycle

methodology [6] is used to analyze the BPM lifecycle. The
analysis of the “AS-IS” BPM lifecycle state starts with the
IDEFO context diagram (fig. 1), which defines inputs, ou-
tputs, controls (regulations, rules, policies, standards, etc.),
and mechanisms (performers of activities and the required
tools for this).

According to the presented context diagram (fig. 2),
information about the business process is used as an input,
and as a result of the business process execution, the

modeling notation

Business process
insights 4
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l Business process

Create a business
process model
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$0 1

indicators are used to analyze its efficiency and, accor-
dingly, create a new model of its future improved state.
Moreover, fig. 2 shows the activity on creating business
process models, business processes implementation and
monitoring. The governance and mechanisms (e.g.,
business analyst, modeling notation, etc.) that regulate and
support the relevant stages of the BPM lifecycle are defined

(fig. 2).
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Fig. 2. The decomposition diagram of the BPM lifecycle
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A detailed examination of the decomposition diagram
(fig. 2) of the BPM lifecycle allows us to identify a
“weakness” — the created models are immediately used to
implement new business processes or planned changes in
existing business processes without first checking for errors
in these models (fig. 3).

Business process

modeling notation
Business process
insights 4

—— =4 Creale a business
-
PIOCESSmodes Business
—™ %0 1 process
E; model
rd
Implement

a business process g—

Fig. 3. The identified “weakness” of the BPM lifecycle

Thus, it is necessary to develop the algorithm and
software to solve the problem of detecting structural errors
in business process models.

Formally, a business process model given using the
BPMN notation can be represented by a connected directed

graph [7]:

N is the set of nodes — elements of a business process
(events EC N tasks T < N, gateways G c N, etc.);

A is the set of arcs — sequence flows of a business
process that connect elements.

Since BPMN business process models are actually
XML (eXtensible Markup Language) documents [8]
created according to a special scheme, these models can be
processed by computers relatively easily. Thus, the
transformation of the BPMN model into a connected
oriented graph (1) is possible by considering the
“sequenceFlow” tags as graph arcs, and the “task” tags for
actions, “event” for events, and “gateway” for gateways as
graph nodes. A corresponding example of processing a
BPMN file of the order processing business process model
is shown in fig. 4.

High-quality business process models that do not
contain errors must meet the following requirements [9]:

- use as few elements as possible in the business
process model — if the business process model contains
more than 50 elements, it should be decomposed into
several simpler models;

- use one initial event;

- use one final event;

- do not use OR gateways.

Hence, formally, these rules of business process
modeling can be represented as follows:

BP = (N, A), ) ) LN|>50 A|E*| 1A [E*| 1A |G| >0,
0,else.
where: )
O—{Conﬁn‘n ordeH Send goods J—DO
Order Order
received @ fulfilled
<bpmn:process id="Process Ogge2cl" isExecutable="false">
<bpmn:startEvent id="StartEvent Ogwsd25" name="Order received">
‘bpmn:outgoing>Flow 0bl2fsy</bpmn:outgoing>
-/bpmn:startEvent>
<bpmn:task id="Activity 002ngbu" n
<bpmn:incoming>Flow_0bl2fsy</bpm
<bpmn:outgoing>Flow_09%orffj</bpmn:outgoing>
</bpmn:task>
<bpmn:sequenceFlow id="Flow_0bl2fsy" sourceRef="StartEvent_0Oqwsd25" targetRef="Activity 002ngbu" />
<bpmn:task id="Activity_ lyu2ggg" n ="Send goods">
<bpmn:incoming>Flow 0%orffj</bpm ming>
<bpmn:outgoing>Flow lySyeBl</bpmn:outgoling>
</bpmn:task>
‘bpmn : sequenceFlow '.;:="Flow_C90rffj" ..;-:c?‘v:f="Activity_ODanbu" :.i;-;f:_:ff:"Activity_lyu2ggg" £
<bpmn:endEvent '_:1:"Event_1g4nv‘nq" na "Order fulfilled">
<bpmn:incoming>Flow_lyS5yeB8l</bpmn:incoming>
</bpmn:endEvent>
<bpmn:sequenceFlow id="Flow_1ly5ye8l" sourceRef="Activity_ lyu2ggg" targetRef="Event_ lg4nvng" />

</bpmn:process>

Fig. 4. The graph-based representation of the BPMN business process model
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where:
- E® isthe set of start events of a business process,
E°CE;
- E°® isthe set of end events of a business process,
E°cE;
G is the set of “OR” logic gateways (inclusive)
of a business process, G* = G.

Therefore, if a business process model violates these
rules (2), such a model can be classified as containing
structural errors that make it difficult to understand and use
by stakeholders. Furthermore, it can lead to errors in the
business process itself, which is why these modeling errors
must be detected and fixed.

Thus, each BPMN business process model from the
training dataset can be assigned to one of the classes “has
errors” (€ =1) or “has no errors” (8 = 0) according to (2).
It is proposed to detect structural errors in business process
models using one of the well-known Machine Learning
(ML) methods — K-nearest neighbors [10].

K-Nearest Neighbors (K-NN) is one of the simplest
ML methods based on the supervised learning technique.
The K-NN method determines the similarity between a new
object and existing objects by adding the new object to the
category that contains the most similar existing objects. The
K-NN method stores all existing data and categorizes the
new data object based on similarity. This means that when
new data becomes available, it can be easily categorized
using the K-NN method. The K-NN method can be used for
both regression and classification, but it is mainly used for
classification tasks. The K-NN method is based on a lazy
learning method, because during the training phase it
simply stores the dataset, and only when it receives new
data for classification does K-NN assign it to the category
that is most similar to the new data [10].

To apply the K-NN method to the problem of
detecting structural errors in business process models, it is
proposed to take as a basis the essential structural metrics
of business process models:

- |N| is the number of elements of a business

process model (events, tasks, etc.);
- |A] is the number of sequence flows that connect

business process elements.

Hence, the distance between business process models
is proposed to be measured using the following expression
based on the Minkowski metric (3), which at p=2 turns

into the Euclidean distance, and standardization [11]:

[|N* -u(|N1|....,|Nm|)J_
o (IN],- [N, )

_{|Ni|—u<|Nl|,..-,|Nm|)j‘;(A* —u(lAil,.--JAml)]_
o (INy],- [N, [) o(|Al,-]|A)

Plp

d(BP",BR)=

_[IAl—u(lAil----,lAnl)]
a(|Al - ]A)

i=1m, 3)

where:

- BP” is the graph of the new BPMN model to be
classified;

- BPR s the graph of the i -th BPMN model from
the training data set, i = 1_m :

- N
model;

- N; the set of elements of the i -th model from the

is the set of elements of the new BPMN

training set, i =1m;

- A" isthesetof sequence flows of the new BPMN
model,

- A is the set of sequence flows of the i -th model
from the training set, i = 1Lm;

- p isthe arithmetic mean (4):

= @)
- o is the standard deviation (5):

m
o1X)= 356~
. ®)

- m is number of business process models in the
training set.

The algorithm for detecting structural errors in
business process models based on the K-NN method is
shown in fig. 5 [10].

o

Vi

Choose the number K of neighbors

(Calculate the distances to K neighbors}

1

Select K nearest neighbors )

-
Count the number of objects in each )
category

\ J

p
Assign the new object to the category\
with the maximum number of
neighbors

®

Fig. 5. The K-NN algorithm for detecting structural errors in
business process models
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Regarding the choice of the parameter, it is usually
taken as K =5 [10]. Thus, the algorithm based on the K-
nearest neighbors method (fig. 5) is proposed to solve the
problem of detecting structural errors in business process
models and fixing them.

Materials and methods. This paper addresses a
relevant problem of detecting structural errors in business
process models to ensure their quality and suitability for use
in organizational improvement or software development
projects. Business process models that contain structural
errors can cause difficulties in understanding them by
stakeholders, which can result in the loss of all the benefits
of modeling, analyzing, and improving of the real business
processes.

The aim of this study is to ensure the comprehend-
sibility of business process models by detecting structural
errors in business process models and fixing them.

The research object is the process of detecting
structural errors in business process models.

The research subject is the algorithm and software for
detecting structural errors in business process models.

The decomposition diagram of the BPM lifecycle in
the “TO-BE” state, which takes into account the need to
control the quality of business process models and improve
them using the proposed algorithm and software for solving
the problem of detecting structural errors in business
process models, is shown in fig. 6.

Business process (/) Business Business
modeling notation process process KPls
Business modeling
process pr L rules
insights Create a business [ Slziia::sds
—n rocess model
P process model Improved
30 business
2 .. process
model
Implement Business
a business process zrct»:ess
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Business Business process analysis Business
analyst modeling software software BPM Suite Intelligence Suite
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Fig. 6. The proposed improvement of the BPM lifecycle
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Fig. 7. The decomposition diagram of the business process model validation and improvement stage
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The proposed changes (fig. 6) provide the interme-
diate stage to the BPM lifecycle, related to the validation of
business process models and their improvement in case of
structural errors. The decomposition diagram of the
business process model validation and improvement stage
(fig. 6) is shown in fig. 7.

Such validation is proposed to be carried out using a
formal representation of BPMN models as connected
directed graphs (1). The models from the training sample
should be checked based on the rules (2) [9], and the rest of
the business process models that will be checked by the
software tool later, should be checked using the K-nearest
neighbors method (fig. 5) to classify these models as having
structural errors or not.

The proposed stage involves the following activities:

- analyze business process models using the
developed software;

- plan changes in the business process model
according to the identified errors;

- make changes to the business process model and
re-analyze it;

- approve the business process model for further
use if no errors were found during the last check.

users to allow them validate uploaded BPMN models and
detect possible errors.

An activity diagram [12] demonstrating the process of
user interaction with the software to detect structural errors
in business process models is shown in fig. 9.

Let us demonstrate the results of using the created
software “BPMN Assistant” t0 detect structural errors in
business process models.

Results and discussion. The user starts working with
the software by uploading a BPMN 2.0 model file that
contains a description of the business process.

As an example, let us use the goods dispatch business
process model, which is shown in fig. 10. This BPMN
model was obtained from the public Camunda’s GitHub
repository, which contains several thousands of business
process models for research purposes [13].

The initial version of the considered business process
model (fig. 10) shows that it contains certain structural
flaws:

1) branching is used incorrectly (A, B);

2) the task is not connected to the process (C);

3) there are no end events, instead the workflow is
completed by tasks (D, E, F).

Client

Application Server

Database Server

Web Browser

MySQL Database

v

NodeJdS Application
>$ pplication| __| )

A

g ExpressJS Framework

]

Python Script
] % yt P
BPMN 2.0 Files T

Workstation

v

g ScikitLearn Framework

Fig. 8. The deployment diagram of the developed software components

The application “BPMN Assistant” is developed for
end-users, responsible for BPMN models design and
quality assurance. A deployment diagram of the software
components [12], designed to validate business process
models is shown in fig. 8.

As demonstrated in fig. 8, Python and Scikit Learn are
used to detect structural errors in BPMN models using the
K-NN algorithm and evaluate the obtained results,
BPMN.IO is used to process BPMN 2.0 files, MySQL is
used to store required data, Node JS and Express JS are
used to build a client-server web application for business

The comparison of primary metrics of the initial and
modified versions of the considered BPMN model is given
in table 1.

Table 1 — The comparison of initial and modified BPMN model

versions
BPMN S . or
model’s | N | E E G |A|
version
Initial 10 1 0 0 8
Modified 13 1 1 0 14
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Fig. 9. The activity diagram of the user interaction with the developed software
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clarify shipping
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Fig. 10. The goods dispatch business process model with the detected structural errors

The modified version of the considered BPMN model
is given in fig. 11.

To validate the performance of the developed
software for detecting structural errors in business process
models, we used the dataset of the Business Process
Management Academic Initiative (BPMAI) project [14],
which contains descriptions of 18812 BPMN models of
various business processes.

Thus, using the data about business process models
and their features, the possible presence of errors for each

BPMN model was determined using formula (2). The
original dataset was divided into 2 samples — training and
test sets, which contain 75% (14109 models) and 25%
(4703 models) of records respectively (fig. 12).

Further, using the Python programming language [15]
and the Scikit Learn library [16], a model was built to detect
structural errors in business process models based on the K-
nearest neighbors classification method based on the
BPMAI project training data set [14]. According to formula
(3), the primary structural metrics of business process
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Logistics
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\—J

add arc

add arc

clarify shipping
method
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remove
gateway

write package
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L gateway
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gateway
arc 1 add end
event

select offer add arc
from logistic

company

package goods

add arc

warehousemen

Fig. 11. The goods dispatch business process model with the modifications to eliminate structural errors

models used for classification are the number of elements
IN| and the number of sequence flows |A).

The classification results are shown in fig. 13. The
green color (category “1”) represents BPMN models that
have been identified as containing structural errors. To
analyze the performance of the developed software for
detecting structural errors in business process models, we
will use the confusion matrix (table 2) [17].

15000 14109
10000
4703
0
Training set Test set

Fig. 12. The distribution of BPMN model data by training and
test sets

Sequence Flows (Arcs)

0 2 4 6 8 10
Elements (Nodes)

Fig. 13. The results of BPMN models classification using
the K-NN method

Based on the obtained confusion matrix (table 2), the
next measures were found [17]:

- true-positive (TP) results — 2716 models;

- false-positive (FP) results — 379 models;

- false negative (FN) results — 476 models;

- true-negative (TN) results — 1132 models.

Therefore, the following quality metrics [18] of the
trained Machine Learning model were computed:

- precision (the share of correct answers within a
class):

Precision = P
T

P+FP ©)
- recall (the share of true-positive classifications):
Recall = ™ __ 0.85;
TP+FN 7)
- accuracy (share of correct answers):
Accuracy = TP+TN =0.82;
TP+TN + FP+FN ®)

- summarized performance metric:

Precisionx Recall

F —score=2 — =0.
Precision+ Recall
9)
Table 2 — The confusion matrix for K-NN performance analysis
Does a business Correct
process model have answers Yes No
structural errors?
Classification Yes 2716 379
results
No 476 1132
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The obtained values of precision (4) and recall (5), as
well as accuracy (6) and F-measure (7) are quite high,
which makes it possible to consider the developed
algorithm and software as suitable for use in detecting
structural errors in business process models.

Conclusions and future work. This study addresses
the relevant problem of ensuring the correctness of business
process models by detecting structural errors in business
process models. Thus, the following tasks were solved in
the paper:

The stages of the BPM lifecycle are analyzed and the
“weak spot” is identified — the created BPMN models tend
to be immediately used to implement new business
processes or planned changes in existing business processes
without first checking for errors in these models

The algorithm for solving the problem of detecting
structural errors in business process models is proposed — it
is based on the K-NN Machine Learning method, taking
into account primary BPMN model’s size features: the

number of elements (events, tasks, etc.) |N| and the
number of sequence flows (i.e. arcs) |A|.

The appropriate changes to the BPM lifecycle are
proposed — it is proposed to be appended with the
intermediate stage, provided to validate business process
models and assume their improvement in case of structural
errors detection.

The software architecture is designed and respective
software components are developed using Python and
Scikit Learn to use K-NN method, BPMN.IO to process
BPMN 2.0 files, MySQL to manage data, and Node JS with
Express JS to create the client-server web application for
business users. The use of the developed software called
“BPMN Assistant” to solve the problem of detecting
structural errors in BPMN models is demonstrated — as a
result of the performance validation of the developed
algorithm and software, a sufficiently high quality of the K-

NN classifier: Precision =0.88 (6), Recall =0.85 (7),
Accuracy =0.82 (8), and F —score=0.88 (9) was

obtained, which makes it possible to consider the proposed
software solution as suitable for use in detecting structural
errors in BPMN 2.0 business process models.

Future work assumes using other metrics and ML
algorithms to achieve more accurate results of structural
shortcomings detection in BPMN business process models.
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PO3POBKA TA JOCJIIIKEHHSA ITPOT'PAMHOI'O 3ABE3IIEYEHHA )15 BUSBJIEHHSA
CTPYKTYPHUX IOMUJIOK Y BPMN-MOJEJISIX HA OCHOBI MAILIMHHOTI'O HABYAHHS

HaiiBaxuBIIIMM 1HCTPYMEHTOM YIIPaBIIiHHSA MpOLECaMH € MOJENOBaHHs Oi3Hec-mporeciB. Mogeni Oi3Hec-poueciB JO3BOJSIOTh TpadiuHO
TIPE/ICTABIISATH TIOCIIIOBHOCTI MOJIH, Aiif 1 TOYOK NMPUHHATTS PillleHb, 3 AKUX CKIaJaoThes OisHec-npouech. OHAK MOZENI, SKi MICTATh IIOMUIIKH B
HPE/ICTaBICHHI CTPYKTYpH Oi3HEC-Ipolecy, MOXKYTh HMPH3BECTH IO HEINPaBUILHOTO PO3yMiHHs Oi3Hec-mpolecy, HOMHJIOK Yy HOro BHKOHAHHI Ta
MOB’S3aHUX 3 UM BUTpAT. TakuM YMHOM, METOIO JaHOTO JOCII/DKEHHS € 3a0e3MeueHHs 3p03yMIUIOCTi MoJienel Oi3HeC-TPOLECiB LUIIXOM BUSBICHHS
CTPYKTYPHHX IIOMHIJIOK Yy MOJEJISIX Oi3Hec-IIpoIieciB Ta IX M0oaIbIIoro BUIpasieHHsL. [1if yac aHai3y XKUTTEBOTO MUKy YIPaBIiHHS Oi3HeC-TporecaMu
(Business Process Management, BPM) BusiBIieHO, 110 /ISl CTBOPEHUX MOJENE Oi3Hec-TIPOLECiB He nepedayeHo eTaiy KOHTPOJIIO Ha HassBHICTh Y HUX
NOMHJIOK. TakuM YMHOM, B CTATTi aHAJNi3Y€ThCS Ta BIOCKOHATIOETHCS JKUTTEBUI 1MKI BPM, BHKOPHCTOBYIOYM 3ampONOHOBAaHHMW mimxin. Y
BIOCKOHAICHOMY XHTT€BOMy IHKIi BPM mnpomnoHyerbcs BpaXyBaTH eTanl IHEpeBIpKH KOPEKTHOCTI Mojened Oi3Hec-TpomeciB 3a JOINOMOIOI0
PO3pO6IEHOro MporpaMHoOro 3abesmneyeHns. Y CTaTTi NponoHyeThes: 06pobista ctBopeni mopeni BPMN (Business Process Model and Notation) y
BUTIJIAIL 3B’ s13aHUX OpieHTOBaHUX TpadiB. 15 BUSBICHHS TIOMIIOK Y MOJEINSX Oi3HEC-TIPOLIECiB BUOUPAETHCS OJIMH i3 METOIB MAIIHHHOTO HAaBUAHHS
K-Nearest Neighbors, sikunit € mocTaTHBO TIPOCTHM i epeKTUBHIM MeTOIOM Kiacudikarii. JIOCTiKEHHST TAKOXK BKIIIOYAE MPOEKTYBAHHA Ta PO3POOKY
MPOTPaMHOTO 3a0e3Me4eHHs, NMEPEeBipKy HOro MPOAYKTHBHOCTI Ta 3aCTOCYBAaHHS JUIS PO3B’SA3aHHS IOCTaBJCHOI 3amadvi. J[ig aHadisy OTpHUMaHUX
pe3ynbTatiB 0yi0 BUKOPHCTAHO MATPUIIIO MOMHJIOK Ta PO3Pax0BaHO BiIOBiHI METPUKH SKOCTi. OTpUMaHi pe3yabTaTH MiATBEPUKYIOTh IPUAATHICTD
PO3pOOIEHOr0 MPOrpaMHOro 3a0e3NedeHHs 10 BHABICHHS CTPYKTYPHHX IIOMHIJIOK y MOZAENSIX Oi3Hec-TponeciB. Be6-3acTocyHOK, sikuif 6a3yeThes Ha
noOynoBaHii mMoneni kiacudikariii, 103BoJIsE BCIM 3alliKaBICHUM KOPHCTyBayaM 3aBaHTa)XyBaTH Mogelni OisHec-mporeciB y ¢opmari BPMN 2.0,
HeperisAaTH 3aBaHTaXEHI MOJIEII Ta aHANI3yBaTH iX Ha HASIBHICTh CTPYKTYPHHX IIOMHMIIOK.
Kurouosi c1oBa: Mozeni 6i3Hec-IIpoIeciB, CTPYKTYpHI IOMHIIKH, CTPYKTypHUii anani3 BPMN, mammnaHe HaBYaHHS.
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