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CUCTEMHMUIA AHAJI3 I TEOPISI IPUVHATTS PINIEHD

CUCTEMHBIN AHAJIU3 U TEOPUS ITPUHATHUS PEIIEHUM

SYSTEM ANALYSIS AND DECISION-MAKING THEORY

VJIK 004.4:519.2 DOI: 10.20998/2079-0023.2020.01.01
J. C. CMIJOBHY

BUKOPUCTAHHSA METOIIB CTATUCTUYHOI'O AHAJII3Y JIJIS1 BUSIBJIEHHS AHOMAJII
INOKA3HHUKIB AKOCTI HOCJIYT VOIP

MeToro 1OCTiKEHHs € aBTOMATH3allisl BUSIBJICHHs 0O3HAK TEXHIYHMX HECIPaBHOCTEH Ta ITOTipIIEHHs SKOCTI IIOCIYT B MEPEXKi BipTya bHOro orepaTopa
VoIP. IloripimeHHs SKOCTi NPU3BOAUTH A0 3MEHIIECHHS 00CATY HaZaHHMX IOCIYT, a BIAMOBIIHO MPHOYTKY, IO 3MEHILEHHS JIOSUIBHOCTI aDOHEHTIB Ta
BTPAaTH YacTKH PUHKY. BujineHo Tpu piBHs moripieHHs skocTi B Mepexax VolP: BincyTHicTs jocTymy Ha piBHI Mepexi nepenaui nanux (MIIN),
HEMOXJIMBICTh BCTAaHOBJICHHSI TOJIOCOBOTO 3'€AHAHHS, TOOTO BiACYTHICTh JOCTYIy Ha PIBHI MPUKIAIHUX CEPBICIB, Ta MOTIPIIEHHS SKOCTI CEpBiCy.
IIpoBesieHO aHami3 abCOMOTHNUX Ta BiHOCHUX CTATUCTUYHUX IOKa3HHKIB sKocTi IP-Tenedonii y BiAMOBiIHOCTI 10 BUMOr MiXKHAPOAHUX CTaHAAPTIB
ITU-T, nepernideHi ronoBHI MOKa3HUKH Ta HaBeeHO (GOPMyIM as iX po3paxyHKy. 3HAuYeHHs CTATUCTUYHUX MOKAa3HHKIB AKOCTI MepiogudHO
PO3PaxXOBYIOThCS /IS 30BHIIIHIX KaHAIIB, IPYN aDOHEHTIB Ta TapupHUX HanpsaMKiB. [leppuHHUMY faHMMHU BHCTYaloTh 3anuck CDR (call data records).
ﬂﬂﬂ BUSABJICHHA aHOMAaJIbHUX 3MiH 3HAYEHb MOKA3HHKIB SIKOCTI 3alporIOHOBAHO BUKOPHUCTATH METOAY eKCl'lOHCHLIiﬁHOFO 3rJIaJPKyBaHHA — aAUTHBHY
Mozens Xonta-Bintepca. Po3paxoByeThest BiAXHUIICHHS TOTOYHOIO 3HAUSHHST OKA3HHKIB SIKOCTI BiZl IPOrHO30BaHOro. J{iara3oH 10BipH pO3paxoBy€eThCs
10 METO prTnara. ﬂKLL[O Bi)lXHJ'leHHfl BUXOIHUTH 3a MeX1 uiana30Hy }loBipH, 3MiHa 3HAYCHHS ITOKa3HUKA BBAXKAETHCSI aHOMAJIbHOIO, Ta BCTAHOBJIFOETHCS
3HAa4YeHHs KoedillieHTy aHoMalii JaHOro mokasHuka. Ilepiof XapakTepH3yeThcs BEKTOPOM KoedillieHTiB aHOMaiil BCiX MOKa3HMKIB skocti. Jlns
knacudikamii mepioay sik aHOMaJbHOTO BUKOPUCTOBYETHLCS 3HAUSHHST MOYJIIO BEKTOPY Koe(illieHTiB aHOMail y JaHOMY mepiony. Takox po3risHyTo
0COOJIMBOCTI 3aCTOCYBaHHS METOMY, 30KpeMa BUOIp Mepiojly Ce30Hy Ta po3paxyHOK KoedilieHTiB aHOMaIi B Iepioy MiHIMAJIbHOI'O HABAHTAXKEHHS.
Meroza, sIKMi 3aIIPOIIOHOBAHO, A03BOJISE IIarHOCTYBAaTH aHOMAJIbHY 3MiHY 3Ha4€Hb IIOKa3HUKIB sKOCTi nocayr VolP B aBToMaTH30BaHOMy pexxumi. Ha
HOro OCHOBI pO3pPO0JIEHO MPOTOTHIT ABTOMATU30BAHOT CUCTEMH MOHITOPUHTY SKOCTI ociayr VoIP.

Kuarouosi ciioBa: nocinyru VolP, cratuctuuna o6po6ka tpadiky, CDR, merpuku sikocti nocinyr, ASR, ACD, anomaunii Tpadiky, eKCOHEHIiHHE
3rI1aJUKyBaHHs, aaroput™ Xoara-Binrepca.

J. C. CMH/]OBHY

NCIIOJIb3OBAHUE METO1OB CTATUCTHYECKOI'O AHAJIM3A JIJI51 OBHAPYIKEHU S
AHOMAJINU NIOKA3ATEJIEM KAYECTBA YCJYT VOIP

Llenbio uccnenoBaHus SBIAETCS aBTOMATH3alMs OOHAPY)KEHHS MPH3HAKOB TEXHHYECKHX HEHCIPAaBHOCTEH M YXyANIGHUs KauecTBa YCIyr B CETH
BUPTyasbHOrO omeparopa VolP. YxXynmeHue kauecTBa IPHBOAUT K YMEHBIICHUIO 00BbEMa IPEIOCTaBIsIEMbIX YCIYT, @ COOTBETCTBEHH O IPHOBIIH, K
YMEHBIICHUIO JTOAIbHOCTH a00HEHTOB U IIOTEPU 10U Ha PBIHKE. BhIIeneHsl TpH ypoBHS yXy[AIIeHHE KadecTBa B ceTsax VolP: orcyrcTBue qocTymna Ha
ypoBHe ceTu nepenaun AaHHbBIX (CI1/1), HEBO3MOXHOCTb YCTaHOBJICHHUS I'OJIOCOBOIO COSAMHEHUS], TO €CTh OTCYTCTBHE JOCTYNA HA YPOBHE NPHUKIAJHBIX
CEepBHUCOB, U yXyAlLICHUE KauecTBa ceppuca. [IpoBeneH aHanu3 aOCOMOTHBIX U OTHOCHTEIBHBIX CTATHCTUUECKUX IOKa3aTenel kauecTsa IP-Tenedonnn
B COOTBETCTBUH C TPeOOBaHMSAMH ME&XAyHapoaHbIX ctanaapToB ITU-T, mepeunciensl OCHOBHbIE METPHKH U IMPHBEACHBI (GOPMYIBI 11 HX pacdyeTa.
3HaueHHe CTAaTHCTHYECKUX IOKa3aTenell KadecTBa MEPUOAMYECKH DPACCUHTBHIBAIOTCS M7 BHEIIHMX KaHAJOB, I'PYNI a0OHEHTOB H TapU(HBIX
HanpasieHui. [leppuunbiMu JaHHBIMU BbicTynaroT 3anucu CDR (call data records). [{s BeIsIBI€HHST aHOMAJIBHBIX M3MEHEHUH 3Ha4E€HUH TOKa3aTenen
KauecTBa IPEUIOKEHO HCIONB30BaTh METONAa JKCIOHEHIHAIBHOTO CINIaKHBAaHMS — AaJAUTHBHYI0 Mozenb Xonra-Bumtepca. PaccumtsiBaercs
OTKJIOHEHHE TEeKYIIEero 3HaueHHs IoKa3aTeleil KadecTBa OT HporHosupyemoro. Jmama3oH mOBepHs paccuuThIBaeTcs Ho Meron bpytmara. Ecim
OTKJIOHEHHE BBIXOJHUT 3a HpeNeNnbl IHaNa3oHa TOBEPHs, H3MEHEHHE 3HAUCHHs IIOKA3aTels CUUTACTCS aHOMAIbHBIM, M yCTAHABIMBACTCS 3HAUCHHE
Kkod(dHIIEHTa aHOMATIUH JTOro mokaszateisi. Ilepuoxn XxapakTepusyeTcss BeKTOPOM Kod((GUIMEHTOB aHOMAIMH BCEX IOKa3aTenel KadecTa. Jlyst
KIaccH(GUKANU Hepruoa KaK aHOMAJIbHOTO HCIIOJIBb3yeTCs 3HaUeHHEe MOTYJIISI BeKTOpa Kod(GHIHEHTOB aHOMaIHH . Takoke pacCMOTPEHBI 0COOCHHOCTH
IIPHMEHEHHS METO/a, B YaCTHOCTH BBIOOD IEpHO/a Ce30Ha H pacdeT Kod((HIIMEeHTOB aHOMAINH B IEPUOABI MUHIMAIbHOH Harpy3ku. I1pennoskenHbit
METOJ TI03BOJIAET AMAarHOCTHPOBATh AHOMAIbHOE H3MEHEHNE 3HAUCHHUH MoKa3aTteneil kadecTBa yciayr VolP B aBTomatu3upoBaHHOM pexkume. Ha ero
OCHOBE pa3padOoTaHbI IPOTOTHII ABTOMATU3UPOBAHHOW CHCTEMbI MOHUTOPHHTA KayecTBa ycayr VolP.

KaroueBble cioBa: yciayru VolP, cratuctudeckas odopadotka tpaduka, CDR, merpuku kauectBa yciyr, ASR, ACD, anomanuu tpaduka,
9KCIIOHEHIHAIbHOE CTIIAXHUBAaHNUE, aNroput™ XonTa-Bunrepca.

L. S. SMIDOVYCH

USE OF THE STATISTICAL ANALYSIS METHODS TO DETECT VOIP NETWORK TRAFFIC
ANOMALIES

The purpose of the study is to automate detection of signs of technical malfunction and deterioration in the quality of services in the VolP network.
Deterioration of quality leads to a decrease in the volume of services provided, and consequently a profit, a decrease in customer loyalty and loss of
market share. There are three levels of quality degradation in VoIP networks: lack of access at the data network layer, inability to establish a voice
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connection and lack of access at the level of application services, and degradation of service quality. The analysis of absolute and relative statistical
quality indicators of IP-telephony in accordance with the requirements of the international ITU-T standards has been performed, and main indicators and
formulas for their calculation are listed. The values of statistical quality indicators are periodically calculated for external channels, subscriber groups
and tariff directions. The primary data is CDR (call data records). To detect anomalous changes in the values of the quality indicators it is proposed to
use the exponential smoothing method — the Holt-Winters additive model. The deviation of the current value of the quality indicators from the forecasted
one is calculated. The confidence range is calculated using the Brutlag method. If the deviation goes beyond the confidence range, the change in the
value of the indicator is considered anomalous and the value of the anomaly coefficient of the indicator is set. The period is characterized by a vector of
anomaly coefficients of all quality indicators. To classify the period as anomalous, the value of the module of the anomaly coefficients vector of the
given period is used. The features of the method application are also considered, in particular the choice of the seasonal period and the calculation of
anomaly coefficients during periods of minimum load. The proposed method allows to diagnose an abnormal change in the values of VolP service
quality indicators in automated mode. The prototype of an automated system for the quality of VoIP service monitoring was developed on the base of

the method described.

Keywords: VolP services, statistical traffic processing, CDR, service quality metrics, ASR, ACD, traffic anomalies, exponential smoothing, Holt-

Winters algorithm.

Beryn. MeTow JOCTIKEHHS € BHSBICHHS O3HAK
TEXHIYHUX HECIPABHOCTEH Ta MOTiPIICHHS SIKOCTI MOCTYT
B Mepexi BipTyanpHoOro omeparopa IP-tenedownii. IP-
tenedonist (VolP) — e mepemaya ronocoBoro tpadiky mo
Mepexxax nepenaui ganux (MIIJ]). 3apa3z nmocnyru VoIP
HaWJacTile HaJal0ThCs 13 BUKOPHCTAHHS CHUTHATBHOTO
nporokony SIP [1]. Tlocmyru IP-tenmedonii MOXyTh
Ha/aBaTH SIK TpamuliliHI orepaTopu 3B'A3Ky, TaK i
Bipryanbhi (OTT — Over-The-Top) oneparopu.

BaxxnuBoro  3agauero  omeparopa  VOIP €
3abe3neueHHst sikocTi mociyr [2]. [oripiieHHsT SIKOCTI B
KOPOTKOCTPOKOBIM ~ TEPCHEKTHBI  MPU3BOIAMTH [0
3MEHILEHHS 00CATY HaJaHuX IMOCIYr, a BIANOBIIHO i
npuOyTKy, a B JIOBIOCTPOKOBIH — JIO 3MEHIICHHS
JIOSUTLHOCTI aOOHEHTIB Ta BTPATH ONEPATOPOM YaCTKH
pUHKY. BaknuBuM € cBOe€4acHe BCTaHOBJIICHHS (akTy
HOTIPIICHHS SIKOCTI Ta JIarHOCTHKA, IO BUPILIYETHCS
3aCTOCYBaHHSIM iH(OpMaLiiHUX CUCTEM MOHITOPHUHTY
SKOCTI.

Oco0NuBICTIO BipTYaJIbHOTO OIepaTropa € Te, 0 BiH
HE Ma€ BJIACHOI MEPEeXi JA0CTyny, aDOHEHTH 1 orepaTopu-
MapTHEPH ITiJKIII0YAI0ThCS Yepe3 3aralbHOAOCTYITHI Mepe-
ki (InrepHer). OcHOBOW0 TexHIYHOI 1H(PACTPYKTYpHU
BipTyanbHoro omneparopa VolP € omun abo Kiibka KOMY-
taropiB — codresiueit. Codrepiu (Softswitch) — e mpo-
rpaMHUI KOMYTaTop, SIKMH YIPAaBIsiE OOCIYrOoBYyBaHHIM
BUKJIMKIB 1 KOOPJUHYE OOMIH CHTHAJILHHMH ITOBiJJOMJICH-
HSIMH MIDX MepekaMu aOOHEHTIB 1 orepaTopiB-IapTHEpIB.
VY BIpTYyaJbHOrO Oneparopa, K MPaBUIIO, BIJCYTHS MOX-
JIUBICTh HACKPI3HOTO MOHITOPHHTY TEXHIYHHX XapakTe-
PHUCTUK KaHAJTiB 3BI3KY 1 iX IPSIMOTrO TECTyBaHHS, TOMY
aKTyaJIbHUM 3aBIAHHSM € PO3poOKa aJbTePHATUBHUX Me-
TIiB MOHITOPUHTY SIKOCTi TIOCITYT.

AHani3 00’ekTy AocHiIKeHHS Ta mMyOaiKamii.
MoxHa BHUOUIATH KiTbKa PIiBHIB MOTIPIICHHS SKOCTI B
mepexax VolP:

e BiACYTHICTH focTymry Ha piBHI MIIJ (Mmepexi

nepenayi 1aHux);
® HEMOXJMBICTH
3'€ THAHHS,

®  TIOTipIICHHS SKOCTi CEPBiCY.

[IprumHaMu  BiCYTHOCTI JOCTYIy a0OHEHTIB M0
Mepexi mpoBaiizepa VolP, abo moctymy mpoBaizepy o
MEpeX TMapTHepiB, 1 fAK HACTHIIOK — HEMOXJIHBOCTI
BCTAaHOBUTH 3'€MHAHHSA, € HECIPaBHOCTI Ha piBHI
TPAHCIOPTHOI Mepexi. B oMy BUIMaaKy BiICYTHI 3aIFICH
mpo ycmimHl ab0 HEyCHiHI BHUKIUKA IS OKPEMOTO
aboHeHTa, OCKIIBKY BUKJIMK HE TIOCTYIA€ Ha coTcBid; abo

BCTaHOBJICHH T'OJIOCOBOI'O

CrpoOK BCTAaHOBUTH 3’€IHAHHS 3 OOJIaIHAHHAM MapTHEpa
3aBEPIIYIOTHCS TOMUIKAMH TIEBHOTO BHILY.

HeMoxHBiCTh BCTAHOBJIEHHS TOJIOCOBOTO 3’ €THAHHS
(BHKITHKY) MOXKe OyTH BHKJIHKAHA SK HEY3TO/KCHICTIO Ha
piBHI  BHKODHCTOBYBAaHMX IPOTOKONIB 1  KOJEKIB,
MOMMJIKaMH B KOHQIiryparii o01aHaHHs, TOMHIKAMU TIPH
Habopi HOMepa, TaKk 1 NPUPOTHUMH MNPUYMHAMH —
HATIPUKIIA] 3adHATICTIO a00 HEJOCTYIHICTIO (Imo3a
Mepexer) TepMmiHanmy — aboHeHta. J[o  TEXHIYHHX
HECNPABHOCTE JPyroro piBHSI MOXKHa TaKOX BIJHECTH
HEMOXJIMBICTG BCTAHOBJIEHHS 3’€IHAHHA 3a JEIKAMMH
MapIIpyTaMu: depe3 MeBHOro mapTHepa, abo 3a MEBHUMHU
TapupHUME HanpsiMkamMu. OCHOBHMMH IX O3HaKaMH €
HHM3bKa YacTKa YCHIIIHMX A3BIHKIB, a00 X BiJICYTHICTB, a
TakoXk crenudiuni koau 3aBepmeHHst SIP-cecii (Hampu-
KJ1aJl, IOMHWJIKH CepBepa, BIJCYTHICTh MapUIPyTy, CKHIaH-
HsI 3’ €JTHAHHS Ta iH.).

[Tix noripimeHHsM SKOCTI cepBicy OyaeMo po3yMiTH
CHTYaIIil0, KOJIM 3’ €IHAHHS 3 AOOHEHTOM BCTAHOBIIIOETHCS,
aJe SIKICTh Mepeiai rojiocy He 3a70BOJIbHsIE a0OHEeHTA.

Juis «xiacu4HOD» TPOBOAHOI TenedoHii BUKOpHUC-
TOBYIOTBCSI METOJY OLIIHKH SIKOCTi, 3aCHOBaHi Ha BUMIpi
eNEeKTPOTEXHIYHUX XapaKTEePUCTHK KaHAJy 3B’ S3KY, TAKHX
AK 3anuiikoBe 3aracanHs, AUX (amIUiiTyIHO-4acTOTHI
XapaKTepPUCTUKH), CIIBBIHOIICHHS CHTHAJ/IIyM Ta iH.
Jdus mepexx VolP B sKOCTI TeXHIYHHMX XapaKTEPHCTHK
BUKOPHCTOBYIOTh METPHKH MPOYKTHBHOCTI MEpexi mepe-
nmaui panux (MIIJD): BTpaTtH, 3aTpuMKy Ta ii Bapiamito
(mxwurep, jitter) [3, 4].

O/HMMU 3 OCHOBHUX MOKa3HUKIB sikocTi [P-Tenedonii
€ SIKICTh TIepeiadi rOJI0COBOT0 CUTHAITY, @ TaK CaMo SIKICTh
BCTAQHOBJIEHHS BUKIMKY. TeXHIUHI METPHKU HE 3aBXKAU €
1H(OPMATHBHUMH 3 TOYKH 30pY OLIHKH SIKOCTi ociyru [P-
Tene oHii, OCKUTFKM aOOHEHT OILIHIOE SKICTh IHTETrPaIbHO,
TOMY BHUKOPHCTAIOTBCS TaK 3BaHI CyO’e€KTHBHI abo
inTerpanpHi ominku [4, 5]. OmHUM 3 iHTErpaJbHUX
noka3aukiB € MOS (Mean Opinion Score — cy0’eKTHBHA
ominka skocti) [crapmapt ITU-T P.800] a6o PSQM
[ctagmapt ITU-T P.861]. IcHyf0OTP METOMUKH PO3PAXYHKY
MOS nHa mizacTaBi 3HaueHb MeTpuK npoxyktusHocTi CII,
Hanpuiinan — amroputmu  PESQ.  Iammit  gacto
BUKOPUCTOBYBAHWH IHTETPalIbHAN TOKA3HUK SKOCTI —
R-dakrop (Overall transmission quality rating) [5]. s
BAMIPDIOBAHHA 1  MOHITOPHHTY  BHWIIE€3a3HAYCHHUX
MTOKa3HHKIB SKOCTI MOTPiOHE BUKOPHUCTAHHS KOMYTaTOPIB C

BIJIIIOBITHUM (hyHKIIIOHATIOM, abo JIOTATKOBOT'O
BAMIPIOBAJIILHOTO OONafHAaHHA Ta/ab0 MPOTrpaMHOTO
3a0e31eueHHs.
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AJBTepHATUBHHUM ITiIX0JIOM JO BIMipIOBaHHS SIKOCTI
nocayr VolP € BHUKOPHCTaHHS CTaTHCTUYHUX METPHK
Tpadiky, sIKi, 30kpeMa, Bu3HaueHi B pekoMmenganisx [TU-T
E.437 [6] ta ITU-T E.411 [7]. Came Takwuii niaxin Oyaemo
BUKOPDHCTOBYBAaTH JUId BHSBIEHHA O3HAaK TEXHIYHHX
HecIIpaBHOCTEH Ta moripiieHHs sikocTi mociyr VOIP.

J11s1 MOHITOPHHTY CTaHy CKJIaJHUX KOMYHIKaI[iHHUX
cucreM, 30kpema IP mepexx mnepemaui mammx [8, 9],
TEXHIYHUX CHCTEM Ta TpaHCHopTHUX Mepex [10], yeminHo
BUKOPHCTAIOTBCS METOAM aHaNli3y JAWHAMIKA YacOBHX
pAMiB.

Metpuku sxocti mocayr VoIP. AGcomrorHrMuN
METPHKAaMHU € KUIBKICTh YCIIIIHHMX 3’€JHaHb Ta CyMapHa
TPUBAICTh BUKJIMKIB 32 OJIMHHUINIO Yacy. BoHM 103BOINSIOTH
OLIHUTH HAaBaHTAKEHHS Ha MeEpEexXy Ta ii MpPOMyCKHY
CIPOMOXHICTh. 3 1HIIOro OOKY, IIi NOKa3HUKH 3ajeXaTh
BiJl aKTUBHOCTI aOOHEHTIB B TOW YM 1HIIWHA MEpPion Yacy,
TOMY B SIBHOMY BHUIJISZI HE MOXYTh BHUKOPHCTATHCS SIK
METpHUKH SIKOCTI mociyr. O MOripiieHH] SIKOCTI MOXe
CBIIYMTH TX aHOMaJIbHA 3MiHa.

Pexomennanis ITU-T E.437 [6] Bu3Hauae BiJHOCHI
METPHKH SIKOCTI, SIKI MepeltideH] HuKYe.

Answer Seizure Ratio (ASR) — uactka ycmimHHX
JI3BIHKIB:

ASR = Ny (1)
N.’

ne N, — KiIbKICTh YCIIIIHUX 3’ €/JHAHb;

N, — cymapHa KiIbKICTh BUKJIHKIB.

Post gateway answer delay (PGAD) — ue 3atpumka
MIX Ha/IXOJDKEHHSIM BUKJIMKY HA KOMYTATOp 1 BiJIIOBIIIIO
aboneHra (abo 3aBepuIeHHAM 3’€IHAaHHS B  pasi
HEYCIIIIHOrO J3BiHKa). BoHa 103BOJIsiE OLHUTH (TIOpiB-
HSTH) SIKICTh BCTAHOBJICHHS 3’ €/IHAHHS HA PI3HUX 30BHIIII-
HiX kaHanax. Ll merpuka 3a3Buuail MpPHUCYTHS B JaHUX
CDR.

Average length of conversation (ALOC) a6o Average
Call Duration (ACD) — cepenst TpuBasticTh 13BiHKiB. BoHa
MOX€ BIJIPI3HITUCS AJs PI3HUX a0OHEHTCHKUX CLIEHApIIB,
asie 1l 3MEHIIIeHHsI MOXe CBIIYUTH MPO MOTIPIIEHHS SKOCTI
nepenayi rojaocy.

N
i=1 1

ACD =
N,

, O]

ne N, — KiUTBKICTh YCIIITHHX 3’ €THAHB;

T; — TpuBaITiCTh KOYKHOTO 3’ €JHAHHSI.

Pexomenmanist ITU-T E.411 [7] BBOAWTH METpPHKY
Network Efficiency Ratio (NER), sika mo3Bomsie omiHUTH
SKICTh KaHalmy Oe3 ypaxyBaHHSA BIUIMBY TIOBEIIHKH
a0OHEHTIB — VCIIIIHAMH BBAXKAIOTHCS BHUKIUKH, SIKi
Jocsarid abOHEHTa, HaBiTh SKIO BiH HE BIANOBIB, 4u
CKMHYB I3BIHOK, a00 HOMep 3aifHsatuil. I[lpuanHa 3aBep-
LICHHS BUKJIMKY BCTAHOBJIIOETHCS BIATIOBITHO KOy 3aBep-
nrernst SIP miamory [11].

N, + N, + Ny + N,

- 3
NER N , 3)

ne N, — KUTBKICTh YCIINTHHUX 3’ €THAHB;

N, — KUIbKiCTh BUKIIMKIB, KOJI 20OHEHT HE BiJIIIOBIB
(xomu SIP 406, 408);

N}, — KUTBKICTh BUKJIMKIB, KOJIM HOMEp 3aiHATHH (KO
SIP 486);

N, — KUTbKIiCTh BUKIIMKIB, KOJNH A0OHEHT BiIMIiHUB
BuKIUK (kox SIP 487);

N, — cymapHa KiJIbKiCTh BUKJIHKIB.

JlonaTkoBO MOXYTh PO3Pax0OBYBaTUCh 1 3HAYEHHS 1H-
[IMX MOKA3HUKIB, HAMPUKIIAM JOJI BUKIHKIB, SKi 3aBep-
MWIMCS 13 TOMHWJIKaMHM Mapuipyru3amii abo iHmuMH
MOMIJIKaMH Ha OOl orepaTopa-napTHepa, cepeiHsl TpH-
Baicth BcraHoBieHus 3’exuannst (PDD, Post Dial Delay)
Ta iH.

3HaueHHs [IOKa3HUKIB SIKOCTI IMHAMIYHO
3MIHIOIOTBCS 3 YaCOM Ta YTBOPIOIOTH YacoBuii psit. CyTTeBi
BIJIXWJICHHSI 3Ha4eHb METPHK SIKOCTi, a00 3MiHa B TOBe-
JUHII YaCOBUX PSAIIB MOXKE OyTH O3HAKOK 3MIHH SKOCTI
cepBicy VoIP. Takum 4YuMHOM, /I MOHITOPUHTY SIKOCTI
nociyr VolP Mmoxke BUKOHYBAaTHCh NOIIYK aHOMaJIiii B 3Ha-
YEHHSIX BIJMOBIJHUX IMOKA3HUKIB.

3aBraHHSAM JOCJTiPKEHHsI € po3poOka MeTody Ta
IHCTPYMEHTIB aBTOMAaTHYHOTO BHSIBJICHHS IOTIPIICHHS
skocTi mocnyr VoIP [12]. ABToMaTu3aiiisi MOHITOPHHTY
noTpeOye BUPIIICHHS TaKUX 3a7a4:

e 30ip Ta Hakonu4eHHs AaHux Tpadiky VolP;

® PO3paxyHOK 0a30BMX CTATUCTUYHHUX MOKa3HHUKIB,

sKi € aOCONFOTHUMH Ta BIAHOCHUMH METPUKaMU
SIKOCTI;

e aHaII3 JUHAMIKM 3MIHM 3HAY€Hb METPHUK SKOCTI
Ta BUSBJICHHS 1X aHOMaJIiH, SIKi MOXXYTh CIY)KUTH
O3HAKOIO TIOTIPILIEHHS SIKOCTI CEepBicy;

® PUHHATTS PillIeHHs Npo Kiacudikaiiio nepioay
SK aHOMAJILHOTO 32 CYKYITHICTIO 3HaYeHb.

36ip BXiAHNX AaHUX. BXiHUMHU JaHUMH JUIs aHATI3Y
€ 3amucu CDR (call data records) mpo ycmimmHi i He
YCIIIIHUX BUKJIMKY, 10 HAJAXOIATh 3 KOMYHIKalliHOIO
obnmasHaHHS 1 MICTATh 1HQopMamlilo mpo Jary 1 yac
BUKIIMKY, HOMep abo SIP-ampecy aOOHEHTIB, TPHUBAIOCTI
BCTAHOBJIEHHS 3 ’€QHAHHSA 1 caMoOro 3°€IHAaHH], KOIU
3aBepiIeHHs poTokony SIP, ineHTH(dikaTopy 30BHINIHIX
KaHaiB (TpaHKIiB), MO SIKUM OYJIO BIANPABICHO BUKIWK
Tomo. B 3amexxHocTi Big THUNY BHKOPUCTOBYBAHOI'O
KOMYyHiKaliitHoro oonaguansas, CDR Moxe MicTuTH 1 iHIII
JlaHi, HANIPMKJIaJ] 3HAYECHHS METPUK SKOCT1 KaHay, TaKHX
SK BTpaTH, 3aTpUMKa 1 ii Bapiamis — mxuTep, abo HaBiTH
IHTeTpaJbHy OMiHKY sikocTi MOS.

Ilicnss  3aBeplIeHHS KOXHOTO BHKIHKY CO(TCBIY
Jonucye BianoBiany 3anuc B ¢aiin. i ¢aitnu nepiogndno
00pOOIAIOTHCS IPOrpaMHUM 3a0€3MEUEeHASAM CHCTEMH MO-
HITOPHUHTY Ta OKpeMi 3amrcH 30epiraroTbes B 6a3i JaHUX.

MepBunumii crarucruyHuii anamiz panunx CDR
MOJISITa€E B PO3PAXyHKY 3HAYCHb IMOKA3HUKIB TpadikKy, siKi
MOXYTh CIY)KUTH METPUKaMH JUIsl OLIIHKH Ta ITOPIBHSHHS
SKOCTI TIOCIYTH, IO HAaNaeThcs aboHeHTaM, abo SKOCTI
30BHIMIHIX KaHANMB. JlaHi TOKa3HUKH pPO3PaXOBYIOTHCS
MIEPIOIUIHO, 32 PiBHI MEPiOIHN Yacy.

BaxxmmBuM mmTaHHAM € BUOIp TEpiomy arperarii,
TOOTO TIepiofy dacy, 3a SKHHA pO3PaXxOBYEThCS 3HAUCHHS
MOKA3HMUKIB SIKOCTi. 3 OJHOTO OOKY, IUIA ONEepaTHBHOTO
BUSIBJICHHS MOTIPIICHHSA SKOCTI IOKAa3HUKH MalOTh
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TepepaxoByBaTUCh JOCHTh IIBUAKO (HANpPHKIA[, KOXKHI
5-10 xBunun). 3 inmoro 6oky, 3amic CDR dopmyerses
TTiCIIsl 3aKiHYeHHS J3BiHKA. Y TeEpiofn HHU3BKOTO HaBaH-
Ta)XEHHS BIUIMB JOBTUX (TPUBAIICTD SIKHX IEPEBUILYE
TIepioJT pO3paxyHKy, TOOTO OinbIe 15-20 XBHIMH) A3BIHKIB
Ha 3Ha4YEeHHsI METPUK SIKOCTI MOXe OyTH HaJaTO BHCOKHM,
110 PU3BOJIUTH JI0 3HAYHUX KOJIMBAHb 1X 3HAYEHb, i B1/IO-
BiJTHO 710 301IbIIEHHS KUIBKOCT] TOMUJIKOBHX ITO3UTHBHUX
pe3ynbTatiB. ToMy mepion arperariii Ma€ NMEpEBUIYBATH
TUIIOBY TPUBAJICTh JIOBI'UX J3BIHKIB.

[IporionyeThCs BCTAHOBHTH IHTEPBAJ PO3PAXYHKY
3HAYEHHS [TOKA3HUKIB SKOCTI piBHUM 5 a00 10 XBHiHH, Ipu
LOMY TIEpiOJ arperailii BCTAHOBUTH Ha PiBHI 1 roawHU.
Po3paxyHOk BUKOHYETBCS B po3pi3i aOOHEHTIB (Tpym
aOOHEHTIB), 30BHILIHIX KaHAJIB 1 TApU(YHUX HATPSMKIB.

TakuM YMHOM, KOKHHH PO3PaxyHKOBHH iHTEpBall t
XapaKTepU3yeThCsl BEKTOPOM IOTOYHMX 3HAUYCHb I1OKa3-
HUKIB SIKOCTI.

qr >, 4)

Je ql-— 3HaueHHs i-ro TOKA3HUKA y iHTepBai t.

Po3paxoBani 3HaU€HHs 30epiraroThcst B 0a3i IaHuX, €
MOXJIMBICTh iX TpagivHOro BiJIOOpPa)KEHHS — TPHUKIIAJ]
HaBesleHo Ha puc. |.

Q. =<qt.q¢, .

120942
07504

54165
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Puc. 1. I'padiku (1) cymapHoi TpruBaiocTi BUKIHKIB, (2) ASR
Ta (3) cepeHbOI TPUBAIOCTI BCTAHOBJICHHSI 3’ €IHAHHS

Ha puc. 1 300paxkeHi rpagiku HACTYITHHX TTOKa3HU-
KiB: cymapHoOi TpuBajiocTi BHKIHKIB, ASR Ta cepennboi
TPUBAJIOCTI BCTAHOBJICHHS 3’€JHaHHA. MO)KHA TIOMITHUTH,
0 CYTT€BA 3MiHA 3HA4YCHHS aOCONIOTHOTO MOKAa3HHUKA —
CyMapHOi TpPHUBAJOCTI BUKIWKIB — HE MPU3BOAUTH IO
IIOMITHOI 3MIHM 3Ha4€Hb BigHOCHOrO nokazHuka — ASR. YV
JAHOMY BHITAJKY 3HIDKEHHS 00cATy Tpadiky mOB’s3aHO i3
3HIDKCHHSM aKTHBHOCTI a0OHEHTIB, a HE 13 MOTiPIICHHIM
SIKOCTI1 TIOCITYT.

CTaTHCTHYHUN aHAJTI3 TUHAMIKM TTOKa3HUKIB SIKO-
CTi T03BOJIsIE BUSBIIATH 3MiHH B XapaKTEPHUCTHKaX Tpadiky
ab0 XapaKTepHCTHUKaX 3O0BHINIHIX KaHAIIB, SKi MOXYTb
CIIY’)KUTH O3HAKaMH 3MiHH (TOTipIIEHHS) SKOCTi TIOCIHYT.

OueBUIHNM CITOCOOOM BUSBJIEHHS aHOMAaJI € KOHT-
pOJIh BUXOMY 3HAYCHH IMOKA3HWKIB 3a 3a3/aJieTiqh BU3HA-
YeHi MiHiMaJbHI Ta/ab0 MakcuManbHi TiMiT. Hampukman,
3a3BUYail B MIXKONEPATOPCHKHX JIOrOBOPAaX BCTAHOBIIIO-
FOTHCS TPAHWYHI 3HAYEHHSA TaKUX METPHK SKOCTi, Tk ASR.
AJe, OCKUIBKM 3HA4YeHHsS ITIOKAa3HMKIB SKOCTI 3aJIeKaTb,

30KpeMa, BiJl aKTUBHOCTI a0OHCHTIB, TAKUH ITiXi]] Beae 10
3HAYHOI KUTBKOCT] MTOMIIIKOBHX TO3UTHBHUX PE3YNIBTATIB 1
HE MOXX€ BBAKATHCS OCTOBIPHHM.

ANBTEpHATHBOIO € 3aCTOCYBaHHS METONIB An(epeH-
[iaJIbHOTO aHaNi3y, SKWil MONATae y BHSBJIEHHI 3MiH B
MIOBEIIHIIl YacOBUX psAiB. [ IbOrO IPOITOHYETHCS BUKO-
PHCTaHHS METO/IIB EKCITOHEHIIIHHOT O 3TII1a/PKyBaHHS 4aco-
BOTO psify, 30KpeMa Mmerony Xonbra—Bintepca. Ocobmu-
BICTIO IILOTO METOJNly € TO, IO BiH JO3BOJISIE BpaxyBaTH
CEe30HY KOMIIOHEHTY YacOBOT'O psy.

3acTocyBaHHS aAMTHBHOI Mozeni XonbTa—BiHTepca
JUISl BUSIBIIGHHSI aHOMAJIii B TUHAMIII ITOKAa3HUKIB SIKOCTI
nociyr VolIP monsirae B po3paxyHKy BiJXWIJIEHHS [TOTOY-
HOTO 3HAa4YeHHsI MMOKa3HUKa BiJl PO3PaXxyHKOBOTO, OCTaHHE
OOYMCITIOETBCS SIK MPOTHO3 IO TMOMEPEeIHIM 3HAYESHHSIM
YaCOBOT'O PSY, SIKHI BiJIIOBIA€ MOKA3HUKY SIKOCTI.

Se+1 = Vs = Yeual, ©®)

Yie1 = Qepq + beyqr + Ceories (6)

e = Yy —ceep) + (A —a)(ae_y + bey), (7)
bery = Blar — ar1) + (1 = Pb—y, ®)

cer1 = YV —a) + (1 —y)er, 9)

ne O — BiAXWiIEHHS 3HAYEHHS ITOKA3HMKA,

Yi41 — pO3paxyHKOBE 3HAUCHHS ITOKA3HHUKA;

a;4, — 3HA4YCHHs1 0230BOT KOMIIOHEHTH;

b;,1 — 3HaUCHHS TPEHLY;

Ct41 — 3HAUCHHS CE30HHOT KOMIIOHEHTH;

T — nepion ce30my;

a,f3,y — xoediuienty aganTaii.

3MiHa 3HAYEHHS IMOKA3HHKA SKOCTI BBa)KA€THCS
AHOMAIILHOIO, SIKIIO BIiAXMJIEHHS IHOro ITOTOYHOIO 3HA-
YEHHsI BiJl pO3PaxXyHKOBOI'O BHUXOJHMTh 32 MEXI Jiana3oHy
JIOBipH, TOOTO:

841> dpyq. (10)

Jis po3paxyHKy Jiana3oHy JOBIPH BUKOPUCTAETHCS
merox bpyrmara [13], 3rigHo siKoMy

deyi = V(Y = Y)+ (1 —v)d,_r,

ne  d;yq, — IPOTHO30BAaHE 3HAYCHHS BiJIXWICHHS.

Ha pwuc. 2 HaBeneno npukian rpadikis morogroro (1)
Ta po3paxyHKoBoro (2) 3HaueHHs ASR, Ta iX BigxuieHHs
(3). BeprukansHi CMyrd BiAMIiYarOTh iHTEPBAIH, B SIKHX
BiJIXWJICHHS BUXOJUTH 332 MEXI Jialma3oHy IOBipH.

Sxmmo O6ynmo 1iarHOCTOBaHO aHOMAJIBHY 3MiHY TOKa3-
HUKa, UTS JAHOTO TIOKA3HWKA BCTAHOBITIOETHCA KOE(Ili€HT
aHoMauii, piBHUM KITBKOCTI TOCHIJOBHUX 1HTEpPBAIiB,
MPOTATOM SIKUX OYyJIO BU3HAYEHO HOTO aHOMAJIIIO.

11)

ai — {al’i‘—l + 1’ St > dt’ (12)

£ 0, &, < d,,

ne  al— xoedillieHT aHOMAJTIT {-r0 TTOKA3HUKA Y iHTepBai
Jacy t.
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Puc. 2. I'padiku moTOYHOr0 Ta po3paxyHKoBoro 3HaueHHs ASR,
Ta 1X BIIXWICHHS

TakuM 4MHOM, KOXKHHI iHTEpBand 4acy 1T XapakTe-
PHU3YETHCS BEKTOPOM KOCQIIIEHTIB aHOMAaii MOKa3HUKIB
SIKOCTI.

— 1 .2 N
A, =<at,a;,...al >. (13)

Kiacudikarist nepiony sik aHOMaJIbHOT'O BUKOHYETBCSI
10 3HAYEHHIO MOJIYJIS BEKTOPY aHOMAJII.

4, = ) ai

i

(14)

Oco0.1uBOCTi 32CTOCYBAHHSI METOAY AL MOHITO-
puHrY sikocTi ocayr VolP.

Tpagik VolP mae BupaxkeHy ce30HHICTb. 3a3BHYai
nepiosioM ce30Hy € J00a Ta/ado TkaeHb. [IpoTsrom noou
tpadik 30ubmyerses y 'HH (romuun nHaiiOinbioro Ha-
BaHTaXXCHHS) 1 BIAMOBIAHO 3MEHIIYEThCS Y TOIWHU HaM-
MEHILIOro HaBaHTakeHHs. TH)KHEBI KOIMMBAHHS I10B’sI3aHI,
TIepIll 32 BCe, 3 PO3IOALIOM JIHIB HA POOOYl Ta BUXIJIHI.

Jnst po3paxyHKy MPOTHO3Y Ta BiAXHMJICHHS 3HAYCHHS
nmokasauka (4-9), kpiM momepeaHiX 3HAYCHb MMOKA3HHKA,
HeoOXiMHe Moro 3HaueHHS 3a MHHYIUI ce30H. Takum
YHHOM, JUIsl pO3paxyHKiB HeoOXimHO 30epiratu T ocTaHHIX
3Ha4YeHb MIOKa3HUKA, fie T — nepiox ce3ony. SIKIo iHTepBan
po3paxyHKy JopiBHIOE 10 XBWiIMHaM, A00OBUII Ce30H
MicTuth 6%24 = 144 inTepBaniB, a TIKHEBUH — 144*7 =
1008 inTepBaiis.

[IporioHyeThCsE B SIKOCTI TPUBAIIOCTI CE30HY BCTAHO-
BUTH 100Y. [y BpaxyBaHHS KOJIMBaHb HABAHTA)KEHHS Ta,
BiJMOBiTHO, 3HAYEHH ITOKA3HUKIB SKOCTi, IIPOTATOM THKHS
YacOBHM psH po30MBaeThcd HA JEKiTbKa CyOpsimiB 3a
KnacudikamiiHoro o3Hakow. lle Takox J03BONIsIE Bpaxo-
BYBaTH HEPETY/IPHOCTI HABAHTAXKCHHS, SKi NPHBHOCSH-
TBCSI, HAIIPUKIIA, CBITKOBUMH JHIMHU.

[1ix gyac 3HWKEHOr0 HABAHTAXKEHHS MEPEeKi 3HAUCHHS
BimHocHHX MeTpuK (ASR, ASD, NER Tomo) moxyrs
3a3HaBaTH 3HAYHUX KOJHMBaHb, IO NPH3BOJMUTH 10 301Mb-
IICHHS KUTBKOCTI MOMMJIKOBHUX TO3UTHBHHUX PE3YIbTATIB.
[IpononyeThcst HacTymHe. SIKmIO aHOMAaNist BiTHOCHOTO
MOKa3HWKa 3aikcoBaHa y TMepiol HU3BKOTO HaBaHTa-
JKCHHS, 3HAYCHHS KOE(IIlieHTy aHOMallii MHOXHTHCS Ha
KOpUTYIOUH Koe(ilieHT, MeHIui oquauI. O0cAT HaBaH-
TaXCHHS OIIHIOETHCS 32 CYMapHOIO KiJBKICTIO BHKIIHKIB
(YCHimHUX Ta HE YCHINIHUX), IO BHUKIIOYA€ BIUTMB MOX-
JIMBOTO TMOTIPIIEHHS SIKOCTI Ha OLIHKY.

BucnoBkn. BukopucTaHHS PpO3MIISTHYTOrO METORY
JI03BOJISIE B ABTOMATHYHOMY pPEXHMI J1arHOCTYBaTH
aHOMaJIbHY 3MiHYy 3HaU€Hb [TOKA3HUKIB SKOCTI mociyr IP-
tenedomnii. Taka 3MiHa € BIPOTIZHOIO O3HAKOIO 3MiHH
(moripiieHHs) SKOCTI MOCTYT. 3aCTOCYBaHHS METONy HE
noTpe0ye TMoNepeHOr0 HAaBYaHHSI, Ta 3HAYHUX 00UUCITIO-
BaIBHUX pecypciB. [yt po3paxyHKy moctaTHbO T (Kijib-
KICTh IHTEPBAJIiB B CE30HY) MOTIEPE/IHIX 3HAYEHb MTOKA3HH-
KiB SIKOCTI.

3 BHKOPHCTAaHHSIM MiAXOAY, SIKHI 3arporioHOBaHO,
PO3pO0IIEHO TPOTOTHIT AaBTOMATH30BAHOI CHCTEMHU MOHITO-
PHUHTY sKOCTI mociyr VolIP, ska 103BOJNsAE BUSBIATH 5K
BiJIOMi HECIIPABHOCTI, TaK 1 HeBigoMi. AJjie 3MiHa 3HAYCHb
MOKa3HKKIB SIKOCTI MOXKE CBIJUUTH SIK TIPO TOTipIICHHIM
SIKOCTi, TaK i PO 3MiHi ITOBEIIHKH KOPUCTYBAYiB MEpexKi.
ToMmy ocraTouHe NPUIHATTA pilleHHs NOTpeOye ydacTi
CHEIIAJICTIB TEXHIYHOT MMiATPUMKH.

MeTor HacTyIMHUX TOCHTIKCHDb € aHaJli3 METOJIIB, 3a
JIOTIOMOT0I0  SIKUX MOJKJIMBO TIPOBECTH Kiacuikalliro
aHomaJiii, BuOip HalOUIbII epeKTHBHOrO METOAY Ta HOro
ajianTaris Juisi aBTOMaTHYHOTO JIIarHOCTYBaHHSI HECIpaB-
HocTtel B Mepexax |P-tenedonii.
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A.A. IIABJIOB, M. H. 'O/IOBYEHKO

MOCTPOEHUE OJJHOMEPHOI 1 MHOT OMEPHOM INOJIMHOMUAJIGHOM PETPECCHH 11O
N3BBITOYHOMY OIIMCAHUIO C UCITOJIB3OBAHUEM AKTUBHOI'O SKCIIEPUMEHTA

PaccmarpuBaeTcs 3a7a4a OCTPOCHUSI MHOTOMEPHOI IOJIMHOMHAIBHOH PerpecChyl 10 3alaHHOMY €€ H30BITOYHOMY OIMCAHUIO Ha OCHOBE PE3yJIbTaTOB
AKTUBHOTO JKCIIEpUMEHTa. M30BITOYHOE ONMCAaHHME O3HAYaeT BKIIOUEHHE B HEr0 WICHOB, BO3MOXKHO, OTCYTCTBYIOLIMX B CTPYKTYpe HCCIEALyeMON
perpeccun. Takum oOpa3oMm, BO3HHMKAaeT Ipo0ieMa O pe3yJbTaTaM aKTUBHOTO OKCIICPHMEHTAa HE TOJNBKO OLECHHTb 3HAYCHHS HEU3BECTHBIX
K09((HHUIIEHTOB MHOIOMEPHOH IOJIMHOMUAIBHOH PErpeccut, HO M HCKIIFOYHUTD U3 €€ N30BITOYHOIrO OIM CAaHMs JIUIIHIE YWieHbl. Penienne nocraBieHHON
3ajauy Oasupyercs Ha: (a) HOJyYEeHUH HOBBIX CBOMCTB KOX((HIMEHTOB HOPMHPOBAHHBIX OPTOrOHAIBHBIX MOIUHOMOB Dopcaiita; (6) BO3MOXKHOCTH
CBE/ICHUSI 331241 OLICHKH HEH3BECTHBIX KOA(D(UIMEHTOB HEIMHSHHbIX WICHOB MHOTOMEPHOM II0JIMHOMUAJIBHOMH PErpeccH K 3aia4ue OLeHKU Kod¢ hurm-
€HTOB MHOXECTBA OIHOMEPHBIX IOJMHOMHAJIBHBIX PEIPECCHI M PEILEHUS] COOTBETCTBYIOLIMX CUCTEM JIMHEHHBIX PABEHCTB; (B) UCIIOIb30BAHUM METO/A
JUISL MCKJIIOYCHMS JIMIIHUX YJICHOB MHOTOMEPHOH HENMHEHHOW IMOJIMHOMHAIBHONW PErpeccHu, KOTOPBIH OPraHWYeCKH BKIIOYAeT B cebs Kak
METOJIOJIOTHIO KJIACTEPHOT0 aHaIn3a, TaK U OCHOBHYIO HJICI0 METO/la IPYIIIOBOr0 yYeTa apryMEeHTOB — pa30UeHUE SKCIIEPUMEHTANIbHBIX JaHHbIX Ha /1Ba
MHOXECTBA, OJJHO M3 KOTOPBIX HE MCIOJIB3YEeTCs AN OLIEHOK HEH3BECTHBIX K03()(HIMEHTOB MHOIOMEPHON MONHHOMHAIIBHON PErpeccuy, 3aJaHHoN
N30BITOYHBIM OMHCAHHEM.

KiioueBble c10Ba: MHOrOMEpHasl MOJIMHOMHABHAS PErPEcChs, HOPMUPOBAHHBIE OPTOrOHANBHBIE TOMMHOMBI Dopcaiita, H30BITOYHOE OIHCa -
HUE, METOJ] IPYIIOBOr0 yueTa apryMeHTOB, KIaCTEPHBIH aHaIu3, JMHEHHbIE PaBEeHCTBA

O. A. ITABJ/IOB, M. M. 'O/IOBYEHKO

MOBYA0BA OJTHOBUMIPHOI I BATATOBUMIPHOI ITOJITHOMIAJIBHOI PET'PECII 3A
HAJJIMITKOBUM OIINCOM 3 BUKOPUCTAHHAM AKTUBHOI'O EKCIIEPUMEHTY

PosrisiaeThes 3a1ada mo0Oy0BH OaraToBUMIpHOI MOIiHOMIaNBHOI perpecii 3a il 3alaHUM Ha[JIMIIKOBUM OMKCOM Ha OCHOBI Pe3yJbTaTiB aKTHBHOTO
ekcriepuMenTy. HaumiinkoBuii onuc o3Havae BKIIFOUYEHHS B HOI'O WJICHIB, MOXIIMBO, BIICYTHIX B CTPYKTYpi JOCHi/KyBaHOi perpecii. Takum 4uHOM,
BHHHMKAE MPobJIeMa 3a pe3yIbTaTaM1 aKTUBHOT'O €KCITEPUMEHTY HeE TiJIbKH OL[IHMTH 3HAUCHHS HEBIOMHUX KOe(illieHTiB 6araTOBMMipHOT MONiHOMialb HOI
perpecii, ane i BUKIIOYHTH 3 11 HAAIUIIKOBOrO ONMUCY 3aiiBi WieHH. Po3B’s13aHHs OCTaBlIeHOI 3a1aui 6a3yeThes Ha: (a) OTPUMAHHI HOBHX BIIACTUBOCTEH
KoediIieHTiB HOPMOBAHHX OPTOrOHAIBHUX MoNiHOMIB Dopcaiita; (6) MOXKIINBOCTI 3BEICHHSI 331241 OLIIHKH HEBITOMUX KOe(illi€HTIB HETIHIHHUX YJICHIB
GaraToBUMIpHOI MoNiHOMiaNbHOI perpecii g0 3amaui oliHKH KoedillieHTIB MHOXHHM OJHOBHMIDHHMX IIOJIHOMIalbHUX perpeciii i po3B’s3aHHS
BIJNMOBIIHMX CHCTEM JIHIHHUX piBHOCTEH; (B) BUKOPHCTaHHI METOMY JUISl BUKIIIOUCHHS 3aiiBHX IEHIB GaraTOBUMIpHOI HEIiHIHHOI MONiHOMiaIbHOI
perpecii, IKHi OpraHivHO BKIIIOYa€e B ceOe SIK METOJOJIOTII0 KJIACTEPHOro aHalli3y, TaK i OCHOBHY i/Iel0 METO/y I'DYIOBOrO ypaXyBaHHS apryMEHTIB —
PO3OUTTS €KCIEPUMEHTAJbHUX AAHUX HA JB1 MHOXHHH, OJlHAa 3 SIKMX HE BUKOPHUCTOBYETBHCS JUI OLIHOK HEBIZOMUX KoedillieHTIiB OaraToBHMipHOL
MOJIIHOMIaJIbHOT perpecii, 3a1aHoi HaJIMIIKOBUM OIHCOM.

KuarodoBi ciioBa: OaraTopuMmipHa mosiHOMiaJbHa Perpecis, HOPMOBaHi OPTOroHaibHi NosiHoMH DPopcaiiTa, HAJAJIMIIKOBUI ONUC, METOJ IPyNo-
BOTr0 ypaxyBaHHs apryMeHTIB, KIACTEPHUN aHal3, JiHiiHI piBHOCTI

A. A. PAVLOV, M. N. HOLOVCHENKO

UNIVARIATE AND MULTIVARIATE POLYNOMIAL REGRESSION CONSTRUCTION FROM A
REDUNDANT REPRESENTATION USING AN ACTIVE EXPERIMENT

We consider the problem of a multidimensional polynomial regression construction from a given redundant representation based on the results of an
active experiment. Redundant representation means inclusion in it the members which are possibly absent in the structure of the studied regression. Thus,
we have a problem not only to estimate the values of the unknown coefficients of multidimensional polynomial regression from the results of an active
experiment, but also to eliminate the redundant members from its redundant representation. The solution to this problem is based on: (a) obtaining new
properties of the coefficients of normalized orthogonal polynomials of Forsythe; (b) possibility of reducing the problem of estimating the unknown
coefficients for nonlinear members of multivariate polynomial regression to the problem of estimating the coefficients for the set of univariate polynomial
regressions and solving the corresponding systems of linear equalities; (c) using the method to eliminate the redundant members of multidimensional
nonlinear polynomial regression which organically includes both the methodology of cluster analysis and the main idea of the group method of data
handling — dividing the experimental data into two sets, one of which is not used to estimate unknown coefficients of multidimensional polynomial
regression given by a redundant representation.

Keywords: multi-dimensional polynomial regression, normalized orthogonal polynomials of Forsythe, redundant representation, group method
of data handling, cluster analysis, linear equalities

Beenenue. PenieHue 3aaun HaX0OXKIEHUS CTPYKTYPbI
U OLEHKH KOI(PPHUIUEHTOB HCCIETYeMONH MHOIOMEPHOM
MONIMHOMHUAJIBHOW pEerpeccud 10 €€  H30BITOYHOMY
OITMCAaHUIO C WCIIOI30BAHMEM AKTUBHOTO 3KCIICPHMEHTA
OCHOBAaHO Ha MCIOJIb30BAHUH PE3YIbTAaTOB, TOTYIYCHHBIX B
[1-10], Ha ocHOBe MeTO/a, W3JTATaEMOT0 HHUKE, HCITONb-
3YIOLIETO0 OCHOBHBIE MEH METOJA IPYNIOBOrO y4eTa ap-
ryMeHTOB A. I'. IBaxHEHKO, a TaKXe KIACTEpHOro aHa-
nm3a.

W3naraemple HWKE PE3YNbTATHI SBISIFOTCS €CTECT-
BEHHBIM 0000IIIEHHEM alTOPUTMOB TTOCTPOCHHUS OJTHOME-
HOM M MHOIOMEPHOW NOJIMHOMUATIBHOW PErpecCUu Mo U3-
OBITOYHOMY OIMCAHUIO C WCIIOJb30BAHHEM AKTHBHOI'O

SKCIIEPUMEHTA, M3JIOKEHHBIX B [1-9]. Hexoroprie npyrue
QITOPUTMBI TTOCTPOEHMSI PErPECCHOHHBIX MOJENed W HX
nmpuMeHeHuns onucansl B [11, 12].

Oo0mue TeopeTuyeckue noJoxxkenus. B [1-10] pac-
CMOTPEHBI JIBE 314l PErPECCHOHHOr0 aHAHN3a:

1) IocTpoenne ogHOMEPHOH MOIMHOMHAIBHOW per-
peccuu 1Mo M30BITOYHOMY ONHCAHUIO C HCIIOIb30BAHUEM
AKTUBHOI'O SKCIICPUMEHTA.

W30bITOYHOE OIICaHKe 331aHO B BUIC

Y(x) =0+ 0, x+...4+0,x" + E, 1)

rie X — JACTePMHHHPOBAaHHAs TEpeMEHHas, K KOTOpOH
MPUMEHNM aKTHUBHBIA SKCIIepuMeHT. MimeeTcs B BUaY, 4TO

© A. A. IlaBnos, M. H. TonoBuenko, 2020
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Ha BXO0J] 00BEKTa, MOJIENIb KOTOPOT'O MPEJICTaBICHA B BHJIC
(1), MmoxHO TOAaBaTh JMIOOBIE JIEWCTBUTENBHBIE 3HAUCHHS
CKaJIIPHOTO BXO/Ia X ¥l U3MEPSITH BBHIXOJHOE 3HaYEHHE 00b-
exta Y (x);

69, 04, ...,0, — Hem3BecTHBIE KO3((PUIMEHTHI, YacTh
13 KOTOPBIX, BO3MOKHO, paBHA TOXKIECTBEHHO HYIIIO;

E — ciywaiiHasi BeMMYMHA C IPOHM3BOJILHBIM pac-
TIpe/IeIEHHEM U HYJIEBBIM MaTeMaTHYeCKHM OXKHIaHHWEM
(ME = 0) u xoHeuHO# mucniepcueid. [IpoBeneHo n dKcre-
PUMEHTOB, B Pe3y/IbTaTe KOTOPBIX MTOITYYEHBI BE BEIOOPKU
obbeMa n (x;, i=1n;Y(x;)) =y, i = L,n). ITo
pe3ynbTaTaM SKCIEpUMEHTa HEOOXOANMO HMCKIIOYHThH W3
(1) numHMEE 4ieHBl M OIEHUTH OCTAaBIIMECS KOd(QHIH-
eHTBI 6 (\7’|9]-| > 0 B onrcanuu (1)). lns pemienus stoi
3a/laud HMCIOJIb3YETCS METOJ] HaWMEHBIINX KBaJpaToB C
WCIIOJIb30BAaHHEM HOPMHPOBAHHBIX OPTOTOHAIBHBIX TO-
nuHoMoB Dopcaiita.

OO1ien3BecTHBIE pPe3yJbTaThl, W3JIOKEHHblE B [5],

TI03BOJISAIOT MONYYHTh Clle/ytolue onenku 0, j = 0,r:

0, =®,q,j+...+®,q;, j=0,r, )
rjie  ©; — OLEHKU BECOBBIX KOY(P(UIIMEHTOB, TIONYIEHHBIX
METOJIOM HAMMEHBIINX KBaJIPaTOB C HCHOJIb30BAHUEM HOP-
MHUPOBaHHBIX OPTOrOHAILHBIX TTOMMHOMOB MDopcaiiTa;

q;j — K03 OUIMEHTBI STUX MOJTMHOMOB.

Jucnepcuu o1ieHoK UMErOT BUI [S]:

j
D(8) =0 af. )

BrruncnurenbHble SKCIICPUMEHTHI, NPHBEACHHBIC B
[7—9], moka3sIBatOT, YTO C YBEIHYCHHEM j MpU (PUKCHPO-
BAaHHOM 4YHCJIE SKCIICPUMEHTOB Ha MOPSAAKH YMEHBIIAETCs
Dé;. JleiicTBUTENBHO, B IPOBEACHHBIX SKCIIEPUMEHTAX I10-
ayawmn: mpu n =10, DB, = ¢%-0,40..., DB, = 6% -
-0,0024..., DB, =0%-4,26-10"%, DB, = 0%-1,28"
+ 1075, TIpennaranock UCKIKOYATh U3 Mozieu (1) uneHsl, y
KOTOPBIX OIICHKH KOA((HUIUEHTOB MO0 MOIYIIO ONU3KU K
HYJIIO ¥ MCYE3aIolle MaJlbl 3HAYECHHs IHUCTIEPCHH OLIEHOK
9THX KO PUIMEHTOB (MCIOIF30BAHUE 3aKOHA TPEX CHIM).
XOTs HUCIOJb30BaHHE HOPMHPOBAHHBIX OPTOTOHAJIBHBIX
monmHOMOB Dopcaiita obierdaer pemieHne MpoOIeMbl
BBIDOXKICHHOCTH IIPU  HCIIONBb30BAHMM MeETOla  Ha-
HMMEHBIINX KBaJpaToB, OJHAKO, JTa MpoOjeMa OCTaercs,
YTO MPUBOAUT K HEOOXOAUMOCTH IPOBEICHHS TPOMO3IKHX
BBIYHCIICHUH C HCHOJIB30BaHUEM OOJBINON MaMSATH I
HaXOX/JIEHUs KO3((UIMEHTOB (;; HOPMUPOBAHHBIX OPTO-
TOHAJbHBIX NOMMHOMOB Dopcaiira.

JIto6pie ymporeHns B mporecce BEIUUCICHUS K03(-
(uLeHTOB {qi j}, rapaHTUPYIOIIMX JOCTOBEPHOCTh KO-
HEYHOI'0 Pe3yNbTaTa, yNpPOIIAIOT PElICHHe NpoOJIeMbl B
LETIOM.

B [9] mpuBenmeHb peKOMEHAAIMH IO IOBHIIICHUIO
3¢ (EeKTHBHOCTH TPOBENCHUS] aKTUBHOI'O AKCIEPHUMEHTA
JUT HAXOXKACHHS OIEHOK KOd(PQHIIMEHTOB OXHOMEPHOMH
TIOJIMHOMHUAJIBHOM PErpeccH 1o ee N30BITOYHOMY OITHca-
Hur0. OOOCHOBaHHOCTD 3THUX PEKOMEHIAIWi OasupyeTcs

Ha MONMy4eHHBIX B [3, 4] cleayrolmnX TEOPETHUIECKUX pe-
3yJIbTaTax.

1) Ecim qj;, Vj = 0,r, VI =0,j, — 510 K03 PHume-
HTBl HOPMHUPOBAHHBIX OPTOrOHAJBHBIX MOIMHOMOB Pop-
caiiTa, BBIYMCIEHHBIX 110 X;, { = 1,n, a qfl, Vj=0,rVl=
0,j — 570 KO3(pPHUIMEHTH] HOPMHPOBAHHBIX OPTOrO-
HaJIbHBIX ojnHOMOB DopcaliTa, BBIYUCICHHBIX 110 Z;, | =

L_nvzizkxia lzla_na k>OaT0

4 = a3 0% =02 X1_, (5 q3) = (&) DEF.

2) IloBTOpAtOLIECS SKCIEPUMEHTHL. DTOT pe3ynbTaT
MOXET OBITh HCIIONB30BaH TOJNBKO B Cilydae, Korma r —
W3BECTHAsl CTENeHb M30BITOYHOIO ONMHUCAHMS OJJHOMEPHOU
MOJTMHOMMAIBHOMN perpeccum.

[Tycth Ha BX0A OOBEKTa MONAETCSI MOBTOPSIOIIASICS
MIOCTIEI0BATENIEHOCTh 3Ha4EeHUH Xis oer Xrips
X15 e-er Xpyps ---, THE p > 1. OxasbiBaercs [4], B 9TOM
ciiyqae He TpeOyeTcs HOPMHPOBAaHHBIE OPTOTOHAJIbHBIC
nomMHOMbI DopcaiiTa CTPOUTE M0 3HAYEHHAM X1, -.., Xy yp,
X1 «+es Xrip, ... CKAISIPHOTO aPTYMEHTA X, B KOTOPOM IIOC-
JIEJIOBATENBHOCTD YUCEN X1, ..., Xy, TOBTOPAETCA [ pas.
Jlokazano [4], 4To orleHKH KO3 PHUIIMEHTOB é;, Jj= 0,r, He
M3MEHSIOTCS MPH  YCPEOHEHHH PE3YIHTATOB DKCIIEPH-
MeHTOB. [lycTh

X =(xg, ., xy),n=k+p;
1
X =(.x11,.x21, vy X119X125X225 10e s X125 e00 5 X105X 205 ores xln),
roe x; = x;, Vk = 1,1, Vi = 1n;
s Vi1 s YinsYans s YLn);

! ! !
Y _<Zk=1yk1 Zk=1Yk2 Zk:lykn>
- 1

Y' = V11,5215 -

A l
TJIe ;j —3TO COOTBETCTBYIOLIEE 3HAUCHHE BHIXO/Ia O0BEKTA
B CTATUCTHYECKOM SKCIIEPHMEHTE.

IIycts Q;(x), j = 0,r, — HOPMHPOBAHHBIE OPTOrOHA-
JpHBIE TOMMHOMBI Dopcaiita, MOCTPOCHHBIE 110 BHIOOpKE
X, a Q;(x), j = 0,r, — HOpMHPOBaHHbIE OPTOrOHAJbHBIE
noymeEoMBI Dopcaiita, mocTpoeHnsie mo BeGopke X'. B [4]
MIOKa3aHo, YTO

, _ Qi)

:j ZG, (xki zxi,k zl_,l)

W3 storo crexyet [4], 9TO OIEHKH é;’ = é}, j= O_,r,
rae é;’ nonysens o X',Y', a é; —mo X,Y. 3agaga perpec-
cun o X,Y nmeer Buj

Y(x) =90 + 91x+ ot erxr +E1,

I7ie X TIPUHIMAET 3HAYCHUS X1,
DE, = o2/L.

Takum obpasom [3, 4], Bapbupys mapameTpaMu Ha-
XOXIeHUsT HanOoee 2pPeKTUBHONW 00IacTH, U3 KOTOPOI
BBIOMPAIOTCSI 3HAYCHHS X, ..., Xp, BBIOpaB | — KOJIHYIECTBO
MIOBTOPOB CEPHiA, PEIINB MPOOIEMY HaXO0XICHHS TPAKTH-
YECKH JIOCTOBEPHBIX 3HAYCHUI KOY(D(OHUIIMEHTOB HOPMHU-
POBaHHBIX OPTOrOHAJIbHBIX TOTMHOMOB Dopcaiita, MoxeM
JIO TIPOBEJICHUS] aKTHBHOTO SKCIEPHMEHTA TapaHTUPOBATh

v, Xy, M=T+p,p =1,

Bicnux Hayionanenoeo mexuiunozo ynigepcumemy «XI1Iy. Cepis: Cucmemnui
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NONTy4YeHUe HEOOXOIMMbIX 3Ha4YeHni nucnepenit DO, j =

0,7, Ha MEHHMAITLHOM 06BEMe JaHHbIX.

ITocTpoeHne MHOrOMEPHOIl MOTMHOMHAJILHON pe-
rpeccuy Mo N30LITOYHOMY ONUCAHHUIO C HCTIOJIB30BAHU-
eM aKTHBHOIO 3KcrnepuMenTa. [Tycts u30bITOYHOE OITH-
CaHHe MHOTOMEPHOH (YHKIMH MMeeT Buj [6]:

11, ot J1 J2 Jjt
y(}) — Z i, Bt (xll) (xlz) (xit) +E, (4)
V(i19 ey lt)EK9 V(il) 9jt)€K(i19 9it)
rie x = (xq, ..., x,)T — IeTepMUHUPOBAHHBIH BEKTOP
BXOJHBIX [IEPEMEHHEIX;
J1se :Jt

iy i, — HCM3BECTHBIC KO3 (PHUIIUEHTHI;

Ji— HaTypam,HHe YHCIIa;

[j — HATypaNbHbe HHIEKCHI U3 MHOXKECTB {1, ...,n};

E — cnyuaiiHas BelIWYMHA C HYJIEBBIM MaTeMaTHyec-
KAM OXXHJaHWEM M OrpaHMYeHHON HEeW3BECTHOW AMCIep-
cuei.

B [1, 4] noka3aHo, 4TO NPOBOAS aKTUBHBIN HKCIEPU-
MEHT JUTsI CIIy4aeB, KOTAa a) X;= X,= ... = X, = X; 0) Quk-
cupyercs X;, i = 1,n, ocrayibHble NEPEMEHHBIE X = X, =
= =X;_q = Xjyq = = X, = X U3MEHAIOTCS OJHHA-
KOBO, BO MHOTHX CIIy4asiX pelias MocljieloBaTelibHbIe 3a-
Jadu IMOCTPOCHUA OAHOMEPHBIX ITOJIMHOMHAJIBHBIX PET-
peccuil 1 COOTBETCTBYIOIIMX CUCTEM JIMHEMHBIX PABEHCTB,
HaXOJAT OLIEHKH BCEX KOI(PPHIMEHTOB MHOIOMEPHOM pe-
rpeccuu 1mpu HEJIMHEMHBIX HJICHaX, TEM CaMbIM CBOJA HC-
XOJIHYIO 33J]auy K 3ajade MOCTPOCHUS MHOTOMEPHOH JIn-
HEHHOW pEerpeccuu C UCIOIb30BAHUEM AKTUBHOIO JKCIIE-
pHUMEHTa, KOTOpasi, KaK U3BECTHO, JIETKO PEIIaeTCs.

IIpobsaema ucciaegoBanusi. 1) Bepxaue rpanHuiipt

JUCIIEPCUI OLICHOK Bi]ll,""'.;’i]f (sBRsIIOIIMECS]  PE3YNIBTATOM
pELIECHUs] CUCTEM JIMHEHHBIX HEpaBEHCTB, IPaBble YacTH
KOTOpPBIX SIBJISIFOTCSl OLEHKaMHU KOI(QHIIUEHTOB COOTBET-
CTBYIOIINX OJHOMEPHBIX aucnepcui [1, 2, 6]) sBisrorcs
JOCTaTOYHO TPYOBIMHM, M IOCTOBEPHO OLEHHUTH, KaKUe
YJIeHb! U30BITOYHOTO ONMUCAHKUS MHOTOMEPHOW pEeTpeccuu
(4) B ICTUHHOM €€ BBIPa)KEHUU OTCYTCTBYIOT, HE IIPEACTa-
BIISIETCS. BO3MOKHBIM.

2) Ta e npobieMa BO3HUKAET MPH TOCTPOCHUU OJ1-
HOMEPHOM IOJIMHOMHUAIBLHONU PErPECCUM, €CIU 3HAUYECHUE
Dé} TaKOBO, YTO C YUETOM 3aKOHA TPEX CUTM (CITydaiiHas
BennunHa E pacripeseneHa NPOU3BOJIBHO) BEPOSTHOCTD
YTBEPXKAEHHS TOro, 4rto 6; = 0, CyIIECTBEHHO MEHbINE
CIMHHUIIBL.

CdopmynupoBaHHas B JaHHOH cTaThe mpobieMa pe-
[IaeTCs C MOMOMLIBI0 MOAM(UKALMN W3JIOKEHHOTO BBIIIE
METOJIa MTOCTPOECHUSI OJHOMEPHONW WU MHOTOMEPHOM HONH-
HOMHAJIBHON PErPECCUH TI0 €€ N30BITOUHOMY OIHCAHUIO C
MIPUMEHEHHEM aKTUBHOTO 3KciiepuMenTta [1-9], koropas
0azupyercs:

a) Ha OCHOBHOW HJe€ METO/a IPYNIIOBOTO ydeTa ap-
rymenToB A. I'. Baxuenko [10] (pa3ouenue sxcriepuMen-
TAIBHBIX JAaHHBIX Ha MHOXKECTBO JAHHBIX, IO KOTOPBIM
HaXOJSATCS OLEHKN HEM3BECTHBIX KO (HIIEHTOB, U MPO-
BEPOYHOE MHOXKECTBO AAHHBIX, B 3TOM IIOCTPOCHUH HE
YYacCTBYIOIINX );

6) Ha 6A30BBIX HEIX KIACTEPHOTO aHAJIM3A.

MoauduuupoBaHHblii MeTOd NOCTPOEHUSI OIHO-
MEpHOH U MHOTOMEpHO# NMOJMHOMHAJIBHOW perpeccuu
M0 W30BITOYHOMY OIMMCAHHIO C HUCIIONH30BAHHUEM AKTHB-
HOT'O 3KCTIEPUMEHTA.

Ipumeuanue. Ecnu B M30BITOYHOM OITUCAHUY MHOTO-
MEpHOH MOJIMHOMMAJIBHON PErpeccud INepeMeHHBIE Xi»

p = 1,k, B wieHsI, X cojepskaniye, BXOasT B uze 1/ Xi»

TO 3amMeHol 1 / Xi, = Zip, D= 1,k, 3Ty 3amady cBOAMM K

lp)
MpebIIYILEH.

1.1. HaxonuMm BbIpa>keHHE NI MHOTOMEPHOU TMOJHU-
HOMHAJIEHOW PETPECCUH 10 e¢ U30BITOYHOMY OTHCAHHIO C
WCIIONB30BAaHUEM AKTUBHOTO HKCIEPUMEHTa, B IMOJTHOM
COOTBETCTBUU C TEOPETHUUECKUMHU TMOJIOKEHUSAMHU, U3JI0-
skeaHbiME B [1-9]. TIpu 3ToM mpenmonaraercs, YTo Haii-
JICHBI OIICHKA KO3((UIIMEHTOB TPU BCEX HEITUHEHHBIX
YJIeHaX PErpecchy, a OIEeHKU K03 (GUIIMEHTOB MpH Tepe-

MEHHBIX X;, [ = 1,n, HaiifieHbl OOBIYHBIM METOJOM HaH-
MEHBIINX KBaJApaToOB JIs JIMHEHMHOM MHOTOMEpHOH pe-
Ipeccuu.

1.2. Peanu3yeM akTHBHBIA JKCIEPUMEHT B 00JAaCTH
M3MEHEHHs] apryMEHTOB, B KOTOPOH Hauboliee BEpOSITHO
OyneT 3KCIUTyaTHpPOBAThCSl MOJIENb; JKENaTeIbHO, ITPU BbI-
HOJNHEHUH yCiIoBus V; |x; | > 1. B oToM ciydae, nenunei-
HBbI€ YJIEHBI IOCTPOCHHON MHOTOMEPHOM IIOJIMHOMUAJIBHOU
perpeccm/l HE MPUHUMAIOT MalbIX 3HAYeHUH (UJICHBI, Y

1, W Jt
-l
MHoxecTBO 3HaquH171 apryMEHTOB U BBIXOJHOM BEJINYU-

KOTOPBIX ~ 0, TpenBapUTENbHO HCKIIOUEHBI).

Hbl 0603Haunm uepes XY = {x;y;}, | = 1,p. Bee wiens
MHOTOMEpPHOW TONMHOMHUAIBHOW perpeccuu (KpoMme -

o , T ey j1 jt
HeiHBIX byx;, i = 1,n) Buma b’1 Jt(xll) o (x,)"
peHMeHyeM Ji,i =1,L, B mopsake yObIBaHHS BETUYHUH

T Jigaen Jt Jj1 J2 Jt
bll, g (xill) (xizl) "'(xitl) s THC Xi 15 w5 Xiy

— 3HAYEHHs IETEPMUHMPOBAHHBIX BENTMYMH X;,, ..., X;, B [-M

JKcrepumenre, [ = 1,p.

2.1. Pa3sOmBaeM MHOXECTBO {],—, i= ﬁ} Ha JBa
kjacca M, u M, cienyromum oopazoMm.
211]1 S Ml!]L € Mz. Ecimn
Ji=12<]2—]L (5)

1O /, € M4, B IPOTUBHOM ciiydae J, € M,. [lomy4yeno pas-
6uenue mMHOKecTBa {J;, i = 1,L} Ha wnaccsr: My = {J;},

M, = {]2: ---JL}-
2.1.2. Ecnu
1
Jie1 = < 5(/1 +J2) = Ji-1, (6)

TO J1_1 € M;, B IpoTUBHOM citydae J;_q € M4, Ilonydeno
OKOHYaTeNnbHOE pasouenne: My = {J1.)2, ...Ji_1}, My =
= {L}.

2.1.3. OnmcanHas BBINIE TIPOLEAYpPa MPOIOIKACTCS,
ecid BBIMTONTHEHB! HepaBeHcTBa (5), (6). (t — 1)-if mrar:

M, = {]1, ---Jt—1}' M, = {]L,]L—b ---,]L—t+1}- Ecmu BbI-
TIOJTHSIETCS. HEPABEHCTBO
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t-1 t-1
1 1
mzji_]t <]t_mZ]L—ja (7)
=1 Jj=0
10 J; € M4, B IpOTUBHOM ciiy4ae [, € M,, Tekymee pas-
OHMeHUEe MHOXKECTBA {]i, i= 1,L} Ha JiBa KJiacca MoJlyueHo:
My={ni=1t—1}, My={J,;,j=0;t—1, J,}. Ecm
(7) BBINOIHEHO, TO €CIIH BBIMIOJIHIETCS YCIIOBUE

t—1 t—1
1 1
Ji-t = t__lsz—j < t__lzji = Ji-e
=0 i=1

10 J;_t € M5, B IpoTUBHOM ciy4ae J;_, € My, Texymee
pa3bueHne MHOXKECTBa {]l-, i= 1_,L} Ha JIBa KJjlacca 3aBep-
ueHo: My = {]ia i= m,h_t}. M, = {]L—j»j = m}

OmnucaHHas Impoleaypa KOHEYHa W 3aBepliaercs: Te-
KyIMM pa3OHeHHeM MHOXECTBa {]l-, i= 1_,L} Ha JIBa Kiac-
caMq;uM,.

2.2. AHanmoru4HOM Mpoueaypor MHOXKECTBO M, pas-
OuBaeTcs Ha JBa Kiacca, nonydaeM M,, M3, MZ. Muoxe-
cTBO M?% aHajoruyHO# Hpolenypoii pa3oupaercs Ha Ba
knacca M3, M2, u 1. 0. DTa npoueaypa ABISeTCS KOHEY-
HOH. B pe3ynpTare moigydaeM OKOHYATENbHOE pa3OueHne
MHOYKECTBa {]i, i= H} Ha kiacce: M, M3, M2, ..., M1,
BosMoxHa cutyauus, koraa M3 comepkut ofud 1160 1Ba
seMenTa. B atom cinyuae M3 = MZ_;.

3.1. 3agaeM mepBbIi mapaMmeTp YHpaBiICHUS BBIUHC-
JIUTENBHBIM TIporieccoM A; M HaXoIUM MaKCHMaJbHOE
HaTypaJbHOE YHCIIO Ty, AJIs1 KOTOPOrO BBIIIOTHAETCS

min{V); € M} _,} —max{v;e Mt} >4, (8

(A — mocrarouno 6Gonbinoe uncio). Eciu Ty HaiineHo, TO
HaXOMATCS [IBE CPEIHEKBAIPaTHYHbIE OIIHOKH

() =20, (n ~ AGD)’,
*(f) =L, (v - £GD),
rae  f; () —nocrpoenHas B 1. | moJMHOMUAJIbHAS PETPEC-

cus;
f>(x) monyuena u3 f; (X) UCKIIOYEHHEM 3 HEE BCEX

JIIEMEHTOB M3 K1accoB Mf, ..., M7,.
Ecin
o?(fy) < o*(f1), 9)

TO TEKyIIee BEIpa)KEHHE TS OJIMHOMHAIBEHOH perpeccuu
paBHo f,(x). Bomurcs BTOpOH MapaMerp yIpaBiIeHHs
BBIYHCIUTEIBHBIM MpoiteccoM A, (A, MOXET paBHATHCS
A4) m ommcaHHas BEIIIE MPOIETypa MOBTOPSIETCS 10 T€X
op, IMoKa MO0 HE BBIMOIHUTCS ycioBue (8), mubo Hapy-
mrcs HepaseHcTBo (9). Ilycts f; () — 910 TeKylee BbIpa-
JKEHHE MMOTMHOMHAIIBHON PEerpeccHy, ISl KOTOPOro Moo
HE BBITIONHAJIOCH TEKyIIee yciaoBue Buaa (8), o Hapy-
IIMJIOCH HEPaBeHCTBO BrAa (9).

3.2. Myers fi(X) comep uT uleHbI M3 KIACCOB
{nuneiinbie wiennt} U {M,, M3, .., M_}.

3.2.1. U3 f, (%) uckmoyaroTcs 4jieHbl MHOKecTBa M1,
O6oznaumm ee f;1 (x). Ecian BeIIonaseTcs

o?(f) < o*(fo), (10)

T0 U3 f,(X) MCKIFOUAIOTCS 4iIEHBI MHOXKeCTBa M}, u ona
obo3navaercs f;,q(x). OmucanHas mporeaypa Mpoaoi-
JKaeTcs J0 MepBOro HapymeHus: HepaseHcTBa Bua (10).

3.2.2. Ilycts HepaBencTBo Buna (10) HapymeHo ais
MOJIMHOMHUAJILHOM PErpeccuu, cojepaniell {JInHeiiHbe
wienbl} U {My, M3, ..., M}_,}. Torna KoHCTpyMpyeM mo-
JIMHOMUANBHBIE PErPECcCUM W3 Kiacca {JIMHeHHbIe Yie-
ubi} U {M;}U {M3} U .. U{M.,_,}, Bitouas B HuX Bce
BO3MOXKHBIE KOMOMHAIMU >JIEMEHTOB M, (B TEpBYIO
o4epe/ib, UCKII0Yasi MUHUMAJIbHBIE 110 BEJIMYMHE YIEHBI),
U U KQKJ0M KOMOMHAIIMK TIPOBEPSIEM BBINIOJIHEHUE He-
paBenctBa Buna (10). B ciyuae ero BBINONHEHHUS COOT-
BETCTBYIOIIME JIIEMEHTHI U3 M}, uckmouarorcs. [locne
NIPOBEPKH BCeX KOMOWHauMii snemMeHTOB M3 M}, onw-
CaHHas TIPOIIETypa OBTOPSAETCS ISl MHOKECTB M{_,,; ¥
T. 1. BeruucnuTenbHas mpoueaypa BIOIHEHa 00 Koraa
OKOHYMJIOCH BPEMSI, BBIZIETIEHHOE IS paOOThI aJITOPUTMA,
n00 Korja B pe3ynbTare nepebopa BceX KOMOWHANMIMA
HCCIelyeMoe TeKyllee MHOKECTBO My ocranoch 6e3
HU3MEHEeHHUH.

4. Mycts f(X) — 9T0 pe3yJBTUPYIOIIEE BhIPAKEHHE
JI7I MHOTOMEPHOW MOJMHOMUANBLHON perpeccun. Torna,
CUMTas BCE €€ HEIMHEIHbBIC YJICHBI HN3BCCTHBIMH, MCTOA0OM
HauUMEHBIIUX KBAJApaTOB M MHOTOMEPHOM JIMHEHHOH
perpeccur MOBTOPHO OILEHWBaeM KO3((HUIMEHTH TIpU ee
JIMHEVHBIX WICHAX.

5. B cmyuae, xorma [ MpOBEPOYHBIX JAHHBIX BO3-
MOXEH aKTHBHBIM JKCIEpUMEHT B obmactu V; |x; | > 1,
CumMTass BCE HEIMHEHWHbIC 4YIEHbl M3BECTHBIMH, ILI. 1-3
peanuzyeM TOJIBKO Ul JIMHEWHBIX YICHOB MHOIOMEPHOM
perpeccuu, OLEHKH KOI((HUIMEHTOB B KOTOPBIX OBLIH
MOJTYYEHHI B 1I. 4.

BriBoapl. B cratbe u3nokeH MeETOJ HaXOXKICHUS
CTPYKTYpbl W OLECHKH KOI(PPHUIUCHTOB HCCIEayeMOn
MHOTOMEPHOM IOJIMHOMHUAIBHOM PETrpeccry, 3aJaHHOU
M30BITOYHBIM ONMCAHUEM C HCIOJIb30BAHUEM AKTUBHOTO
JKCrepuMeHTa. MeTos OCHOBaH Ha:

1) cBoiicTBax HOPMHPOBAaHHBIX OPTOrOHAJBHBIX II0-
muaoMOB Dopcaiita [3, 4];

2) BO3MOXHOCTH CBEICHHsI TIOMyIEHHUS OIEHOK KO-
(PUIMEHTOB MHOTOMEPHOH IMOJIMHOMHUAIIBHOW PErpeccu,
3a/laHHOM W30BITOYHBIM ONMCaHHWEM, K IOCIEelI0BaTellb-
HOMY TIOCTPOCHUIO OJZHOMEpHBIX NOIMHOMHAIBHBIX pe-
rpeccuii U COOTBETCTBYIOLMX CHUCTEM JIMHEHHBIX YypaB-
HeHui [1-9] 1 MeToaa UCKITFOUYCHUST H30BITOTHBIX WICHOB,
OCHOBaHHOI'0 Ha OCHOBHBIX HJESX METOAA TPYIIOBOIO
ydeTa apryMeHTOB, a TAaKXKe KJIACTEpPHOTO aHAJIN3a.
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0. B. HAJIA

MOJEJIb Y3AI'AJIBHEHOI'O TPEJCTABJIEHHA TEMIIOPAJIBHUX 3HAHD JIUIA 3AJAY
HNIATPUMKHA YITPABJIHCBKUX PINIEHb

IIpeaMeToM HOCHIIHKEHHS € POLeCH 00y JOBH Ta BUKOPHCTAHHS TEMIIOPAIBHUX 3HAHb, SIKi BH3HAYAIOTh NMOPSIOK peani3alil ynpaBIiHCbKHX pIleHb B
pamMKax oOpraHi3aliifHOro ympasiiHHA. MeTa mossirac B po3poOLi MoAeli HPeICTaBICHHS TEMIIOPAIbHUX 3HAHb JJIsl BU3HAYEHHS IIOCHIIOBHOCTI
YHPABIIAIOUNX [l y 4aci B paMKax yHpaBIiHCHKOTrO PILlIEHHS 3 ypaxyBaHHSM piBHs OpraHisawLiiiHoi iepapxii, Ha sikoMy peami3yroTbes i mii. Jls
JIOCSTHEHHSI i€l METH BUPILIYIOTHCS 3aa4i CTPyKTypu3aLii GakTopis, 10 BU3HAYAIOTh BIAMIHHOCTI IIPEJI CTABJICHHS Ta BUKOPHCTAHHS TEMIIOPATIbHUX
3HaHb, a TAKOXK PO3POOKH y3araJbHEHOI MOJeNi TeMIOpaJbHUX 3HAHb JUIL HMIATPUMKHU YIPaBIiHCBKUX pilleHb. [oka3aHo, 0 KIIOYOBI BiMiHHOCTI
TEMIIOPATBEHUX 3aJIOKHOCTEH Bif Kay3aJlbHHX IIOB'I3aHI i3 BHKOPUCTaHHAM KOMOiHalii (opMaibHHX i HeOpMaIbHHX 3HaHb BHKOHABIB ILIOI0
MPHYMHHO-HACIIKOBHX 3QJISKHOCTEH MK yHIPABISIOUMMH JISIMH Y CKJIaJ[l YIPABJIIHCHKOrO PillleHHs JUIsl OOYI0BH OCIIZOBHOCTI AiH y yaci, a Takox
HMOBIPHICHUMU BJIACTHBOCTSIM TEMIIOPAJIBHUX BiTHOIIEHb. 3aIIPOIIOHOBAHO MOJE/b Y3arajlbHeHOro PEACTaBICHHS TEMIIOPAIBHUX 3HAHb, IIPU3HAYCHY
JULS TIATPUMKH YIIPABJIiHCHKUX pillleHb. MoeNnb MiCTUTh y cO01 MHOXKHHY y3aralbHEHHUX (aKTiB, a TAKOXK TEMITOPAJIbHI Ta iepapXiuHi BiJH OLICHHS MK
M daxtamu. DakTH BimoOpaxaroTh BimoMi craHH 00'ekTy yrnpasiiHHA. KoxkeH y3aranpHeHuil (akT (opMyeTbcs Ha OCHOBI KOH FOHKIIQ
eneMeHTapHUX (akTiB. EneMeHTapHHil (akT 3ajae 3HaUeHHS MEBHOI BIACTUBOCTI 00'ekTy ympaBiiHHA. TeMmopasibHi BiJHOLIEHHS BH3HAYalOTh
MOCTiTOBHICTh (akTiB y yaci. PiBeHb opranizaniiinoi iepapxii mono ¢axTiB 3a1a€ThCsl 3 BUKOPHCTAHHAM JIOTIYHUX Oepaliil. Y NpakTHYHOMY IJIaHi
3alpOIIOHOBAHA MOJIEb OPiEHTOBaHA Ha MOOYIOBY TEMIIOpasibHOT 0a3u 3HaHb. BuBia Ha Takiii 6a3i 3HaHb Ja€ MOXKIJIMBICTH BU3HAYMTH HMOBipHI
MOCIIZOBHOCTI YHPABIIIOUMX [il, sIKi MPUBOAATE IO MOCTITOBHOCTI MEPEXOAiB MDK CTaHAMH, LIO JO3BOJSIOTH JOCSIITH LIJLOBOrO CTaHY 00'€KTy
ynpasiinss. e nae MoxmuBicTs copmyBaTi HabGip MOMNIIMBUX aIbTEPHATHBHUX BapiaHTIB peasi3alii yrmpaBiiHCBKOro pillleHHS B pa3i BUHMKHEHHS
aHOMAJIbHHUX CTaHIB 00'€KTa yIpaBIiHHS.
KurrouoBi ciroBa: TemnopaibHa 6aza 3HaHb; TEMIIOPAJIbHI IPaBUIIa; JIOTTYHI (aKTH; MOCIIIOBHICTS CTaHIB 00 €KTY YIPaBIiHHSL.

O. B. YAJIAA

MOJIEJIb OBOBIIIEHHOI'O NMPEJCTABJIEHUSI TEMIIOPAJIbHBIX 3HAHUM J1JISI 3AJTAY
MOJIEP’)KKA YIIPABJIEHYECKHUX PELLIEHUI

npe}lMeTOM HUCCIIEA0BAaHUA ABJIAIOTCA ITPOLECCHI MOCTPOCHUA U M CITOJIb30BAHUS TEMIIOPAIBHBIX 3HaHMﬁ, KOTOPBIC ONPEACIAIOT MOPAAO0K peau3alluu
yIpaBIeHYECKUX PEIIEHHH B paMKaxX OpraHM3allMOHHOT0 yrpaBjeHus. Llens 3akmouaercs B pa3paboTKe MOJIE]IH NPEICTABIEH S TEMITOPAIbHBIX 3HAHUH
JUISL  OTIPEeJeNIeHUs] IOCNICA0BATENbHOCTH YINPAB/LSIIOMINX JACHCTBHIH BO BpPEMEHH B paMKax YIPABICHYECKOrO PELICHHs C Y4ETOM YPOBHS
OpraHM3allMOHHOM MepapXHu, Ha KOTOPOM peann3yloTcs 3Th AedcTBus. I QOCTHXKEHHs 3TOH LEeMM pelaroTes 3aa4l CTPYKTypu3aluu (GakTop OB,
OIPEENAIONINX PA3IMIKS IPEICTABICHUS H HCIIONb30BaHHS TEMIIOPaIbHBIX 3HAHUM, a TaKoke pa3pabOTKH 0000IEHHON MOIEU TeMIIOPaIbHBIX 3HAHUH
JUIsl TIOJUIEP)KKH yHpaBieH4YeckuX pemreHuit. IToka3aHo, yTo KiIIOUeBbIE OTIMYHMSA TEMIOPAJIbHBIX 3aBHCHMOCTEH OT Kay3aJbHBIX CBS3aHBI C
HCIOJIb30BaHHEM KOMOMHAIMU (OopManbHBIX M He(hOpMalbHBIX 3HAHMH MCIONHUTENEH O INPUYHMHHO-CIEICTBEHHBIX 3aBUCHMOCTAX MEXKIY
YHPaBIAIONMMH AEHCTBUSIMH B COCTaBE YNPABIEHYECKOTO PEIIEHHs IJI8 MOCTPOEHHUs IOCNIEOBATEIbHOCTH NEHCTBHI BO BPEeMEHH, a Takke
BEpPOSTHOCTHBIMU CBOMCTBAM TEMIIOpabHBIX OTHOIIEHHH. IIpennoxena wmozxenb O0OOOIIEHHOrO TNPEACTABICHUS TEMIIOPANBHBIX 3HAHUIA,
Mpe/lHa3HAueHHAs Ul MOJJICP)KKU YIPaBJICHYECKUX pelleHnii. Moaenb BKIroyaeT B ce0sd MHOXECTBO 0000LIEHHBIX (akToOB, a Takke Habop
TEMIIOPATIbHBIX M HEPApXHYECKUX OTHOIIEHHH MexAy TUMH (akramu. DakThl OTPa)KaloT M3BECTHBIE COCTOSHHSA O0BEKTa ympaBieHus. Kaxuibrid
000011eHHbIH (hakT GpopMHUPyeTCS Ha OCHOBE KOHBIOHKIIMH 3JIEMEHTAPHBIX (HaKTOB. DIIEeMEHTAPHBIH (aKT 33/1aeT 3HAUEHUE ONPECIICHHOr0 CBOWCTB a
obbekTa ynpasieHus. TeMnopaabHble OTHOIIEHHS ONPEAEISIOT MOCIEI0BAaTENbHOCTh (haKTOB BO BPEMEHH. YPOBEHb OPTraHU3aIlMOHHO HepapXxuu st
(akToB 0TOOpaXKaeTcs ¢ MCIOIB30BAHHEM JIOTMYECKUX onepanuil. B mpakTuueckoMm IiaHe MpeUloKeHHas MOJENb OpPHEHTHPOBAaHA Ha IOCTPOCHM €
TEeMIIOpaJIbHOM 0a3bl 3HaHKH. BbIBOI Ha Takol 6a3e 3HaHUil 1aeT BO3MOXKHOCTb OIPEICIUTh BEPOSATHBIC IIOCIE0BATEILHOCTH YIIPa BISIOIMX J1CH CTBUH,
KOTOpBI€ IPUBOIAT K HOCIIEAOBATEIBHOCTH IEPEXOT0B MEKAY COCTOSHUSAMU, O3BOJIIOIIHNI JOCTHYD 1I€JE€BOT0 COCTOSHHS 00BEKTa YNpaBlIeHHA. JTO
JIaeT BO3MOXKHOCTb C(OPMUPOBATH HAOOP BO3MOKHBIX aJbTEPHATHBHBIX BAPHAHTOB PEANI3allUH YIIPABICHUECKOr0 PEIICHHS B CIy4ae BOSHHUKHOBECHHS
aHOMAJIbHBIX COCTOSIHUM 00BEKTa yIpaBICHHS.

KiioueBble ciloBa: TemropasibHas 0a3a 3HaHHMH; TeMIOpajbHbIC NPaBUIIA; JOrHYeckue (aKThl; IOCIEJOBATEIbHOCTh COCTOSHMI 00BEKTa
yIPaBICHUS.

O.V.CHALA

MODEL OF GENERALIZED REPRESENTATION OF TEMPORAL KNOWLEDGE FOR TASKS OF
SUPPORT OF ADMINISTRATIVE DECISIONS

The subject of the research is the processes of building and using temporal knowledge, which determine the order of implementation of managerial
decisions within the framework of organizational management. The goal is to develop a temporal knowledge representation model to determine the
sequence of control actions over time as part of a management decision, taking into account the level of the organizational hierarchy at which these
actions are implemented. To achieve this goal, the problems of structuring the factors determining the differences in the presentation and use of temporal
knowledge, as well as the development of a generalized model of temporal knowledge to support managerial decisions, are solved. It is shown that the
key differences between temporal and causal dependencies are associated with the use of a combination of formal and informal knowledge of performers
about causal relationships between control actions as part of a management decision to build a sequence of actions in time, as well as the probabilistic
properties of temporal relationships. A generalized model of temporal knowledge is proposed, designed to support managerial decisions. The model
includes many generalized facts, as well as a set of temporal and hierarchical relationships between these facts. Facts reflect known states of the control
object. Each generalized fact is formed on the basis of a conjunction of elementary facts. An elementary fact sets the value of a certain property of a
control object. Temporal relationships determine the sequence of facts over time. The organizational hierarchy level for facts is set using logical
operations. In practical terms, the proposed model is focused on building a temporal knowledge base. Conclusion based on such a knowledge base makes
it possible to determine the probable sequence of control actions that lead to a sequence of transitions between states, which allows achieving the target
state of the control object. This makes it possible to form a set of possible alternative options for implementing a managerial decision in the event of
abnormal conditions of the control object.
Keywords: emporal knowledge base; temporal rules; logical facts; the sequence of states of the control object.
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Beryn. Ympasninceki pimennst (YP) narots Moxiu-
BiCTh pealli3yBaTH yNpaBIIiHHS OpraHi3amiifHOI CHCTEMOIO
LIJIOMY, & TAKO)K OKPEMHMH TEXHOJIOTTYHUMHU, EKOHOMiY-
HUMH, iHGOPMaIifHUMH TpoIlecaMd B YMOBaxX HEBH3HA-
YeHOCTI Mmofo craHy o0’ekty ympaiiaaa (OY) Ta
30BHIIIHBOrO cepeopuina [1, 2]. TliaTpuMka mpuUAHSITTS
YIIPaBIIHCBKUX pillleHb noysirae y GpopMyBaHHI yHopsi-
KOBaHOI 3a 3aJ]aHUM KpHTepieM e(peKTHBHOCTI MHOXXHWHH
IBTEPHATHBHUX MOCIIIOBHOCTEH [iif, Mo 3a0e3nevyroTh
PO3B’s13aHHS TIOTOYHOI 3ajadyi yrnpaBiiHHSA. Takuid HaOip
JIOIYCTUMHX BapiaHTIB YIPaBIIHCBKOTO PIIICHHS /A€
MOXIIUBICTB cripoctuTd BuOip OITP.

[linTpuMKa ynpaBITiHCHKHX pillleHb Tependadae
MOCITIIOBHE BHPILIICHHS 3a/1ay BUSBICHHS aHOMAaIbHOTO
CTaHy O0’€KTy YIpaBiHHA, MOOYIOBH MOJENTI KOMII-
JIEKCHOT'O YIPaBIIiHCHKOI'O pillleHHs, a Takox Buoopy OITP
Ta MOJAJIBIINY peai3allifo OJHiel 3 aJbTePHATUB y CKJIai
yrmpaBiiHcekoro pimmensst [3, 4]. CyKymHICTh IHX 3ajad
CKJajJiae €IUHUI 1TEpaTHBHUI Ipolec, 1m0 mepeadayae
MoeTanHe KOPHUI'YBAaHHS —YIPaBIiHCHKOTO pIlllCHHS 3
BHUKOPHCTAHHSM 3HaHb MPO TPOIEC YIIPABIIHHS Ta JaHHUX
I[OAO TOCHTIZIOBHOCTI CTaHiB 00’€KTy yHpaBJiHHA Yy 4aci.
Jlanuii mporec € 3HaHHSI-€EMHHM, TOOTO MICTHTH Yy COOi
THYYKY MOCIIZIOBHICTh IPOLENYp, SKa 3MIHIOETHCS Ha
OCHOBI1 3HaHb MPO MPUYHHHO-HACIIAKOBI 3aJISKHOCTI MiXK
YIIPaBISIFOYMMH JTiSTMH.

ABTOMaTH30BaHa MiJITPHMKA IIHOTO Mpolecy 0a3y-
€ThCS Ha BHMKOPHMCTAaHHI 3alpOIOHOBAaHOI B po0oTi [5]
TEMIIOpPaJIbHOT MOJIENI KOMIUIEKCHOTO YMPaBIiHCHKOTO Pi-
mieHHs1. Jlana MoJienb MiCTUTB y CO01 MHOYKHHY MOXKITMBHX
MOCIIJJOBHOCTEH YNpaBIsIOUMX Mdid Ta CTaHIB 00 €KTY
YIIPaBJIiHHS, 1[0 BUHUKAIOTh B PE3YJIbTaTi BUKOHAHHS [Tiil.
KoxHa 3 Takux MOCIIZOBHOCTEH HampaBieHa Ha IOCAT-
HEeHHSl LIJIbOBOrO CTaHy 00’eKkTy yrpaBiiHHs. BkasaHi
TMOCJTIJIOBHOCTI YIIPABIISIOUMX il (POPMYIOTHCS HA OCHOBI
TEeMIIOpaJIbHUX 3HaHb. L{i 3HaHHS BiZOOpaxaroTh yHops-
KOBAHICTh YNpaBISAIOYMX i y 4aci. OTpuMaHa mocii-
JIOBHICTh Zii BimoOpakae Kay3albHI 3B’S3KM MK HHUMHU
(abo mix Bianosigaumu cranamu OY). KayzanbHi 3B’ s13Ku
3a[]aI0THCsI SIK HA OCHOB1 (hpOpPMaNIbHUX 3HAHb MPO TEXHO-
JIOTIYHI Ta Oi3HEC-TIPOIECH, TaK 1 3 BUKOPHCTAHHIM Tep-
COHAJILHUX 3HaHb BUCOKOKBai(piKOBaHNX BUKOHABIIIB, 200
«knowledge workers» [6] Ta OIIP. Tomy Taki nmpu4nHHO-
HACJI/IKOBI  3aJIKHOCTI HE 3aBXKIHM MOXYTh OyTH
(dbopMaizoBaHi /sl BAKOPUCTaHHS y 0a31 3HAHb B CHCTEMI
MATPUMKH VIIPABIIHCHKUX pilIeHb. 3 1HIOrO OOKY,
TEMIOpPaIbHI 3aJIEKHOCTI MOXYTh OyTH OTpUMaHi Ha
OCHOBi aHami3y 0a3 MaHUX Ta >XypHAIIB TOMIA CHCTEM
00po0KH TpaH3akiiii Ta iHHOpPMAIi THO-yIIPABIISIOYHUX CHUC-
TeM, IO CBIAYUTH NMPO MOXKJIMBICTH aBTOMAaTH30BAHOT'O
(opMyBaHHS Ta MOAANBIIOrO BHKOPHUCTAHHS TEMIIOpalIb-
HHX 3HaHb B CHCTEMaX IIATPUMKHI NPUAHATTS PillleHb.

TakuMm gyrHOM, MpobIEeMa MOOYIOBH y3araabHEHOTO
(opManbHOTrO OIMUCY TEMIIOPaJbHUX 3HAHb Ui aBTOMA-
TH30BaHOI MIATPUMKH YIIPABIIHCHKUX PIlIEHb € aKTyalb-
HOIO.

AHani3 ocTtaHHiX [gocHiIKeHb i myOsaikamii.
[MuTanHs aBTOMAaTH30BaHOI MOOYIOBH 3aJEKHOCTEH, IO
Bi10OpakaroTh IMOBIPHICHI 3B sI3KH Y TIPeIMETHIN 00ac-
Ti, Ta MONAJBIIOrO BHKOPHCTAHHS OTPUMAHHX 3HAHb B
iH(pOpMAaIiIHHO-TIONTYKOBHX CHCTEMax OYIIM JTOCHi/KEHI B

poborax [7-9]. OnHak B mUX MyOTiKALisIX TEMIOPaTbHUI
ACIIEeKT PO3TIISAABCS JIMIIE TIPH MTOOYAOBH JEKJIapaTHBHUX
3HaHb, IIOB’S3aHMX 13 (paKTaMH BHUHHWKHEHHS NOMIH Yy
BU3HAUCHI MOMEHTH 4acy. BHKOpHUCTaHHS TeMITOpaIbHUX
BIJHOLIIEHb TpH MOOYAOBI NPONEAYpPHUX 3HAHb OYIO
posrmisiHyTo B podorti [10]. B poborax [11, 12] Oymm
BU3HAUCHI TEMIIOpaJIbHI TpaBWiIa OKPEMHX THIB. B
poborti [13] 3ampornoHOBaHO METOJ JIOTIYHOTO BHBOJY Ha
X TnpaBwiax. B poOorti [3] po3riasHyTO MOMKIMBOCTI
MPaKTHYHOTO 3aCTOCYBaHHS TEMITOPAJIbHUX IPABUI TIPH
BUpILIEHHI MepIIoi 3ajgadyi MiATPUMKH YIPaBIiHCHKUX
pilleHp — BHSBJICHHS aHOMAJILHOI TOBENIHKH 00’€KTy
YIIpaBJIiHHS.

OpHak pO3TJISTHYTI MOJENi Ta METOAM MPHUILISIOTH
yBary B IEpUIy Yepry ONUCY Ta NMPaKTUYHOMY BHKOpPHC-
TaHHIO OKPEMHUX TEMIOpAIbHHUX 3aJIEKHOCTEH Uil BHpi-
HIEHHS 3a7a4 MIATPUMKU pilleHb TP  yNpaBIiHHI,
BUSIBJICHHI aTaK B KOMIIBIOTEPHUX MEpEeXkax Ta PeKOMEH-
JaliiHUX CcUCTeMax, Tomo. B Toi ke wac, MUTaHHS
noOynoBH €IUHOTO (POPMATLHOTO OMUCY TEMIOPAIBHUX
3HaHb 151 3a0e31eYeHHs IMOBIPHICHOTO BUBO/lY HA OCHOBI
MHOXWHH TUIIOBHUX TEMIIOpAJbHUX IMpaBWjI, MIO0 Bpaxo-
BYIOTh TEMIIOpaJIbHI BiJHOILEHHS Ta CTPYKTYPHI 0COOJIH-
BOCTI 00’€KTy YIpaBIiHHA, NOTPEOYIOTh MOJAJBLIOrO
BUPILICHHS.

MeToro mi€i cTaTTi € po3pobka Momeni MpeacTaB-
JICHHA TEMIIOpAJIbHUX 3HaHb, 10 BU3HAYalOTh HOCJ'Ii]lOB'
HICTh YNpPAaBISIOUMX [ifl Ta BIANOBIAHOI 3MIHM CTaHIB
00’€KTY YIpaBJIiHHS Yy Yaci 3 ypaxyBaHHSIM PiBHSI OpTaHi-
3auiiHol iepapxii, Ha IKOMY peai3yroTbes i Aii.

Jlyisi MOCSTHEHHsI TIOCTaBJIEHOT METH BHPILIYIOTHCS
Taki 3a/1a4i:

— CTpyKTypH3alis (akTopiB, 110 BU3HAYAIOTH BIJIMiH-
HOCTI TPEACTAaBICHHA Ta BUKOPUCTAHHS TEMIIOPATbHHX
3HaHb;

— po3poOKa y3araJbHEHOI MOAENi NpPEeACTABICHHS
TEeMIOpaIbHUX 3HAHb.

Mopeab npeacTABJIEHHS TEeMIOPAJbHHX 3HAaHb
JJIS1 NiATPUMKH YIPaBJIiHCHKUX pillleHb.

I[IpencraBieHHs TEMIOPAIBHUX 3HAHB 100 IPOLECY
MIATPUMKH YIIPaBIIHCHKUX PIllIEeHh MA€ BPaXOBYBATH TaKi
BIJIMIHHOCTI IIMX 3HaHb T4 OCOOJIUBOCTI iX BUKOPUCTAHHSL:

— (opMyBaHHS TEMIIOPANBHUX MPABUI BUKOHYETHCS
Ha OCHOBI BHMKOpPHCTaHHS KOMOiHamii (opMaibHHX, a
TaKOX HeOpMaTbHUX 3HAHH BHKOHABIIB IIOJO0 Kay3aib-
HUX 3aJISKHOCTEH MiXK YIIPaBIITIOYNMH IisIMI;

— TEeMITOPAJIbHUX 3HAaHHA MAalOTh WMOBIpHICHHH Xa-
paxrep;

— TeMIIOpaNbHI TPaBWIa ITEPATUBHO YTOUHSIOTHCS B
y AMCKPETHOMY Yaci 3 Ha OCHOBI iH(opmarii npo morou-
HUH cTaH 00’ €KTy YIpaBIiHHS,

— piBEHB TPaHYIISIII] TEMIIOpATHHIX 3HAHD B1AMIOBIIA€
PpiBHIO opraHi3atiitHoi iepapxii OVY.

[epma xapakTepHCTHUKa TEMIIOPATbHUX 3HAHb ITOKA-
3y€, M0 BOHH MOXYTh OyTH BHKOPHCTaHiI U Bimo0-
paXXCHHS YHOPSAAKOBAHOCTI YHpaBISAIOUMX Ml y daci
HE3aJIC)KHO BiJ] MPUYMH BUHUKHEHHS BiAIMOBITHIX MOCITIJI-
OBHOCTEH cTaHIB 00’€KTy ympaBmiHHSA. T00TO Taki 3ayex-
HOCTI Jal0Th MOJKJIUBICTh ONMCATH K SIBHI, TAK 1 HESABHI
TIepCOHANBHI 3HAHHSA BHCOKOKBAi(PiKOBAaHMX BHKOHABIIIB
ta OITP.
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Jlpyra XapaKTepHCTHKa MOKa3ye, M0 TeMIOpaJbHi
3HAHHS JIMIIE Bi0OpakaloTh peatizalilo JeTepMiHOBAaHUX
NPUYMHHO-HACIIAKOBUX — 3QJIOKHOCTEH MK  CTaHaMH
00’€KTY YNpaBIIHHSA Ta BIANOBIAHUMH YHPaBISIOUAMH
nisimya. BaknuBicTh abo Bara TEMIIOPaJBbHOTO IIpaBHiIa
BH3HAYAETHCS KIIBKICTIO peatizaliil iboro mpaBmia IpU
BUKOHAHHI YNPaBIIHCHKHX pimeHb. YuMm wacrimre OyB
BUKOPHCTaHUH TMOPSJIOK Y Yaci, KW 3aJa€ThCsl TEMIIO-
PATBHUAM TIPABIJIOM, THM OUIBIIE HOTO 3arajbHICTh 1,
BiJITIOBITHO, Ba)KJIMBICTh NPH (OPMYBaHHI HOBUX YIIpaB-
JIHCHKUX PilIEHb.

Tperiii hakrop BU3HAYAE OCOOTMBOCTI BUKOPUCTAHHS
TEeMIOPAIbHUX 3HAHb U1 MiATPUMKH YIPABIiHCHKHX
pillieHb y peanbHOMY Yaci. Y mporeci MiATPUMKH Y aBTO-
MaTH30BAaHOMY PEXHMi BHPILIYIOTHCS 3a/ayi BHUSBICHHS
npoOJieMHOT CHTYyallii, TpeJCcTaBlIeHO] aHOMAaJbHUM CTa-
HoM OV, a Takox 3ana4i popMyBaHHSI HA0OPY MOXKITUBHX
IBTEPHATHBHUX MOCIIAOBHOCTEH i y CKiajai yrpas-
JiHckKoro pimenHs. ToOto y mponeci miarpuMkn Oasza
TEMIIOPaJIbHUX 3HaHb Mae OyTH JONOBHEHAa HOBHMHU,
aKTYaJIbHUMH 3aJIEKHOCTSMHU, 110 BiZ0Opa)karoTh OCTaHHI
yIpaBisiroui aii.

dakropu, 110 OyJIM PO3IIISIHYTI, BU3HAYAIOTh MOXKIIH-
BICTb ()OPMYBaHHS TAKOI ITOCIIIOBHOCTI YIIPABISIOUMX JIiit
y ¥aci, 0 JA0Th MOXIIUBICTh JIOCSTTH IIbOBOTO CTaHy
00’€KTY yHpaBIIiHHSL.

OcranHili, 4yeTBepTHi (QaKTOp BpaxoBYe HE TEMIIO-
palibHHH, a opraHizauniiHui acnekT y Gopmi iepapXiuHOro
OITUCY MOCIIZOBHOCTEH YIpPaBJIsIOYUX Al 3TiAHO PiBHS
opranizauiiHoi iepapxii. Taka iepapXxis 3aJa€TbCsl yepes
3B’A30K MDK BHMKOHABIIMH Ta MiJPO3IIaMU B paMKax
oprasi3ailiii B [iJIOMY.

3anponoHoBaHa MOJENb Yy3arajbHEHOTO MpelCTaB-
JICHHSl TEMIOPaJbHUX 3HaHb 0a3yeThCs HA BU3HAUYCHHI
3aranbHUX (DaKTiB LIONO CTAaHY OO €KTY YHpaBIiHHS, a
TAKOX TEMIOPAIbHUX Ta 1€papXiYHUX BIJHOIIEHb MIX
My paxkramu. akTH Ta BIAHOIIEHHS MK HUMU Jal0Th
MOXITUBICTB OMHUCATH SIK JIEKJIAPaTHBHI, TaK 1 MpoLeaypHi
3HaHHsA. CyKYIHICTh 3arajbHUX (AKTIiB B I[IIIOMY BU3HAYAE
JEKIapaTUBHUI acHeKT TeMIOpajbHUX 3HaHb. 3araibHi
(dakTH cKIanarThCa 13 eneMeHTapHHX (akrtiB. Enemen-
TapHuii (akT 3a7ae ofHy i3 BnactuBocteit crany OY. Bin
BiJloOpakae HAOyTTS 3MIHHOIO, IO XapaKTepu3ye 00’ €KT
YIIPaBJIiHHS, OIHOTO 3HAYEHHS 13 JUCKPETHOI MHOXXUHH
3HAYEHB!

g(ay) = v = @y, = true, Q)

me a, — arpubyr crtany OVY, mo Bu3Hadae HOro
eJIeMEeHTapHY BJIACTHBICTE;

Vg, € V, — NOTOYHE 3HAYCHHS aTPHOYTY.

[Npuknan ememeHTapHOrO (GaKTy: «KOX TOBapy, IO
00pOOIISETHCS B TIOTOYHUIH MOMEHT, CTAHOBHTH Prodl7».

Koxen ¢axr f; € F € (pakTOM BHHUKHECHHS CTaHY S;
00’ €KTy yIpaBJIiHHSA, 337a€THCSI KOH FOHKIIIEIO eIIEMEeHTap-
HUX (DaKTiB i MPEICTABIAETHCSA TAKIM YHHOM:

]cj = (pl,l/\(pZ,l/\ e /\‘-p](’ll‘[ = Tj: (2)

I€ (Qp,; — CIEMEHTAPHMHA (aKT, MO0 BH3HAYAE ONHY i3
BJIACTHBOCTEH CTaHy 00’ €KTY yIpaBIliHHS,

Tj — MOMEHT 4acy, KOIM 3aranbHuil (akr f;
BUHUKHEHHS CTaHy S; CTA€ iCTHHHHUM.

Takum uuHOM, 3aranbHuii QakT f; crae iCTHHHUM
JIMIIE y TAKW TUCKPETHHH MOMEHT 4acy, KOJNH ITiJMHO-
JKMHA 3MIHHUX, 110 XapaKTepU3ylTh CTaH 00’ €KTY ynpas-
JiHHA, NpUKHMac BU3HAYEH] €IEMEHTAPHUMH (AKTaMHU @y ;
3Ha4YeHHs. 3a3HAYEHE CBIMYMTH LIO, CYKYIHICTh BaKTiB f;
3 ypaxyBaHHSIM aTpHOYTy 4yacy € JeKJapaTHBHHMHU 3HAaH-
HSIMH TIPO CTaH 00’ €KTY yIPaBIIiHHS.

Ha 6a3i Bu3HaueHHs (2) (akTH BUHHKHEHHS CTaHIiB
00’€KTy YOpaBIiHHA Vy CKJIaJi TEMIIOPATbHUX 3HAaHb
MOXYTh OyTH 3aJaHi €IMHAM YWHOM, O€3 ypaxyBaHHS
BiJ]MIHHOCTeH y onmci npeameTHoi obnacti. e nae Mmox-
JIMBICTh TOOYAYyBaTH OJHOTHITHHI OMKC aJbTEPHATUBHUX
BapiaHTiB peaiizalii ynpasiiHcbkoro pimenHs. Cranaap-
THU30BAaHMH OITC AHAJIOTIYHUX (AKTIB Ja€ MOXKIHMBICTh
3ICTaBIATH IX Ui PI3HUX aJbTEPHATUB i B MOAAIBIIOMY
BUJUIATH ONHI W Ti % CTaHW JJIS PI3HMX peai3aliil ym-
PaBIIIHCHKOTO PillicHHA. BUIiNIEHHS OZJHAKOBUX CTaHIB IS
PI3HUX TOCIIZOBHOCTEH YNpaBISIOUMX A A€ MOXIIH-
BIiCTh 3HANTH OJHAKOBI TEMITOpPAJIbHI 3aJISKHOCTI, MO Xa-
PaKTepu3yIOTh Pi3HI BapiaHTH YIPABIIHCHKOTO PIIICHHS.
L1i BapianTH MoOrJIM OyTH peaji3oBaHi y pi3HMX mepiogax
yacy. OnHak npu Mo0yJI0BI TEMIIOPaJIbHUX 3aJIEKHOCTEN
JIOCTaTHbO BPaxOBYBAaTH BIJHOCHHH MOPSIOK (AaKTiB y
KOXHI albTepHATHBI, a HE IOPIBHIOBATH aOCOMIOTHI
3HA4Y€HHs Yacy BUHMKHEHHS Bi/INIOBIIHUX CTaHiB S;.

B 1inomy HaOip craHiB 00’€KTy yHIpaBiiHHSA 3
MO3UIIH MIATPUMKH YIPaBIIHCHKUX PIllIEHh MOXE OYyTH
pO3IiJICHNI Ha MiJMHOXHHU TOYaTKOBHX, IILOBUX, a
TaKOX MPOMIXHUX CTaHIB.

MHO)XMHa MOXIJIMBHX IOYAaTKOBHX CTaHiB IpU pea-
Ji3auii ynpaBiiiHCBKOTO PillIeHHS 33Ja€Thcsl HAOOpoM (ak-
TiB {fp} € F. LIi GpakTu BU3HAYAIOTH MOKIIMBI MPOOIIEMHI
CHUTYyall PpU YIpaBIliHHI, PEICTABICHI MHOKUHOIO aHO-
MasibHHX cTaHiB OY.

MuoxkuHa GakTiB {fy;,} € F 1mom0 JocATHEHHS
IUILOBOI'O CTaHy 00 €KTY YIpaBJiHHS BijoOpaxcae HaOip
JormycTuMEX cTaHiB OY, HOCATHEHHS SKUX CBIIYHUTH HPO
YCIIIIHE 3aBEPIICHHS YIPABIIHCHKOTO PIIICHHS.

HaGip ¢axriB {f]} C F momo mpoMIXHUX CTaHIB
00’€KTy YIpaBITiHHA a€ MOXJIMBICTh LIIIIXOM BHBOAY HA
OCHOBI TEMITOpPAJIbHUX 3HAHb CPOPMYBATH MOMIIUBI TPAEK-
TOpil peanizamii yrmpaBiiHCHKOTO PillICHHS.

Crig 3a3Ha9MTH, IO 3TiAHO BUpasy (2) MHOKHMHA BCiX
¢aktiB f; € yacTkoBo ymopsakoBaHoro. JlificHo, dakTu
JiHIAHO YNOPSIKOBaHi 32 4acoM 7; BMHUKHEHHS CTaHiB
JHIIe y BUMAJKY, SKIIO BOHM HaJeXaTh OO0 OJHIi€l pea-
Jizarii yrmpaBIiHCHKOTO pilieHHs. BigHomerHs 11 (pakTiB
3 pi3HuX BapiaHTiB peam3amii YP ¢opmyrotecs nuine y
BUMAJKy CHIBMAIiHHS (PArMeHTIB  albTePHATHBHUX
TOCITIIOBHOCTEH  YIpaBISAIOUMX [Jifi  (TIOCIiZOBHOCTEH
craniB OY). binmpmicte map ¢axTiB, 0 HaJIeXaTh IO
PI3HHX aJbTEPHATHBHUX IIOCIIIOBHOCTEH, HE MATUMYTh
TEMIIOpaIbHAX BiJHOMICHb i TOMY 3aJI€KHOCTI MK HAMHU
HE MOXYTh OyTH TPEACTAaBICHI y BUTISAAI TEMIIOPATbHUX
3HAHb.

IIpouenypHuil acieKT TEMIIOpPaIbHUX 3HAHb 33JA€Th-
Csl Ha OCHOBI TEMTOPAJTBHHUX BiAHOIICH IS Tap (aKTiB.
Bume Oymo BigMiueHo, o KO)kHa mapa (akTiB B paMKax
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OJTHOT'O BapiaHTy peajti3allii ynpaBiliHCEKOrO PillleHHS I10-

B’A3aHa TEMIIOPAIbHUM BIIHOIIIEHHSM. JiticHo,
HE3aJeKHO B  TOCTHIOBHOIO YW  MapajelbHOrO
BUKOHAHHS VIPAaBJSIOUMX i X dYac peaizamii

VIPaBIiHCHKOrO DIllICHHS] CTaHW Ha TMOYaTOK Ta Ha
3aBepIICHHs KOXKHOI Takoi Aii ynmopsiakoBaHi B daci. Mixk
HUMH MOXYTh OyTH BiACyTHiMH npoMixHi ctanu OV y
BUIIAJIKy TOCIiOBHOTO BHUKOHAHHS YIPABISIOYMX Mild.
Takok MOXyTh icHyBaTH mnpoMmikHi crann OV, ski
BUHMKJIM  BHACHIOK ToYaTKy a0o  3aBepuIeHHA
mapajeNbHUX Jid, 30BHIMNIHIX BIDIMBIB, Tormo. [leprmid i
JPYTU#A BHIAJOK BiIPI3HAETHCA THUIIOM TEMIIOPATIBHOTO
BiJTHOIIICHHS, SIKE pEaJi3yeThCsl Uepe3 TEeMIOPaJIbHY
orepariio.

Taxkum unnom, koxkHa napa QaktiB f; Ta fp, wo
MOB’sI3aHI TEMMOPAIbGHUM BiTHOIIEHHSIM, 33/1a€ TEMIIO-
panbHe npaBwio. OCTaHHE € €INEMEHTOM Mpe/ICTaBICHHS
3HaHb LI0/I0 ITOCIIIOBHOCTI BUKOHAHHSI YIPABIISIOUNX i
npH peatisatii yIpaB/iHCEKOro PilleHHA. Hepm.pm (baK.T fi
BUCTYIIA€ B SIKOCTI AHTCIEACHTY MpaBHIa, iCTHHHICTh
SIKOTO € YMOBOIO BHKOHaHHS IIbOI'O €IIEMEHTY 3HaHb.
Hpyruii ¢paxr f;,, € KOHCEKBEHTOM MPaBUIIA, IKUI BU3HAYAE
pe3ynbTaTtu Horo BUKOHaHHs. ToOTO peanizaliisi mpaBuia
CBIIYUTh MPO ICTUHHICTH €JIEMEHTapHUX (aKTiB, IO
BXOJISITh JIO CKJIaJy KOHCEKBEHTY fi,, Y MOMEHT 4acy T,,. B
paMKax TeMIIOpajJbHOI MOJENI YHNPaBIiHCHKOTO pillleH-
Hsl [5] ICTUHHICTh KOHCEKBEHTY CBIIYHTH IIPO YCIIIIHE Ta
CBOEYACHE BHMKOHAHHS BIANOBIAHOI yIpaBisiodol .
Peamizanist Takoi il JONOBHIOE 0a3y iCTHHHHX (DaKTiB
LIOJI0 CTaHIB 00’€KTYy yIpaBiiHHA. Y BHUIAJKY, SIKIIO I10-
tounuii cran OY 1e He OyB BiJIOOpaXKeHUit pu peanizaiil
YIPaBIIHCHKUX DillleHb Y MUHYJIOMY, TO Ha OCHOBI BiJIO-
MHX TEMIIOPAJIbHUX 3HaHb MOXKE OyTH BUKOHAHA MepeBipKa
AQHOMAJIBHOCTI 1LIbOTO CTaHy, TOOTO BHpillIeHa 3ajaya
BUSIBJICHHS IIpoOJieMHOT cuTyanii. B nizomy TemnopaisHe
OpaBWIo K  0a30BMH  €IEMEHT  IpelCTaBICHHS
TEMIIOPAJIbHUX 3HAHb 33JIA€ThCSI Ha OCHOBI BIJHOILICHHS Y
yaci:

0
ff _)fm |Tm > Tj,Vij 3i: Pji = Omi- (3)

e 0 — TEMIIOpalbHHH OmIepaTop, IO BHU3HAYAE THUII
TEMIIOPAJILHOTO BiJIHOLIEHHS MiX (pakTamu.

TakuMm 9rHOM, TeMIOpajIbHE MpaBmio (3) BH3HAYAE
YIOPSOKOBAHICTE y dYaci B paMKax OfHIi€l peaizamii
YIPaBIIHCHKOTO PIilIeHHs U MApH CTaHiB, IO MOXYTh
OyTH peai3oBaHi MOCITITOBHO B dYaci, depe3 MPOMIKHI
CTaHH, 32 anpiopHO BU3HAYCHUX YMOB, TOLIO.

B minmomy Bupasu (1) — (3) 3amaroTs MOCIiIOBHICTh
BUKOHAHHS YIPABIAIOYUX il y CKIaAl YHIpaBIiHCEKOTO
pimenHs. Jlana OCTiZOBHICTD MOXe OyTH MpeACTaBIIeHA 3
pI3HAM CTyIeHeM [eTajizamii 3 ypaxyBaHHS IMTOTOYHOTO
PiBHS OpraHi3amiitHOl CTPYKTYpH MIATPHEMCTBA, HA IKOMY
PO3TIBIIAETHCS peati3atist YIpaBIiHCHKOTO PillIeHHS.

Jns moOymoBH TakKoTo MPENCTaBICHHS HEOOXiTHO
chopMyBaTH iepapxito (akTiB y BiIMOBITHOCTI 0 iepap-
XI4HOI  CTPYKTypH TMIANPHUEMCTBA 3  ypaXyBaHHSIM
MOTOYHMX 3371a4, IO BHUPIMIYIOTHCS MUISIXOM BHKOHaHHS
yrnpaBiiHCbKoro pimeHHs. s moOynoBu iepapxii Ha
OCHOBI MHOXHHM (DaKTiB MPOIMNOHYETHCS BHKOPHUCTATH

HaOip {h}, 1o, 30KpeMa, MICTHTh JIOTiYHi oOrmepaii
KOHFOHKIIT Ta 113 FOHKIIT AJIs rap 3arajbHuX (DaKTiB.

Pearmizarmist nux onepamiii Ui po3TISIHYTHX (AKTIB
Mae Jiesiki 0COOITMBOCTI, IO TI0B s13aHi SIK 13 TEMIIOPaIbHUM
ACIIeKTOM 3HaHb, TaK i 3 MPEACTAaBICHHAM OpraHi3aIliifHOl
iepaxii. [lns mpencraBieHHs MiXPO3ALTIB  OpraHizamii
NPOTIOHYETHCS. ~ BUKOPHCTATH  BiJOMY  KOHIIEIIIIO
apredakTiB, K iHpopManiiHUX 00’€KTiB 3 BU3HAYEHUMHU
BJIACTHBOCTSIMU. TOMi pe3ysbTaTOM KOH IOHKIIT AJIS Tapu
3arajbHUX (aKTiB Oyne Takuii haxT, IKUH MiCTHTh CIUTBHI
elleMeHTapHi (aKTh y ckiiaai 3aranbHux (axris. HaBenena
IHTepIIpeTalisl KOH I0HKII 0a3yeThcsl Ha MPEICTaBICHUX
Bupazamiu (1) Ta (2) CTpYKTYpHHX OCOOJIMBOCTSIX 3araib-
HOTro Ta ejeMeHTapHOro ¢axtiB. ToOTO BHKOPUCTaHHS
orepariii KOH IOHKIIT 1Ja€ MOXKJIMBICTh BpaxyBaTH JIUIIE Ti
eJIeMeHTapHi (aKTH, 110 € CIUTLHUMHU JJIsI AEKIIBKOX apTe-
(akriB. Ju3’1oHKIlS (AKTIB Ja€ MOXKIHMBICTH TOETHATH
NoTpiOHI BIACTUBOCTI apTedakTiB i3 CHUIBHOI TPYIH.
Hampukmnan, npenctaBuTH y BHUIVISAL €IMHOTO  (aKTy
HaOyTTs TEBHUX BIIACTHBOCTEH BCiMa CIiBPOOITHUKaMHU
MiIpo3aiTy.

Busnadyennst apredakriB, BiJHOIIEHb Ta ONEparii
MK HHMH Jla€ MOXJIMBICTH TPEICTaBUTH MOJENb
Y3raJIbHEHOTO TPEACTABICHHSI TEMIIOPAbHUX 3HAHb Yy
TaKOMY BUTJISII:

M = {F{0}h}: Vf, # fumB 0:f; = fr}. (4

HaBenena Mopenb a€ MOXIIMBICTD BHKOPHCTATH
TEMIIOpaJibHI 3HAHHS JJIsi (OPMYBAHHS MOCHIJOBHOCTI
YIIPABISIFOYMX I Y Yaci Ha 3aJaHOMY PiBHI y3arajabHEHHS.

BucHOBKH. 3aIpOIIOHOBAHO MOZEINb y3araJlbHEHOI'O
IPEICTaBICHHS TEMIIOPAJbHUX 3HaHb, IO BHKOPHUCTO-
BYIOTBCS JJIs T ITPUMKH YIIPABIIHCBKUX pillleHb. MoJieib
MICTUTh y COOI MHOXKHHY Y3araJlbHEHHX (DAaKTiB, a TAKOK
HaOip omeparopiB Ta omepainid, 0 BH3HAYAIOThH
BiJHOLIEHHs MK MU (aktamu. KoxxeH dakT BimoOpaxkae
CTaH O0’€KTYy YIpAaBIiHHS, 110 BHHHKAE€ B pE3yNlbTaTi
BUKOHAHHS OJTHI€T YIIPaBIISOYOi /1ii Y BUBHAUYEHU MOMEHT
yacy. Y3aranbHeHHH (akT sBIsiE COOOK KOHIOHKIIO
elleMEeHTapHUX (DAKTIB, KOXKEH 3 SKHX 3aJla€ 3HAYCHHS
MEeBHOI BJIACTUBOCTI 00’€KTY YMpaBiiHHS. BimHOIIEHHS
MK (aKTaMu BH3HAYAIOTh iX MOCIIZAOBHICTh y 4Yaci, a
TaKOX IX BIIMOBIJHICTH i€papXiYHOMY PIBHIO Ha 00’€KTI
yrnpaBimiaHA. [locTigoBHICTE y Yaci 3a1a€ThCs 32 JONOMO-
TOI0 TEeMIOpaJIbHUX omepaTopiB. PiBeHp geramizamii abo
y3arajgbHEHHS y BiINOBITHOCTI 1O i€papXidHOrO piBHA
OIMMCYy CTaHy 00 €KTy YHPAaBIIHHA 3aJA€THCS JIOTIYHUMHU
orepanisMu. [IpakTidHe 3aCTOCYBaHHS 3amlpOIIOHOBAHOI
MOJIEeNTi J1a€ MOXKJIMBICTD TOOYIyBaTH TEMIOpalbHY 0azy
3HaHb, AKa 3a/1a€ WMOBIPHI MOCIIJOBHOCTI YIIPABIIIOUNX
It a0 mepexoiB Mixk CTaHaMU 00’ €KTY YIpPaBIiHHA, M0
JIO3BOJISIE HA OCHOBI MIMOBipHICHOTO BHBOAY c(hopMyBaTu
MOJKJIMBI VIIPABIIIHCHKI PIlIEHHS TPH BUHUKHEHHI aHO-
MaJbHUX CTaHIB 00’ €KTY YIPaBIiHHS.

JlonaTkoBi MOXKIIMBOCTI BHKOPHCTaHHS 3alpONOHO-
BAaHOTO OIUCY TEMITOPAJFHUX 3HAHB ITOB’sI3aHi 3 MOOYI0-
BOIO 1H(OpMAIIITHO-TOBIIKOBUX CHCTEM Ta CHCTEM Ha
OCHOBi TIpereNeHTiB, SKi, Ha BiIMIHY BiJ ICHYIOUHX
(hopMyIOTh TSI KOpHUCTyBaya HE JIUIIE NeKIapaTHBHi, a i
TPOIIeTypHi 3HAHHS.
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C. ®. YAJTHH, B. 0. TEH[HHCHKHH, 1. O. IEIIIHHCHKA

MOJIEJIb TOSICHEHHSI B IHTEJIEKTYAJIbHIA IHOOPMAIIMHIN CUCTEMI HA OCHOBI
KOHIEINIII Y3IrOJ)KEHOCTI 3HAHb

IIpenMeToM JOCIIPKEHHS € MPOoLecH MOOYIOBH MOSICHEHb [IO0 OTPHMMAHHUX Pe3yJbTATiB B IHTENCKTyalbHHUX iHpopMauiiiHux cucremax. IloscHe HHs
POGIISITH IPO30PHM IIPOLIEC CTBOPEHHS PE3YJIbTYI0U0I peKOMeHallii, (POPMYyIOTh yMOBH JUIsl CTBOPCHHSI KOPUCTYBadeM IPUYHNHHO-HACTIAKOBUX 3B’ SI3KIB
MDK pe3yJbTaToOM BHBOAY Ta IOTOYHUMH 3ajadyaMH, JUlsi BUPIIICHHS SIKHX Oyla BUKOPUCTAaHA IHTENEKTyalbHa cHCTeMa. MeTa momsrae B po3p oOwi
MoOJieNi TOSICHEHHS B IHTEIEKTYalbHIll CHCTEMI 3 MOXJIMBICTIO 3a0€3MEYMTH Y3TOMKEHE 3 pe3yJbTaTaMH POOOTH Takol CHCTEMH BHTIYMauy€HHS 3
ypaxyBaHHSIM KOHTEKCTHO-OPIEHTOBAHHMX BUMOI' IIOZO NMOTPed KOpUCTyBauiB. [l JOCATHEHHs OCTABJICHOI METH BUPIIIYIOTHCS 3a/aui BU3HAYCHHS
BUMOT 10 IIOSICHEHHSI I0J10 Pe3yIbTaTiB pPoOOTH iH(opMaLiiiHOT cHCTeMH, Ta PO3POOKU MOJIEIi OSICHEHHS Ha 0a3i IPUHLHUIIIB Y3rO/PKEHHS 3HAHb 3 THM,
mo0 OTPUMATH peKOMeHJaLil Ha OCHOBI BiAMOBIiAHOCTI (akTiB, rimores, pe3ynpTaTiB. IlokazaHo, 10 NMPU y3rOPKEHHI iHTEpeciB KOpHUCTyBada Ta
MOJJIMBOCTEH IHTENIEKTYaIbHOI CHCTEMU HEOOXIIHO BU3HAYNTH JeTali3alilo 3HaHb 3 ypaXyBaHHIM iHTEpBaJly aKTyaJIbHOCTI JaHUX Ta 3HaHb, a TAKOXK
(hiHAHCOBHX Ta TEXHIYHUX Ta iHIIMX OCOOIMBOCTEil BUKOPUCTAHHS OTPUMAHMX Pe3y/IbTaTiB. 3alpPONOHOBAHO MOJENb MOSCHEHHS B IHTEICKTyaIbHIN
cucTeMi Ha 6a3i y3rofKeHHs 3HaHb Ta JaHUX. MOZesb MiCTHTh MHOXKHHH Y3TOJDKEHHX (haKTiB, III0Te3 Ta pe3yJbTaTiB. Y3rO/KEHHS BUKOHYETBCS IS
rinoTes, sKi € MAMHOXXMHAMH {HIIUX riOTE3, HA OCHOBI MOSICHEHb TiMoTe3 Yepe3 (pakTH Ta iHIIi rinmoresu, a TakoXk Ha 6a3i BiAMOBIAH OCTI MK cO00I0
OTPHMAaHHX pe3yJbTaTiB Ta rimore3. Mozeni Aae MOXIUBICT OOMEKHTH BHKOPHUCTAHHS HESIBHUX Ta HETOYHHMX 3HaHb B paMKaxX BHBOIY JHIIE iX
Y3TO/DKEHOIO MIIMHOXHHOI. Y MPAKTHYHOMY IUIaHI BUKOPHCTAHHS MOJEI OpPi€HTOBHO Ha MOOYIOBY MOSICHEHb 3TiHO CTYIEHIO aOCTpaKLii, piBHS
JieTajizanii omicy NpeAMETHOI 001acTi, a TAKOX 3 ypaXyBaHHSIM BHOPaHOro acleKTy BUTIyMadeHHs OTpUMaHoi pekoMenaauii. B minomy ¢popmyBanHs
MOSICHEHb HAa OCHOBI Y3TOJUKEHHsS 3HAHb MIABHUILYE NOBIpY KOPUCTYBAadyiB Ta CTBOPIOE YMOBH A €(EKTHBHOTO BUKOPHCTAHHS OTPHUMaHHX
pEKOMeH/Iallii.
Ku11040Bi ci10Ba: 3HaHHS; y3rODKEHICTh 3HaHb; IHTENEKTyalbHa CHCTEMA; PEKOMEHALii; OSICHEHHS, BAMOTH /10 MTOSCHEHHS.

C. ®. YAJIBIH, B. A. JEHU[HHCKHH, H. A. JEH[HHCKAA

MOJIEJIb OB bSICHEHU S B UHTEJLIEKTY AJTbHOM UH®OPMALIMOHHOM CUCTEME HA
OCHOBE KOHIIEMNIAHU COI'TACOBAHHOCTH 3HAHUM

IIpenMeToM HCCleOBaHHS SBISIOTCS ITPOLECCH MOCTPOCHUS OOBACHEHWIl MOTy4eHHBIX PE3yJIbTATOB B HMHTEIUICKTYaJbHBIX HH(OPMAIMOHHBIX
cuctemax. [ToscHeHus 1enaloT Mpo3payHbIM MPOLIECC CO3aHHs pe3yIbTUpYIOIIeH peKkoMeHaaIuu, GOPMHUPYIOT YCIOBHS IS CO3JIaHMs ITOJIb30BaTeIeM
NPUYUHHO-CJICICTBCHHBIX CBsI3E MEXAY pE3yNbTaTOM BBIBOJAA U TEKYIIMMHU 3a/la4aMU, Ui PEIICHUS KOTOPBIX OblJIa UCIIOJIb30BaHa UHTEIJICKTYaJIbHasA
cucrema. Llens 3akmiouaercs B pa3pabOTKe MOJENU OOBACHEHHs B MHTEIUIEKTYyaJbHOH CHCTEME C BO3MOXHOCTBIO OOECNEYHTh COTIACOBAHHOE C
pe3yJbTaTaMH pabOTBl TAKOH CHCTEMBI TOJKOBAHME C YYETOM KOHTEKCTHO-OPHEHTHPOBAHHBIX TPEOOBAHHH OTHOCHTEIBHO NOTpeGHOCTEH
moJib30BaTesIel. JIJIs OCTHKEHHMS TOCTAaBICHHOM 11eMIH PEIaloTCs 3aJa41 ONpe/ieleH)s TpeOOBaHUH K 00bICHEHUIO OTHOCUTENBHO PE3yIbTaTOB PaOOTHI
HH(OPMAIIIOHHOM CHUCTEMbI, a TaKXke pa3pabOTKH MoJenu OO0bsICHEHHs Ha 0a3e NPHUHLMIOB COrJACOBaHMS 3HAHUHM C TEM, YTOOBI MOJNY4YHUTh
PEKOMEH ALK Ha OCHOBE COOTBETCTBHS (DAKTOB, TUIIOTE3, pe3y IbTaToB. [Ioka3aHo, YTO NpU COrIacoBaHUU HHTEPECOB MOJIB30BATENS H BO3 MOXKHOCTEH
HHTEJUIEKTYalbHON CHCTEMBI HEOOXOIMMO MPOBECTH JI€TAIM3AIUIO 3HAHUI € yUeTOM MHTEpBajla aKTyaJIbHOCTH JJAHHBIX U 3HAHUH, a TakxKe (PMHAHCOBBIX
1 TEXHUYECKHUX U JPYTHX 0COOEHHOCTEH HCIOIb30BaHMs MOTyYEHHBIX Pe3ynbTaToB. [Ipeanoxkena Moienb 00bsSCHEHHS B MHTE/UIEKTYaIbHOMH cHCcTeMe
Ha 0a3e CorylacoBaHHs 3HAHUN U TaHHBIX. MoziesIb COEPKUT MHOXK €CTBA COTIaCOBAaHHBIX (haKTOB, TUIIOTE3 U Pe3yIbTaTOB. COrnacoBaHue BBITOMHAETCS
JUIsl THIIOTE3, KOTOPBIE ABISAIOTCA MOAMHOKECTBAMH JPYTUX TUIIOTE3, HA OCHOBE O0BACHEHHH IHIoTe3 uepe3 (GaKkTsl U Jpyrue THIOTE3Bl, a TAKKe Ha
6a3e COOTBETCTBHS MEX/y COOOM IMOMy4EHHBIX Pe3yJIbTaTOB M THIOTE3. Mo/ienb 1aeT BO3MOKHOCTb OTPAHHYHTH HCIOIb30BaHNE HESIBHBIX H HETOUHBIX
3HaHUH B paMKax BBIBOJA TOJBKO HX COIJIACOBAHHBIM ITOJMHOXKECTBOM. B NpakTHueckoM IJIaHE HCIONB30BAHHSA MOJEIM OPUEHTUPOBOYHO HA
MIOCTPOEHHE O0BSICHEHUH C y4eTOM ypOBHS a0CTPaKIMH, CTEIIeHH JeTaan3aliy OIUCAaHUs TPEIMETHOH 001acTH, a TAKXKe C y4eTOM BRIOPAaHHOT'O aCIIEKTa
TOJIKOBaHMUS MOJYYCHHOU peKoMeHtauuu. B neisom popmupoBanne o0bsICHEHHI HA OCHOBE COTJIACOBAHMUS 3HAHUH MOBBILIACT IOBEPUE M0JIb30BATEICH
1 CO371aeT yCIoBHA 1 9p(eKTHBHOTO HCIOIb30BAHHS MOTyIEHHBIX PEKOMEHIAIUH.
KiroueBble ¢/10Ba: 3HAHUS; COITIACOBAHHOCTh 3HAHUI; HHTEIUICKTYalbHAsl CHCTEMA; PEKOMEHAIHHY; 00BSICHEHNS, TPeOOBAHUS K 00BACHEHHIO.

S. CHALYI, V. LESHCHYNSKYI, I. LESHCHYNSKA

EXPLANATION MODEL IN AN INTELLIGENT INFORMATION SYSTEM BASED ON THE
CONCEPT OF KNOWLEDGE COHERENCE

The subject of the research is the processes of constructing explanations of the results obtained in intelligent information systems. Explanations make
transparent the process of creating the resulting recommendation, create the conditions for the user to create causal links between the result of the
conclusion and the current problems for which the intelligent system was used. The aim is to develop an explanation model in an intelligent system with
the ability to provide a consistent interpretation with the results of such a system, taking into account context-oriented requirements for user needs. To
achieve this goal, the tasks of defining the requirements for explanation of the results of the information system, as well as developing a model of
explanation based on the principles of knowledge coordination in order to obtain recommendations based on the facts, hypotheses, results. It is shown
that when coordinating the interests of the user and the capabilities of the intelligent system, it is necessary to detail the knowledge taking into account
the range of relevance of data and knowledge, as well as financial and technical and other features of the results. A model of explanation in an intelligent
system based on the coordination of knowledge and data is proposed. The model contains many agreed facts, hypotheses and results. Reconciliation is
performed for hypotheses that are subsets of other hypotheses, based on explanations of hypotheses through facts and other hypotheses, as well as on
the basis of the correspondence between the obtained results and hypotheses. The model makes it possible to limit the use of implicit and inaccurate
knowledge in the output only to their agreed subset. In practical terms, the use of the model is focused on constructing explanations taking into account
the level of abstraction, the degree of detail of the description of the subject area, as well as taking into account the sel ected aspect of interpretation of
the received recommendation. In general, the formation of explanations based on the harmonization of knowledge increases user confidence and creates
conditions for the effective use of the received recommendations.
Keywords: knowledge; coherence of knowledge; intelligent system; recommendations; explanations, requirements for explanations.
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Beryn. IarenexryanpHi  iHopMamiiiHi - crcTeMHU
Opi€HTOBaHI Ha BUSBIICHHS, CTPYKTYPHU3AIIiI0 Ta BUKOPHUC-
TaHHs 3HaHb MPU BUPIIICHHI HECTPYKTYPOBAHHUX Ta 4acT-
KOBO CTPYKTYpOBaHHX IIpobieMm. BaxmuBicte 3acrtocy-
BaHHA TIOSICHEHh B TakMX I1H(GOPMAIMHUX CHUCTEMax
TIOB’sI3aHa 13 THM, 1[0 BOHH BUKOPHCTOBYIOTh KOMOIHAIIif0
SIBHUX T4 HESBHHX 3HaHb, & TAKOK (HOPMATBHUX IMTiIXOIiB
Ta EBPUCTHK Ul OTPHUMAHHS MOTPiGHOrO KOPUCTYBAueBi
pesynbrary. DopMalnbHi MMiJX0AH BUKOPUCTOBYIOTh 3HAH-
HS TIPO TpPEAMETHY 001acTh, sSKi MOXYTh OYyTH 3acTa-
PpiTUMH, HEOBHUMH, TOIIO. EBpHCTHYHI MeTOIM 3a3BHYail
0a3yeThCs HA BUKOPHUCTAHHI HESBHUX, OTPHMAHHUX 3 MpakK-
THUKH, 3HaHb 1, BIAMOBITHO, HE 3aBXK/U JAI0Th PEJICBAaHTHUI
pe3yapTar. TOMy BHUKOPHCTaHI 3HAHHSA-OPIEHTOBAHI Iif-
XOMM HE 3aBXKIH MOXYTh JAaTH TOYHHH pE3yNbTaT Ta Y
3araJbHOMY BUMAJIKY HE € «IIPO30PUMI» JUIsl KOPUCTYBada
Takoi cucremu. TOMY TOSCHEHHs, fKi POOJSTH SBHUM
MIPOLIEC OTPUMAaHHS pe3yJIbTaTy B IHTEJIEKTYalbHiH iH(pOp-
MalliifHill cucTeMi, MiIBHUILYIOTh J0BIpy KOPUCTYBadyiB, a
TaKOX e(pEeKTUBHICTh BHUKOPHCTAHHS IIMX PE3YJbTATIB.
Ciin TakoX 3a3HAYUTH, IO Yy BUMAAKY HEBIAMOBIJHOCTI
3HaHb PO NPEAMETHY 00JacTh, 0 OyAM BUKOPHCTaHI y
IHTEJICKTYaIbHINA CHUCTEMi, TMOSCHCHHS Ha€ MOXKIIUBICTh
KOPHCTYBaueBl HEe BpaxOBYBaTH OTPHMaHHW y TPOIECIB
BUBOJY PE3YJIbTAT.

Hanpuknaj, moscHeHHsI B peKOMEH IalliiHIi cucremi
MOK€ PO3KPUBATH KOPUCTYBa4eBi BIAMOBIIHICTD MiX HOr0O
norpebamu Ta peKOMEH/I0BAaHUMH TOBapaMH. B pe3ynbrati
B YMOBaXx IIMPOKOI'O CIIEKTPY TOBAPIiB CIIPOLLYETHCS BHOIP
MOTPIOHOr0 00’€KTy, 3HAYHO CKOPOYYETHCS dac, IO
BUTpayYa€e KOPUCTYBAU Ha MOIIYK TOBAPIB Ta IOCIYT 3T1JHO
31 cBoiMu iHTepecamu. Ilpu BHKOpHCTaHHI TIOSICHEHb
MIABUIIYETHCSA 3a70BOJICHICTh CIIOXKMBaya Ta B IOAAJNb-
LIOMY 301JIBIIYETHCS KUIBKICTh KOPUCTYBAYiB BiAMOBITHOT
CHCTEMH EJIEKTPOHHOT KOMepIIii, MiJBHUIIYEThCS ePEKTHUB-
HOCTI i1 poOOTH.

B uinoMy mosicHeHHs1 3a0e3NeuyloTh KOPHCTyBauda
iHpOpMaIli€l0 Ta 3HAHHSIMH, 1[0 OOIPYHTOBYIOTH PE3YIib-
TaTH BUBOAY B IHTENEKTYalbHIN iHQOpMalLiNHIi crcTeMi.
[NosicnenHs Mae chopMyBaTH U1 KOPUCTYBa4a IPUIHNHHO-
HACJII/IKOBI 3B’SI3KM MIXK PEKOMEHAIIEI0 1HTENEKTYaIbHOT
CHCTEMH Ta HOro MOTOYHUMHM 3aJadaMH, AT BUPIIICHHS
AKuX OyJla BUKOPHUCTaHA JIaHa CUCTEMA.

TakuM  YMHOM,  aKTyalbHOIO €  TpoOiema
¢dbopMaizanii MOSCHEHb 3 YpPaxyBaHHSAM OCOOJIMBOCTEN
3HaHb, fKi OyIM BHKOPHUCTaHI B IHTENEKTYyaJIbHIA
iHpOpMaIiHHIA cHCTeMI, 110 Aa€ MOXKIIUBICTh IMTiIBUIIUTH
JIOBIpy KOPHCTYBadiB O OTPUMAaHHX pe3ylbTaTiB Ta, Ha
1i#t 0a3i, yI0CKOHAIHUTH TpoIiec PYHKIIOHYBAHHS CHCTEMH
B LLJIOMY.

AHaJni3 ocTaHHiX Aocaimkens i myomikanii. ba3zosi
MIIXOIM JI0 TIPEICTABIICHHS MOSICHEHb B IHTENIEKTYaIbHUX
cucreMax 0a3yrOThCs Ha OMHCI BUTIIYMadeHb B €KCIICPTHUX
CHCTEMax, a TaKOK CHCTEMax 3 BHKOPHUCTaHHIM Mpele-
nenTiB [1]. BukopucranHs 3HaHB TSI TOOYTOBH MTOSICHEHb
po3risimanock B poOoTi [2]. ABTOMarm3allisi BHSBICHHS
3HaHp s MOOYIOBM TOSCHEHb Ha TPHUKIAAI PEKOMEH-
JarifHuX cucreM Oyna jgociikeHa B poborax [3-5].
3HaHHS U1 TIOSCHEHb BHUSBIIOTHECS Ha 0a3i aHaizy
iHpopMamii BiI KOpHUCTYBadiB, HANPHUKIA] PEHTHHTIB B
pekomeHaaniitanx cucremax [3]. Takox npu popmyBanHi

3HaHb BUKOPUCTOBYEThCS iH(opMamis mpo 3MiHH CTaHy
npeametHoi obmacti B waci [4, 5]. Taki 3MiHE Big00-
pakaroThCs 3a IOTIOMOTrOI0 CTeLiali30BaHUX mpaBui [6, 7]
3 THM, 1100 Il TOSICHEHHS OyMM TEPEKOHJIMBUMH IS
crioxuBadiB. B pobori [8] 3ampononoBaHo OymyBaTu
iHTepdeiic MOsICHEHHS Ha 0a31 BUABJICHHS TUIIOBUX MOTPEO
KOPHCTYBauiB.

B ninomy nmani poOOTH NMpHUAIISIOTE yBary OKpEeMHM
acrieKTaMu TIpeACTaBIIeHHs! 3HaHb Ta iHTepdeiicy mosic-
HeHHS, 0e3 ypaxyBaHHS y3rOUKEHOCTI IMX 3HAHb.

B poborax [9-11] Oymo 3ampormoHOBaHO 6a30Bi
NPUHIUIN Y3TOJDKEHOCTI 3HaHb Uil (DOPMYyBaHHS IIOSIC-
HeHHsA. Takuil miaxix 1a€ MOXKIMBICTH BHUIUINTH ITiAMHO-
JKUHY 3HaHb, 10 OyIyTh BHMKOPHCTaHI Uil MOOYIOBH
nosicieHHs. OflHaK BiH HE BPaxoBYeE psii (akTopiB, sIKi
OB’ s13aHi i3 BUMOTraMHu 0 BUTIyMaueHs [12, 13] Ta Brum-
BalOTh Ha JIOCTYITHICTh T MEPEKOHIUBICTh MOSICHEHHS JUIsl
KOpHCTYBaua:

— TIpeJICTaBJIEHHs B TIPO30piilt (dopMi MexaHiMy
(yHKIIIOHYBaHHS 1HTENEKTYaJIbHOI CHCTEMH:

— BiToOpakeHHs1 3B’SI3KYy IMOSCHEHHS 13 moTpedamu
KOpHCTYBaua:

— BpaxyBaHHs 3MiH MOTped KOPHCTyBaya.

3a3HaueHi HEOONIKH CBiA4aTh MPO BaXKJIUBICTh
noOyI0BY 1HTErpaIbHOI MOZEINI MOSICHEHHS Ha TIPHHIUIIAX
Y3rO/DKEHHSI 3HaHb 3 ypaxyBaHHSIM CTaTUYHHX Ta JIUHA-
MIYHUX XapaKTEPUCTUK POOOTH 1HTEJIEKTYa bHOI CUCTEMH,
a TaKoXX BUMOT Ta MOTPed KOPHUCTyBaya TaKoi CHCTEMHU.

MeTor0 Wi€i cTaTTi € po3poOKa MOJIEIi MOSCHCHHS B
IHTENeKTyallbHIil cucTeMi, sika O 3abe3meuyBana y3ro-

JKEHe 3 pe3ynbrataMd  poOOTH  Takoi  CHCTEMH
BUTJIyMa4CHHS 3 ypaxyBaHHSIM KOHTEKCTY MOTPeO KOpHC-
TYyBa4iB.

Jlisi MOCSTHEHHsI TIOCTaBJIEHOT METH BHPILIYIOTHCS
Taki 3a1a4i:

— CTPYKTYypH3allii BHMOTI JI0 HOSCHEHHS IIOAO
pe3ysbTaTiB  poOOTH IHTENeKTyallbHOI iH(opMaiiiHOT
CHCTEMH;

— po3po0OKa MoJIeNi MOSCHEHHS Ha OCHOBI TIPHHIIMITIB
Y3TOJKEHHS 3HAHb.

Mopneab NMosicCHeHHsI B iHTeJIeKTyaqdbHill cucteMi
HA OCHOBI KOHIeNii y3rofzkeHHsI 3HAHb.

Busnaunmo 6a30Bi BUMOTH A0 IOSCHEHb B ACIEKTi
«TPO30pOT» BHYTPIMIHBOT CTPYKTYpH IHTEIEKTYaIbHOI
iH(pOpMAIIfHOI CHCTEMHU.

[To-mepmie, MOsSICHEHHS Ma€ KOPEKTHO BimoOpa)atu
MOPSIIOK (DYHKITIOHYBaHHS 1HTENEKTyaIbHOI CHCTEMH, 0e3
MPOITYCKY KITFOYOBUX il Ta mpouenyp. 3TigHO IaHOI BU-
MOTH, TIpY POPMYBaHHI TIOSICHEHh HEOOX1THO BPaXOBYBATH
BCl 3HAHHS, SIKi Oy/TH BUKOPHUCTaHI iHTEIEKTYaIbHOIO CHC-
TEMOIO JUI1 OTPUMaHHA pe3ynbTaTy. [Ipomyck miaMHO-
JKUHH KPOKiB (Ta BiAITOB1IHOI i IMHOXIHHN 3HAHB) 3HIDKYE
JIOBipy KOPHCTyBada JI0 TaKOi CHCTEMH. Y BUIIAJIKy HEBHU-
3HAYEHOCTI INOAO 3HAHb, IO BUKOPUCTOBYIOTHCS, HPH
MOOYIOBI TOSICHEHB JOIIIEHO BUKOPHCTOBYBATH HMOBIp-
HicHI migxoan. BusHaueHHS WMOBIPHOCTEH TSI OKPEMHX
nporexyp abo 3HaHP PO OIMKC MPEAMETHOI 00TacTi MOXe
OyTHM BHWKOHAHO 3TiHO TJXOMiB, 3aIPONOHOBAHHX B
poborax [6, 7].

[o-npyre, ¢opma mpencTaBICHHS IOSCHEHb MA€
OyTH 3pO3yMiJIOI0 ISl KOPHCTYyBada IHTEIEKTyaJbHOI
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CHUCTEMHU. 3pO3YMUTICTh TOSCHEHHS 3aJCKUTh BiJl KOH-
TEKCTY BUBOJY Ta MOSICHEHHsI B IHTEIEKTYaIbHIH cHcTeM,
a TaKOX KOHTEKCTY BHKOPHCTAHHS Ii€i CHCTEMH CIIO-
KHBAYCM.

SIBHE TpPEACTaBJICHHS KOHTEKCTY POOOTH iHTENeK-
TyalbHOI CHCTEMH BH3HAUYa€ThCS piBHEM aOcTpakuii,
JieTaitizallii, a Tako)X HaOOpOM acCIEeKTiB, 3T1THO SKUX MOXE
OyTH TIpeNCTaBlicHAa TOCIIJOBHICTh OTPUMAHHS PE3YiIb-
TaTy.

PiBenp aOcTpakuii BH3HaYa€ThCI HAOOPOM IMOHSTH,
SIKI BUKOPUCTOBYIOTbCS TIIpH TOOYIOBI  IOSICHEHHSI.
Hanpuknan, mosCHEHHS B pEKOMEH/IAIIHHIN CHCTEMi MOXKe
OyTu TpeiCTaBIIeHO Ha PiBHI XapaKTEPUCTHK BHOPAaHOTrO
MpeIMETy, 3 ypaXyBaHHSIM PEUTHHTIB Ta MOKYIOK I[HOTO
TOBapy, TOILO.

PiBenp neramizanii BH3Hauae 00’€M TIOSCHEHb Ta
YaCTKy XapaKTePUCTUK Ta JeTajled «3a 3aMOBUYBaHHIM)
npu ¢dopMyBaHHI mosicHeHHs. Hampuknan, npu  Qop-
MyBaHHI TOSICHEHb B PEKOMEHAALIHIH CUCTeMI MOXYTb
OyTH BpaxOBaHi MOMICSYHI, IOTHXKHEBI, MOJACHHI 3MIHU
MPOIaXxiB BUOPAHOTO TOBAPY a00 MOCTYTH.

MHOXHHA aCMeKTiB BH3HAYAE «3Pi3u» POOOTH iHTe-
JIEKTyaJIbHOI CUCTEMMU. Tak, IOSCHEHHSI MOYKE BPaXOBYBaTH
(iHaHCOBMIA, YaCOBHWIi, TeXHIYHUU Ta iHIIN acnekT. [Ipu
(dopMyBaHHI MOSCHEHHS Y (hiHAHCOBOMY aCIeKTi PO3IJis-
JIa€ThCsl B MEpITy 4epry (piHaHCOBHI BHTpAIll KOPUCTYBaYa
y BUIAJKy BUKOPUCTAHHS OTPUMAaHOI BiJl IHTENEKTYaIbHOT
cucreMu pexomeHnanii. Hanpuknan, ¢pinaHcoi nepeBaru
BiJl BUOOPY 3alpoOIIOHOBAHOI'0 PEKOMEHJAIiHHOK CHCTe-
MOIO TOBapy abo0 MOCIYTH.

INosicHeHHs y 4acOBOMY aCIeKTi BPaXxOBYE aKTyallb-
HICTh BUKOPHCTAHHS PE3YNIbTaTy POOOTH IHTEIEKTYyaIbHOT
cucreMu Juis BUOpaHoro mnepiogy 4vacy. Tak, pitieHHs-
MIPOTOTHUIHU JIJIsl CACTEMH Ha OCHOBI IPELEJCHTIB MOXYTh
OyTu peanizyeMuMH, aie 3actapiiumu. BiamoBinHo, Taki
pillieHHs] MalOTh OOMEXKEHHWIl 1HTEepBan BHKOPUCTaHHS Y
qaci.

[osicnenHss y TexHi4YHOMY (0iOJIOTiYHOMY, TOIIO)
ACIIeKTI BU3HAYA€ IMEpEeBard Bijl BUKOPUCTAHHS 3aIporo-
HOBaHHMX IHTEIEKTYaJIbHOI) CHCTEMOIO TPOIO3HUIIHA Yy
BU3HAUEHIN mpeaMeTHil obnacti. Tak, MOsSCHEHHs MION0
BUOOpY TPHUCTPOI B PEKOMEHIAIIWHIM CHCTEMI MOXe
MicTUTH 1H(OPMALIII0 NPO HOro TEXHIYHI IepeBard Haj
KOHKYPYIOUHMH TOBAPAMH.

[pencraBneHHs KOHTEKCTY BUKOPUCTaHHS Pe3yiib-
TaTiB pOOOTH IHTEIEKTYaIbHOI CHCTEMH KOPHUCTyBadeM
3a3BHYall BUKOPUCTOBYE 1H(OPMAIIiIO TPO I, IepeBaru
Ta 0OMeXeHHs1 KoprcTyBada. ToMy BUSHAUEHHS KOHTEKCTY
KOpUCTYBa4a € ITEPaTUBHOIO MPOIETypOI0 1 MOTpedye
3BOPOTHOT'O 3B’S3KY JJISI OKPOKOBOI'O YTOYHEHHS MOsC-
HEHb.

[lo-Tpere,  TOSCHEHHS  MalOTh  BPAaXOBYBaTH
(YHKIIOHATIBHICTE 1HTENEKTYadbHOI CHCTEMH B ILIIOMY,
MIpU3HAYCHHS 00’€KTIiB, 3 SKUMH OINEpPye TaKa CHCTEMa, a
TaKo)X 0a30Bi BiTHOIICHHS MK 00’ €KTaMH Y TIPEIMETHIH
obacri.

Habip ¢yHKIif iHTETeKTyalIbHOI CHCTEMH BH3HAYa€e
il TOBEmiHKY, MOCHITOBHICTh I1i poborn. Tomy amami3
KypHATy TOJiil CHCTEMH 3 BHKOPHUCTAHHSIM 3HaHB PO il
GyHKIIT  Ja€  MOXKIHUBICTH TOKa3aTH  IOCIIJIOBHICTH

NPUMHATTS pillleHb i, TUM CaMHUM, ITJBHIIUTH IOBipYy
KOpHCTYBaya.

3HaHHS, II0 BHUKOPHCTOBYIOTHCS JUIS TIPUHHATTS
pillIeHb B iHTENEKTyalbHIA CHCTEMi, BPaXOBYIOTh IIPH3HA-
YeHHS 00 €KTIiB, MOJ0 SKHX BHKOHYEThCA BUBiA. Taki
3HaHHA JIAI0Th MOXKJIMBICTh BU3HAYHUTH PiBHI a0CTpaKIii Ta
Jeraimizanii y KOHTEKCTI BHMBOLY B IHTENEKTYaJbHIN
CHCTEMI 1 IiJBUIUTH TOYHICTH TOSICHEHHSI.

3HaHHS TPO BiJHOMICHHS MK 00’€KTaMH B IIpea-
METHill 001acTi BH3HAYAIOTh OCOOJMBOCTI 3aCTOCYBaHHS
OTPUMaHUX B IHTENEKTYaJbHIH CHCTEMi pe3yJbTaTiB.
BinmoBiHO, Taki 3HAHHS JAIOTh MOXKJIHBICTB IETaTi3yBaTH
(hiHAHCOBMIA, YACOBWH, TEXHIYHUM Ta IHINI AaCIEKTH
TMOSICHEHHSI 3 METOI0 BU3HAYKMTH KJIFOUOBI JUISI KOPUCTYBaya
XapaKTEPUCTUKU OTPHUMAHOTO PIllIEHHS.

Jyist 3a10BOJNIEHHST HAaBEAECHUX BHMOT HPOIOHYETHCS
Bukopuctati npuHnunu [10] y3romkeHHsS 3HaAHB IS
nosicieHHs1. KOHIEMIisl y3ro/[DKeHHsS 3HaHb MOJATae y
TOMY, IO JUIS peaii3allii BUBOAY y NpPEAMETHIH oOmacti
HEeoOXiTHO BUKOPHCTOBYBAaTH HE IPOCTO HECYNEepeuHi 3
MO3UIIIH JIOTIKKM 3HaHHA, a JIMIIE Y3TO/DKeHi (akTu, mpa-
BWIIa, rimore3n. CxeMy y3rofpKeHHs! 3HaHb 3TIJHO Tpe-
CTaBJICHHX BUMOT HaBeJlleHO Ha puc. 1.

3HaHHA 1010
MpeaMeTHOT 001acTi

3HaHHA 010 3HaHHA 010

MTOCJTITOBHOCTI notped
poboTH cuctemMu KOpHCTyBada
Konreker KOH?GKCTi
(bYHKI[IOHYBaHHS BUKOPHUCTAHHS
IHTEeNEeKTyanbHOL pe3yJnbTaTiB
CUCTEMU KOPUCTYBa4YeM

VY3romkeHHs 3HaHb 3 ypaXyBaHHSIM KOHTEKCTY:
1) piBens abcTpakiiii;

2) piBeHb meTaizarii;

3) gacoBwuii, TEXHIYHKH, (IHAHCOBHIA Ta iHIIT
ACIIEKTH KOHTEKCTiB (PyHKITIOHYBaHHS Ta
BHKOPHCTAHHS pe3yJIbTaTiB poOOTH
IHTEJIEKTYaIbHO1 CUCTEMHU.

(DopMa MPCACTABJICHHA MOSACHCHHA

Puc. 2. Cxema y3romkeHHs 3HaHb 31 THO BUMOT JI0 TIOSICHEHb

@DaKkTHYHO KOHIEMIliI y3TOPKEHOCTI 3HAHb Ja€
MOXJIUBICT BUKOPHCTATH JUISI OTPUMAHHS pe3yibTaTy B
IHTeNIeKTyaNnbHIA cHucTeMi Habip Timore3 3i CXOXKOMO
ceMaHTHKOW. Hampukian, mpu ¢opMyBaHHI MTOSCHEHHS
JUISl PeKOMEHAAIIIHOI CHCTEeMH y3TOJKEHHsI O3HAYae, M0
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¢dopMa TpencTaBieHHsS NOSCHEHb 3 OTHOTO OOKy Mae
BIJINIOBiIaTH iHTEpecaM KOpHCTYyBaya, a 3 iHIIOro — Bigo0-
paxaTu MexaHisM (opMyBaHHS pekoMmeHnarii. [Ipu y3-
TO/DKEHHI IHTEpECiB KOpHUCTyBada Ta MOXKIIMBOCTEH
CHCTEMH HEOOXiJHO 3a7aTH AeTalli3alliio 3 BU3HAYCHHSIM
IHTEepBaJly aKTyaJbHUX 3HaHb, (IHAHCOBUX Ta TEXHIYHHX
XapaKTEePUCTUK PEKOMEHIOBAHOI'O 00 €KTY, a TAKOX KOH-
TEKCTy Horo BUKOpUCTaHHA. [locmimoBHICTH NOAaHHA
iHpopMarii y HOosICHEHHI MO)ke OyTH BH3HAYeHa 3 ypaxy-
BaHHSM IIOCJIiIOBHOCTI ITOOY/I0BH PEKOMEH IAIIi.

Mopenb NOsICHEHHSI, 3TiHO IIpeACcTaBieHol Ha puc. 1
CXEMH, Ma€ peasli3yBaTH MPUHINIH Y3TOJDKEHHS 3HAHb T10
TEXHIYHOMY, YaCOBOMY, (hJiHAHCOBOMY Ta 1HIIIMM acreKTam
TIOSICHEHHS 3 ypaxyBaHHSIM CTYyINEHIO abcTpakuii Ta cry-
TIEHIO JIeTalTi3alii.

B Mozmeni BpaxoBYrOTbCS  Taki
Y3TO/PKEHUX 3HAHb:

— BIAMOBIAHICTG BXIAHUX MJAHUX Ta 3HAHb MO0
MIOTOYHUX BIIACTUBOCTEHN MpeIMETHOI 00nacTi;

— BIJINOBIIHICTH TIMOTE3;

— NPUHAHSATHICT PE3yNbTATIB.

I[Tpu BimOOpi B BXiHUX (aKTIB Ui BUBOAY PE3yib-
TaTiB HEOOXiJTHO BPaxOBYBaTH iX Y3TO/PKEHICThb, B CEHCI
BIAIIOBIHOCTI MOCTABJIEHIN 3ajayi. Y3roKEeHICTh 3HAHb
OylneMo Mo3HAYaTH 3HAKOM «~». lnest miaxomay mosnsirae B
TOMy, MO0 BU3HAYMTH 0a30Bi (akTH W rinore3nm Ta
Y3TOIUTH 3 HUMH BCI IHII 3HAHHS, I0 HEOOXIOHI IS
BUPIIICHHS TIOTOYHOT 3a/1a4i. Y 3rOKEHICTh A1 map (GakT-
iB Si>Sj , IO 33/1at0Th CTATHYHHUH OIHUC NPEAMETHOI obac-
Ti, Ma€ BUTJIS:

XapaKTCPpUCTUKU

(SL""‘S}') = (Sl""‘Sj), Si,S]’ ES. (1)

3rigno (1), mis GopMyBaHHS IiIMHOXKHHU Y3TOJ-
KEHUX BXIJHUX (aKTiB JOCTATHBO IX HOMAPHOI Y3rof-
xeHocTi. Take BU3HAUSHHS J]a€ MOXIIUBICTh 00’ €JHYBaTH
y3rojpKeHi (akTy 3 Pi3HUX aCHEeKTiB KOHTEKCTY (yHKIio-
HyBaHHSI Ta BUKOPHCTAHHS PE3YJbTATiB pOOOTH iHTENeK-
TYyaJbHOI CHCTEMHU, & TAKOX 3MIHIOBAaTH PiBEHb JIeTaji3aii
a00 BUKOPHUCTOBYBATH JOJATKOBI aOCTpaKIIii.

Slkuro rinoresa g, BUCTYIIAE B SKOCTI MOSICHEHHS IS
¢axry s;, T00TO g, = €xpl(s;), To y3romkeHa rimoresa g,
MOXKE€ BHCTYIIATH B SKOCTI MOSICHEHHSI ISl Y3TOKCHOTO

daxry s;:
(gm = expl(s; )N (s;~s)) = @)
= 3 gu: (Gm~g) (gn = expl(sy)).

lnore3u g,,,gn € Y3rO[UKEHHMH B TOMY BHUIAJKY,
SIKIIIO OJHA TIMOTEe3a € YaCTHUHOO 1HIIION:

Im~Gn = (gn c gm)\/(gm c gn)s Im-9n € G. (3)

Muoxuna (akrtiB S; Ta rimore3 G, Y3TOLKYEThCS 3
1HIIIOFO TITIOTE3010 P, AKIIO OCTAHHSA € 1X TTOSICHEHHSIM

b= expl(si’Gn) = p~(5i:Gn)~ (4)

[IpuiHATHICTE OTPUMAHOTO pe3yAbTATy 7T, TpH
BHpIIIEHHI 3aj7]adi 3alle)KUTh BiJl Y3TOLKEHOCTI IHOTO
Pe3yABTATY 13 MHOKHHOIO 1HIIIMX Pe3yAbTaTiB R, mo Oymu
OoTpMMaHi TpH BupimieHHI i€l >x 3amadi. ToOTo Bei

pe3ynbTaTy i3 MHOKMHHA R MatoTh OyTH y3TOPKEHUMH MK
coboro Ta 3 rirmore3aMH, 10 Oy BHUKOPUCTaHI IIpU iX
OTpUMaHHi:

V(7,1 € R) (1c~11),3(gm~Tie) - (5)

Moaem, nosicieHus E 3 Y3TO/PKCHHAM 3HaHb Mae
BUTJIAO:

E = {S,G.,R:
VSi ES HSJ': (Si"’Sj), ng EG agn: (gm~gn) (6)
VTk € R ElTl,gmi (rk~rl)9 (gmNrk)}'

3rigHo (6) MHOXXMHA (aKTiB, TiOTE3, PE3yJIbTaTiB
Mae OyTH oOMe)KeHa JINIIE Y3TOPKEHUMH €lIeMEHTaMU.

BucHoBKkH. 3ampornoHOBaHO MOJAENb IMOSCHEHHS B
IHTENEKTYyallbHIM cucTeMi Ha 0a3l y3ro/pKeHHs 3HaHb Ta
JaHuX. Mojenb MiCTUTh (pakTH, TiMOTe3W Ta pe3yNbTaTH,
SIKi Y3TOPKEeHi Mix COOOI0 Ha OCHOBI MOTJIMHAHHS TiIOTE3,
TMIOSICHEHb TiNoTe3 yepe3 (aKkTh Ta iHIII TiIOTE3H, a TAKOX
BIJIMIOBIJTHOCTI Mi>K COOOK OTPHMMAaHHX pe3yibTarTiB. Taka
CTPYKTYpa MOJIENi JJa€ MOXITUBICTh OOMEXHTH BHKOpPHUC-
TaHHS HESIBHUX Ta HETOYHMX 3HAHB JIMIIE iX y3rO/KEHOI
MiIMHOXXWHOIO. [IpakTHyHe BUKOPUCTAHHS MOJAEINI J103BO-
nsie OyayBaTH TIOSICHEHHS 3 YpaXyBaHHSM CTYIEHIO a0cT-
pakuii, piBHs AeTanizauii omucy mpeaMeTHOi obiyacti, a
TaK0XX BUOPAHOTO aCMEKTy PO3TJISIy OTPUMAHOI PEKOMEH-
Janii Bijl IHTENIeKTya IbHOI CHCTEMH.
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JOCJIJIXXEHHS CYMICHOI'O BUKOPUCTAHHS MATEMATHYHOI MOP®OJIOT'Ti TA
3rOPTKOBUX HEMPOHHUX MEPEX /151 BUPIIIEHHS 3AJTAUI PO3III3HABAHHS IITHHUKIB

Pobora mprcBsiueHa BUPIIICHHIO 3aa4i PO3Mi3HABaHHS 300paXeHb, 0 MICTATH iH(OPMALil0 CHMBOJBHOIO THITY, INTPUX KOIH, JIOTOTHIH, a00 iHII
3Haku. [IpukiagoM Takux 300pakeHb € IIHHUKH B TOPrOBEJIBHUX ICHTpax, (aepa, 3ampolueHHs, OineTd Ha pi3Hi 3axoxu. IHdopmaris Ha Takux
300pa)KeHHSIX Mae pi3HMM T i 1i po3mi3zHaBaHHS HOTpeOye BIAMIHHUX MiAXOAIB. B poboTi po3mismanock MUTaHHS PO3Mi3HABAHHS LIHHHUKIB B
TOProBEJIbHUX Mepexax. s po3mi3HaBaHHS €JIEMEHTIB 300pa)KeHHs CYyTTEBY POJIb Bilirpae TOYHICTH iX ACTEKTyBaHHs. Byno JOCTiIKEHO TO€qHAHHS
KJIACHYHUX METOMIB aHali3y 300pakeHb Ta HellpoMepexeBoro migxoxy. OcobauBy yBary 6yJo IPUALIEHO NOCIIPKEHHIO Y MOPIBHUIBHOMY acH eKTi
JIETEKTYBaHHS 00’ €KTiB MeTofAaMu MOp¢oIIorii Ta IUISIXOM 00pOOKH 3rOpTKOBOIO HEHPOHHOI Mepexero. J[ociipkeHHs moka3ay, mo Mopdooris nae
3HAYHO HIKYY SKICTh JCTCKTYBAaHHS HDXK HEHPOHHA Mepexa, aje y JeKiibka pasiB mepeBuinye ii y mBuakoxil. OCKINbKHM LIBUIKOIIS Ma€ BEJHKE
3HA4YeHHs [l peaizawil aJropuTMiB Ha MOOLIBHUX NPUCTPOSX, 1O Mopdoorii 6yna roxaHa o0pobka K0oAaTKOBUMH (ibTpaMy Ta HOpMaiizallis
TeOMETPHYHHX CIOTBOPEHB, [0 CYTTEBO IOJIIMIIMIO TOYHICTh IETEKTYBAHHS Ta MOJAJBIIOrO PO3Ii3HABaHHS. 3a pe3yibTaTaMU JOCITI/UKEHb [HTaHb
JICTEKTYBAaHHS Ta PO3Mi3HABAHHS IUTPUX KOLY i CHMBOJIBHOI iH(popMaNii, 10 IPHCYTHS Ha L{IHHUKAX, 3p00JICHO BUCHOBKH IO10 OOPaHHS MiAXOMIB Ta
TEXHOJIOTIH [l BUpIIICHHS [MX 3a/a4, Po3po0JICHO alropHTM Ta Ha HOro OCHOBI 3aCTOCYHOK I PO3Mi3HABaHHS IL[IHHHUKIB Pi3HUX TOPrOB eIbHUX
Mepesk. Takox Oyna po3podieHa MoOLIbEHA BEPCis 3aCTOCYHKY. ANFOPHTM IOOYZA0BAaHO TAKHM YHHOM, IO IEPIINM KPOKOM € IETEKTYBaHHS OMOPHOrO
@NIEMEHTY, HANpHKJIal, IITPUX KOy, Jaji BIJHOCHO OIOPHOTO €JIEMEHTY BinOyBaeTbCsl NAETEKTYBAaHHS IHIIMX eleMeHTiB IiHHuka. LlITpux xonm
JIETEKTYEThCS 32 JOMOMOIOI0 MaTeMaTH4YHOI MOP(OIIOrii Ta METOAIB MATEMATHYHOI CTATUCTHKH, 5IKA BUKOPUCTOBYETHCS ISl MiBHUILEHHS TOYHOCTI
aNrOpUTMy, ab0 32 JOMOMOrOI0 3rOPTKOBHX HEHPOHHHX Mepex. J[s neTekTyBaHHS L(iHM Ta Ha3BH TOBapy BHKOPUCTOBYETHCS 3rOPTKOBA HEWpOHHA
meperka CRAFT, mo Bmie 00po0asTH 300pakeHHSIMH HH3BKOI sIKOCTi. 3HaiifeHI Ha3Ba Ta I[iHAa HOPMAJI3yIOTbCS IJI1 YCYHEHHS I'€OMETPHYHUX
CIIOTBOPEHb Ta MEPENAIOTHCS JUIsl po3misHaBaHHs Oi6mioreni Tesseract. Lls 6i0mioreka mpaiioe 3 6araTbMa MOBaMH Ta 3HAXOAUTHCS Y BIIKPUTOMY
JIocTyIi. 3aCTOCYHOK JUIst pO3Mi3HABaHHS LIHHUKIB OYB cTBOpeHuit MoBoto C++ 3 BukopucTanHaM 6i6miorek OpenCV, ZXing, Libtorch, Tesseract.
KaiouoBi ciaoBa: posmisHaBaHHs 300pa)keHb, JETEKTyBaHHA 00’€KTiB, Mopdosoris, HopMai3allii TeOMeTPUYHUX NEPETBOPEHb, 3rOPTKOBA
HeiipoHHa Mepeska, PeKypeHTHa HeHpOHHA Mepexka, HaBYaHHs HefPOHHOI MepeXxi, TopriBeibHa Mepexka, LiHHUKHU, LITPUX KOJ, IPOrPaMHHI 3aCTOCYHOK.

A. P. KOBTYHEHKO, E. B. IKOBJIEBA, B. A. TIOBYEHKO, O. B. AHI OJIEHKO

UCCJEJOBAHME COBMECTHOI'O UCNOJIb30BAHUSI MATEMATHYECKOI MOP®OJIOTHU
1 CBEPTOUYHBIX HEIPOHHBIX CETEN /151 PELIEHMSI 3AJIAYU PACITIO3HABAHUSI
IEHHUKOB

Pa6oTa nocpsieHa pemeHtIo 3aJa41 Paclio3HaBaHHUs U300 paXkeHHH, Coiep KaluX HH(POPMAINIO CAMBOJIBHOTO TUIIA, IITPHX KOJBI, JIOTOTUIIBI U APy THE
3Haku. IIpuMepoM TakuX M300pa’keHMH SBIAIOTCA LIEHHHKH B TOPTOBBIX IIEHTpax, (uaepa, MpUIJIAIlCHHs, OMIETH HAa Pa3IM4HBIC MEPOIPHATHUS.
Hudpopmanus Ha TakuX H300paKeHHAX DPa3sHOTHMIHAS M €€ paclo3HaBaHHE TpeOyeT OTIMYHBIX MOAX0m0B. B pabore paccmaTpuBaics Bompoc
pacro3HaBaHUs LIEHHUKOB B TOPTOBBIX ceTsX. {71 pacro3HaBaHUs 3JIEMEHTOB H300paykeHHs CYIIECTBEHHYIO POJIb UTPAET TOUHOCTh UX ACTEKTUPOBAHHS.
Bbu10 MccnenoBaHO coyeTaHHe KIACCMYECKMX METOMOB aHalM3a M300pa)keHMHd M HelpocereBoro moxaxonaa. Ocoboe BHUMaHUE ObUIO yJEIEHO
HCCIIEIOBAaHUIO B CPAaBHUTEIBHOM aCHEKTE JETEKTHPOBAHHUs 00BEKTOB METOAAMU MOPGOIOTUH U TyTeM 0OpabOTKU CBEPTOYHOM HEHPOHHOH CEThIO.
HccenenoBanus mokasany, 4To MOP(OJIOrHs 1aeT 3HAYUTEIbHO 0oJiee HU3KOe KaueCTBO AETEKTUPOBAHHS, YeM HEHPOHHAs CeTh, HO B HECKOJIbKO pa3
IIPEBBIIIAET €€ B ObIcTpoaeiicTBIM. ITockonbKy ObICTpOelicTBHE HMEET O0MbIIOE 3HAUEHHE IS Pealn3aliii aIrTOPUTMOB Ha MOOMIILHBIX YCTPOHCTBAX,
K Mop¢osorun O6buta 100aBiIeHa MOCTOOPAaOOTKA JIONOIHUTENBHBIMU (UIBTPAMU M HOPMaJIU3alUs F€OMETPHYECKUX MCKKEHUH, YTO CYLIECTBEHHO
YAy4IINIO0 TOYHOCTh JE€TeKTHPOBAHHS U IOCIEAYIOIIEro pacnosnapanus. Ilo pesynprataMm uccie0BaHUN N€TEKTUPOBAHHSA H PACIO3HABAHUS IMITPHX
KOJIa ¥ CUMBOJIBHOM MH(OPMaLUHK, IPUCYTCTBYIOIMX Ha IIEHHUKAX, CeJaHbI BEIBOABI 00 N30paHUH ITOAX00B U TEXHOIOTHH IS pelIeHus] THX 3aad,
Pa3paboTaH aArOPUTM H Ha €0 OCHOBE IIPUIIOKEHUE JUIS PAaCIIO3HABAHUS LIEHHHKOB Pa3/IMYHBIX TOProBhIX ceTeil. Takke OblIa pa3paboTana MOOUIbHAS
BepCHs IPUIIOKEHUS. AITOPUTM IIOCTPOCH TAKUM 00pa3oM, 4TO NEPBHIM LIATOM IPOHCXOAUT JIETEKTHPOBAHUE OIOPHOTO 2I€MEHTA, HalPHMep, I TPUX
KOJIa, laJiee OTHOCHTENIBHO OMOPHOT0 YJIEMEHTa AETEKTUPYIOTCS APYTHE JIeMEeHTHI leHHHKa. IIITpux Kol JeTeKTUPYyeTCsl C TIOMOIIBI0 MATeMaTHIECKOH
MOpPGOIOTHY M METOJOB MAaTEMAaTHYECKOH CTATHCTUKH, MCIONB3YEMBIX M1 HMOBBIECHHUS TOYHOCTH aNTOPHUTMA, MIH C MOMOLIBIO CBEPTOYHBIX
HEWPOHHBIX ceTeil. JIJ1s 1eTeKTHPOBaHuUS LICHBI M HA3BaHUS TOBAapa HCIIOJIb3YIOTCS cBepTouHas HeliponHas cetb CRAFT, kotopast ymeer oOpadaTbiBaTh
n300paXkeHHsl HU3KOro kKadecTBa. HajiiieHHbIe Ha3BaHME U LI€HA HOPMAIU3YIOTCA A yCTPAaHEHHUs TE€OMETPHUYECCKHX HCKaXXCHHH U MepeqaloTcs st
pacniozHaBanus Oubanoreke Tesseract. [lanHas OGuOIMOTEKAa pabOTAET CO MHOTMMHM S3bIKAMU M HaXOMUTCSA B OTKPBITOM jgoctyne. [Ipuioxkenue st
pacro3HaBaHus LIGHHUKOB ObLIO co3aaHo Ha si3bike C ++ ¢ ucnonszoBanuem oubmorek OpenCV, ZXing, Libtorch, Tesseract.

KiroueBble cj10Ba: pacro3HaBaHKe H300paXKEHUH, IeTeKTUPOBAHHE 00BEKTOB, MOP()OIOrHs, HOPMAIU3ALH FTeOMETPHIESCKHX IPeodpa3oBaHuil,
CBEpTOUHAS] HEHPOHHAs CeTh, PEKypPEHTHas HEHpOHHas CeTb, 0OydeHHEe HEHPOHHOH CEeTH, TOProBas CeTh, LHEHHHUKH, IITPHX KOJ, IPOTrPaMMH 0e
MIPHIOXKEHHE.

A. R. KOVTUNENKO, O. V. YAKOVLEVA, V. A. LIUBCHENKO, O. V. YANHOLENKO

RESEARCH OF THE JOINT USE OF MATHEMATICAL MORPHOLOGY AND CONVOLUTIONAL
NEURAL NETWORKS FOR THE SOLUTION OF THE PRICE TAG RECOGNITION PROBLEM

The work is devoted to solving the problem of recognizing images containing symbolic type information, barcodes, logos and other signs. Example of
such images are price tags in shopping centers, flyers, invitations, tickets to various events. The information on such images is of a different type and its
recognition requires various approaches. The work addressed the recognition of price tags in retail chains. The accuracy of object detection has a
significant role for their recognition. A significant role for recognition of image elements has the accuracy of their detection. The combination of classical
methods of image analysis and the neural network approach were investigated. Particular attention was paid to the study in the comparative aspect of the
object detection by morphological method and by processing a convolutional neural network. Studies have shown that morphology yields a significantly
lower detection quality than a neural network, but is several times faster than it. Since speed has a great importance for the implementation of algorithms
on mobile devices, post-processing with additional filters and normalization of geometric distortions were added to the morphology, that significantly
improved the accuracy of detection and subsequent recognition. Based on the research results of detection and recognition of barcodes and symbolic
information presented on price tags, conclusions are drawn about choosing approaches and technologies for solving these problems, an algorithm has
been developed and, on its basis, an application for recognizing price tags of various retail chains. A mobile version of the application has been developed
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also. The algorithm is constructed in such a way that the first step is the detection of the supporting element, for example, a barcode, then other price tag
elements are detected relative to this supporting element. The barcode is detected with the methods based on mathematical morphology and mathematical
statistics which were used to improve the accuracy of the algorithm, or convolutional neural networks. To detect prices and product names, the
convolutional neural network CRAFT is exploited, which can process low-quality images. The found name and price are normalized to eliminate
geometric distortions and transferred to the Tesseract library for recognition. This library works with many languages and is in the public access. The
price tag recognition application was created in C ++ using the OpenCV, ZXing, Libtorch, Tesseract libraries.

Keywords: image recognition, object detection, morphology, normalization of geometric transformations, convolutional neural network,
recurrent neural networks, neural network training, retail chains, price tags, barcode, software application

Beryn. B ocraHHe gecsaTupiyds B BHpIlIEHHI
6araTtbOX 3a/1a4 KOMII IOTEPHOTO 30pYy IOCSATHYTI CYTTEBI
yCIIiXu, 0COOJIMBO, B 00JacTi Kiacugikalii, 1eTeKTyBaHHS,
cerMeHTallii, po3misHaBaHHs 00’€kTiB. OcoONMuBiI ycmixu
TIOB’sI3aHi 13 CTPIMKHM PO3BUTKOM HEHPOHHHX MEpEK, alle,
SK 1 paHile, BeTHKa KUIBKICTh 3alad MOTPeOYIOTh
BUKOPHCTAaHHS KJIAaCHMYHUX MerofiB. He3Bakarounm Ha
YCHiXH, IiCHye MOTpeda y TOMANBIINAX JJOCIIIKEHHIX
MUTaHb JETEeKTYBaHHS Ta pO3Mi3HaBaHHA OO0 €KTIB Ha
300pa)XCHHSX, HANpPUKIAT, Ui BUPINIEHHS KOHKPETHUX
3a1a4, e Ha OJHOMY 300pa)k€HHI TPHCYTHI 00 €KTH
MPUHIMIOBO BiMIHHOTO THUMy (TEKCT, INTPHX KO,
JIOTOTUN Ta iH.) Ta BUMaraeTbcs poboTa B pPEXUMI
peanbHOro uacy. Taki 3amadyi moTpeOylOTh TOEJHAHHS
OaraTboX MiAxodiB 00poOKM Ta aHami3y 30pOBOI
inpopmanii. PoOora mpucBsueHa BHpILICHHIO 3a/a4i
pO3ITi3HaBaHHS MIHHUKIB Yy TOPrOBENBHUX MeEpexax, a
came, JISTeKTYBaHHIO Ha HHMX LITPUX KOy, LliHA Ta Ha3BU
TOBapy.
Amaniz npoGiieMn Ta OOIPYHTYBaHHS TE€MHU IOCHif-
JKEHHS [IOJIATa€ Y HACTYITHOMY:
e BiiCcyrHs enuHa 0a3a I[H TOBapiB pi3HHX
TOPTOBENBHUX MEPEXK;

®  CKJIQIHICTbH aBTOMaTHUYHOTO KOHTPOIIO
KOPEKTHOCTI 1iH Ha I[IHHMKAaX TOBapiB Yy
TOPriBeIbHOMY 3alli, a00 TMOpPIBHSHHSA I[IHU
OJIHAKOBHX TOBapiB y PI3HUX TOPTrOBEJIbHUX
Mepexax;

® BIJICYTHICTh €IMHOrO CTAaHAAPTYy LIHHHUKA (IMB.
puc. 1);

® CKJIAJIHICTh JETEKTYBaHHS Ta pO3IMi3HABAHHSI
00’€KTIB Ha 300pa)KEHHI 3a HASBHICTIO 3HAYHUX
TIePEeIIKO/.

———— —

Nivea for Men
Bodylotion

s 5 99

Fanta
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Puc. 1. [lpukiamy wiHHKEKIB pi3HUX (HOpMATiB

ITocTanoBka 3agaui aociaimxkeHb. MeToro maHOl
pOOOTH € MOCTIMKEHHS CyMICHOIO BHKOPHCTAaHHS MaTe-
MaTHU9HOI MOPQOIIOTii Ta 3TOPTKOBUX HEUPOHHUX MEPEK
JUTS BUpIIIEHHS 3a[adi PO3Ii3HABaHHA I[IHHHUKIB Y TOPTO-
BEJIbHUX MepexKax.

s nocsTHEHHS METH HEeoOXimHO OYyIno po3TsHYTH
TaKi MATaHHS:

e pO3poOKa MAXOAy IJIs PO3Ii3HABAHHS IIHHUKIB

Ha 300pa’keHHi;

e JICTEKTYBaHHS IUTPUX Koxy (Mar. Mopdooris,
HelpOHHa Mepexa);

e [IIroTOBKA JAHUX ISl HABYAHHS MeEpexi s
MOIIYKY ITPHUX KOJIB;

® HaBYAHHS HEUPOHHOI MEPEXKi ISl TIOUIYKY IITPHX
KOJIiB;

e T[OPIBHAHHS PE3yJbTaTiB MOLIYKY HITPUX KOZIIB
METOJaMH  MaTeMaTH4Hoi  Mopdoorii  Ta
HEUPOHHOIO MEPEXKEI0;

® pPO3Mi3HABaHHSA MITPUX KOLY;

e [IOUIYK Ta PO3Ii3HaBaHHS TEKCTOBOI iH(poOpMaIii
Ha IIHHUKY.

Ha ocHOBi pe3ynbTaTiB JOCTIKEHb pPO3POOUTH
3aCTOCYHOK JIJIsi aBTOMAaTUYHOTO 3YMTYBaHHS iHpoOpMallii
npo 1iHy, Ha3BYy, WITPUX KOJ TOBapy 3 (OTO, sIKe 3aBaH-
TaXy€e KOPUCTYBad, 3a pPaxyHOK 3HAXO/KEHHsSI MEBHUX
00’€KTiB, iX BUITy4eHHS Ta PO3Mi3HABAHHS.

Bumoru 10 3aBaHTOKEHHUX 300paXKeHb:

e cucreMa NOBMHHA MPAIfOBATH 3 300pakKEHHSAMHU
¢dopmaris: jpg, png, bmp, po3ninbHa 3IaTHICTH
skux He Hk4da 300 dpi;

e 300pakKeHHs LIHHUKIB OBUHHI OyTH y oKyci Ta
3aiimatu He MeHIe 15% 300pakeHHs;

e Ha OJHOMY 300pa)KCHHI TOBHMHHI OyTH JIMIIE
OJIHAKOBI TUIY LIHHKKIB (JIUB. pHC. 2).

i —
Fluorid Zahncrome

545) -
732

Puc. 2. Tlpuknan 3aBaHTa)keHOr0 300paKeHHs

JlocaifskeHHsI TNUTAHHA [eTeKTYBaHHS INTPHX
KOy MeTOA0M MaTeMaTH4YHOI Mopdosorii.
MatematinaHa Mop¢oJoris mpeacTaBisie coboro Habip
aNTOPUTMIB OOPOOKHU 300pa’keHb, B OCHOBI SIKUX JICKUTH
ormepamis 3TOPTKA i3  TONEPEIHHO  BH3HAYCHUMHU
CTPYKTYpHUMH  eleMeHTamu —  abnonamu  [1].
CTpyKTypHHH €IEMEHT — I MaTPUId, sIKa CKJIQAAETHCS 3
emementiB [0; 1], 1 BU3Ha4Ya€e miKcens, SIKA 00pOOII€ThCS,
Ta SIK Ha HHOTO OYAYTh BIUIMBATH ITIKCENi 3 300paKeHHS IO
cycinctBy. i BUKOHaHHA MOPQOIOTIYHUX Omnepariit
CTPYKTYPHHM €JIEMEHT MPOXOIUTh KOB3HHMM BIKHOM IIO
ycbOMY 300pakeHHI0. B 0CHOBI MaTeMaTHYHOI MOP(OIIOTii
3HAXOIATBCA omeparii eposis (erosion) Ta PO3MIMPEHHS
(dilation).

Eposist — omepariiss MaTeMaTHaHOi MOpQOIIOTii, Ipu
SKIH TIKCETh y BUXIAHOMY 300pa’keHHi, 10 BU3HAYAETHCS
CTPYKTYPHHM €JIEMEHTOM, NpHiiMae 3Ha4deHHs | nume y
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TOMY BHUIAJKY, SKIIO KOXEH OJIMHUYHUHA TiKCeNb
CTPYKTYPHOTO €JIEMEHTY CITiBIIa/Ie 3 OANHUYIHUM ITiKCETIEM
GiHapHOrO 300pa’keHHs, iHakmie npuiiMae 3HadeHHsa 0. B
pe3yabTaTi 3aCTOCYBaHHS olepallii epo3ii Bci 00 €KTH,
MEHIII HDK CTPYKTYPHHH €IEeMEHT, CTHPAIOThCs, 00’ €KTH,
3’€¢lHaHI TOHKAMH JIHISIMH CTalOTh pO3’€JHAHUMH 1
po3Mipu BCiX 00’€KTiB 3MeHIIyroThca. Ormeparnist eposii
KOpHCHA ISl BUAAIEHHS MaJIHX 00 €KTIB 1 PI3HUX IIYMiB,
ale y Iid omepamii € HEMONIK — yci 00’€KTH, SKi
3aJTMIIAINACS, 3MEHITYIOThCS B po3Mipi. Llelt edext MmokHa
MpuOpaTH, SKIIO MICIsS Omepalii epo3il 3acTocyBaTh
ollepaliifto pO3MMPEHHS 3 THM JK€ CTPYKTYpHHM
eneMeHTOM. Taka orepariist 4acTo OBTOPIOBANIACS, TOMY ii
BUHECIIM y OKpPEMY OIEpalil0 — BIIKPUTTA. Biakpurrs
¢binbTpye BCi 00’€KTH, MEHII HI’K CTPYKTYPHUI €JIeMEHT,
ale TpH [BOMY JOIOMara€ yHHKHYTH CHJIBHOTO
3MEHIIICHHS 1X po3Mipy. Ls1 omeparrist i7ieaabHO MiIXOAUTh
JUTS BUAJICHHS JIiHIH, TOBIIMHA SKHX MCHIIE, Hi)K JiaMeTp
CTPYKTYPHOT'O eleMeHTy. Takox BaXJIHMBO Iam’sTaTH, 10
micnst 1iei onepaiii KOHTYpH O0’€KTiB CTalOTh OLIBII
TJIIKUMH.

Po3umpeHHs — omnepaiiis MaTeMaTH4HOi MOPQOIIOTii,
Opu  SKifl miKcenb Yy BHXIHOMY 300pa)KeHHi, IO
BU3HAYAETHCA CTPYKTYPHUM CIICMCHTOM, anﬁMae
3HaueHHA | JHIIe y TOMY BUNAAKY, SKIIO Xo4a O OfMH
OMHUYHHH TMIKCENIb CTPYKTYPHOTO €JIEMEHTY CITiBIajie 3
OMUHMYHHUM IKCEIeM OiHApHOrO 300paXKCHHs, 1HAKIIe
npuiimae 3HaueHHs 0. K10 10 300pakeHHs 3aCTOCYBaTH
CIIOYaTKy OIEpalilo PO3UIMPEHHS, TO BOHA 3allOBHUTH
00J1acTi 3 MaJIMMHU JIipKaMU Ta IIIMHAMH, aJie [e TIPU3Be/Ie
JO 30UIbIIEHHS KOHTYpIB 00’€KTa. YHHKHYTH IIbOI'O
301IBLICHHS TO3BOJISIE OMepallisi epo3ii, BUKOHAHA Bilpasy
Ticiist onepariii po3IIUPEHHs 3 TUM K€ CTPYKTYPHUM elie-
MeHTOoM. Taka komOiHalis 0a30BUX omepaiiii BUIIEHa y
OKpeMy OIIepalliio — 3aKPUTTA.

OnHUM 3 THIOBHX 3aCTOCYBaHb MaT€MaTHYHOI MOp-
¢ornorii € BuaIEHHS HA GIHAPHOMY 300paXKEHHI KOMIIO-
HEHT, Yy SIKUX (opMa i po3MipH 3aJJ0BOJILHSIIOTH 3aJaHUM
oOMeXeHHsIM. Y TakuX 3aBIAaHHAX MOXIIMBA IMOOYIOBa
CTPYKTYPHOT'O €JEMEHTY, SIKHH IICNS 3aCTOCYBAaHHS 1O
OiHaApHOrO 300paKeHHs, 30UIBIINTh HEOOXIAHY OONACTB.
OCKIJIbKH IITPUX KOJI CKIIAJIAETHCS 3 BEPTUKAIBHUX JIiHIH 3
MPOMIDKKaMH, JJIs HOTO 3HAXOKEHHS MOXKHA 3aCTOCYBAaTH
Mopdooriuny onepariiro 3akputts. [Ticis 11 3acrocyBaHHs
BEPTHUKAJBHI JiHII y MTPUX KOOI 00’€IHYIOTHCA 1 YTBO-
PIOIOTH NPSIMOKYTHHUK. Jlaimi, s yCyHEHHS MOKJIMBOTO
3IIUTTA 3 IHIIAMH eJIEMEHTaMH TOpSI, HEeoOXiTHO 3acTo-
cyBaTH oleparii epo3ii Ta BUKOHATH aHANI3 OTPUMaHHUX
KOHTYpIB TI0 BiHOIIIEHHIO CTOPIiH IJIS BiAKUIAHHS 3aiBIX
€JIEMEHTIB. 3HA4YeHHS PO3MIpIB CTPYKTYPHUX EIEMEHTIB
OyJI0 OTPUMAHO eKCIIePUMEHTAJbHUM IUIIXOM, BOHH
3aNIeXaTh BiJ Aiana3oHy po30iry po3MipiB IITPUX KOMAIB Ha
3aBaHTAXEHUX 300pakeHHsIX. ToMy TpW TpaKTUIHIN
peatizamii 3ampornoHOBAHOTO IMIXOMy Tpeda IS 3aBaH-
Ta)KeHUX 300pakeHb BCTAHOBUTH OOMEXEHHS Ha YaCTUHY,
110 3aiiMae MiHAKUK, Y po3Mipi 15%, 300pakeHHs IHHNKIB
oBHUHHI OyTH y (hOKYCi, Ha OOHOMY 300paK€HHI MOXKYTh
OyTH JHIIe OMHAKOBI THITH IIHHUKIB.

Jns nomaTkoBoi QinbTpallii 3aBUX €JIEMEHTIB, sIKi 32
BiJIHOIICHHSM CTOPIH MAlOTh 3aJOBIIbHUI pe3ynbTarT,

HEeoOXiJTHO TopaxyBaTH METPUKH MaTEeMaTHYHOTO OYiKy-
BaHHS Ta JUCIIEPCii YaCTOTH MEPeXOIiB y KOXKHOMY PAAKY
KOXXHOTO BHJIJICHOTO perioHy 3 OiHapHOTrO 300pakKeHHS,
ane 10 MopdonoriuHux omnepaniii. ExcriepuMeHTansHIM
IUIXOM  OyfM  BUSIBIIGHI Taki HOPMHU: MaTeMaTH4YHe
OYiKyBaHHS y Jiama3zoHi Big 22 go 31, aucmepcis y
nmiamas3oHi Bix 5 mo 9. [luMu KOHCTaHTaMU MOXKHA peEry-
JIIOBAaTH TIOPOTM TOYHOCTI JIETEKTYyBaHHS, 00 Ha 3HIMKax,
SIKi 3pOOJICHI KaMEpOI0 3 MAJIOK PO3AUTHFHOIO 3JIATHICTIO,
micns OiHapu3anii BTpadaeTbest Oarato JIiHIM camoro
IITPUX KON, ajie TAKMM YHHOM 3pPOCTA€ YacTKa ITOMUIKOBO
3HaN/ICHNX EJIEMEHTIB.

OcCkinlbKM Ha 300pakeHHI IUTPUX KOO MOXKYTh
3HaXOIUTHUCS TIi/I HEBENMKMM HaxXWJIOM, Il BIUTUBAE Ha
pe3yabTaT TOAAIBIIOrO po3mi3HaBaHHiI. Tomy B poOOTi
MPOIOHYEThCS 1€ KPOK HOpMalizalii IeoMeTpHYHUX
NepeTBOpeHs [2].

B pe3ynbTati gocnimpkeHs 0yB po3po0IeHO aaropuT™
Ha OCHOBI orepanii MmaremaTiyHoi Mopdoorii s Jerek-
TYBaHHSI INTPUX KOAY, SIKMH CKIaJaeThesl 13 HACTYITHHUX
KPOKIB:

1. BinapusyBatu 300paxxeHHst (auB. puc.3) Ta mpo-

BeCcTH (PUIbTpaLlito MeiaHHUM (BLTBTPOM.

2. Bukonatu MopdonoriuHi omnepaiii 3aKpUTTS Ta
epo3ii (auB. puc. 4).

3. Orpumaru KOHTYpH, npoBecTH (inbTpalitoo (1o
BiJJHOLIICHHIO CTOPiH), alIPOKCUMYyBaTH KOHTYPH y
MPSIMOKYTHHUKH (IUB. pHC. 4).

4. BukoHaTH NOJAaTKOBY (inbTpamil0 Mo MaTeMma-
TUYHOMY O4YiKYBaHHIO (JIUB. pHC. 5).

5. TlpoBect HOpMaizalilo T'€OMETPUYHUX Iepe-
TBOPEHb OTPUMAHUX MPIMOKYTHHKIB.

| UsmY: ]‘

B aiiah  was

Puc. 4. Pesynbrartu 3acrocyBanHst Mopgororii (371iBa)
Ta 3aJIMTTS KOHTYPIB Ticis Hel (crpasa)

JlocaiokeHHs] TIMTAHHS JIETEKTYBaHHS IITPHUX
KOy 3a JI0NOMOroI0 3rOPTKOBHX HEHPpOHHHMX Mepex.
HeiipomepexxeBuii miaxin moTpiOye BENHKY KiIBKICTH
JMaHUX UTST HaBYaHHA. JIsl AOCTimKeHb OYyIno CTBOPEHO
JaTaceT MIHHUKIB 3 PO3MITKOI0 00IacTei, e 3HAXOIMITHCS
wrpux komu (mmB. puc. 6) [3]. Hdust  posmitkm
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BHUKOPHCTOBYBaBCsl 3acTocyHOK LabelMe [4], po3miveHi
300paxkenHs Oyimo mepeBeneno y ¢opmar COCO [5],
a”oraii 30epiranucs y oqaomy JSON daiii.

Puc. 5. Pesynbrat inbTpamnii 3a JOIIOMOror0 MaTeMaTHYHOTO
O4YiKyBaHHS

Puc. 6. [Tpuxnan 300paxkeHb 3 1aTaceTy Ta iX po3MiTKa

Ines apxitekrypu Mmepexi Hanexuts Zharkov A.,
Zagaynov |. [6]. Bora mpoBOAUTH MOIIYK 32 JIOMOMOTO0
CEeMaHTUYHOI cerMenTarlii. Tak sk INTPUX KOOU HE
HAKJIaJaloThesl OJMH Ha OIHOrO, TO 3aJa4y eK3eMIUIAPHOI
cerMeHTalii BupinryBatd Oyno He mnotpiOHO. Buxomom
Mepexi € 300pakeHHs, Y SKOMY IIiKCell NpHiMaloTh
3HaveHHs Big 0 10 1 1 moka3yloTh po3mnoiiyi HIMOBIPHOCTI
HAJISKHOCTI [[LOT'O MIKCEIst JI0 IITPUX KOAY.

B opurinanbHiii craTTi He Oy/0 MApiB sl MaKeTHOT
HopMai3auii [7], ajie BUHMKaa npodsemMa nepeHaByaHHs,
TOMy B po0OOTi Oysio 3ampolOHOBAaHO JOJATH IIapH
MaKeTHOI HOpMali3alii Juis MiJBHUIIEHHS CTaOiIbHICTh
HelipoHHOT Mepexi. [TakerHa HopMaizalisi HOpMai3ye
BHUXI/J| IONIEPETHBOrO MIAPY aKTHBALT IUIIXOM BiJHIMAaHHS
CepeAHBOro 3HAUEHHS MaKeTy Ta AiJIEHHS HA CTaHIapTHE
BiJIXUJICHHSI:

ne B —maker 3 300paskeHHAMU;

m — KUTBKICTh 300pakeHb Y MaKeTi;

X; — 300pakeHHs 3 MakeTy B;

€ > (0 — CKIUIBKY 3aBrOJIHO MaJie YUCIIO, SIKE 3a1o0irae
JIUIEHHIO HA HYIb,

Y, — mapamerpu Hopmadi3aii, ski cuctema Oyme
BUBYATH.

Kinmesa cTpykTypa HEHpOHHOI Mepeki HaBeleHa Ha
puc. 7.

Conv + RelLu
4
Conv + RelLu
1
Conv + RelLu
4
Batch Mormalization
1
Conv + Relu
1
Conv + RelLu
1
Conv + RelLu
1
Conv + ReLu
1
Conv + Relu
1
Conv + RelLu
1
Batch Normalization
1
Conv + Sigmoid

Puc. 7. CrpykTypa 3ropTKoBoi HEHPOHHOI MepeKi IS
JETEeKTYBAHHS IITPHX KOIY

Jisi  mokpaleHHS SIKOCTI HaBYaHHS HEHpPOHHOI
Mepexi Oylla BUKOpUCTaHa ayrMeHTallis (aus. puc. 8). s
TEXHIKa TOJSATae y 3aCTOCYBaHHI 3aJaHUX IEPETBOPEHb
JUTSE 300paskeHb 3 TaTaceTy Ha KOXKHIN iTepallii HABYaHHS 3
METOI0 301JIbIIIEHHS KUIBKOCTI Pi3HUX 300pa)keHb y BUOIpIIi
i1 4ac HaBYaHHSI.

[Tix yac HaBuaHHI HEHPOHHOI MepeXi MOMMJIKA Ha
BaJijaIiiiHiii BUOIpII Maja BUIJIAA, SK Ha puc. 9, Ta
MOJIeNIb BU/IaBajla pe3ynbTaT, AKUil HaBeaeHo Ha puc. 10.

EHWIA NONYHAUR 200,

I ;53?;*213 :

Puc. 8. [lpuknaau ayrmenranii

Nomunka

‘ Enoxa

Puc. 9. BxinHe 300paxkeHHs Ta BUXiJ HSUPOHHOT Mepexi

IMopiBHAHHSA pe3yJbTATiB JeTeKTYBaHHA IUTPHX
KOy Ha OCHOBI MaTeMaTH4HOI Mop¢oJorii Ta 3ropt-
KOBOI HeiipoHHOI Mepe:xi. [ MOPIBHIHHS SKOCTI PO3-
TIIAHYTUX TMIXOMIB OYIIO 3aCTOCOBAHO METPHKH TOYHOCTI
(precision) Ta moBHOTH (recall):

TP
preCISlon = TP n FP,
TP
e
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ne TP — kinpkicTh IWITPUX KOIIB, sIKi BipHO Oynu 3HaM-
JIeHI;

FP — KilBKICTh INTPUX KOMIB, sAKI Oynd 3HaWICHI
TIOMHJIKOBO;

FN — KiJTbKiCTh HE 3HAMICHUX MTPUX KOJIB.

[NopiBHIOBaNUCH peE3yNbTATH NETEKTYBaHHS IITPHX
KOJIiB MeTOAOM Mopdortorii 6e3 BUKopucTaHHs (inbTparii
Ta HOpMaJTi3alii HalPHKiHIli, TOOTO 0e3 MOCT 00pOoOKH, Ta
3a JIONOMOro0 HEHpoHHOI Mepexi. s mopiBHAHHA
BHUKOPHCTOBYBAJINCS 300pa)KeHHsI, SIKi He Oy NPUCYTHI y
TpeHyBaJIbHOMY Ha0Opi JaHWX IIiJ] 4ac HaBYaHHS MEPExKi.
[Ticns mpoBeseHHs 3aMipiB Ha HEHTPaJIbHOMY MPOLECcOpi
mBHAKOAIT OYyJI0 OTpHMaHO pe3yJibTaTH, IO HaBENeHI y
Tabm. 1.

Tabnwms 1 — OuiHIOBaHHS SKOCTI Ta MBUAKOMIT TETCKTYBaHHS
Ha OCHOBI MareMaTn4HOI MopdoJorii Ta 3ropTKoBoi HEHPOHHOT

Mepexi
Meron precision recall IIBuaKiCTh, MC
Maremaruana
MOopGoIoTis 0.48 0.7058 100
3ropTkoBa
HeHpoHHa
Mepeka 0.9714 1.0 400

Sk BugHO 3 Taba. 1, Mopdororiuna Mophosoris
NIOCTYNAETLCSI Y SKOCTi, ajge BOHAa HabaraTo IIBHIIA.
['onoBHOIO NPOOIEMOI0 MeTORy, KM MOOyIOBaHMII Ha
MaTeMaTuuHiii MopgoJoris € Te, Mo 0arato MOMHIKOBO
BUJIiJIeHHH 00’€KTIB. SIKIIO J0JaTKOBO MPOBOJIUTH Tepe-
BIpDKY Ha JIEKOAYBaHHS 3HAiJICHOr0 PErioHy, TO MOXKHa
MOKpAIUTH PE3y/IbTaTH, ajle BIlaJe MBHUAKICTh, NPUOIU3-
HO 0 1 cexynau Ha 300pakeHHs, 1 mepeBara y Hiit Oyze
BTpaueHa. HemomikoM 3ropToBoi HEHpOHHOI Mepexi € Te,
110 BOHA HE JIOCUTh TOYHO BUJIUISE TPAHUII 00’€KTa 1 J1a€
MaJi 3aiiBi €IEeMEHTH, aje MOXKHa JOJATKOBO IPOBECTH
MoCcT 00pOOKY JUIst IOBUIINICHHSI KpaiB Ta BiAQLIbTpyBaTH
eNIEeMEHTH 110 3Ha4YeHHro ix mromi. Ha puc. 11 npencras-
JICHUH TIPUKJIA]l IOPIBHSHHS 3TrOPTKOBOI HEUPOHHOT Mepe-
k1 Ta MaTeMaTU4HOI MOp(oIIorii.

JleTeKTyBaHHSA TEKCTY 3a JIOIIOMOI0I0 3rOPTKOBOI
Heliponnoi  mepexi. [licns  anamizy  iCHyrouux
3TOPTKOBHX MEPEX IS IETEKTYBaHHS TEKCTY Oyia oOpaHa
mojeib CRAFT [8]. ['onoBHa Mera ii apXiTeKTypu — TOYHO
JIOKAJIi3yBaTH KOKHUI OKPEMHUI CHMBOII Ha 300paKeHHSX.
Jlis BrTydeHHS XapaKTepHUX O3HAK Yy JaHIN apXiTeKTypi
BUKOPHUCTOBYEThCs Mepexka VGG16 [9] 3 makeTHORO
HOpMautizamiero. Monens poOuTh 00’ €qHAHHS 3TOPTKOBHX
KapT HU3bKOro piBHs moxiono mo U-net [10]. Kinmesnii
BHXiJ Ma€ JBa KaHAJIW: BipOTiAHICTH IIEHTPY CHMBOIY Ta
OIIIHKY 3B’SI3HOCTI CUMBOJIIB MiX c0o0010. OIiHKa TEHTPY
BHUKOPHCTOBYETHCS IS JIOKAJTi3amii OKpeMUX CHMBOJIB Ha
300pakeHHi, a OIliHKa CIOPiIHEHOCTI BUKOPHUCTOBYETHCS
JUTS TPYITyBaHHS KOXKHOT'O CHMBOJY B cioBa. Ha Bigminy
Bix OiHApHOI KapTW CETMEHTAIlil, sIKa ITO3HAYA€ KOXHHN
TKCeINb TIMICKPETHO, B apXiTeKTypi CRAFT
BUKOPHUCTOBYETHCS  KOAYBAaHHS WMOBIPHOCTI HEHTPY
CHMBOIY 32 JOIMOMOror ['aycoBoi TemnoBoi KapTu (IuB.
puc. 12). CRAFT no3Bornsie BUSBUTH BEIWKI €K3eMIUISIPH
TEKCTy, HE3BAXAIOUM Ha BHKOPUCTaHHS HEBEIUKHX
PCLENTUBHAX TIONIB Yy apXiTeKTypi. 3ropTkoBi (inbTpu

BUSBIISIOTh BHYTPINTHHO CHMBOJIEHI Ta MiXKCHMBOIBHI
O3HAKW 3B’SI3HOCTI, @ HE 03HAKU YChOT'O TEKCTOBOT'O PS/IKA.
[onepenni migxoam, Taki SK OOMEXYBaJbHI pPaMKH,
BAMAraloTh BEIUKOT'O PEIECNTUBHOIO TONSI B TaKHX
BHUIAIKaX.

L
Saame HwsriEier

099

e sy

3] 8

Puc. 11. Pe3ynbraTn JeTeKTyBaHHS IITPUX KOLY HA OCHOBI
MaTeMaTHYHOI MOpQOIOrii Ta 3ropTKOBOi HEHPOHHOT Mepexi:
a — 3aBaHTaXeHe 300paXeHHST; 6 — PerioHH, SIKi BUALINIA
MatemaTHaHa Mopdororis (6e3 mocT 00poOKN); 6 — perioHH, sKi
BUJIiMIIa HEHPOHHA MeperKa

Taxox monens CRAFT He noTpedye nmoalpIioi noct
00poOKH pe3yiabTary, Takoi K NON-maximum suppression,
Ha BiIMIHY BiJi MoJiejiel, siki BiIHOcsAThCs Ao two-Stage
MmeroiB. BoHa ofpa3y BHJae Ha BUXIIHOMY 300payKeHHS,
AK€ Ma€ JBa KaHAJM: MEpUIMHA — BIPOTIAHICTh LEHTPY
JiTepu, 3akonoBaHy ['ayciaHom; Opyruii — BIpOTiIHICTH
MI)KCUMBOJILHOT O3HAKH, TAKOXK 3aKOJ0BaHOIO ["ayciaHoM.
Ha puc. 12 HaBeneHi NpUKIaaU JETEKTYBaHHS TEKCTY. 3a
noriomororo CRAFT Ha HIHHUKY 3HaXOJSITHCSl PETriOHU 3
TEKCTOM, SIKi JJaJli aHAIII3yIOThCS 32 3B’ SI3HICTIO, PO3MipOM,
KOOpAMHATAMU BiJTHOCHO 300pakeHHs1. Buiydeni cumBonu
00’€IHYIOTBCSL y TIOJNITOHHM, HOPMAII3yIOThCs Ta Hepesa-
I0ThCSl Ha PO3Mi3HABAHHSI.

B ™ -
—- ! Coronal [FT)

T O e——
e i
wumm  79% | CEsLis

Qo000 0,

000 08¢ ooo “ m
D90%0% (0e: O RNeRN e
0 0000

Puc. 12. Ilpuknan 3naxomkeHHs Tekcty Moaeiio CRAFT

ne we

Jami HEoOXiZHO TPOBECTH MOCIHIIKEHHS 3 METOH0
3MEHIIICHHS TTapaMeTpiB HEHPOHHOI Mepexi, Mo Jano ou
3MOTY 3aIycKaTd ii Ha MAJOMOTYKHUX CHCTEMaM, Y TOMi
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9qucyi 1 Ha MOOUTEHUX. JIJTs MiIBUINICHHS MIBUKOI i Jac
MPOEKTYBaHHSI MOOITBHOTO 3aCTOCYHKY OYB PO3TIISTHYTHIH
BapiaHT 3aMiHM HEHPOHHOI MEpEexXi Ha MaTeMaTHYHY MOp-
¢omoriro.

Jam HeoOXiHO NPOBECTH AOCII/KEHHS 3 METOIO
3MEHILEHHS IapaMeTpiB HEHPOHHOI MEpexi, 1o JaI0 Ou
3MOTy 3aIycKaTH ii Ha MaJIONOTY)KHUX CHCTEMaM, y TOMi
YHUCHi 1 Ha MOOUTEHUX. [T MiBUINEHHS MIBUAKOI Mif 4ac
MPOEKTYBaHHSI MOOITBHOTO 3aCTOCYHKY OYB pO3TIISIHYTHI
BapiaHT 3aMiHM HEHPOHHOI MEpEXi HA MATeMaTHYHY MOp-
¢omoriro.

Po3nizHaBanHsA TexcToBOI iHGopManii Ta mTpHX
Koay. Po3nizHaBaHHS IITpUX KOAy BinOyBaiock BiAKpH-
Toro Gibmiorekoro ZXing [11]. ZXing mae BOymoBaHi
(GyHKIIT MOKpalmeHHsT 300pakeHHs, SKi J0IoMararoTh
JICKOJIyBATH IITPHUX KOJ HABITh HA MOTaHUX (DOTO, aHAITI3YE
300pakeHHsl TMOMIKCENbHO 1 BHIA€ THUI KOMYy, Ta HOro
YHCIIOBE 3HAUECHHS. AJle Ma€ CyTTEBHUI HEOJIK — IIyKae Ha
300pa)KeHHI TIJIbKH OJJMH LITPUX KO, TOMY ¥ Oyia morpeda
PO3POOIISITH TOJATKOBO METO/I LTS MOIIYKY KOIIB, a caMmy
0610J1i0TEKY BUKOPHCTOBYBATH TUIBKU U1l PO3II3HABAHHS
BK€ BUJIIJIGHUX 00’ €KTIB.

Jlis po3mizHaBaHHS TEKCTOBOI iH(OpMAIIii 3amporo-
HOBaHa BifikpuTa 0i0mioreka Tesseract, sika BAKOPHCTOBYE
pekypeHTHY HelipoHHy Mepeky Long short-term memory
(LSTM) [12, 13] (muB. puc. 13). PexypenrHa HeiipoHHa
mepexka (Recurrent neural network, RNN) — ne mepexa,
sIKa Ma€ BHYTPILIHIO TlaM’sITh. Buxija A moTouHoro 3Ha-
YeHHs 3aJeXKHUTh Bia monepenHix. KoxkeH eixemeHT To-
CIJIIJOBHOCTI JiJ1s1 OOPOOKH IO 4ep3i MepeacThCs OIHUM i
TUM K€ HEeHpOHaM, BUXiJ| SKHUX IOBEPTAEThCS 1 pa3oM 3
HACTYITHUM €JIEMEHTOM MOCIi0OBHOCTI 3HOB TIEPEIaeThCs
Ha BXiJl, IO TUX Mip MOKH TOCIIIOBHICTh HE 3aKIHUUTHCSL.
Leii knac HEHPOHHHX Mepex A00pe MiIXOOUTh Uit 00-
PpOOKH 4acOBUX MOCIIZOBHOCTEH ab0 po3Mi3HaBaHHS TEKC-
Ty. Y IMX 3a7adax BaXXITUBUI KOHTEKCT — TOOTO 3HAHHSA
npo e, mo Oyno panime. LSTM — ne monudikaiis 38u4-
HHUX PEKYPEHTHHX MEpEeX 3 METOI0 IIOKpalleHHS MeXa-
HI3My 3amam’siTOByBaHHs 3a 3a0yBaHHs iH(popMamii 3
MoNepeHIX TaHUX Ta BUPILICHHs TPOOJIEMH 3HHUKAIOYOro
rpajiieHTy, /Uil UBOro OyNH JOJaHi TPH eleMEHTH (BEH-
Tuii): forget gate, input gate, output gate [13]. Ha puc. 13
MIPOJIEMOHCTPOBaHI Pe3yNbTaTH PO3Ii3HABAHHS TEKCTOBOI
iH(opMarlii 3 iiHHUKIB Gibmiorekoro Tesseract.

AJroput™M po3nizHaBaHHSl UiHHUKIB. Takum 4u-
HOM, 3aTaJIbHUH aITOPUTM CKIIAJAETHCS 3 TPHOX TOJIOBHHX
KPOKIiB:

Kpoxk 1. 3HaxopkeHHS Ta PO3Mi3HABAHHS OMOPHOTO
eJleMeHTa (HalpUKJIad, ITPUX KOIY):

Vo oo
wn ~ f
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Puc. 13. Pe3ynbrat po3mizHaBaHHs TeKCTOBOI iH(MopMarIii 3a
nomoMororo 6idmiorexu Tesseract

1. O6patu cmoci6
CIIEMEHTY:

BapianT 1. Matematiuna Mopdororis  (alropurm
HaBEJICHO BUIIIC)

BapianT 2. 3roprkoBa HelipoHHa Mepexa (IlepeBecTH
300payKeHHsI Yy Tpajamilo Ciporo; HOPMYBaTH
3HAa4YEHHS SICKPaBOCTi; OOpOOWTH 300paskeHHs
HEHPOHHOIO MEPEKEI; OTPHMATH KOHTYPH;
MPOBECTHU GhimpTpariio; alpOKCUMYBaTH
OPSIMOKYTHHKH Ta HOPMAJi3yBaTH).

2. Binmmartu nns posmizHaBaHHS Gi0mioreni ZXing.

Kpok 2. Po3miTka I[iHHHMKa 32 OLIOPHUM €JIEMEHTOM.

1. Po3MiTHUTH 1O IIA0JIOHY €IEMEHTH I[IHHUKA BiJl-
TIOBIZIHO OITOPHOTO €JIEMEHTA;

2. TlpoBectu HOpMai3alilo PO3MIYEHUX €JIEMEHTIB.

Kpok 3. [lerekTyBaHHs Ta pO3Ii3HaBaHHS IHIIUX €Je-
MEHTIB (LliHU Ta Ha3BH)

1. VY po3mMiueHuxX perioHax 3HaWTH iHPOPMAIIiO IS

pO3MTi3HaBaHHs 3a TOMOMOTO0 3TOPTKOBOI Mepe-
K1 200 MaTeMaTHYHOI MOpOIOTii;

2. HopmanizyBaTu 3HaiiieH] eJIeMEHTH;

3. Bimmatu eneMenTH Ha po3mizHaBaHHs Tesseract.

Buxopucrandi TexHoJsiorii Ta po3podka 3acTo-
cyHky. OcHoBHa 6i0mioTeka Hamucana moBoro C++. Lle
Jlae 3MOTy NEPeHeCTH BXK€ ICHYIOUMH KOJA Ha MOOLIBHI
iatdopmi, Taki sk Android Ta i0S, 6e3 nepenucyBaHHs
yeboro ¢yHknioHany. Ilin yac po3poOku 6i0mioTexu s
po3Mi3HaBaHHS I[IHHUKIB BHKOPHCTOBYBAJIHCh BiJKPUTH
6i6miorexn OpenCV, Tesseract, ZXing, Libtorch.

Juis nepeHeceHHss po3poOiieHOro (QyHKIIOHANY Ha
cucreMy Android Bukopucrana texHonoris Java Native
Interface (JNI). Bona 3B’s3ye Oaiitr xox Java Virtual
Machine (JVM) Ta HatuBHuii, 1o OyB po3poOneHuil Ha
C++. 3a monomoror JNI 6Gibiioreka st po3mni3HaBaHHS
IIHHUKIB Oyna imnoptoBana nix Android ta po3pobienuii
MOOUTBHUI 3acTOCyHOK. PoOOTa 3 3aCTOCYHKOM IOYMHA-
€ThCS 3 00OpaHHs MAOIOHY HIHHKKA, IO MOTPIOGHO PO3Mi3-
Hatu. [11abnoH iHHKMKA 3aJ1eXKUTh BiJl TOPTiBENBHOI Mepe-
xu. Jlaji crae JAOCTYNHOK Kamepa 1 MOTpiOHO 3poduTh
(oTo, micis YOro 3amycKaeThbcsl MPOLEC PO3IMTI3HABAHHS,
pe3yabTaT SKOr0 BHUBOAWTHCS HAa HACTYIIHOMY €KpaHi,
paszoM i3 3pobieHnM ¢oto (auB. puc. 14). Tak sk TenedoH,
1[e MaJIOMOTY>KHHUI MPUCTPIii, TO HefipoMepeka s 3Ha-
XOIDKEHHSI TeKCTy Oylla 3aMiHeHa Ha METOAM MareMa-
TUYHOT MOpQOIIOrii, SIKI IIYKalOTh TEKCT Yy 3ajaHiil 1mao-
JIOHOM 00J1acTi.

3HaXO/KCHHA OIIOPHOI'0
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Puc. 14. Ilpuknax po6oTH MOOIIEHOTO 3aCTOCYHKY
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Po3pobnennii 3acTOCYHOK MOKe BUKOPHUCTOBYBATHCS
JUI aBTOMATH3allil JeSKHUX omeparliii oOJiKy TOBapiB Ta
MapKETHHT'Y B TOPTOBENIBHHUX CEKTOpi, HANPHUKIAJ, CTBO-
peHHs eauHOI 0a3u ToBapiB Ta iX WiH, ab0 MIBUAKOTO
MOPIBHSHHS TOBAPIB y Pi3HUX TOPTOBEIBHUX MEpEKax.

BucnoBku. B po0oTi H0CiiHKeHO MUTAaHHS PO3ITi3-
HaBaHHS 300pa)KCHb, IO MICTATH 1H(POPMAIII0 PI3HOTO
THUIY, OULSIXOM CIIJIBHOTO BUKOPHCTAHHS KJIACHYHHX TTi[I-
XOJIiB, TaKuX, SIK MaTeMaTH4Ha Mopdororis, OiHapuzaris,
(inbTparis, HopMai3amis FTeOMETPHYHNX TIEPETBOPEHb, Ta
HEHPOHHUX MEPEK JUIA aHANli3y 300paKeHb Ta TEKCTy. Y
paMKax JociiDKeHb OyiIo pO3IIISIHYTO Taki MUTAHHS: PO3-
poOka Mmiaxomy Jjs po3Ii3HaBaHHsS I[IHHWKIB Ha 300pa-
JKEHHI; JETEKTYBaHHS IITPHX KOAy (MaTeMaTuuHa Mop¢ho-
JIOTis 3 TIOCT 00OpOOKOI0, HEMpPOHHA Mepexa); IMiArOTOBKa
JIAHUX JUTSl HABYAHHS MEPEeXi JUIS JCTEKTYBaHHS IITPUX
KOJiB (CTBOPECHHS JaTaceTy); HaBYaHHS 3TOPTKOBOI
HEHPOHHOT Mepexi Ui JeTeKTYyBaHHS IITPUX KOJIiB;
MOPIBHSHHS PE3YJIbTATIB MOMIYKY IITPUX KOMIB METOAAMH
MaTeMaTu4Hoi Mopdoorii Ta HEHPOHHOI MEPEKER;
posmi3HaBaHHS ITpuX KoAy (6ibmioreka  ZXing);
JICTEKTYBaHHS TEKCTOBOI 1H(opMallii Ha HIHHKUKY (MOAENb
CRAFT); posnizHaBanHsi TekcToBoi iH(popmarlii (6i0mio-
Teka Tesseract); mpoekTyBaHHs Ta peastizallisi 3aCTOCYHKY
(moBa C++, 6Gi6miorexku OpenCV, Libtorch, Texuomoris
JNI).

[MopiBHSIHHST METOJIB 3HAXO/DKEHHS ITPHX KOIY 3a
JIONIOMOr'0l0  MateMaTuyHoi Mopdomorii Ta 3ropTKOBOI
HEWPOHHOT Mepexi MMoKa3aso, o MOpQOIIOTis A€ 3HAYHO
HIDKYY SIKICTh J€TEKTYBaHHS HIXK HEHpOHHA Mepeka, alie y
JIeKiIbKa pa3iB mepeBuinye il y mBuakomii. OCKiIbKU
LIBUIKOMiSL Mae€ BeJNMKEe 3HA4YeHHs Uil peaizarii
QITOPUTMIB Ha MOOUIBHHUX TMPHUCTPOSIX, 10 Mopdoorii
Oyna gomana oOpoOka JOJATKOBHUMHU (inbTpamu Ta
HOpMaJi3alisi TeOMETPUYHHUX CIOTBOPEHb, IO CYTTEBO
HOJIIIIMIO TOYHICTh JETEKTYBAHHS Ta MOAAJIBILOTO PO3-
Mi3HaBaHHSL.

Takox MpakTUYHI JOCIIHKEHHS MO0 3HAXOMKEHHS
TEKCTY J03BOJIAIOTH 3pOOUTH BUCHOBOK, 10 BUKOPHUCTAHA
sroptkoBa HeilipoHHa Mepexxa CRAFT moka3ye BHCOKY
TOYHICTh, ajJe Ha MAJIONOTY)KHHX CHCTeMaX BOHA CTae€
cnabKuM MicCIleM yChOro ayiroputMmy. Ha manomoryxHux
chUcTeMax, SK MOOUIbHI  MPUCTPOi, MOCTYNAK4YUCh
TOYHICTIO AETEKTYBaHHS, I Mepeka 3aMiHeHA HA METOIU
MaTeMaTu4Hoi Mopdororii 3 ¢inprpamniero. Tomy y sIKocTi
MOJANIBIIION0 HAINPSIMKY JOCHiIKEHb JOLITFHO 3MiHH
yactuHy crpykrypu w™oaeni CRAFT, ska Buimyuae

XapaKTepHI O3HAaKW, HA OUIBII JIETKy, HAIPUKIA]
EfficientNet [14].
Takok y mopmaipmioMy HEOOXiTHO TPOBECTH

TECTYBaHHS TOYHOCTI Ta MIBUIKOi1 pOOOTH 3aCTOCYHKY Ha
OCHOBi 3ampoOINOHOBAHOTO TAXOAY O pPO3Ii3HABAHHS
OiHHWUKIB y HIJIOMY, TOKHA TMPOBENCHO TAaKWH aHami3 ais
OKpeMuXx erariB. Po3rjisi 1aHOro MHUTaHHS JaB OU 3MOry
3pOOMTH BHWCHOBKH IIOJO pE3YIhTATIB PO3IMi3HABAHHS
O1TBIII OOTPYHTOBAHO.

VY 1mimoMy TpakTWYHI JOCTIDKEHHS ITiITBEPIFIIH
JOIUTBHICTH 3aIPONOHOBAHOTO TiIXOY 10 PO3ITi3HABAHHS
[IHHWKIB, a pO3pOOJICHUI 3aCTOCYHOK MOXE OyTH 3acTo-
COBaHHWH Y TOPTOBEIHHUX MEpexax.
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H.JI. CHTHHK, O. €. BHHOI'PA/IOBA, T. B. TAT'YH, A. b. MASHHYKO

KJIACHU®IKAIIA JOKYMEHTIB CTPAXOBOI'O ®OHY TOKYMEHTAIIIl YKPATHA

BianosinHo 1o 3akoHy Ykpainu «IIpo crpaxoBuii hona qokyMmeHTanii Ykpainm» ta [TonoxenHs npo [lepxaBHy apXiBHY ciyxO0y YKpaiHU OJHUM i3
OCHOBHHX 3aBJaHb YKpAEpKapXiBy € KOOPAHHALS i KOHTPONb 3a (HOPMYBAHHSM CTPaXOBOrO (hOHIY AOKYMEHTAIil YKpaiHH, HOTO BEACHHSM,
YTPUMaHHSAM | HaJaHHAM KOPUCTYyBayaM KOMil JIOKYMEHTIB CTpaxoBoro (oHAy IOKyMEHTauii, HEOOXiIHMX s MOCTAaBJICHHS Ha BHPOOHHIITBO,
EKCIUTyaTalilo Ta PEeMOHT MPOAYKILii 00OpOHHOro, MOOUTI3AIIHHOrO i TOCOAAPCHKOr0 NMPU3HAYCHHS, MPOBEACHHS OyIiBeNbHUX (BiLOYHOBYMX),
aBapiifHO-PATYBaJbHUX Ta aBapiiHO-BIITHOBIIOBAIRHHUX POOIT MiJ Yac JiKBiAalil Haa3BHYaHHUX CHTYyalliil Ta B OCOOJIMBHI Mepiof, a Takox y cdepi
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30epexeHHs iHopManii mpo KyJIbTypHI HIHHOCTI. METOK JOCHIPKEHHS € BCTAHOBJICHHS €JMHUX NMPUHLMUIIB Kiacudikauii JOKYMEHTIB CTPaxoBOro
oy nokyMmeHTauii, iHdopMaris Ipo sKi BHOCUTHCS 10 JlepikaBHOr0 peecTpy JOKYMEHTIB CTpaxoBOro (oHIy JOKyMeHTawil Ykpainu. BucitieHo
IUTAaHHS LIOJO0 aHaTi3y HOPSAKY BemeHHs JlepkaBHOrO peecTpy HOKYMEHTIB CTpaxoBoro (oHIy XOKyMeHTamil YKpaiHH, JOCIIIKEHHS IIpoLecy
(hopMyBaHHS peecTparifHOro HoMepa JOKyMeHTa CTPaxoBoro GoHIy TOKyMEHTallii, aHaIi3y KIacu(ikaTopiB AepKaBHOTO, BiJOMYOr0, TaJly3eBOro Ta
PerioHaIbHOr0 IMpPH3HAYEHHS Ta PO3poOJIeHHs KiachdikaTopa TOKyMEHTIB crpaxoBoro (oHIy JokyMmeHTauii Ykpainu. Knacudikatop moxymeHTIB
cTpaxoBoro (GoHIy HOKyMeHTalii YKpaiHU NpH3HAYEHO AJII BAKOPUCTAHHS Cy0’€KTaMHU JepKaBHOI CUCTEMH CTPaxoBoro (poHMy JOKyMeHTaNii mijx ac
CTBOpEeHHS, GOpPMyBaHHS, BEJICHHS Ta BUKOPHCTAHHS CTPAaXOBOro (GOHIy TOKYMEHTALIl y MeXaX OBHOBa)KCHb, BU3HAUCHHUX 3aKOHONABCTBOM YKpaiHH.
KurouoBi ci1oBa: n1okyMeHT, kiacudikaTop, Kiacugikaiis, peecTp, peecTpaliiiHuil HoMep, cTpaxoBuil pou goxymenTaii (CO/).

H.JI. CBITHHUK, O. E. BHHOI'PA/IOBA, T. B. TAT'YH, A. 5. MASHHYKO
KIIACUDOUKALIUA TOKYMEHTOB CTPAXOBOTI'O ®OHIA JOKYMEHTALIMU YKPAUHBI

B cootBerctBuu ¢ 3akoHoM Ykpauusl «O cTpaxoBoM (oHIE NOKyMeHTauuu YkpauHb» u IlonoxenHuem o I'ocynapcTBeHHOI apXMBHOH ciyx0e
VKpauHBl OIHON M3 OCHOBHBIX 3aJa4 YKprocapxuba sIBISICTCS KOOPIMHALMS U KOHTPOJb 32 (OPMHPOBAHHEM CTPaxoBOro ()OHAA TOKYMEHTAIL[HH
VYKpauHBbI, €ro BeICHUEM, COICPKAHUEM U HPETOCTABICHUEM I10Jb30BaTENIsIM KOMUH JOKYMEHTOB CTPaxoBoro (oHxa JOKyMEHTalUH, HEOOXOJUMBI X
JUISL TIOCTAaHOBKM Ha IPOM3BOJCTBO, JKCIUIyaTAllMI0 M PEMOHT IPOAYKIHMH OOOPOHHOr0, MOOWJIM3ALMOHHOIO M XO3SHCTBCHHOI'O Ha3HAYEHUS,
MIPOBEICHNUSI CTPOMTENIBHBIX (BOCCTAHOBHTEIBHBIX), aBAPUIHO -CIIACATEIBHEIX U aBAPUHHO-BOCCTAHOBHTEIBHBIX PA0OT MPH JINKBUTALNH YPE3BHIYAHEIX
CHTYallii M B 0COOBIIl TEPHO, a TAKXKE B chepe COXpaHEeHHsI HHPOPMALIMHU O KYJIbTYPHBIX LIEHHOCTSX. L[eNIbI0 HCCIIeIOBaHMS SBIISIETCS YCTaHOBIICHUE
€IMHBIX IPHHIIUIIOB KJIACCU(UKALIN JOKYMEHTOB CTPaXOBOro (GoH/a JOKyMEHTALNH, HH(OPMALHS O KOTOPBIX 3aHOCHTCA B I'0cyJapcTBEHHBIN pee cTp
JIOKyMEHTOB CTpaxoBoro (oxia nokymeHTaunu YkpaunHbsl. OCBEIEHb! BOIPOCHI aHAIM3a MOpsJIKa BeJleHns | 0cyJapcTBEHHOr0 peecTpa J0KYMEHTOB
CTpaxoBOro (oHma JOKYMEHTAallMd YKpaWHBI, HCCIENOBaHUs mpolecca (OPMUPOBAHNS PErHCTPALMOHHOIO HOMEpa AOKYMEHTa CTpaxoBoro Qonma
JIOKyMEHTAIMH, aHaJlM3a KJIacCH()UKATOPOB TOCYIAapCTBEHHOrO, BEIOMCTBEHHOTO, OTPACIEBOrO M PErHMOHABHOTO Ha3HA4YeHHs M pa3paboTka
KJIaccu(UKaTopa JTOKYMEHTOB CTPaxoBoro GoHaa JOKyMEHTAaUN YKpauHbl. KnaccudukaTop 1OKyMEHTOB CTPaXxoBOro (poHa JOKYMEHTAlH YKpau Hbl
IpeaHa3HaueH Ul UCIIOJIb30BaHHs CyObEeKTaMU TOCYAAaPCTBEHHON CHCTEMBI CTPaXOBOro (oHAa JOKYMEHTALUH BO BpeMs cO3laHus, GOpPMUPOBAHHUS,
BEJICHHS M HCIIOJIBb30BaHMUs CTPaX0BOro hoHa JOKyMEHTAIMH B ITpeesiaX MOJIHOMOYHH, KOTOPBIE ONpEAeIseT 3aKOHOAATENbCTBO Y KPauHEL
KuioueBble c10Ba: JOKYMEHT, KJIacCH(UKATOP, KJIACCU(DUKALNS, PEeCTp, PerHCTPallHOHHBIH HOMep, cTpaxoBol (oux nokymentanun (CDJL).

N. L. SYTNYK, O. Y. VYNOHRADOVA, T. V. TIAHUN A. B. MAZNYCHKO
CLASSIFICATION OF DOCUMENTS OF INSURANCE FUND OF DOCUMENTATION OF UKRAINE

In accordance with the Law of Ukraine «On the Insurance Fund for Documentation of Ukraine» and the Regulation on the State Archival Service of
Ukraine, one of the main tasks of the Archives of Ukraine is to coordinate and control the formation of the insurance fund of documentation of Ukraine,
its conduct, retention and provision to users of copies of documents of the insurance fund of documentation necessary for putting into production,
operation and repair of defense, mobilization and economic products, construction (restorations), emergency rescue and emergency recovery operations
during emergency response and during a special period, as well as in the field of preservation of information about cultural property. The aim of the
study is to establish uniform principles for the classification of documents of the insurance fund of documentation, information about which is entered
in the State Register of documents of the insurance fund of documentation of Ukraine. The questions of the analysis of the procedure for maintaining
the State Register of Documents of the Insurance Fund of Documentation of Ukraine, the study of the process formation the registration number of the
document of the insurance fund of documentation, the analysis of classifiers state, departmental, sectoral and regional appointment and the development
of the classifier of documents of the insurance fund of documentation of Ukraine are highlighted. The classifier of documents of the insurance fund of
documentation of Ukraine is intended for use by subjects of the state system of the insurance fund of documentation during the creation, formation,
maintenance and use of the insurance fund of documentation within the powers defined by the legislation of Ukraine
Keywords: document, classifier, classification, registry, registration number, Documentation Insurance Fund (SFD).

Beryn. Bianosigno no 3akony Ykpainu «IIpo crpa-
xoBui (ona mokymentauii Ykpainm» [1] ta [TonoxeHHs
npo [epxaBHy apxiBHy ciyx0y Ykpainu [2] omHum i3
OCHOBHUX 3aBJIaHb YKpAEpkKapXiBy € KOOPIUHALIS 1 KOHT-
poIb 3a GopMyBaHHIM CTPaXxoBOro (pOHIY AOKyMeEHTAIlil
Yxpainu (mam — C®J]), rioro BeAeHHSIM, YTPUMaHHSM i
HaJIaHHSAM KopucTyBadaM Koriit nokymentie CDJl, HeoO-
X1JHUX A IOCTaBJIEHHSA Ha BUPOOHHLTBO, EKCILTyaTaIliIo
Ta PEMOHT NPOAYKIii 0OOpOHHOr0, MOOLTI3amiHHOTO i
rOCIOAAPCHKOr0 NPU3HAUCHHS, POBEACHHS OyNiBelbHIX
(BimOynoBUMX), aBapiiHO-PATYBAJIFHHUX Ta aBapidHO-
BiTHOBJIOBAJBHMX POOIT ITi[T Yac JiKBiAaIlii HaA3BUIalHIX
CUTYaIliil Ta B OCOONMMBHMII TIepiof, a TakoX y cdepi 30e-
pexenHst iHGOpMAIIiT PO KyIbTYPHI HIHHOCTI.

MeTol0 [OCTiTAKEHHS] € BCTAaHOBJIEHHS €IMHUX
npuHOUniB knacudikamii gokymentie COJl, indopmarris
PO SIKi BHOCHUTHCS A0 Jep’kaBHOT'O PeecTpy ITOKYMEHTIB
COJl Yxpainu (mami — Peectp COL).

IMocTanoBka mnpodjeMu. 3MiHH, SKi CTajgmcs B
MIONITHYHIN, €KOHOMIYHIM Ta COIiaNbHIN cdepax KHATTSA
VYkpainw, ii iHTErparis B €Bporeicbke CliBTOBAPUCTBO Ta
TIepeBeICHHS] €KOHOMIKY Ha iHHOBAIliTHAN [IUISIX PO3BUTKY
CTaBJIATH HA TOPANOK ACHHUI HEOOXITHICTH TapMOHi3aIlil
HOPMAaTHBHUX JOKYMEHTIB JI0 €BPONCHCHKUX CTaHIAPTIB, Y

TOMYy 4HCIi ¥ BuUpilleHHs mpobieM KiacupikamiiHol
CYMICHOCTI.

Hdus  edextrBHOrO (QYHKIIOHYBaHHS —JEpiKaBHOI
cucteMu CDJ] HE0OXiHO MaTH HOPMATHBHUI JIOKYMEHT,
KA OM BCTAQHOBJIIOBAB €JIMHI METOOJIOTIYHI Ta opra-
Hi3aniiHi 3acaau knacudikamii nokymentis CO/I.

Buksiax ocHoBHoro wmarepiamy. Y 1epikaBHid
cucremi CDJI 30epiraetbest iHpoOpMaLlis Pi3HOTO 3MICTY,
npu3HaueHHs, Gopm nopanus Touo. O6csru iHdopmarii €
JTy’Ke BEIUKAMHU Ta BUKOPHUCTOBYIOTHCS, 32 HEOOXiTHOCTI,
yciMa TiTKaMH BJIagd Ta OpPraHAMH MiCIIEBOIO CaMo-
BPsITyBaHHS, FOPUIMYHUME Ta QI3SHIHAUME 0COOaMHU.

Jlns BCTaHOBIICHHSI €IMHUX HAYKOBO-METOJMYHHUX Ta
opraHizamiiHux 3acax kiacudikamii gokymentisB CDJ]
MpoBeIeHO Po0OTH 3 Kiacudikamii Ta KoxyBaHHs iHPOP-
Mallii 3 ypaxyBaHHSIM CY4aCHHX BUMOT ()YHKI[IOHYBaHHS
nepxaHoi cuctremu CDJl [3], a TakoX BHpIIIEHO Taki
OCHOBHI 3aBJaHHS:

— TpoaHaNi30BaHO MOPSOK BeneHHs Peectpy CD/I;

— TIPOBEJICHO JOCIIKSHHS Tporiecy (opMyBaHHS pe-
ecTpariifHoro Homepa nqokymeHnta CO/I;

— IpOaHaNi30BaHO  Kiacu(ikaTopu Jep>KaBHOTO,
BiJIOMHYOr0, TAJy3€BOT'0 Ta PETIOHAIBHOT'O IPU3HAYCHHS,

— po3pobneno knacudikarop gokymeHtiB CDJ]
Ykpainu.

Bicnux Hayionanenoeo mexuiunozo ynigepcumemy «XI1Iy. Cepis: Cucmemnui
32 ananis, ynpaguinns ma ingopmayitini mexnonozii, Ne 1 (3) 2020
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AHani3 nopsiaky BefeHHs Jlep:kaBHOIO peecTpy
JOKYMEHTIB CTPaxoBoro (pouay nokymeHTaunii Y kpainu

3rigHo i3 3akoHoM Ykpainu [1] mokymenT CO/] — e
JOKYMEHT, KU 3HAXOIHUThCS HA JEP)KaBHOMY OONIKY Y
C®Jl Ykpainu i HeOOXiTHUHN JUIS TIOCTABICHHS HA BHPOO-
HUIITBO, EKCIUTYaTallit0 T PEMOHT MPOIYKIlii 000POHHOTO,
MOOUTI3aIIfHOrO 1 TOCHMOAAPCHKOTO IMpPU3HAYCHHS, JUIA
npoBeAeHHs OyniBenbHMX  (BiAOymoBUMX), aBapiliHO-
PATYBaJbHUX Ta aBapiiiHO-BIIHOBIIOBAJIBHUX POOIT IIif
Yac JTKBiTyBaHHS HaI3BUYaHHNX CUTYaLlili Ta B 0COOTMUBHI
Tepiof, a TakoX ISl 30epeKeHHsT KYIbTYpHOI CIIaIIHHH,
Ha BHIIAJIOK yTpaTH a00 NICYBaHHs OpUriHANy JTOKYMEHTA.

Peectp C®J] — ne aBromaTtn3oBaHa iHQopmamiliHa
chcTeMa JiepKaBHOro oOMiKy Ta 0OpoOKH iH(opMmarii,
CTBOpEHa 3 METOI HakomuyeHHs aokymeHTiB COJ [4],
MPUIHATHX Ha JIOBFOCTPOKOBE 30€piraHHsl.

Peectp CD/] € BracHICTIO JepkaBU Ta 3a0e3rnedye
iH(pOpMaLiifHO-aHANITUYHY MiATPUMKY TpoleciB (Gopmy-
BanHg CD/] nuisxom onepaTHBHOIO 300py, HAKOITHYEHHS,
00po0OKH, aHaNi3y, HaJaHHS iHpOpMAaIii, 3TiHO 3 TOTpe-
0amu i ciocodbamu 00poOKku Ta 30epeskenns nanux CD/I.

Ho cknany Peectpy CDJl BXOIATH:

—migcucrema «@DopMyBaHHS TPOrpaM CTBOPEHHS
CO/l» (mpu3HaueHa [ BBEACHHS Ta KOPHUTYBaHHS
HarpsiMiB cTBoperHst CD/]);

—migcucremMa  «KOHTponb  BHKOHAHHSA  IUIAHIB
MikpodinbMyBaHHs»  (MpU3HAYE€HAa JUIS  BHKOHAHHS
KOMIUIEKCY poO0IiT 3 (OpMyBaHHS IUIAHIB CTBOPEHHS
JOKYMEHTIB CTpaxoBoro (QOHIY Ta KOHTpPOJIO 3a iX
BUKOHAHHSIM);

— migcucrema «OOIik Mikpo(diapMiB» (TpU3HAUEHA
U O0JIKYy HaJaHuX Ha 30epiraHHs MiKpoQiIbMiB
(pynoHIB) Ta HaJaHHS BiOMOCTeW Jyis iX MOIIYKY 3a
BU3HAYEHUMH O3HaKaMu, (opMyBaHHSI Ta APYKyBaHHA
HEOOXIJHHUX TOBIIOK Ta 3BITiB);

—migcucrema «O0mik 3amMikpo(iIbMOBaHOI JIOKY-
MeHTallii» (Mpu3Ha4YeHa Juist 00Ky TOKYMEHTaIlil cTpaxo-
BOro (oHIy, momyky inpopmairii npo nokymentu CDO/I);

— migcucrema «OOIIK KOMIUIEKTYBaJIbHUX JOKYMEH-
TiB» (MpHU3HAuUeHa Juisi OOJIIKY Ta MOUIYKY iHpopmalii 3a
3MICTOM MIKpO(IBEMIB);

— miacucreMa «JlokyMeHT» (Ipu3HayeHa JId HallaH-
Hsl peecTpaniiHux HoMepiB qokymentam CDJ] ta mouryky
iHpopmarii mono nokymentis CD/] 3a ix arpubyramn);

—mporpaMHe  3a0e3leYeHHS ~ aBTOMAaTH30BaHHX
pobounx Micis perioHanbHuX neHTpiB CDJ] (mpu3HaUeHEe
st indopMmariiinoro HamoBHeHHs Peectpy COJl Ta
oopMIIEHHSI KOMIUIEKTY JOKYMEHTIB, HEOOXiJHOrO JUis
mepeaBaHHs Ha 00Nk 6a3am 30epiraHHs JTOKYyMEHTIB
Con).

Indopmariss mpo BUroTOBICHHS ab0 MPUIHATTS Ha
obmix mokymentiB C®Jl BHocuThcs m0 Peectpy CDJ]
0e30mIaTHO HAa MIJACTaBl Tramy3eBHX 1 OONacHHUX
(perionansaux) nporpam crBoperHss CD/] Ta HaIXOAWUTH
Bin memapramenty C®J] YkpaepkapxiBy, CHEMialbHUX
ycranoB COJl Ykpainu (perionanpaux neHTpis COJI), mo
3MIACHIOIOTh BUTOTOBJICHHS JOKYMEHTIB CTPaXxOBOTO
¢doHumy, Ta 6a3 36epiranas CDJ] Ykpainu.

Peectp COJl € posmoxinieHOr0 iH(pOpMAIiTHOIO
CHCTEMOI0, YAaCTHHHU KOl PO3TAalllOBaHO B PETIOHAIBHHX
nentpax COJl y Kuesi, JIsBoBi, Oneci, Yepkacax, J{Himnpi

ta XapkoBi. st QyHKIIOHYBaHHS BCIX MiJICHCTEM BHKO-
PHUCTOBYIOTH MeXaHIi3MH perurikamii 0a3 jaHuX, IIo
JI03BOJISIE CHHXPOHI3YBaTH JIaHi, SIKi OIIOBHIOIOTHCS 3 Pi3-
HUX pKepen. Hakommuenns iHdopmanii B iHpopMmamiiHii
cucTeMi 3a0e3MeYuyeThCsl BUKOPUCTAHHSIM CHCTEMH Kepy-
BaHHs 0azamu ganux Oracle.

Indopmarniiine HaNOBHEHHSI CUCTEMH 3IHCHIOETHCS
perioHanpHuMu 1ieHTpamMu C®DJ] mig Yac BUTOTOBJICHHS
nokymeHTiB CDJ] Ta mig yac oOJIiKy TOKYMEHTIB Oa3aMu
30epirannss C®P/I. [lepen BBenmeHHs M JaHuX B iH(OpMa-
HiifHy cUCTeMy IpPOBOAWTHCS Kiacudikalis ITOKyMEHTa
COJ]. 3amexHO BiX BHIY JOKYMEHTa 3allOBHIOETHCS
0cOONMBHIA TIEpeNTiK aTpHOYTIB (XapaKTEPUCTHK) 33 SKUMH
y MojaybIoMy Oy/e 3iHCHIOBATHCS MOUIYK Ta HaJaHHS
inpopmariii 3 Peectpy CO/I.

Yxpraepxkapxie € nepxkartenem Peectpy C®DJ] Ta
37ilicHIOe Horo BeneHHs. Bemenns Peectpy COJ] — e
KOMIUIEKC 3aXOiB, 5IKi 3a0e31euyloTh 30ip, HAKOUYEHHS
Ta akryamizanito iHdopmanii npo mokymentn CO/,
aaMiHicTpyBaHHs 0a3u nanux Peectpy C®/Jl, HananHs 3a
3ammtamu iHQopmanii 3 Peectpy C®DJl, pospobneHHs
(cympoBinx) nporpamHoro 3abe3neudennsi Peectpy CO/] Ta
oprasizaniiHuX JOKYMEHTIB LI0JI0 CTBOPEHHS, BE/ICHHS Ta
KOPHUCTYBaHHS HOr0 JaHUMHU.

ApnMiHICTpyBaHHs 0a3 aHMX PErioHaJbHUX IIEHTPIB
C®J] 3nilicHIOETBCS Y BiaaneHuit cnocid depes mmgpo-
BaHI KaHaM 3B’s3Ky Mepexero [HrepHer. [Jist miaTpuMKH
ABTOMATU30BaHUX POOOYMX MICIIh PEriOHaJIbHUX IEHTPIB
C®J] Ta Peectpy COJ] B akTyanbHOMY CTaHi BUKOPHC-
TOBYETbCS  CHCTEMa  aBTOMATH30BAHOTO  OHOBJICHHS
nporpamMHoro 3a0esnedyeHHs, 0a3 JaHHUX, JOBIJHUKIB Ta
kiacudikaropi cucremu CDJIl. Buxiani daiinu npor-
paMHOro 3a0e3leueHHs] Ta CKPUIITIB OHOBIICHHS 0a3u
JAHUX 30epiraroTbcsi B CUCTEMI KEPYBaHHsS BepCisMH
Subversion, ixcTansmiiHi (Gaiin CTBOPIOIOTHCS 33 IOIMO-
Mororo cucteMu Inno Setup. ABTOMaTH30BaHE OHOBJICHHS
CHCTEMH 3IIHCHIOETCS IU(PPOBAaHUMH KaHaJaMU 3B’ 3Ky
yepe3 Mepexxy [HTepHer 3 odiniiinoro WEB-pecypcy.

3a 3amuTaMu I1EHTPAJbHUX 1 MICIEBUX OpTraHiB
BHUKOHABYOI BJIa/IU, OPTaHIiB MiCIIEBOTO CAMOBPSITyBaHHS Ta
MOCTa4YaJbHUKIB JOKYMEHTIB YKplepkapxiB 0e30ILI1aTHO
Hazae M iH(popMaIliio PO HASIBHICTH IOKYMEHTIB Y CTpa-
xoBoMY (OH/II Ta peecTpalliiHi Homepu HokyMeHTiB CDJ]
y Peectpi CO/I.

PeectpariifHi HOMepH Ta iHpOpMALIis PO JOKYMEHTH
COJl suxmogaroTbcss 3 Peectpy C®Jl nHa migcrasi
CIUTBHOTO PpIMIEHHA [OCTaYajbHUKIB TOKYMEHTIB Ta
Yxpaepxapxisy [4].

HocaigxeHHs npouecy ¢bopmyBanns
peecTpaniiiHOro HoMepa J0KYMEHTa CTPaxoBoro ¢Gouay
JOKyMeHTauii

PeectpamiifHuii HOMEp HAAETBCS KOXKHOMY OKY-
Menty COJl, sxuif MpUHAHATHI Ha JOBrOCTPOKOBE 30epi-
TaHHA 1 MICTUTh KOMIUIEKC (KOMIUIEKT) IOKYMEHTIB Ha
OoKpemuii 00’€kT (BUpiO, mam’SITKy TOMIO), 3a(DiKCOBAHUX
Ha Mikporpadiuniii mmiBmi. IlimcTaBoro s HamaHHS
peectpanifinoro Homepa AokyMeHTY CDJl € mpudHATTS
fioro Ha JOBrocTpokoBe 30epiranus. Lleit HOMep BXOIUTH
no 6a3u manmx Peectpy CD/] i 30epiraeTbcsi HE3IMiHHUM
MPOTATOM YChOTO dYacy 3HAXOMKEHHS iHQopmamii mpo
nokyment CO/1 y Hiil.

Bicnux Hayionanvnozo mexuiunozo yuieepcumemy «XIl». Cepis: Cucmemnuii
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Peectpaniiinuii HOMEp MICTUTH ONTHMANbHY Kijb-
KicTh iH(pOpMarii, HeoOXimHYy 1 mocTaTHIO It (HopMy-
BaHHS, BefieHHs1 Peectpy CD/] i 31iliCHEHHS OIIEpaTUBHOIO
nouryky nokymenta COJI.

Peecrpamiiiauiit Homep nokymenta CD/ cknamaerbes
34 yrpynyBaHb y BUNISAL PSAY JiTep Ta Ludp, po3aiieHnX
3HAKaMH «THUPE» Ta «Kparkay» (IuB. puc. 1).

XXO00K — YXXXX — ¥

- XXXXXXXX (XX)
[ Koxza

€APIoOY
NOCTaYa bHHKA
JOKYMERTAMi}
* R Qisinmn
OCiG 3aMICT KOV
3a€J[PITOY
HALAKOTH
LIeHTIRp AL BT 0
RO

IHaexce ,'IUT).—\ICH Ta (th)-"l—

CxropoueHHiT KO A0KYMEHTA
CO/1 na supid (00 €KT. MaM 4TKY
{_TOIIO)

| Yeprose wicao gokymenta CO v Pecctpi COJL
Puc. 1. Crpykrypa peecrpariifHoro Homepa gokymenta CO/]

[Tpuknan.

012150 — A.22.13 — C — 34897909,
ne 012150 — geprose uncno nokymentra CDJ] y Peecrpi
Col;

A.22.13 — ckopouenuit kox nokymenrta CDJ] na
BUpiO (00’ €KT, MaM’SITKY TOIIO);

C — innexc nokymenrta CO/JJ;

34897909 — kom 3a €JPIIOY mnocravajapbHHKA
JIOKyMEHTAIIii.

[lepuie yrpynyBaHHS — YeproBe YHCIO JIOKYMEHTa
COJ] y Peectpi CO/I — mictuth 6 mudp «X».

[pyre yrpynyBaHHs — CKOPOYEHMH KOJA JAOKYMEHTa
COJ] na Bupi® (00’ekT, mam’sITKy TOIIO) — MICTUTH 1
nitepy «Y» Ta 4 mudpu «X», po3aijIeH] 3HAKOM «KparKa»
TTCIISt JIITEPH Ta MICIsl JBOX MEPIINX HUQP.

Tpere yrpymyBaHHs — iHAEKC, 10 BU3HAYa€ NPH3HA-
yenHs gokymenra COJ] (crerianbae abo rocnomapcbke) —
MicTuTh 1 JiTepy «Y».

Uersepre yrpymyBanasa — xop 3a €JIPIIOY mocra-
YalbHUKA JOKyMeHTamii — Mictuth § mudp «X» (mis
¢iznunux oci6 3amicts koxny 3a €APTIOY HanaoTh i1eH-
TUdikamiiaui kox, skuid Mictutb 10 mudp «X») [5].

Ueprose uncino Hagaetbes nqokymenty COJI Biamo-
BiJTHO IO YEPrOBOCTI BHECEHHs iH(popMarii mpo HEOrO 0
Peectpy CO/I.

Ckopouenmnii kox nokymenra COJ] Ha Bupid (00’€xT,
IaM’SITKy TOIIO) HAJA€ThCS 3TITHO 3 Kiachu(pikaTopom
COJI (cexuist, po3mi, rpyma, kiac gokymenra CO/JT).

Iamexc moxymenta C®Jl HamaeThCs 3aleXHO Bif
BHUKOpUCTaHHSA nokymeHTa C®J] mns cnemiampHOrO abo
TOCTIOAAPCHKOr0 TPU3HAYCHHS 1 MOXe OYTH BiIIIOBiITHO 3
mo3Hakolo «C» abo «[», mpo M0 TOBimOMISE TOCTa-
YaJbHUK JOKYMEHTIB.

BimoMocTi po mocravaibHUKA JOKYMEHTIB BHOCSTE-
Csl IO CTPYKTYPH PEECTPAIlifHOr0 HOMEpa y BUTIISAII KOIY
3a €IPTIOY (ans ¢ismuHMX oci0 3aMicTh KOay 3a
€JIPIIOY Hanatoth imeHTHIKAIIHHAN KOx) [6].

AHanidyBaHH  KiIacu(ikaTopiB  JepikaBHOrO,
Bigom4oro, rajy3eBoro Ta PerioHaJILHOTO
NPHU3HAYCHHSA

HamionanbHi (nepkaBHi) cTaTUCTHYHI Kiach]ikamii
(xmacudikatopr) TpPU3HAYEHI I TPYIyBaHHS Ta
cucTeMaTH3aii iHopmarii po MoHATTS, 00’ €KTH, SBUIIA
TOIIO B CTaHAAPTHHUH (opMart, 0 JoroMarae BU3SHAYUTH
X TOmiOHICTE.

BignosigHo hi(o) MOJIOKEHb 3aKOHOJIaBCTBA,
HalliOHaJIbHI  Kiacu]ikatopy  MPUPIBHIOIOTECS 10
HalliOHAJILHUX CTaHJapTiB YKpaiHW, siKi, Y CBOIO 4epry,
OTOTOXHIOIOTHCS 3 JIep)KaBHUMHU CTaHIapTaMu YKpaiHwu,
10 MPUHHATI EHTPaTbHUM OPraHOM BHKOHABYOI BIIAJIH,
110 pealizye Jiep>KaBHY MONITUKY Y cdepi cTanaapTu3arii
(MiHEKOHOMPO3BUTKY), Ta MalOTh OYTH JIOCTYIIHUMH JUIs
[IMPOKOTO KOJNa KOPHCTYBadiB. TakuM YHHOM, AeprKaBHi
Kiacu(ikaTopu OJHOYACHO € HAIliOHAJHbHUMU KJIaCU(iKa-
TOpaMHu.

Bianosigno no nocraHosu [7] 3 1994 poky 3a [lep-
’KaBHOIO MPOrPaMoI0 TIepPeXxoy Ha MIKHAPOJHY CUCTEMY
00Ky 1 cTaTUCTUKYU B YKpaiHi nodanu po3pobnsrucs 18
HAI[lOHAJIbHUX CTaTUCTUYHUX KIIacH(IKaIlii, cepen SKux
MPEJICTABIICH] Ti, 10 TPYHTYBAIUCS Ha 0a3i MI>KHAPOAHUX
anayioriB: Knacugikaiiss BUIIB €KOHOMIYHOI isUTBHOCTI,
JepxxaBuuii knacudikartop npoaykiii Ta mocnyr, Knacu-
¢ikaTop nepxas cBity, Kiacudikarop Bantor, Knacudika-
Top npodeciit, YkpaiHcbka kiacugikallisi ToBapiB 30BHilLI-
HbOEKOHOMIYHOI aisuibHOCTI, Kitacudikatop oauHuIb
Bumipy. Kpim Ttoro, Oyno pospodneno Kiacudikatop
00’€KTIB  aJIMiHICTPATHBHO-TEPUTOPIAILHOTO  YCTPOIO,
Knacudikauito ocHoBaux ¢onais, Kiacudikamiro mocmyr
30BHIIIHBOCKOHOMIYHOI JistibHOCTI, Kitacudikamito BuiB
HAYKOBO-TEXHIYHOI TisSUTbHOCTI.

3akonoMm VYkpainu [8] Bu3HaueHo, w0 (GYHKIIT
HaIliOHAJILHOTO OPTaHy CTaHAAPTU3Allil BUKOHYE JiepiKaBHE
MIAMPUEMCTBO, SIKE HE MiAJIsrae NMpUBaTH3YBaHHIO, YTBO-
peHe MiHEeKOHOMPO3BUTKY.

Posnopsymxennsim [9] Bu3HaueHo, 1m0 QyHKIT HaITi-
oHaNlbHOro oprany crangaprusanii 3 03.01.2015 Bukonye
JepxxaBHe miAnpueMcTBO  «YKpaiHCBKUN  HAyKOBO-
JOCIITHUM 1 HABYAIBHUH IIEHTP MPOOJIeM CTaHAapTH3AaIlil,
ceprudikarmii ta sskocti» (AI1 «YxpHIHL»).

Y MDKHapOAHIM CTaTUCTHYHIA TPAKTHII OCHOBHI
CTaTUCTHYHI KJIacH]iKaIlii BUAIB €KOHOMIYHOI isUTEHOCTI,
MPONYKIII Ta TOBAapiB IMOEAHAHI y B3a€MOIIOB’ A3aHY
cucteMy. B YkpaiHi cucTeMy HallloHambHUX Kiacupikariit
PpO3po0IIeHO Ha BUKOHAHHS ITOCTAHOBH [7]. 3 Orysimy Ha IIe,
JULs1 320€31e4EHHS] MOXIIMBOCTI MTOPIBHAHHS CTATUCTHIHUX
JTAHWUX, TIPA CTBOPEHHI OCHOBHUX HAITIOHAJNFHUX CTATHUC-
TUYHUX KIacuQikaliii BHIIB EKOHOMIYHOI isSUTBHOCTI,
MIPOIYKIIi1, TOBApiB SIK 0a30BUX OyIM BUKOPUCTAHI TIOXiTHI
€BpOMENChKI KIIacHdikamii y HE3MIHHOMY BUIJIINI, a
JeTaizamis (mesarperaiisi), IO BPaxOBYE HAIliOHATBHI
0COOJIMBOCTI, 3AiiICHEHA HA HIDKYUX PIBHIX KIach(ikallii.
Takuit migxix 3a0e3meunB €AWHY IHTEPIIPETAIiI0 HAIlio-
HaBHUX Kiacu(ikamii 3 MDKHApOIHUMH Ta CTaHIAPTH-
3aIlif0 TePMiHiB, BU3HAUCHB, IIOSICHEHb.
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CucreMa HaIliOHATBHUX CTATUCTUYHUX KIIacU(iKariit
HE € CTaTHMYHOI0, HE3MIHHOIO CTPYKTYPOIO 1 TOTpedye
TIOCTIHHOTO CYNPOBOKEHHS Ta YAOCKOHAJIECHHs. 3MiHH y
YMHHOMY 3aKOHOJIABCTBI, IEPETJIS MDKHAPOJHUX MOJIEIh-
HUX CTATUCTUYHUX Kiacu(ikamid, BUHUKHCHHS HOBHX
MoTped y BUBUCHHI IIEBHUX 00’ €KTIB Ta SBUII TOTPEOYIOTH
BHECCHHS BIJTIOBIIHUX 3MiH JI0 Kiacuikaii.

OcHOBHa MeTa BeJIeHHsI Jep)KaBHUX Kiach]ikaTopiB
— MITPUMKA B aKTyaJbHOMY CTaHI Ta CBO€4acHe 3a0e3-
TIEYSHHSI OpTaHiB JEep)KaBHOI CTATHUCTHKH JIOCTOBIPHOIO
iH(OpMaIi€lo MO0 3MICTY IepKaBHUX KiIacu(ikaTopiB Ta
BHECEHHS 3MiH.

Buxonsuu 3 METoq00rii CTATUCTHKY Ta 3 OTJISLY Ha
il 3Ha4YeHHS JUI E€KOHOMIKM KpaiHH, TOJIOBHOIO Hallio-
HAJIbHOIO CTaTUCTUYHOIO KJACHU(IKaIi€l0 BBaKAETHCS
«Kacudikaris BumaiB ekoHoMiuHOI misuibHOCTDY (KBE/T).

KBE/] ycTaHOBIIOE OCHOBHM JJIsl MiJATOTOBJIECHHS Ta
TIOMIMPEHHS CTaTUCTUYHOI iH(pOpMaIli 3a BHIaMHU €Ko-
HOMI4YHOI misbHOCTI. OcHoBHuA npuHIwn KBE]] monsirae
B 00’€/IHaHHI MiIPHEMCTB, 1[0 BUPOOJISIIOTH MOIOHI TO-
BapH YU MOCIYrd a00 BUKOPHUCTOBYIOTh MOAIOHI ITpoLecH
JUIsl CTBOPEHHS TOBapiB 4M MOCHYr (TOOTO CHPOBHHY,
BUPOOHUYHMH MPOIIEC, METOIU a00 TEXHOJIOTI), y TPYIH.

Ocnosne npuzHaueHHss KBE]] — Bu3Havyatu ta Komy-
BaTH OCHOBHI Ta JIPYrOpsAHI BUM €KOHOMIYHOT JTisSITBHOCTI
IOPUIMYHUX 0Ci0, BiJOKPEMIICHUX MiAPO3JLUTIB FOPUIIY-
HHUX 0Ci0, (PI3UYHHX OCIO-TIIAPHEMIIIB.

VY Garathox KpaiHax po3poO0IieHi Ta 3aCTOCOBYIOTHCS
BiZIOMuYi, Taiy3eBi, perioHanbHi Kiacudikaropu. Hampu-
Kian, kiacugikoBaHO: raiy3i MPOMHCIOBOCTI, o0maj-
HaHHs, npodecii, OJUHUII BHUMIpY, CTATTI BUTPAT TOLIO.
Knacudikaropu po3poOIIOOTECS SIK Ha PIBHI OKpEeMHX
MiANpUEMCTB (OpraHizaiiii), BiIOMCTB, Tak 1 Ha piBHI
JepKaB.

Bigomui xnacudikatopu — KiacugpikatopH, 1o
BUJIAIOThCS B MEXaX KOMIIETEHIIIT TOrO Y 1HIIOr0 Oprany
BUKOHABUOI Biaju (MiHiCTEpCTBA, KOMITETY, BIJIOMCTBA),
MAalOTh BHYTPIIIHE, BHYTPIIIHBOBIJOMYE 3HAYCHHS.

Hamnpukian, Bigomui knacugikatopu iHpopMarii 3
[IUTaHb AEPKaBHOI MUTHOI CIIPaBH BHKOPUCTOBYIOTHCS Y
npotieci oOpPMIICHHsI MUTHHX JeKiIapaiiii i € 000oB’s3-
KOBUMHM ISl 3aCTOCYBAaHHS BCiMa MHTHUMH OpraHaMu,
CreliaNi3oBaHUMH MHTHHMH YCTaHOBaMHU Ta OpraHiza-
LiSMH, FOPUIUYHUMHU U (Pi3MYHUME 0coOamu, 110 3iiic-
HIOIOTH 30BHIITHHOEKOHOMIYHY HisUTBHICTb.

3arajpHi BUMOTH 10 BIPOBAHKEHHS, BHECEHHS 3MiH
JI0 BIJOMYHUX KiIacu(pikatopiB BuU3HA4YawOThcs [lopsiakoMm
[10]. Bimomui knacugikatopu He MICTATh TPABOBUX HOPM
Ta BIPOBAKYIOTBCS 3 METOI0 BHKOHAHHA IIOJIOXKEHb
3aKOHOIABYMX AKTiB JUIS KOAYBAaHHA iH(OpMaIii.

lanyseBi knacudikatopu — 1e Kiacudikatopu, 1o
BUKOPHUCTOBYIOTECS B MeEXax opHiel ramy3i. Y HHEX
BiTOOpaXkaeThCsl Tally3eBa Ta 3araibHOAep)KaBHA iH(Op-
Maris, fka Mae cnenudiuai o3Haku. Jlo ramy3eBmx
knacudikaTopiB BigHOCSTHCS, Hanpukiaaz, «Kmacudikarop
TOBapiB 1 Tapm», «Kmacudikarop cimbcbKOrocmonapchkoi
mponykiii», «Kmacudikatop OymiBeTbHHX MaTepiaiiBy
TOLLIO.

PerioHanmpHi KITacu(ikaTOpu BUKOPUCTOBYIOTHCS B
MeXaxX PerioHy, a TaKOX B 3arajbHONEPKABHUX 1 rairyse-
BHUX Kiacudikaropax Ui KOHKPETHHX perioHiB. Jlo

perioHanbHUX BiTHOCATH, Hampukiaj, «Kmacudikarop
00’€THaHb 1 MAIPUEMCTB Y KpaiHm) TOIIO.

Knacudikatop nokymentis C®J Ykpainu

VY pe3ynabTaTi MPOBEACHUX MOCIIIKEHb PO3POOICHO
HOoBU Kiacugikatop nokymeHtiB CDJ] Yxpaiam [11],
SIKHH 3aTBEPJDKECHO HaKa3oM YKpJepikapxiBy Bim 13 iro-
toro 2019 p. Ne 20.

B ocHoBy mobynoBu kiacudikatopa COJ] Ykpainu
MOKJIAJICHO TMPHUHIMIK JeTalli3alii, sKi HaBeleHi B
HanioHanbHOMY Kiacugikatopi Ykpaimm JK 009:2010
«Kmacudikaris BUAIB EKOHOMIYHOI JisUTBHOCTI» [12],
rapMoHi3oBaHOMY 3 0a30Bol0 MixkHaponHoro Crartuc-
TUYHOK KJTACHU(IKAI[EI0 BUIB €KOHOMIYHOI JisSUTBHOCTI
€sporneiicbkoro Coro3y — NACE (Rev. 2) [13].

Knacudikarop noxymentie COJ] Ykpainu 3abe3ne-
Yye BUPILIICHHS TAKUX 3aBJIaHb:

— xnacudikanis Ta koxyBaHHsA TokymeHTiB CDJ] 3a
Kiacu(ikamiiHUMK 03HAKAMU;

— yHi(ikaris moOynoBY Ta HanMcaHHS Ha3B 00’ €KTIB
knacuikarii;

—onepatuBHUil momyk JokymeHtiB C®OJ[  mis
peanizaliii 3amuTiB MPO HASBHICTH Ta/ab0 BiATBOPEHHS
JIOKyMEHTIB CTPaxoBoro (GoHmy;

— 00mik nokymentiB COJ] B Peectpi CO/L;

— 00nik gokymeHTiB CD/] 3a 1onomMorow o0JIiKOBUX
KapToK.

0O0’extamu knacudikaiii € 00’€KTH, JOKYMEHTAIlis
Ha sKi 3aKiaagaerbes 10 COJ.

Osnakoto knacudikanii € QyHKIiOHabHE TpH3HA-
YyeHHss 00’ekTiB Kiacuikamii (HanpsSMKH CTBOPEHHS
Cd]1), indopmauito npo siki BHOCATH 10 Peectpy CO/I.

Knacudikarop MictuTh 15 cexliiid, sIKi MO3HAYAIOTHCS
OykBamu ykpaiHcekoi abetku A, b, B, T, /I, E, 2K, U, JI, M,
H, I1, P, C, S (nepumii piBeHp knacudikauii). Li mitepu
BUKOPUCTOBYIOThCSL JUIsl 3arajibHOi imeHtudikamii indop-
Matiii npo gokyment CO/I.

Knacudikarop nodymnoBaHo 3a iepapXiYHUM METOIOM
Ki1acudikanii 3 BAKOPUCTAHHIM ITOCITIIOBHOI CUCTEMH KO-
JTYBaHHS.

Koxna mosunist y Knacudikaropi mictuth m’sTu-
3HAYHUI ineHTHIKAIIHHIA KO/ 1 HAa3BY BIAMOBIAHUX KIIa-
cuikaiiiHuX yrpynoBaHb.

3aranbHa CTPYKTypa ieHTU(IKANiHHOTO KOAY Mae
Burs: Y XX.XX, nme Y — mitepa, X — uudpa, Ta
BIZIIIOBITA€ TaKif CXEMI:

Y — cexis;

XX — poznin;

XX.X —rpyna;

XX. XX — kiac.

KomoBi mo3HadeHHs po3misiB, Tpyll, KIaciB CKja-
naroThes 13 nudp Big 0 go 9, mpryomMy 3HaYeHHS 9 3aBKAN
BHU3HAYa€ Te, M0 HE BiJHECEHO IO IHIINX YrpyHNOBaHb B
Me)kax KOHKpeTHOro kiacy [11]. 3aransHy cTpyKTYypy Kia-
cudikaropa COJl HaBeneHo y Tadm. 1.

BucnoBku. Kiacudikatop mokymentis COJ] Ykpai-
HU BCTAHOBIIOE €IWMHI TPHUHIWIN Kiacudikamii TOKy-
MmentiB CO/l, indopmariist mpo siki BHOCHTECS 110 Peectpy
C®J]. VMoro npusHaueHo s BHKOPUCTAHHS CYO’€KTaMu
nepxaHoi cuctemu C®J] mixm gac crBopeHHS, (opmy-
BaHHS, BeJleHHs Ta BuKopuctaHHsi CDJ] y Mexax moBHO-
Ba)KCHb, BU3HAYCHNX 3aKOHOJABCTBOM Y KpaiHH.
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Ta6mus 1
KaTteropis HalimenyBaHHs

A Joxymentu CDJI Ha BupoOH Ta IPOAYKILIO

B Joxymentn C®J] Ha 00’ekTH OyIiBHHIITBA
BHPOOHMYOTO MPU3HAYCHHS

B Joxymentn C®J[ Ha 00’€KTH cHUCTEM
KHUTTE3a0€3eUeHHS

r Joxymentn C®J[ Ha 00’€KkTH cHUCTEM
TPAHCIOPTHUX 3B’ SI3KIB

pil| Joxymentn C®J] Ha 00’ekTH OyIiBHHIITBA
HEBUPOOHHIOr0 IIPU3HAYCHHS

E Hoxymentn C®J] Ha 00’€KTH KYIBTYpHOL
CHaIIMHHA. O0’exTH  apXiTEKTypH  Ta
MiCTOOY/TyBaHHS

X Hoxkymentn C®J] Ha 00’€KTH KyIBTYpHOI
CIaIIIUHU. O06’exTH icTOpHYHI Ta
MOHYMEHTaJIFHOTO MHCTEITBA

n Hoxymentn C®J] o6’extn MaTepianbHOI Ta
JOYXOBHOI  KynbTypu (s 30epekeHHsS
iH(opMaii npo KynbTYpHI LIHHOCTI)

JI Hoxymentn COJl Ha aBapiliHO-pATYBaJbHI
KOMIUIEKTH JIOKyMEHTamil

M Joxymentn C®DJ] Ha NOKYMEHTH apXiBHOrO
donxy

H Joxymentu CDJ] Ha 00’ €KTH 3eMJISyCTPOIO

II Joxkymentn C®DJ] Ha 00’€KTH KyIbTYpHOL
cnagmuHl.  OG’€KTH  ca/lOBO-IIAPKOBOTO
MHCTENTBA Ta JJAaHAMAaPTHI

P Joxkymentn C®DJ] Ha 00’€KTH KyIbTYPHOI
criajuHu. 00’ €KTH apXeoJIorivHi

C Hoxymentn COJ] Ha 00’€KTH KyIbTYpHOL
crnagumHu. OO0’ €KTH HAYKH 1 TEXHIKH

A Hoxymentr CDJ] Ha iHmi 00’ ekTi

3 Meror BH3HAa4YeHHs €(PEeKTHBHOCTI 3aCTOCYBaHHS
HoBoro Kiacudikaropa moxymentiB COJ] Ykpainu, mis
BUPILICHHS KOHKPETHHUX 3aBIaHb ABTOMAaTH30BAHHX
cucteM OOJIIKY, a TAaKOX JUIsi BU3HAUCHHS MPAaBUIBHOCTI
OCHOBHUX TPHHIIHITIB Ta MOJOKEHb, SKI 3aKJIaJIeHO B HOro
noOymoBy, Ha TIled 4Yac TPOBOAMUTHCS  anpodarlis
Knacudikaropa nokymentiB C®J[ VYkpainum 3a yuacti
HaykoBO-10CTiTHOTO, MPOEKTHO-KOHCTPYKTOPCHKOTO Ta
TEXHOJIOTIYHOI0 ITHCTUTYTY Mikporpadii, cremiaibHuX
ycranoB COJ] Ykpainu ta 6a3 36epiranus COJ] Ykpainu.
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A. I0. BAPAHIIEB, H. M. KTHMEHKO, 1. A. LIEBYEHKO

ITPOBJIEMHI IUTAHHS 35EPEXXEHHS TA OBPOBKH BEJIMKUX JAHUX JUISI 3SABE3ITEYEHH A
OBJIIKY TA HIZA'OTOBKU 10O EKCIIOHYBAHHS EJIEKTPOHHUX ®OH/IIB APXIBHOI
YCTAHOBMU B ITYBJIITYHUX EJIEKTPOHHUX MEPEKAX

Benuki Temnu 3pocTaHHS 00csAry JaHUX B IH(QOPMAIIHHUX TEXHOJOTISX € HEBI'€MHOK CKJIAJOBOI CYYaCHOrO CYCHiJIbCTBAa. BHKOpHCTaHHS
iHpOpMAaLifHUX TEXHOJNOTii B apXiBHId cHpaBi J03BOJSE MiABUINMTH €()EKTHBHICTh HAaJaHHS JEP)KaBHUMM apXiBHUMH YCTQHOBAMH IOCIHYT,
3a0e3MeYnTH TOMyJIAPU3aLilo IXHbOI MisJIbHOCTI HA HOBOMY SIKICHOMY DIiBHI IUITIXOM 3aCTOCYBaHHS Cy4acHHX (OpM MyOJiKaiii Ta eKCIOHYBaHHS
apXiBHHX JIOKYMEHTIB B €JIEKTPOHHOMY BUTIJIAAi. Tak, 3aBASKM BUKOPUCTAHHIO iH(pOpMAalLiifHUX TexXHONOrii KopucryBaui demepanbHOro apxiBy
Himed4rHM MalOTh MOXKIIMBICTb 3/1iiiCHUTH TOBHOTEKCTOBHI MOIIYK Y KOJEKI[il JOKYMEHTIB apXiBY, IEPETJITHYTH B 3py4Hiit (JOpMi pe3yabTaTH MOYKY
(30Kpema y BUIIII I (POBaHUX 300paKeHb JOKYMEHTIB), a TAKOXK, 3a MOTPEOH, 3aMOBHUTH Ta CILIATHTH MEBHI TOJATKOBI MMOCIYTH (HAIIPH KJIaJ1, KOIIiI0
JIOKyMeHTa ToIo). 3 aHanoriyxor meroro 3a miarpumkun FOHECKO Ta Bibniorekun Konrpecy CIIA Gyno ctBopeHo BebOcaiiT CBiTOBOI 1HppoBOI
6i0mioTekn. MeTor JOCHIKEHHS € BU3HAUCHHS HAJIEKHOI MporpamMHoi iH(pacTpyKTypH Ta 00’€KTHOI MOJENi OpraHizamii JaHuX, HEOOXiJHUX IS
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3a0e3eueHHs IepaKaBHOro 00Ky 1oKyMeHTiB HanioHansHoro apxisHoro ¢onay (00I1ikoBO1 Ta BTOPHHHOI apXiBHOI iH(popMaIii) 3 METOI0 CTBOPEHHS
SIKICHOI €JIEeKTPOHHOI eKCIIO3UILIT Ta 3a0e31eueHHs KOPHCTYBadiB MOXIIMBICTIO BUIEHOTO JOCTYILY 10 Hei.

KawuoBi ciaoBa: unu¢posizaiis, HarionaneHuil apxiBHuil (oHJ, apxiB, 0i0iioreka, 00’€KTHa MOIENb, €KCIO3MUILsL, KJIEHT, MMPOrpamHe
3a0e3neucHHs, cepsep, LleHTpanbHuil nepkaBHUIT HAYKOBO-TEXHIYHUN apXiB YkpaiHH.

A. 0. BAPAHIIEB, H. H. KTHMFEHKO, H. A. IIEBYEHKO

IMPOBJIEMHBIE BOITPOCBI COXPAHEHUA U OBPABOTKH BOJIBIINX JAHHBIX JIJISA
OBECIIEYEHUA YUYETA U TIOAI'OTOBKHU K 9KCITOHUPOBAHUIO 3JIEKTPOHHbBIX ®OH/10B
APXUBHOI'O YUYPEXKAEHUS B ITYBJIMYHBIX 3JIEKTPOHHBIX CETAX

Bonpime TeMnsl pocta 00beMa JaHHBIX B MH(GOPMAIIMOHHBIX TEXHOJIOTHAX SBIISIOTCS HEOTHEMIJIEMOH COCTaBJLIOIICH COBPEMEHHOrO OOLIECTBA.
Hcnonb3oBanue MHGOPMALMOHHBIX TEXHOJIOTHII B apXUBHOM JIe/e IO3BOJSICT HOBBICUTH J((EKTUBHOCTH NPENOCTABICHHS TOCYIapCTBEHHBIMHU
APXHBHBIMH YIPEKICHUSIMH yCIIyT, 00SCIeYUTh MOMYIISIPH3ALMIO HX JeITEIEHOCTH Ha HOBOM KaueCTBEHHOM yPOBHE IIyTeM IIPUMEHEHHS COBPEMEH HbIX
(hopM ImyOIIMKALUK ¥ SKCIIOHHUPOBAHMS aDXUBHBIX JIOKYMEHTOB B 3JIEKTPOHHOM BHJe. Tak, 6J1aroapsi HCIOIb30BaHUIO HHYOPMALMOHHBIX TEXHOJIOTUH
nosp3oBatenn denepanbHOro apxua ['epMaHMU UMEIOT BO3MOXKHOCTB OCYLIECTBHTH IIOJHOTCKCTOBBIH HMOMCK B KOJUIGKIMH JOKYMEHTOB apXuBa,
IIPOCMOTPETh B YHOOHOI opMe pe3ynpTaThl MoHCcKa (B YaCTHOCTH B BHAE HU(POBBIX M300paXKeHUIl TOKYMEHTOB), a TAKKe, IIPU HEOOXOIMMOCTH,
3aKa3aTh ¥ OIUIATHTb ONpEICICHHBIC IOMOJIHHTEIbHbIC YCIYTH (HAmpuMep, KOIMHIO NOKyMeHTa U T.A.). C aHaJOrMYHOH LeNbio IPH MOAIEPKKE
FOHECKO u bu6imorexku Konrpecca CILIA 6511 co31aH0 BeO-cailT BeemupHoii nndpooit 6ubiimoTeku. L{enbro nccienoBanust sIBISICTCS ONpe/IelieHne
HaJUIeXalleil IporpaMMHOI HH(GPACTPYKTYphl H 00BEKTHOI MOJEIN OPraHU3ali1 JaHHBIX, HEOOXOAUMBIX JJIs1 00ecedeHusl ToCy1apCTBEHHOTO yueTa
JoKyMeHTOB HarmonansHOro apxXuBHOro (oHna (y4eTHOH M BTOPUYHOH apXMBHOH MH(OPMAIMU) C LENbI0 CO3NAHUSI KAYECTBEHHON DICKTPOHHOM
9KCIIO3ULMU U 00eCIeueH s MOJIb30BaTeNeil BO3MOXKHOCTBIO CBOOOHOrO 0CTYyNA K HEll.

KiroueBble cioBa: mudposusaius, HanmoHansHBI apXuBHBIH (OHA, apxuB, OMOIMOTEKa, OOBEKTHAs MOJETb, DKCIIO3ULMUS, KIHMEHT,
porpaMmMHoe obecredenue, cepsep, LIeHTpalbHbIil rocy1apcTBEHHbIH HayYHO-TEXHUYECKUH apXUB Y KpauHBI.

A. Y. BARANTSEV, N. M. KLYMENKO, I. A. SHEVCHENKO

PROBLEMS ISSUES ON SAVING AND PROCESSING OF BIG DATA TO ENSURE THE
ACCOUNTING AND PREPARATION FOR EXPOSURE OF ELECTRONIC FUNDS OF ARCHIVE
INSTITUTION IN PUBLIC ELECTRONIC NETWORKS

Big data growth in information technology is an integral part of today's society. The use of information technologies in archival affairs allows to increase
the efficiency of providing state archival institutions services, to ensure promotion of their activity at a new quality level by applying modern forms of
publication and exhibiting archival documents in electronic form. So, thanks to using of information technology, users of the Federal Archives of
Germany have the opportunity to search in full text search in the archive documents collection, to view in a comfortable form search results (in particular
in the form of digital images of documents), and, if necessary, to order and pay for certain additional services (e.g. a copy of the document, etc.). For the
same purpose, the World Digital Library website was created with the support of UNESCO and the Library of Congress. The purpose of the study is to
determine the appropriate software infrastructure and an object model for organizing data needed to ensure state registration of documents of the National
Archival Fund (accounting and secondary archival information) in order to create high-quality electronic exposure and provide users with free access to

it.

Keywords: digitalization, national archival fund, archive, library, object model, exposition, client, software, server, Central State Scientific and

Technical Archive of Ukraine.

Beryn. Benuki Temnu 3pocTaHHs 00CSTY IaHHX B
iHpopmaiiiaux Texnoiorisx (gani — IT) e HeBin emHOIO
CKJIaJIOBOIO Cy4acHOro cycmijibcTBa. Bukopucranns IT B
apxiBHI{ CIpaBi J03BOJSE MiJBUIIUTH eEKTUBHICTh Ha-
JaHHS JEep)KaBHUMHU apXiBHHUMH yCTaHOBaMHU IOCIYT, 3a-
0e3MeYnTy MOMYJISPU3AIII0 TXHBOI iSUIbHOCTI HA HOBOMY
SIKICHOMY pIiBHI IDISIXOM 3aCTOCYBaHHSI Cy4acHUX (hopm
nmyOmiKkamii Ta EKCIIOHYBaHHs apXiBHUX JIOKYMEHTIB B
ENEeKTPOHHOMY BHIIIsil. Tak, 3aBIsiki BUKOprcTanHio [T
kopuctyBaui DenepanpHoro apxiBy Himeudmnun maroTth
MOXKJIMBICTb 3JIICHUTH TIOBHOTEKCTOBHH HOIIYK Y KOJIEK-
mii JOKyMEHTIB apXiBy, MEpErisHyTH B 3py4Hid ¢opmi
pe3yabTaTH TOIIYKY (30KpeMa y BHIIANI LU(PPOBAHUX
300pakeHb TOKYMEHTIB), a TAKOX, 3a IMOTPEOH, 3aMOBHUTH
Ta CIDIATUTH MEBHI JOAATKOBI MOCITYTH (HATIPUKIIA, KOO
nokymenra toiro) [1].

3 ananorigHoro Metoro 3a miarpumkn FOHECKO Tta
Bibmiorexkn Konrpecy CIIA Oyno cTBOpeHO BeOCalT
CgitoBoi mudpoBoi Oibmiorexn [2].

Merta nocaigxenns. 3a0e3NeUNTH apXiBHI YCTAHOBU
Ykpaloun MOXIHBICTIO e()eKTHBHO BeCTH OOJIK Ta HaKo-
MMMYEHHS BTOPUHHOI apXiBHOI iH(opMamii A HaJaHHA
BIJIBHOT'O JTOCTYITY JI0 Hel KOpUCTyBadaM.

IMocTanoBka mpodaemu. Ha 1ieif gac 3 MmeToro 3a0e3-
IIEYeHHs TpaB TPOMAISH Ha BUIBHWH IOCTYN IO BiIO-

MOCTEH, MOTPIOHMX ISl HAyKOBO-JOCHIJHOI, iH(pOpMa-
LIIHO-IOBIIKOBOT Ta 1HIIOI JisUTBHOCTI, JAEpKaBHUMHU
apxiBHUMH YCTAHOBaMHU PO3POOJICHO JIOBIIKOBI anaparu y
¢dopmi enexTpoHHuX 0a3 manmx (mam — BJI) Ta cTBOpeHO
odimiitni BeOcaiitn. Ha BeOcailiTax eKCIOHYIOThCS
JokymeHTH HarmioHanpHOro apxiBHoro ¢ouay (mam —
HA®) y Burnsiai teMaTnaaux excriosuuiid. Lle, Hanpukmnan,
nepeiiK eNeKTPOHHUX eKCIO03uIliii Ha BeOcaiTi JlepixaBHol
apxiBHOI ciyx0u Ykpainu [3] a00 eneKTpoHHA eKCIIO3HIIis
Ha BeOcaifti lleHTpanpHOrO JEpPKaBHOITO HAaYKOBO-
TeXHIYHOTO apXiBy Ykpainu (mami — LIJTHTA) [4]. Taxi
€IIEKTPOHHI EKCIIO3HUIii MICTITh TOKYMEHTH, mimiOpaHi
(haxiBIIMH apXiBHOI YCTAaHOBHU 3a IIEBHUMH KPHUTEPIsIMH.
OCHOBHa BiIMIHHICTh IMX EKCIO3HWIIiH, HATIPUKIAN, Bil
excriozutlii dexepansHOro apxisy HimeudnHu momsrae B
TOMY, IO B Hii TMpeICTaBICHI BCi TOKYMEHTH apXiBy,
BTOPMHHA apXiBHa iH(OpMAILlisl Ta HAJAHO IOTYKHHUHA
MexaHi3M morryky. [Ipm Takomy mimxomi A0 moOymoBH
€IIEKTPOHHOI eKCIIO3UIIl KpuTepii BiAOOPY MTOKYMEHTIB
BH3HAYa€ KOPHCTYBad, IO POOWUTH ii MPHIATHOIO I
HAyKOBO-IOCIITHOI Ta iH(OPMAIiHHO-TOBIAKOBOI IIisITb-
HOCTI KOPHCTYBaYiB.

TakuM 4dYHHOM, ONHIEIO 3 BHUMOT 1O CYYacHOI
CIIGKTPOHHOI ~eKCIIO3MIi € eKCIIOHYBaHHSA apXiBHHUX
JIOKYMEHTIB B €JIEKTPOHHOMY BHTIISAII Pa3oM 3 OOJIIKOBOIO
Ta BTOPHHHOIO apXiBHOIO 1H(OpMAILIETO.
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OnuuM 3 npioputetiB JlepkaBHOI apXiBHOI CIIy>KOH
Vkpainn Ha 2020 pik € nudposizamis BCiX MpoleciB
apXiBHOI CIpaBH, [iIOBOACTBA Ta JEPXKABHOI CHCTEMH
cTpaxoBoro oy mokymenranii. Lle y cBoro uepry Hece
3a co00I0 HEeOoOXiHICTh 30epiraTh Ta OOpOOIATH BEJWKI
MAaCHUBH JaHUX JUTS iH(POpMAIiHOTro 3a0€3MeYCHHS apXiB-
HOI CIIpaBHU.

Buxaan ocHoBHOro marepiany. barato cyuacHux
opraHizamiid, OI0 BHUKOPHUCTOBYIOTH BEJHKI JdaHi, He
CTBOPIOIOTh HAJISKHOI 1HQPACTPYKTypH, sKa 3Moria 0
3a0e3meunTH HajiiiHe 30epiraHHs BEJIMYE3HUX MAaCHBIB
nanux. Lle, Ha HaII OMJIAL, € HEMPABUIIBHUM Ta MiCTHTb Y
co01 HU3KY NpoOJIeM:

— 11e mpocto Oararo ganux (> 10 Toaiir);

— Il HACTUIbKH BEJHUKI TAONMII, IO iX HEMOMKIHBO
BIJIKpUTH Ta npoaHaii3yBatu B Excel;

— 16 HeCTPYKTYpOBaHi JaHi i3 pI3HHX JKeped,
pizHOro 00’emy.

AJle MU 3yITMHUMOCS Ha KJIACHYHOMY BU3HAUYCHHI.

Benuki pani (amrn. Big Data) B iHpopMmamiiHux
TEXHOJIOTIsIX — Habopu iHdopMalli (K CTPYKTYPOBAHOI,
TaK 1 HECTPYKTYPOBAHOT) HACTUILKH BETUKUX PO3MIpIB, IO
TPaauIliiiHI CIOCOOM Ta MiAXOaH (34€01IBIIOr0 3aCHOBaHI
Ha DILIeHHAX Kiacy Oi3HECOBOI aHANITHKH Ta CHUCTeMax
kepyBaHHs 6azamu nanux (nani — CKb/])) He MoxyTs OyTH
3aCTOCOBaHi 10 HUX. AJNbTEPHATHBHE BU3HAYCHHS HA3UBAE
BEIMKUMHU JTaHUMHU ()EHOMCHATbHE MPHCKOPEHHS Harpo-
MaJDKEHHS JaHUX Ta IX YCKJIQJHEHHS.

OkpiM ¢iznyHOro 06’€My JaHUX, ICHYE TaK 3BaHa

3-V Teopis, fKa MiIKPECIIOE CKIATHICTh 3alayi
00poOKHM 1 aHaiizy uux Jganux (HaOip o3Hak VVV —
volume, velocity, variety, — ¢isuununii 06’ €M, MBUIKICTH
MPUPOCTY JAHUX 1 HEOoOXiAHICTh 1X MIBUAKOI 0OpOOKH,
3IATHICTh 00pOONATH JHaHi pi3HMX TuMiB). Teopito Oyno
BUCYHYTO KommaHiero Meta Group y 2001 poui 3 meroro
HAroJOCHUTH Ha PiBHIN 3HAYMMOCTI YIPaBIIiHHS JIAHUMHU IO
BCIX TPhOX aCIeKTax.

PosrisiHeMo KiJlbKa TPUKIAAIB, 1€ BUKOPHUCTOBY-
IOTHCS BEJIUKI JaHi:

— JIOTH CaHTIB, sIKI HAKOIMUYYIOTb 1 30epirarTh CIIyX-
60BY iH(OopMallito TIPO Bi/IBiyBaYiB;

— iHopmariist po ornepariii KIieHTIB OaHKY;

— onu(poBaHi KHUTH Ta JOKYMEHTH;

— iH(OpMaILisl PO TOKYIKH Y BEJIMKUX TOPTOBEIBHUX
Mepexax;

— curHanmu GPS Bim aBTOMOOWIIB U TPaHCIOPTY-
BaJIbHOI KOMIIaHi;

— iH(opMaIlist po aGOHEHTIB MOOIIBHHUX ONEPaTOPIB;

— Tta 6araTo iHmwMX [5].

JlepkaBHUMH ~apXiBHUMH yCTaHOBaMH BEIyTbCS
pobotu 3 orudpyBaHHs apXiBHUX JOKYMEHTIB, a JepKaB-
HUM 007iKk mokymeHTiB HA® 3milicHIOETBCS TaKOX 1 B
eNICKTPOHHOMY BUIVIAI. AJie IbOrO HEIOCTaTHBO JUIS
CTBOPCHHS SKICHOI ENEKTPOHHOI €KCITO3MINi 3 KUTBKOX
MIPUYHH: TIO-TIepIIIe, apXiBHI €IEKTPOHHI JOKyMEHTH 30epi-
rarotbes nepeBaxxHo y ¢opmatax TIFF a6o PDF [6]. Li
¢dopmatn He momymsipHi y WEB. Tak, pactpoBi 300pa-
xkenHs y ¢opmari TIFF He BimoOpakaioThCs TaKUMU
PO3TOBCIOKEHNMH  |HTepHeT-orsinadyamMu, sk Mozilla
Firefox, Google Chrome Tta Opera 0e3 BcTaHOBIECHHS
JIOIATKOBUX KOMITOHEHTIB. Bwmict ¢aitniB y ¢popmati PDF

B3araji HEMOXIIMBO IHTETPYBATH JI0 BMICTY BEOCTOPIHKH.
ToMmy 3aBmaHHS 31 CTBOPEHHS CY4YacHOi EIIEKTPOHHOI
EKCIIO3UIlii BUMArae iHImmxX (OpPMAaTiB PacTPOBHX 300pa-
»xeHs. [lo-npyre, 00’eM BMicCTy BTOPHHHOI apxiBHOI iH(Op-
Mallii, 10 MiJIsTae eKCIOHYBAaHHIO, Y 3araJlbHOMY BHUIIA-
Ky Moke He 30iratucst 3 i MOBHUM 00’€MOM. 3BiCHO,
pilIeHHs Tpo 1ie MpuiMaeThest PaxiBIIMHU apXiBHOI ycTa-
HOBH, SIKi TOTYIOTh €KCIIO3HIIIIO.

OTxe, ISl CHINIHOTO BUPILIEHHS 3aBJaHb 31 CTBO-
peHHst iH(QOpPMaLiiHUX EeNEeKTPOHHHUX pPecypciB 1 opraHi-
3amii JoCTyIy 10 HUX (y KOMIT FOTEPU30BaHUX YHTAIHHUX
3allax, y PEeXHMIi BiITAIEHOTO JOCTYIY 4Yepe3 Mepexy
[aTepHeT TOIIO) HEOOXiTHO BECTH B EJIEKTPOHHOMY
BUTJISIII OKpEMHH OOJIK BMICTY, SIKHMl MOXe OYTH €KCIIo-
HoBaHo. Takuii 00JIik HEOOXiJJHO BECTH HA 3aXHUILEHUX
amaparHuX 3aco0ax, MpHHaiMHI 0e3 JocTymy /10 ImyOsid-
HUX Mepex. Lle Hamae MOMXUIIMBICTH TONEPETHBO MiAro-
TYBaTH €KCITO3MIIiI0 a0o ii yacTUHY, a B IyOJivHI Mepexi
MIEPEHOCUTH TUTBKH NEpEBipeHi, JIOTIYHO 00’ €JHaHI JlaHi.

3aBIaHHAME OOJIKY €:

— HaKOIMYEHHs] BTOPUHHOI apXiBHOI iH(opMallii;

— HaKOITMYEHHsI OLM(POBAaHNX JOKYMEHTIB Ta PO3Mi3-
HAHUX TEKCTIB;

— TIepeTBOpeHHs TpadiyHMUX Ta TEKCTOBHX (opMartiB
y hopMy, NPUAATHY IS €I1eKTPOHHOI EKCITO3HIIIT;

— cHCTeMaTH3alliss HaKOmW4YeHol iHgopmamii 3a
JIOTIOMOT'OF0 Cy4acHHX 1H(OpMaliHHUX TEXHOJIOT1H;

— BIIOIp TOKYMEHTIB Ta 00CATY BTOPHHHOI apXiBHOI
iH(opMarii, sKi MaloTh OyTH OIyONiKOBaH;

— EKCIOpPT BMICTY JUisi €KCHOHYBaHHS Y BHIJISAL,
NPUOATHOMY JUIA aBTOMATH30BAHOTO PO3MIIICHHS Ha
KOMIT'IOTEpHUX 3aco0ax y MyONiyHHX eJIeKTPOHHUX
Mepexax.

Jlns BUKOHAHHS IIMX 3aBJaHb OyJIO 3arpOIIOHOBAHO
crierjiayiizopaHe nporpamHe 3a0esnedeHHs «EnekTpoHHi
¢dounu apxiBy» (mam — I[13 Enda), sike mis epekTHBHOrO
BeJICHHsI OOJIKY Ta cHUcTeMaTu3allii HakonuueHol iHpop-
Mallii Mae HU3Ky OCOOJIMBOCTEH, a came:

— opuriHaibHy cTpykTypy bBJl, ska mo3Bomsie
NPENCTaBUTH CTPYKTYPY OOJIKOBHX ONWHULE Yy BHIJISAII
rpada;

— IMOBHOTEKCTOBHH TOIIYK YKPaiHCHKOIO Ta POCIiid-
CBHKOI0O MOBAaMH, IIIO I03BOJISIE BECTH IOIIYK HE TiNBKHU 3
iMEHaMU JIOKYMEHTIB, a i 3a X BMiCTOM;

— BOyZOBaHY TEXHOJIOTIIO €JIEKTPOHHOT0 Mapkepa E-
Colorer [7], sika 103BOJIsSIE HAOYHO BUAUIUTH PE3YJIbTATH
MOIIYKY Ha PACTPOBUX 300paXKEHHSX IIU(PPOBUX KOMiif;

— MOAYJABHUH NPHHOUI NOOYIOBH, IO O3BOJISE

BpaxoOBYBaTH  OCOONHMBOCTI  TpeAMeTHOi  oOiacTi
KOHKPETHO! apXiBHOi yCTaHOBH 0€3 BTPYJYaHHS B MOIYII
Aaapa.

Jnst 00Ky 3acTOCOBYETBbCA 00’ €KTHO-pENAIiifHA
CKBJ PostgreSQL, sxa Hamae 0e3imid MOXIHBOCTEH,
JOCUTHh HaJiiiHa 1 Mae XOpOIIl XapaKTepPUCTHKH 3a
MPONYKTHBHICTIO. BoOHa Tmpamioe MPakTHIHO Ha BCIX
UNIX-mratdopmax, Brrrogatoun UNIX-moniOHi crctemu,
taki sk FreeBSD i Linux. Ii moxna 3acTocoByBatn Ha
Windows NT Server i Windows 2000 Server, a mis
pO3pOOKH TOAATHCSA HaBITH Taki cucremu Microsoft mis
pobounx cranmit, sk ME. Kpim toro, PostgreSQL BinbHO
TIOIIUPIOETHCS 1 Ma€ BIIKPUTHIA BUX1THUHA KOI.
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PostgreSQL BurigHO BiApi3HAETHCS Bil Oaratbox iH-
mmx CKB/]. Bona Bosozie mpakTHYHO BCiMa MOKIMBOC-
TaMU, sKi € B iHmmx bJl (komepriitaux ado Open Source),
a TAaKOX JIESKUMH JIOAaTKOBHMH.

KorkHa Bepcist mepeBipseTbes TyKe peTenbHo, OeTa-
Bepcii NPOXOIITh SIK MIHIMYM MICSIYHE TECTYBaHHS.
3aBISIKM YHCIICHHIH CITIJIBHOTI KOPUCTYBAUiB 1 BIAKPUTOMY
JOCTYIy J0 BHXIJHOTO KOAY MOMHIKH BHIIPABISIIOTHCS
Jy’Ke HIBUIIKO.

IponykrueHicte 1iei CKBJl Takox 3pocrae Bix
Bepcii 1o Bepcii, i octaHHi arecTanii MOKa3ylOTh, IO MPH
MIEBHUX YMOBaX BOHA HE IOCTYMAEThCS KOMEPLiHHUM
npoaykraMm. J{esKi cucteMu, 10 BOJIOAIIOTh HE TAKUM ITOB-
HUM HaOOpPOM MOKJIMBOCTEH, mepeBepInytoTh PostgreSQL
y TPONYKTUBHOCTI, ajie 3a paxyHOK BTpaTH (YHKIIiO-
HanbHOCTI. [IJI1 TOCHTH TNPOCTUX JONATKIB TaKy poJib
Bizirpae B/, mo ckiiagaeThes 3 MIOCKUX (haiiiis.

Onnieto i3 cuiapHUX cropin  PostgreSQL e i
apxitekrypa. Sk 1 OGarato xomepmiaux CKB]],
PostgreSQL Moxxe 3acTOCOBYBATHCS B CEPEIOBUIIN KITIEHT-
cepBep, [0 HajJae Macy repeBar K KOpHUCTyBayaM, TaK i
PO3pOOHUKAM.

OcnoBa PostgreSQL cTtaHOBUTH CcepBEpHHI IMpoOIiEeC
b/1. BiH BUKOHYETBLCS HA OTHOMY CEpBEpI.

Hocrym 3 nonatkiB A0 qaHuX 0a3u 3IIHCHIOETBCS 3a
norniomoroto mporiecy bJI. Kiientchki mnporpamu  He
MOXYTh OTPUMATH JOCTYI JI0 JAHWUX CaMOCTiIHO, HaBITh
SIKIIIO BOHU IPAIIOIOTh HA TOMY K KOMIT'FOTEpi, Ha SIKOMY
BUKOHY€ETHCS CEPBEPHUI IIPOIIEC.

Taxwuii Moz KIEHTIB 1 cepBepa I03BOIIsIE TTIOOYIy-
BaTH PO3IOALICHY cucTeMy. MO)KHA BiIOKPEMHUTH KIIEHTIB
BiJl cepBepa 3a JOMOMOrol0 Mepexi i po3poOIIsTH KITIEHT-
CBKI IPOrpamMHu B CEPEIOBUIL, 3pYYHOMY JJIsl KOPUCTYBaya.
Hanpukian, moxna peanizyBaru b/I mig UNIX i crBoputn
KJIIEHTCHKI Mporpamu, siki OyayTh HpalfoBaTH B CHCTEMi
Microsoft Windows.

Kinbka KIIEHTIB TPHUEIHYIOTHCS IO CcepBepa MO
Mmepexi. PostgreSQL opienToBanuii Ha nporokon TCP / IP
— e Moxe OyTH JIoKanbHa Mepexa abo [arepuer. Koxen
KJIIEHT 3'€IHYETHCS 3 OCHOBHHUM CepBEepHUM Mporiecom b/l,
SIKMH CTBOPIOE HOBHUII CEPBEPHUI MPOLIEC CIEIiATBbHO IS
0oOCITyroByBaHHSI ~ 3allUTIB HA JOCTYNl JI0 JaHUX
KOHKPETHOT'O KITIEHTA.

3aBISKU TOMY, 110 MAHIMYJIIOBaHHS JaHUMH 30Cepe-
xeno Ha cepBepi, CKB/] He MOBOAMTHCS KOHTPOIIOBATH
YHCJICHHUX KIIEHTIB, SKi OTPHUMYIOTh TOCTYII Y CIIBHO
BHKOPHCTOBYBAaHHMI KaTaior cepsepa, i PostgreSQL moxe
MATPUMYBATH LTICHICTh JAHUX HABITH MPH OXHOYACHOMY
JOCTYTIi BEJIUKOi KIIBKOCTi KOPUCTYBAiB.

ADXITEKTypa «KIi€HT-CEPBEP» POOUTH MOMIUBUM
po3monin mpari. MammHa-cepBep n00pe MiAXOAWUTH IUIS
30epiraHas 1 ympaBiiHHSA JOCTYIIOM O BEIHKHX O0OCATIB
JMAHUX, BOHA MOXXE BHKOPHCTOBYBATHCS SK HaIiHHN
peno3uTapiii. s KIIE€HTIB MOXYTh OyTH pO3poOIeHi
ckiaamHi rpadivHi gomaTku. SIK anpTepHATHBY MOXKHA
po3TIsiIAaTH 30BHIMHINA iHTEepdelic Ha OCHOBI Mepexi
IaTeprer, AWl HagaBaB O JOCTYN O JaHUX 1 TIOBEpTaB
pe3yaBTaT y BUTIISAAI BEOCTOPIHOK y CTaHIApTHHIA BeOOpa-
y3ep, IpH IbOMY He MOTpiOHO Oymo O >KOmHOro Jodat-
KOBOT'O KJIIEHTCHKOT'O IIPOrpaMHOro 3abe3nedeHHs [8].

Juist 3a0e3meueHHs OCTyIry KoprucTyBadis 1o b/] Bin-
JIaNieHoro joctyny Ta nokymeHnTtiB HA® neBHoi apxiBHOI
YCTaHOBH 1 JIOBITKOBOTO anapaTy /10 HUX MOTPIOHUMH €:

— (haiytoBmiA cepBep IS THEMYACOBOTO 30epiraHHS
3aMOBJICHUX IIM(PPOBUX Komil nokymeHTiB HAD;

— ceprep B/ BimmaneHoro moctymy;

—cepBep Be03acTOCYBaHHS, 3a JOMOMOTOIO SIKOI'O
KOpHCTYyBadi 3AiHCHIOBATUMYTh JOCTYIl 1O JOKyMEHTIB
HA® Ta n1oBiKOBOrO amapaty J0 HUX.

Juist GLnbIIoro po3yMiHHSL PO3IJITHEMO TPHJIAHKOBY
abo mo-iHIIOMYy — TpHpPIBHEBY apxiTekTypy cucteMm bJI,
NOB's3aHy 13 3a0€3IeYeHHsIM CIUIBHOI POOOTH KOPHUCTY-
BauiB. JlaHa apxiTeKkTypa NpHUITyCKae HAsBHICTH J0naT-
KOBOTO cepBepa IONaTKiB, SIKMH MPOBOJMTH ITONEPEIHIO
00pOOKY 3amuTIB KITi€HTIB, (hopMye 3armuTu 10 cepepa b/l
i 00po0JIsie OTpUMaHI Pe3yNbTaTH TMEpe] BIAMPABKOIO iX
KITIEHTY.

VY TpHUIaHKOBIH apXiTEeKTypi BeJIMKa YacTHHA JIOTiKA
JIO/IaTKa TlepeHeceHa 3 KIIIEHTa Ha cepBep, 1 3aBIaHHS
KITIEHTCBKOTO JI0J]aTKa 3BOJATHCS, B OCHOBHOMY, JIO
peanizauii npu3HadeHoOro Uil KopucTyBada intepdeiicy i
HOJaHHS Pe3yIbTaTiB. 3'ABIAETHCA MOXKIUBICTH LIEHTpa-
J30BaHO BHOCUTH 3MIiHU B QITOPUTMHU Oi3HEC-JIOTIKH,
peanizoBaHi B mporpamMHOMYy 3a0e3IedYeHHi cepBepa
nonatkiB. Takox y 1iil apXiTeKTypi TUIBKH cepBep JI0AaT-
KiB Moxe mimkmodatucs ao cepBepa bJl. Lle ycymae
npo0seMy MiITPUMKH HEBHKOPUCTOBYBAHUX 3'€/JHAHb 1 €
OUTBII TIEPEBAKHUM 3 TOYKH 30py Oesmeku. Hemomikom
0araTopiBHEBOI apXITEKTYpU «KIIIEHT-CEPBEP» € CKIal-
HICTh pO3pOOKHM TOAIOHKX pimieHs [9].

s Hauoi MeTu cepBep Be03acTOCYBaHb PO3TAIIO-
BYETBCS Ha BUJIIGHOMY CepBepi INEeBHOI apXiBHOI ycTa-
HOBM, Ha HbOMY 3HaXOAUTbCS U CauT.

Buninenuii cepsep — 1ie, 3a3BUYaii, OPEHIOBAHUI Y
XOCTHHI-TIpOBaiiziepa 3BUYANHUI CepBEepHUIl KOMI IOTeEp,
TOMYy HOro TOTYXHICTh y MOpIBHSHHI 3 BipTyaJbHUM
cepeepoM Moxe Oytn Bumor B pasu. Joctym 1o
VIIPaBIiHHS BiIOYBAa€ThCS 3a JOMOMOTOI0 BiJJIAJIEHOTO
3’enHanHs. OnepalliiiHy CHCTEMY Yy BHAUICHOI'O cepBepa
BCTaHOBJIIOIOTH camocTiiiHo. Takuil cepBep Mae MIMPOKHIA
Jliarna3oH HaJlalITyBaHb, MOTPIOHE /Uit pOOOTH TOAATKOBE
nporpaMHe 3a0e3ledeHHs MoKe OyTH BCTaHOBJICHE
caMocCTiitHO. Yce 1ie JJ03BOJIsiE HANANITYBaTU CepBep JUis
KOHKPETHHX 3aBJIaHb.

Take po3ramryBaHHS BeOCepBepa y XOCTHHT-TIPOBai-
Jepa HaJa€e HaM KiJIbKa CyTTEBHX IiepeBar, a came:

— BIJICYTHICTh BUTpAT 3HAYHUX (DIHAHCOBUX pecypcCiB
Ha PUI0AaHHS BIIACHOTO CEPBEPHOTO 00IaTHAHHS;

— BIJICYTHICTHP BUTpAT Ha OpeHAy abo mpumbaHHA
CIENiaJTbHOr0 MPUMIIICHHS IS PO3MIIIEHHS CePBEPIB,;

— BIJICYTHICTh TOTpeOHM B CHCTEMHOMY aaMiHICTpa-
TOpi.

006’ exTHA MOJETB, AKY BUKOpHCcTOBYE 13 Enda, omu-
Cy€ CTPYKTYpY OO’€KTiB, IO CTaHOBIATH CXEMY KIIaCcH-
(hikamii apXiBHHX ITOKYMEHTIB, iX aTpHOYTH Ta B3a€MO-
3B’ SI3KM 3 IHIIUMH 00’ €KTaMU. XapaKTEPHOI0 OCOOIHUBICTIO
0o0’exktHOi Momemi II3 Emda € BiacyTHICTH 3a3manerins
BH3HAYCHUX €JIeMEHTIB Kiacudikamii. s KoxHOro ene-
MeHTa Kiacu]ikarii cTBOPIOETHCS OKpEMHl THI 00’ €KTa.
Kinpkicte THmiB o06’ektiB 'y [13 Exda nHeoOmexeHa,
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TOYHIIIE, OOMEXYETHCS JIHIIE PO3YMHOKO JIOCTAaTHICTIO.
KokHOMy Ty 00’€KTa 3a1al0Thesl aTpuOyTH, KiTBKICTh
SIKHX TakoX He oOMekeHa. MiX THUIIaMH BH3HAYaIOTHCS
3B’s13kH. [Ipukianom Takoi 00’€KTHOI MOAETl MoXe OyTH
KJIacH9Ha MOJIENb «()OHIO0YTBOPIOBAY — (POH]] — KOMILIEKC
— cmpaBa — tommoy». Ane B I13 Enda 38’s3ku Mixk THHAMHU
MOXYTb OYTH MJOBUIBHMMH. Y 3arajlbHOMy BHIAIKy
00’extHa Mozenb [13 Enda moxe Oyt mpencraBicHa y
BUTJISIII  PO3PIIHPKEHOTO0 OpPIEHTOBAHOTO OE3KOHTYPHOTO
rpada [10]. O6’extHa monens 30epiractecs B b/] 113 Enda,
a 11 cTpyKTypy BU3Ha4aroTh (axiBIli apXiBHOI YCTaHOBU 3a
noroMororo rpadignoro intepdeticy I13 Enda.

Ha puc. 1 iepapxist 00’€KTHOI MOIENi MOYNHAETHCS 3
apxiBHOI yctaHoBH. Lle nmuie npukian, peaibHy 00’ €KTHY
MOJIEIb aBTOPHM CTBOPWIIM HA MIJICTaBI HAYKOBO-OCIiTHOT
po6oru [11] y cmiBnpami 3 LIJIHTA Vkpainu. Himo ne
3aBaka€ NOOyayBaTH 00’ €KTHY MOJIENb TAKUM YHHOM, 1100
iepapxist moumHanacs 3 Jlep»kaBHOi apXiBHOI CIyXOH
VYkpainu. Y npomy Bunanky y I[13 Encda Oyne obnikoBaHo
apXxiBHI JOKYMEHTH BCiX apXiBHHUX ycTaHOB. AJie ToOyoBa
Takoi 00 €KTHOI MoJIENi MOTpedye OKpeMoi HayKOBO-JO-
CIiIHOT PO0OTH.

=>{ ApxiBHa ycTaHoBa

+Hasea
+Afpeca
+TOoUWp
N
DOHOOYTBOPIO BaY [& DoHa
+HaliMeHyBanHa +Homep
+Agpeca +laTa CTBOPEHHR
+ TOWo +T0We
N N
KoMnnekc
Oonue =>|+Homep
+Homep eranta
+laTa HapXxomKeHHR
+ata
+ Towo
+ToWo
L OguHUUA abepiraHHA
+Homep
+K1NbK1CTe SpKYWLE
+T0UO

Puc. 1. [lpuknan moxiuBoi 06’ extHoi Mozedni [13 Enda

IMoBHOTeKCTOBMIA TomTyK [12] v I13 Enda crBopeno
Ha OCHOBI IIOBHOTEKCTOBOT'O 1HAEKCY, SIKHI ABISIE COOOIO
MIepeNiK 3TrafioKk CIiB y aTpuOyTax 00’ €KTIiB i BKa3iBOK, B
SIKFX MICIIIX BOHHM 3ycTpidaroThcst. CIoBa Iy BOTO Tepe-
JIKy BiIOMPAIOTHCS 32 JIOMOMOTOIO CIICIliaIbHUX CIIOBHH-
KiB, TAKHX CaMHX, SKi BUKOPHUCTOBYIOTHCS IS TIEPEBipKU
opdorpadii. To BJI 13 Exda migxmoueHo ykpaiHChbKuii Ta
POCIHICBKHI CIIOBHHMKH. 3aJ€KHO BiJ JAaHUX ITOBHOTEKC-
TOBOTO iHIEKCY MO)ke OyTH OOYMCIICHa pelneBaHTHICTD —
MOPIBHSUIBHA Mipa BIATOBIAHOCTI TEKCTy aTpuOyTa a0
3amuTy. JJ1s mpocTOTH peanizaliii i IBUIKOIIT MTOMTYKY IIPH
iHAeKCyBaHHI He BCi aTpuOyTH OepyTh y4acTh y IMOBHO-
TeKCTOBOMY Tomryky. Habip arpuOyTiB BH3HA4atoTh ¢a-
XiBIIl apXiBHOI YCTaHOBH.

VY pa3i TOBHOTEKCTOBOTO TOIIYKY, KON aTPHOYTOM €
pO3Mi3HAHMHN TEKCT MUPPOBOI KOIIii apXiBHOTO JOKYMEHTa
B €JIEKTpOHHOMY BUIIIAAl, a B Bl HasBHa cama mmdpoBa

KOIIisl, pe3yJabTaTH IOMIYKY OyIyTh HOKa3aHI Ha pacTpo-
BOMY 300paKeHHI ITU(POBOI KOIii 3 TEKCTOM, BUIIJICHUM
3a JIOTIOMOT 010 EJIEKTPOHHOTO MapKepa.

[Ile omna BiAMIHHICTH MPOTPaMu — i€ MOAYABHUH
MPUHLUI TOOYI0BH, KU 300pa)KEHO Ha pHC. 2 Y BUIIISAIL
JliarpaMy MOJTYJTIB.

Mogyne |
AQpa ~
=~ <
-~ / T~
Mo ayne Moayne Mogyne
eneK TPOHHOr o iMnopTa ekcnopTa
mapkepa
—
IHwWi
moayni

Puc. 2. liarpama moxymis 13 Encda

Monynsanii npuHimn poduts [13 Enda yHiBep-
CaJbHUM JJIsl Pi3HUX apXiBHUX ycraHoB. IIpu BHKOpHC-
TaHHI MOAYJABHOTO TMPUHIMIY JOCTaTHRO PO3POOUTH
JIOJATKOBUM IPOrpaMHUN MOAYNb IS YpaxyBaHHs
0COOIMBOCTEH MPEAMETHOI 00JIacTi KOXXHOI KOHKPETHOI
apxiBHOI ycTaHOBH. MOMyJIb SI/Ipa NPH IIbOMY 3JTUILAETHCS
HE3MIHHUM. Y TepIly 4epry L€ CTOCYETbCS MOJIYJIB iM-
MOPTY Ta EKCIOPTY.

Monysb IMIIOPTY BpaxoBYye TOM (hakT, 1110 eNEeKTPOHHI
0071iK0B1 Tabnuni 1 6a3u AaHMX y KOXHIM apXiBHIH ycTa-
HOBI MOXYTh MaTH CBOI ()opMHU Ta 30epiraTtucs B pi3HUX
¢dopmarax, takux sk MS Word, Excel Tormio.

Mopnynb eKCcropTy BpaxoBye TOH (akr, 110 apXiBHi
yCTaHOBH JUisi TMyOJiKkamii Ta eKCIIOHYBaHHS apXiBHHX
JIOKyMEHTIB MOXXYThb KOPUCTYBATHCS IOCIYraMu Pi3HHX
InTepHeT-npoBaiinepis, sKi BUCTABISIOTH CBOI YMOBHU JUIs
PO3MIllIEHHSI JOKyMEHTIB Yy MyOJIYHUX €JIeKTPOHHUX Me-
pexax.

Hapaz3i I13 Enda npoxoauts JOCHiHY eKCILTyaTalliio
Ha TexHiuHHMX 3aco0ax [IJIHTA VYkpaiuu. [{nst 3abe3rme-
YeHHs: OONKy Ta cucreMaru3alii apxiBHOI iH(popMalrii
¢axiBusamu LIJIHTA Ykpainu 31aiiicHIOEThCS HAITOBHEHHS
B/J1 113 Enda. 1o b/l Bxke BHECEHO BiJOMOCTI CTOCOBHO:

— ($oHI0YTBOPIOBAYIB Ta 1CTOPIi iX MepeliMeHyBaHb;

— ¢oHmiB;

— KOMILIEKCIB.

Takox o BJI BHeceHO 3MicCT:

— OImuCiB (IO HASIBHI B €IIEKTPOHHOMY BUTJISIII);

— YaCTHHH CHCTEMaTHYHOT'O KaTaJory;

— YaCTHHH IPOEKTHOT'O KaTaJory;

— reorpaigHOrO KaTamory;

— IMEHHOT'0 KaTaJIory.

Jus copomiennst HamoBueHus bJ[ y TI3 Enda
nependadeHo Omepariio 3 IMIOPTy apXiBHUX KaTaJOTiB,
OIMMCIB TONmIO 3a YyMOBH, IO BOHH 30epiraroTeCs y
¢dopmarax MS Word 97-2003 (.doc), MS Word 2007-2013
(.docx), MS Excel 97-2003 (.xIs), MS Excel 2007-2013
(.xlsx), OpenDocument Text (.odt) Ta OpenDocument
Spreadsheet (.ods). Ilicms imMmopTy ¢aiinm BuUme3a3Ha-
YEHUX apXiBHMUX KATAJIOTiB Ta OMHUCIB 30epiratotecs v B/
nporpamu. Takox no B/l I13 Enda 3aBanTakeHi HasBHI
mdpoBi komii apkymiB gokymenTiB HA®D i3 posmizsHaHIM
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CONTROL IN TECHNICAL SYSTEMS

YK 62-52 DOI: 10.20998/2079-0023.2020.01.08
A. C. KYIIEHKO, C. B. KOBAJIEHKO

ONTHUMAJBLHOE YIIPABJIEHUE CTYIIEHUATOI TPAHCMUCCHEI TPAHCIIOPTHBIX
CPEJICTB

PaccmarpuBaeTcs akTyalubHas 3aJada ONTHMAJbHOTO BBIOOpA NMEPENAaTOYHBIX YHCEN TPAaHCMHCCHU TpaHCmOpTHHIX cpenctB (TC), ocHalieHHBIX
JBUraTeJsIMH BHyTpeHHero cropanus ([IBC) co crymenyaToil KopoOKoi mepeaad, o KpUTEPHIO MUHUMAJIBHOTO PacXofia TOIINBA. AHAJIM3 HAyYHO-
TEXHUYECKOMN JIUTEPATYpPhI IOKa3ajl OTCYTCTBUE MPOCTHIX U JOCTATOYHO 000CHOBaHHBIX AJITOPUTMOB  YIIPABJICHUA 3HepFOyCTaHOBKOﬁ aBTOMO6l/IJ'l$lY
npezcraBisiomei codoit cucremy, cocrosugyto u3 JBC u perymmpyemoii TpaHcMmuccuu. llenbio Hacrosiieil paGoThbl SIBISETCS TEOPETHUECKOE
000CHOBaHHE 3aKOHA MEPEKJIOYCHUs] IEePEAATOUYHBIX YHCEeN CTYNEHYaToOM TPAaHCMMCCHHM, OOECIEUUBAIOLIEr0 MAaKCHMAJIbHYIO TOIUIMBHYIO
9KOHOMHYHOCTb JUISl JIIOOOT0 MOIIHOro U ckopocTHoro pexuma TC. B ocHOBY mpeiaraeMoro MeTo/1a MojloKeHo OJHONapaMeTpHIecKoe MHOXKECTBO
JIMHEHHBIX NpeoOpa3oBaHMil, CBA3BIBAIOIIMX MOMEHT JBUTAaTelsl M €ro 4acTOTy BpalleHHs C TArOBHIM ycuiaueM M ckopocTeio TC. MHoxecTBy
NEePeAaTOYHBIX YHCEII TPAHCMUCCHU COOTBETCTBYET MHOMKECTBO OAHOSKCTPEMAJIbHBIX (byHKLIl/Iﬁ YACJIBHBIX PacXOA0B TOIIMBA. MHOKECTBO TOUYEK
JIMHUI PaBHBIX ypOBHeﬁ pacxooB TOIJIMBA, COOTBETCTBYIOUIMX ABYM COCECAHHUM 3HAYUCHUAM IE€PEAATOYHBIX YHCEII TPAHCMHCCHUH, 06pa3yeT JIMHUIO
nepexiodeHus nepeaad. I[IpennoxeH COOTBETCTBYIOIIN alropuT™ NMEPEKIIOYEHHs MEePEAaTOUHbIX YUCe, 00eCIeunB Aol Hanboee 3KOHOMUYHOE
(byHKLlHOHHpOBaHMe OHEProyCTaHOBKU TCB YCIOBHAX IEPEMEHHBIX CHJIOBBIX U CKOPOCTHBIX PEKUMOB.

KiioueBble €j10Ba: aBTOMaTHYECKas TPAHCMHMCCHSA, ONTHMAJbHOE YIpaBleHHE, TPAHCIIOPTHOE CPEACTBO, YHMBEpCalbHas XapaKTepHCTHKa
JIBHTATEIIs, IMHUA IEPEKIIOYEHNs TTepesiay, TOIUIMBHAs 9KOHOMHUYHOCTD.

O. C. KYIIEHKO, C. B. KOBA/IEHKO
OIITUMAJIBHE YIIPABJIIHHS CTYIIIHYACTOIO TPAHCMICIEIO TPAHCIIOPTHUX 3ACOBIB

PosrismaeTbes akTyanbHa 3ajada ONTUMAJIBHOrO BHOOPY NepeiaBalibHUX 4MCed TpaHcMicii TpaHcrmopTtHux 3aco0iB (T3), ocHalueHMX ABUTYHAMH
BHYTpilHbOro 3ropsiiHs ([AB3) i3 crymiH4acTor0 KOpOOKOI mepesiad, 3a KpUTEpieM MiHIMajbHOI BUTpAaTH NaiuBa. AHalli3 HayKOBO-TEXHI4HOI
JITEpaTypH MOKa3aB BiICYTHICTh MPOCTUX 1 JOCHUTh OOIPYHTOBAHUX AJITOPUTMIB YIIPaBIIIHHS €HEProyCTaHOBKOIO aBTOMOO I, 1110 NpeCcTaBisie co00t0
cucTeMy, sika ckiaiaetses 3 JIB3 Ta perynpoBaHoi TpaHeMicii. MeToro 11i€i poOoTH € TeopeTHYHE OOTPYHTYBAHHS 3aKOHY IT€PEMUKaHHS IepejaBalbHUX
YHCcell CTYHIHYacTOl TpaHCMICIT, 1110 3a0e3nedye MaKCUMasbHy MajdMBHY €KOHOMIYHICTh Ml Oyab-sKOrO MOTY)KHOrO i MIBUAKICHOrO pexumy T3. B
OCHOBY 3aIIPOIIOHOBAHOI'0 METO/LY ITOKJIACHO OJHOMAPaMETPUYHY MHOKHHY JIHIHHUX IEPETBOPEHB, 110 OB’ A3YI0Th MOMEHT ABHI'YHA Ta HOr0 4acTOTy
0o0epTaHHA 3 TArOBUM 3yCHIUIAM Ta mBHAKICTIO T3. MHOXHUHI nepeaaBaibHUX YUCEN TPAaHCMICIi BiIOBIIa€ MHOXKHHA OHOSKCTPEMaIbHUX (YHKIIN
MUTOMHX BUTPAT NajauBa. MHOXMHA TOYOK JIiHIM PIBHUX PIBHIB BUTPAT MajKBa, IO BiJNOBIAAIOTh IBOM CYCIIHIM 3Ha4EHHSAM NEpEIaBaIbHUX YUCEN
TPAHCMICIi, YyTBOPIO€ JiHII0 NEPEeMHUKAHHs Iepeaay. 3ampornoHOBAaHO BiANOBIAHUM alrOPUTM NMEPEMHUKAHHS NEpefaBalbHUX 4HCell, 110 3abesneuye
HaOLIbII eKOHOMIYHE (DYHKLIOHYBAaHHS €HEproycTaHoBku T3 B yMOBax 3MiHHMX CHJIOBHX i IIBHJIKICHUX PEXHUMIB.

Kiro4oBi ci10Ba: aBTOMaTH4YHA TPAHCMICiA, ONTHMAJbHE YNpaBJiHHS, TPAHCHOPTHHUI 3aci0, yHiBepcalbHa XapaKTEPUCTHMKA JBUIYHA, JIiHis
MepeMHUKaHHs Iepe/iad, NajJuBHA eKOHOMIYHICTb.

0. S. KUTSENKO, S. V. KOVALENKO
OPTIMAL CONTROL OF A STEP-BY-STEP TRANSMISSION OF VEHICLES

The actual problem of optimal selection of means of transport (MT) gear ratios, equipped with internal combustion engines (ICE) with a step-by-step
gearbox according to the criterion of minimum fuel consumption is considered in the article. An analysis of the scientific and technical literature has
showed the absence of simple and sufficiently justified algorithms for controlling the vehicle’s power plant, which is a system that consists of an ICE
and an adjustable transmission. The aim of this work is the theoretical justification of the law of gear ratios shifting of a step-by-step transmission,
ensuring maximum fuel efficiency for any power and speed mode of MT. The proposed method is based on set of linear transformations that connect
the engine moment and engine speed with a traction force and a speed of MT. The set of gear ratios correspond to the set of one-extremal functions of
specific fuel consumptions. The set of points of equal levels lines corresponding to two neighboring values of the gear ratios of the transmission forms
a gear shift line. An appropriate algorithm for switching gear ratios is proposed, which ensures the most efficient operation of a power plant of MT in
conditions of variable power and speed modes.
Keywords: automatic transmission, optimal control, vehicle, universal engine performance, gear shift line, fuel efficiency.

BBCLIEHI/IB. CKOpOCTL aBTOMOOWIIS U TATOBOE ycuie- Ppa3JIM9YHBIMA  JOPOXXHBIMH W TIOrOAHBIMHU  YCIIOBUAMU,
HHUE Ha €ro KoJieCaX BO BPEMS ABVIKCHHUS U3MEHSAIOTCSA B BSaMOHeﬁCTBHCM C OIpYruMHu YJaCTHHUKaAMU IDOPOKHOTO
IMAPOKHUX JUaIlta3OHax. OTH W3MEHEHUS 06yCJIOBJICHbI JABMKCHHA, a TaKXKCE TpC6OBaHI/I$[MI/I K HMHTCHCHUBHOCTH
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BBINOJHEHHST TPaHCHOPTHOH pabotsl. s yBenmuueHus
JMana3oHa TATOBOTO YCWJICHHS Ha KoOJiecaX CO CTOPOHBI
JIBUTATEIsl MIMPOKOE PacIpoCTpaHEHUE IONYYHIH MeXa-
HUYECKHE KOpOOKM Tmepenad, oOiajaromme BBICOKUM
KO3((HUIMEHTOM TIOJIE3HOTO NIEHCTBUS M HAJEKHOCTBIO.
VYnpaBieHre TPaHCIOPTHBIM CpPEICTBOM C JBHIAaTeElleM
BHYTPEHHETO CTOPAaHUsI U MEXaHUYECKOH KOpOOKOH mepe-
Jlad 3aKJII0YaeTcss B PAalMOHAIBHOM COYETaHHH BHIOpaH-
HOT'O MepeIaTOYHOr0 YUCIa U TIOJIOKEHHS OpraHa yrnpas-
JIeHWsI ToruMBomofadyei. IlpaBWibHBI BBHIOOP HEOOXO-
JMMOT'O TIEPEAaTOYHOr0 OTHOILICHUS TTO3BOJISIET C OJHOU
CTOpOHBI MaKCHMAJIFHO PEali30BaTh ITUHAMHYECKHE Ka-
YeCcTBa TPAHCIOPTHOT'O CPENCTBA, a C JPYrOi — IMOBBICUTH
TOIUIMBHYIO 9KOHOMHUYHOCTb U CHU3UTh BBIOPOCHI BPETHBIX
BEIIECTB C OTPa0OTABIIMMH ra3amH.

Oco0eHHO Ba)KHBIMH 3TH O00CTOSITEIHCTBA TPENICTAB-
JISIFOTCSL TIPU TOPOJICKOM JIBU)KEHHWH, KOTJia JABHIaTelb B
OCHOBHOM pa00TaeT Ha YaCTHYHBIX PEKUMAaX HarpyKeHUs..
Hmxe Oyner paccMOTpeH OJMH M3 BO3MOXKHBIX MOJXO0/I0B
K mpoOjeMe BhIOOpa HEOOXOMUMOH Iepeadyd B 3aBH-
CHUMOCTH OT CKOPOCTH JIBHXKEHUSI U TPEOYEMOTr0 YCHIIHSI Ha
KoJIecax aBTOMOOMIISI, HCXO/S U3 TpeOOBaHUI MaKCUMallb-
HOM 9KOHOMUYHOCTH DHEPrOYCTaHOBKH.

AHanu3 ucciaenopanmii m myoauxanmii. [Ipobieme
palMOHAILHOTO KOHCTPYUPOBAHUS TPAHCMHCCHH TpaHC-
IMOPTHBIX CPEACTB C ABUTATCIISIMHU BHYTPEHHEI'O CTrOpaHUsl
Y OpraHu3aliy Npolecca yIpaBiIeHHs SHEProyCTaHOBKON
B IIEJIOM TOCBSILIEHO MHOXKECTBO ITyOJIMKAIIMH, 4TO
SIBUJIOCH 3aKOHOMEPHBIM CJI/ICTBHEM COBEPIIIEHCTBOBAHHS
aBTOMOOWJIBHOTO TPAHCIOPTA B HAIPaBICHUH aBTOMATH-
3alUM TIPOLIECCOB YNPABJIECHUS OCHOBHBIMH CHJIOBBIMU
3JEMEHTaMH — JBUTATelNeM M TpaHcMuccue. Mcropu-
YECKH CJIOKUIIOCH TaK, YTO 3ajaya yHnpaBJIeHHUs 4acTOTON
BpAILEHUs] U MOIIHOCTBIO JBUTATEJIECH BHYTPEHHErO Cro-
paHus cTajla OJHOM M3 OCHOBOIIOJATAarOIIUX Ul MHTCH-
CHUBHOT'O Pa3BUTHUSI TEOPUU aBTOMATHUECKOTO yHNPaBICHUS
[1,2]. B momamsttoriieM GOMBIIMHCTBE pabOT MO aBTO-
MatuueckoMy ymopasienuio [IBC paccmarpuBaics Kak
00BEKT YIpaBJIeHHS HE CBSI3aHHBIA C TPAHCMHCCHEH.
BianmopeiictBue ¢ TpancMuccueilt ObUIO MPENCTaBICHO B
BHJIE MOMEHTa COIIPOTUBJICHUS, NPUBEAECHHOTO K KOJIEH-
yatomy Baimy [IBC, u paccMaTpuBaioch B KauecTBE BO3-
MYILQIOLIETO BO3ACUCTBHUS.

AHanorudHsM 00pazoM, (yHIaMeHTaIbHbIE UCCIe-
JIOBaHMA B 0OJNACTH TpaHCHOPMAIMH MEXaHWYECKOU
sHepruu, BbIpabaTeiBaemort JIBC, cdopmmpoBaHHBIE B
OCHOBOITOJIATAIOMIEH TEOPHH CHIIOBOTO MOTOKA [3], pa3Bu-
BaJIMCh NMPUMEHUTENBHO K TPAHCMHUCCUHU KAaK OTAEIBHOMY
3JIEMEHTY SHEPTOCHUIIOBOM CHCTEMBI aBTOMOOHMIIS.

[loBrimienne TpeGOBaHUI K IKOHOMHUYHOCTU aBTO-
TpPaHCIIOPTa M KOHIEHTPAIMM BHIOPOCOB TOKCHYECKUX
KOMITOHEHT HPOAYKTOB CTOpaHUs MPHUBENO K HEOOXOIH-
MOCTH TIPMBJICYCHHUS] CHCTEMHOI'O IOIXOHa K mpobieme
KOHCTPYMPOBAHUS M 3KCIUTyaTallii HEPTOCUIIOBBIX yCTa-
HOBOK aBTOMOOMIel. CHCTEMHBIN TTOIXOM, TIPEKIE BCETO,
KOCHYJICS BOIPOCOB IPOEKTHPOBAHUS IHEPTOCHIOBOTO
arperata «/IBC — TparcMuccus.

Tak B paborax [4-7] 000OIIEHBI WCCIEIOBAHUS,
CBSI3aHHBIE C CO3/IaHMEM TEOPETHUYECKUX M PACUCTHBIX
METOJIOB aHaJIM3a M CHHTE3a MapaMeTPOB IHEPTOCHIOBON

YCTaHOBKHM aBTOMOOWIIS, ONTUMM3ALUH PAla IepeaTod-
HBIX YMCeN KOpOOKH Iepeiad M 3aKOHOB TepeKiroueHus. B
pabore [4] npensoxeH 0000IEHHBIN KPUTEPHIA ONITUMAITh-
HOCTH, BKJIIOYAIOUIMHA 3KOHOMHYHOCTH IIPH TOPOJICKON
€371e ¥ MarucTpaJibHOM JIBM)KEHHH, NMPU (PUKCHPOBAHHBIX
CKOPOCTSIX M JAPYIHX XapaKTEepHBIX PEXHUMax JBUKEHUS.
3agaya ONTUMH3ANWH IPEIUIOKEHHOTO KPUTEPHUS paccMar-
pHBajach B YCIOBHSX OrpaHHYEHHH HA TATOBO-CKOPOCT-
HBIE CBOICTBa aBTOMOOMIIS, 0OYCIIOBIICHHBIE XapaKTepuc-
ko JIBC. OCHOBHBIM HEJIOCTaTKOM PacCMaTPHUBAEMOI0
MO/IXO/a SIBJSIETCST CyOBEKTHBHOCTH BBIOOpa BECOBBIX
K03 PHUIIMEHTOB, (POPMUPYIOMINX 0000IIEHHBIH KpUTEPHIA
Ha OCHOBE YaCTHBIX.

B pa6orax [8, 9] npoBemeH riyOOKHMi aHamM3 U
MaTeMaTHYecKoe MOJIEIMPOBaHUE IMPOIECCOB B CHUCTEME
«/IBC — mexaHWYecKkas TPAaHCMHUCCHS — aBTOMOOHJIBY.
[Mpennoxxena OuONHMOTEKAa ANTOPUTMOB  yHPABJICHHS
KOpOOKO# Tepesay, OpPHEHTHPOBAaHHAs HA KOHEYHBIN
Ha0Op THIUYHBIX CHTYallii BO3HUKAIOIINX Ha MPaKTHKE:
TUIaBHBI CTapT, pasroH, IepeKNIlovYeHne repenad. B
OCHOBY TIPOEKTHPOBAHUS MOJI0)KEHa MHOTOKPHUTEpUAIIbHAS
IMOCTaHOBKAa 3aJa4yu OINTUMM3AIUU pdada MNEPEAATOUYHBIX
qucea KOpoOKM Tepenad, koropas comurcs k Ilapero
MHOXKECTBY BapUaHTOB. BbIOOpD KOHKPETHOrO pelIeHHs
npeJIaraeTcs NCKaTh Ha OCHOBE CYObEKTUBHOTO TIPHHSTHS
peLIeHus.

OCHOBHBIM HEJJOCTATKOM HcciienoBanuii [4-9] u
AHAJIOTUYHBIX WM ABJIACTCA OpUCHTAllMd Ha MaTeMa-
THUYECKYIO MOJIeNIb aBTOMOOMIISI KaK MEXaHW4eCKOW CHhC-
TEMBbI, coJepKalllel MHO)XKECTBO KOHCTPYKTMBHBIX Iapa-
METPOB, YacTh KOTOPBIX U3BECTHA MPUOIMKEHHO.

Kpome TOro, COBEpIIEHHO HE YYHUTBIBAIOTCS IIPO-
LIECChl M3MEHEHMs] KOHCTPYKTHUBHBIX IapaMETpOB aBTO-
MOOWIIS NIPU SKCIUTyaTalliH, a CIEO0BATENbHO, U BIUSHHUE
9THX W3MEHEHHMH Ha BEJIMYMHY BHIOPAHHBIX KPUTEpHUEB
onTUMU3anuu. VHBIMU CIIOBaMM — CIIOKHOCTh MaTeMaTu-
YECKOH MOJENU M MHOIOKPUTEPHATIbHOCTh 3ajad Oll-
THMHU3AIUH HE MO3BOJIAIOT HAJesATbCs HAa OOOCHOBaHHOE
pelIeHue peanbHOM NPAKTUYECKOW 3aJadyul yIpaBJICHUS
cucremoit «JIBC — TpaHCcMHCCHST — aBTOMOOHIIBY.

B mportuBoBEC oONMCAaHHOMY BBILIE HAIPaBJICHUIO
uccnenoBanuii B padorax [10, 11, 12] paccmatpuBaercs
YIPOILIECHHBIN NOAXO0J K YIPABIECHUIO SHEPTrOYCTaHOBKOU
aBToMOoOmTs. Tak B pabote [11] aBTOPOM TpETIOKEH CITO-
€00 TIOBBIIMICHUS TOITUBHON SKoHOMIYHOCTH JIBC myrem
OpraHu3ani paboThl JBHUTATeNsi Ha pPEXHUMax, COOT-
BETCTBYIOIIMX XapaKTEPHCTUKE MUHMMAJIBHBIX 3HAYEHUH
yIETbHOTO I(PQPEKTHBHOTO pacxoia TOIUTUBA C IIPUMeE-
HEHHEM YHHMBEPCAJIbHOM XapaKTEepUCTHKH ABHUTaTels. AB-
TOPOM TPEIUIOKEH METOA BBIOOpa MEpEeNaTOYHOro Yucia
KOpoOKH Tepenad, 0O0eCredrBaIonIero Handoee SKOHO-
MHUYHBI{ peXuM paOOThl ABUTATEISI IyTEM CpPaBHEHUA
yIenpHbIX 3((EeKTHBHBIX PacXo10B TOIUIMBA HA albTEp-
HATUBHBIX TIepeaadax.

B [12] mnpemiaraercss MUHUMH3HPOBATH PacXo[l
TOIUTMBA TIyTE€M TOJJICP)KaHUA pPEXHMOB COOTBETCT-
BYIOIIMX OSKOHOMHYECKOH XapaKTEPHUCTUKE BBIOOPOM
ONTHMAJIBHOTO TEPEAATOYHOTO YHCIIA C OHOBPEMEHHBIM
BO3/ICIICTBUEM Ha CUCTEMY YIPAaBJICHUS TOIUIMBONOJAYEH.
Takol MoxXxom MOXeT OBITh pean30BaH TONBKO B CIIydae
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OeccTyneHyaToi THPaBINIECKOH)
TPAHCMHUCCHH.

Hear u 3amaum wucciaenoBanusi. [IpoBeneHHbIN
aHaJIM3 TI03BOJISIET CHIETIaTh BHIBOJL O TOM, YTO OTCYTCTBYIOT
MIPaKTHYECKN peai3yeMble METOAbI M aJIrOpUTMBI aBTO-
MaTHYECKOTrO YIIPABJICHUSI SHEPrOCHIOBOW YCTaHOBKOW
aBTOMOOWIIS, o0ecrieynBarone HanbobIIYI0 SKOHOMUY-
HOCTh B HECTAI[HOHAPHBIX YCIIOBHSX CKOPOCTH W MOII-
Hoctu TC. Kak ciemyer u3 cTaTUCTUUECKUX MaHHBIX [13]
COBMECTHOE pacIpe/ielieHHe CKOPOCTH M MOIIHOCTH
ABTOMOOMJIS IIPH TOPOICKOM €3]1¢ UMEET IIIMPOKUiT pa3dopoc
BO BCEM JIONYCTHMOM JHamna3oHe (YHKIMOHUPOBAHHS
sHeproyctaHoBku. Kaxgomy u3 pexumoB TC Moxer
COOTBETCTBOBAaTh MHOXKECTBO 3Ha4yeHHH Kod(pQuIueHTa
nepenauu TpaHcMuccud. OOOCHOBaHHME BBIOOpA HAaMITyd-
LIEro, C TOYKU 3PEHHs] SKOHOMUYHOCTH, 3HA4EHHs Iepe-

JIATOYHOTO
yucna
TPaHCMHUCCUU
13 33/IaHHOTO JIMCKPETHOI'O MHOXKECTBA M COCTABIISIET 1IENTb
HACTOSIIIEr0 UCCIIEIOBAHMSL.

MaremaTuueckasi MoeJIb TPAHCIIOPTHOW YHEPro-
ycranoBku. Pexxum paborer [IBC xapakrepusyercs B
OCHOBHOM JIByMsi Tapamerpamu: M — 3¢ QeKTUBHBIM
MOMEHTOM Bajla U 0 — YIJIOBOW CKOPOCTBIO KOJIEHYATOI'O
Bana. [lanee napy (M, w) = x OyjieM Ha3bIBaTh BEKTOPOM
cocrostuust  JIBC. B cunmy pasnuuHbix  (DU3UUECKHX
obcrositenscTB  [1] Ha BEKTOp X HAIOKEH DAL
orpannyenuii, T.e. X € I', rne I' — 3aganHas obnactp Ha
wiockoctd (M, ® ), UMeIoIIas CTPYKTYPY, H300paKEHHYIO
Ha puc. 1.

(3TEKTPUICCKOI,

Puc. 2. YauBepcanbHas xapakrepuctuka JIBC

M

SN

w w

Puc. 1. O6nacTh 1OMyCTUMBIX 3HAYEHUH BEKTOPA COCTOSHUS
JBC

Ob6nacte ' orpannveHa BHEIIHEH XapaKTEPUCTUKON
JIIBUTATENS 1, MMHHMMAaJBbHOH W W MaKCUMAaJbHOH
YaCTOTaMU BPAIEHUS — JIMHUU 2 U 3 COOTBETCTBEHHO.

MuoxectBy Touek (M, w) € [ MOXKHO MOCTaBUTL B
coorsercteue  ¢QyHkuuo g(M, w), NPeaCTaBISIONLYIO
co0oi yIEeNmpHBIA  pacxoj] TOIUIMBA, 3aTPAueHHOTO Ha
eIWHUIy BBIpabaTeiBaeMOl AS(P(GEKTHBHOW MOITHOCTH
JOBC. ®yukuus g(M, ®) onpemensercs >KCIEpUMeEH-
TaJIbHO JUI KaXJOro THIA JBHIaTeNs M, KaK IPaBuUIIO,
3aJaeTcsl B BUJIE MHOXKECTBA JIMHUHA PaBHBIX YICITBHBIX
pacxonos BHyTpH obnactu I'. @ynkuusa g(M, @) 06bIYHO
OIHODKCTpEMajibHA U UMEET MUHUMYM BHYTpH ['. JIunuu
ypoBHs THUYHON QyHKIHMU g(M, @) MOKa3aHsl Ha puc. 2.

Kpome nwuumit ypoBust g(M, ) = const Ha puc. 2
MPUBEIEHO CEMENUCTBO JIMHUHN paBHON MOLTHOCTH

N = M® = const.

M

\' N=const

[ g(M, ®)=const

>

w

MHOXeCTBO ToueK Kacauus junuii yposus g(M, w)
u juauit yposas N(M, w) o0pasyroT Tak Ha3bIBAEMYIO
SKOHOMHYECKYIO XapakTepucTuky (DX), Xapakrepusy-
IOLIYIOCS. MHHHUMAJBbHBIM PAacXO/IOM TOIUIMBA JUIS 3aJ]laH-
HOM MOIIIHOCTH.

[To anamoruu C BEKTOPOM COCTOSIHUSI JBUTATENS
BBEJIEM BEKTOP COCTOSIHUS TPAHCIOPTHOT'O CPEJICTBA Y =
(F,V), npencrasisiioniuii coboil TsroBoe ycuiue F u
ckopocTh nBwkeHuss V. Dbynem B npanbHeimem
mpeamnonaraTb, 4To Bce BenuuuHbl M, w, F,V 3amaHbl B
0e3pa3MepHBIX OTHOCHTEIBHBIX KOOpAUHATaX. BekTopsl y
U X CBSI3aHBI MEX]y COOOH MeperaTouHbIMU YHCIaMu K
TPaHCMUCCUU

F = kM,
1)
V=k'lo,

WM B MAaTpUUHOM (opme:

=G )6 @

[TpeobpazoBanue (2) y = @, (x) obnamaer crnemyro-
IIMMH CBOICTBaMHU: OHO OTOOpa)kaeT THIepOoiasl B
rHnepOoIIbl, B3aUMHO OJHO3HAYHO M JIMHEIHO, a ompe-
nenutens ero matpuupl (2) detdiag{k,k™'} = 1. Takum
obpa3oM, mpeoOpazoBanue @ (x) ynutapHo. [IpeoOpa-
30BaHHe (2) oToOpakaeT MpsMble JTUHUKA B TpsAMEIE, a
npsiIMble, TMapajuie]bHble KOOPAWHATHBIM OCSM, B aHa-
JormyHele TmpsMble. Kpome Toro, mpeoOpasoBaHHe @y
COXpaHseT IIOIIAb 3aMKHYTOH (QUTYpHL

B pesympraTe mpeoOpasoBaHus @, obmacte I
orobpasutrcss B obmacte [, ©Ha tiockoctu (F,V).
COOTBETCTBYIOIIUM 00pa30M OTOOPA3ATCS TAKXKE U JINHUH
ypoBHst g(M, ) = const. B3auMHO OIHO3HAYHOE COOT-
BETCTBHE MEXAy Toukamu obmacreit ' u I}, ompenmenser
COOTBETCTBHE MEXK/Ty IapaMeTpaMu Harpy3KH JIBUraTels B
YCTaHOBHMBLIEMCS PEXKUME IPH TTePEATOYHOM OTHOILICHUH
TpaHCMHUCCHH K.

Paccmorpum Teneps muoxkectBo K = {kq,k,, ... .k, }
NepeIaTOYHbIX YHCENT TPAHCMHUCCHHU, PACIIONOXKEHHBIX B
nopsiike yobiBanus. Kaxmomy k; cooTBeTcTByeT IMpeol-
pazoBanue BUAA (2) @y, a KQXKAOMY @y, COOTBETCTBYET

obmacte [, — orobpaxenne I' ma mnockocts (F,V) ¢
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nepefiaTouHbIM uncioM k;. OObennHeHne MHOXKECTB [y,
(puc. 3) mpencraBiser co0Ol MHOXKECTBO JIOITYCTUMBIX
PEXXMMOB TPAHCIOPTHOM cUcTeMBI [y

FZ = U?=1rki'

Obnacte Iy mpu mo6om HaGope k; (i=1,..,n)
YJIOBIIETBOPSIET YCIOBHIO

r): c 1—‘max '
rac Fmax 06J'IaCTI>, OrpaHUY4CHHas FPIHCp6OJ'IOI>i
MaKCHUMAaJILHOH MOIIHOCTH Nmax U KOOpAWHATHBIMHU
OCsIMMU.
Fl\

Puc. 3. MHOXECTBO JOIYCTHMBIX PEKUMOB TPAHCIIOPTHOTO
cpencTBa npu N -CTyNeH4YaTol TPaHCMUCCUU

IMocTpoenne MMHNM NepekoyeHns nepegay. Kak
BUIHO M3 PHUC.3 OOMH U TOT JK€ BEKTOp pexXHUMa
TPAaHCHOPTHOI'O CPEACTBA MOXET OBITh peanu3oBaH NpU
Pa3IMYHBIX 3HAYCHUAX MEepPEeaTOYHbIX yucen. Tak pexu-
MBI 2 1 3 MOTYT OBITh peaju30BaHbI IIPH IBYX 3HAUCHUSAX
MepeAaTOUHbIX YHCET, a PeKUM 1 — TOJIBKO MPU OXHOM
3HAUCHUH U3 BO3MOXKHBIX IT€PEIaTOYHBIX YUCEIL.

Bo3Hukaer  ectecTBeHHas ~— 3amaya  BBIOOpa
NEepPesaTOYHOr0 YHCIa TPAaHCMHCCHH W3 MHOXKECTBA
JOMyCTUMBIX, NPU KOTOPOM SKOHOMUYHOCTbH IBHIATENs
OyIeT MakCHMaJbHOM I 3aJaHHOIO BEKTOpa peXuMa
(F,V). Orpanuummcs ciaydaeM BbIOOpa M3 JIByX BO3-
MOXXHBIX aJbTEPHATUB, XapaKTEPH3YIOIIUXCS Iepena-
TouHbiMu uncnamu k; u k,. Ha puc. 4 npuBeneHs
nonyctumble obnmactu [ wm [, mcmomszoBanms mepena-
TOYHBIX YHceN Kk, u k, COOTBETCTBEHHO

F

V

Puc. 4. lonmyctumblie 001acTH BEKTOPA COCTOSHUS
TPaHCIIOPTHOIO CPEJICTBA PU JBYX MEPEAaTOUYHbIX YHCTaX

O6nacTp anbTepHAaTHBHOTO BBIOOpa [, ipecTaBisieT
cobort  mepeceuenme [, =T} NI,. OObenuHeHHE
oomacteit [ UT, mpencraBnser 001acT MOMYCTUMBIX
PSXUMOB € TIEpEIATOYHBIMU YHcHaMu k, win k,. O6macTp
\(I; NT,) mpencraBnsier coOoii obnacte, B KOTOpOH
MOYKHO HCIIONIb30BaTh TOJBKO MEPEJaTOYHOe YHCIo Kq, a
LA\ NT,) — Toneko k.

Takum oOpazoM, 3amada BBIOOpA ONTHMAIILHOTO
MepesaToyHoro Yncia, 00ecreunBaromero MUHIMaIbHBIH
pacxon ToIUIMBa B 00JIaCTH PEXUMOB [;,, CBOAMTHCA K
pasgenenmo I, Ha aBe nmomoonactu I'Y, u '3, koTopsIM
COOTBETCTBYIOT Iepenarounsie uucia k; wu ks,
MHUHHEMU3HpYyIomue Bennanny g(M, o).

Jlns Haxoxaenus obnacreii I'Y, u 2, moctpouM Ha
wiockoctu  (F,V) ¢ynkunn  GY(F,V) wu G2(F.V),
COOTBETCTBYIOLIME NPEOOPA3OBAHUIM Py, U @), GyHKIMH
g(M,n). CootsercTByromme JMHUM ypoBHA G! n G2
IpUBENEHBI Ha puc. 4. VpaBHeHus nosepxHocreit G1(F,V)
u G%(F.,V) npumyT BUn

G'(FV) = g (haV), 3)

G*(FV) =g (}f—z,kzv). @)

IIpupaBHMBas ynenbHbIE Pacxonbl G' u G? MEXIY
€000, MOMyYnM ypaBHEHHE JIMHUU TICPEKITIOUCHHUS mepe-
nmau L B koopamHarax (F,V), mpeactaBisiomiyto co0oid
MHOXECTBO TOYECK MNECPCCCUCHUA JIUHUAN paBHOI'O y'pOBHSI
Gynkuuii G1(F,V) u G2(F,V) (puc 4).

U3 (3) m (4) cmemyer, 4UTro ypaBHEHHE JHHUH
MePEKIIIOUCHHSI IMEET BUJL

g (kil,klv) =g (kiz,kzv). ()

Jlunus L sBrisieTca TpaHUICW pa3fesieHus 00nacTé
I}, Ha mogo6nactu I'Y, u T3,

Iockonbky 1o ocu abcrumce odnactb [, orpanuuena
BeNU4YMHaMU V, 1V, COOTBETCTBYIOIUMU MUHUMAJIBHON
Y MaKCHUMaJIbHOM YacTOTaM BpalleHHs ABUTaTels Ha 2-1i U
1-if nepenavyax COOTBETCTBEHHO, TO JINHHIO IEPEKITIOUCHUS
L cnenyer momomHuTh JuHUAMU L, u L, (puc.S5), Ha
KOTOpBIX HEOOXOIMMO OCYIIECTBISITH IEpEeKIIoueHHe
mepesad B CBSI3M C OTPAaHMYEHHAMH II0 JIOMYCTHMOMH
YacTOTE BPAILICHHS IBUraTENs.

F

~

Puc. 5. JIunus nepexintoueHus nepeaad
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Takum oOpaszom, cocraBHyt0 nuHHIO Ly = L,L L,
MOXXHO paccMaTpuBaThb KaK CYMMapHYIO JIMHUIO Tiepe-
KIIIOUEHUS] Tepefad C Y4EeTOM KaK HKOHOMUYECKOIO
(dakropa, Tak W (Da30BBIX OrpaHWYCHUN Ha TPOIECC
ynpasieHusi. OKOHYATEIbHO 3aKOH YIPABJICHUS Tepena-
TOYHBIM YHCIIOM TPAHCMUCCUU TPUMET BUJT

k,mpuy € rl\r%29

(6)
k,mpuy € 1"2\1“12.

Jlnst peanu3alu Tporecca YIpaBlIeHUS TPAHCMHEC-
cuei Oonee yIOOHO MPECTABIIATE JMHUIO MTEPEKITIOYCHUS
nepenau (6) B koopauHarax (M, w), COOTBETCTBYIOMINX
JBC. Jlnsa sToro mojacTaBuM B BeIpakeHue (5) ortobpa-
xenust (1). EcTecTBEHHO, YTO JHMHMS TEPEKIIOUEHHS
nepenay B npocrpanctee (M, w) Gyner uMers 1Ba obpasa,
COOTBETCTBYIOIINX MEPEIATOYHBIM YKCIaM k, u k,

k k
9. 0) = g (2M.20), ™

k k
9. 0) = g (ZM. o), ®)

MONYYAIONMXCsA B pe3ynpraTe mojactaHoBkd B (5)
coorHomeHu# (1) mast mepemaTouHbix ymcen k; u k.
O0pa3bl aunnK nepexitrodenus L (5) u (6), a Takke JTUHUNA
L; m L, — orpaHuyeHHii 10 4acTOTaM BpalleHUH KOJIEH-
4aToro Bajla Ha COOTBETCTBYIOLIUX IepeAayax MpeacTaB-
JIeHBI Ha puc 6.

M 4

e o

w

Puc. 6. JIunust nepexiiroueHus nepeaay Ha mwiockoct (M,w)

Jluaus ABED cootBercTByeT ypaBHeHHIO (5) H
MIPEICTABISET COO0H OTOOpakeHIe TMHUN TTePEKITIOUECHUS
nepenad L, L L, (puc. 5) mpu paboTe TpaHCIIOPTHOT'O CPeA-
ctBa Ha 2 nepenade. CoorBercTBeHHO 0Onacts ABEDF] —
9TO 00JacCTh PEXKHMOB IBHIaTeNs, MPH KOTOPBIX
HEOOXOIMMO HCIIONB30BaTh 2 Tepenady. AHAJOTHIHO
muaust HGK npencraisier co0oi TMHUIO MEPEKITIOYCHUSI
nepenau npu pabore TC ma 1 mepemave, a oOmacTb
ACFKGH - obnacte [OMYCTHMBIX PEXKHMOB MpPH
nucrnonp3oBanun | mepemaun. Kaxmort Touke N, nuHHK
nepekiouennss GK cootserctByer Touka N, nunuu BE,
nexanas — Ha  Tumepboie  paBHBIX  MOLIHOCTEH

(M,w) = const, npoxosiieit yepe3 ToUky Nj.

C nmoMouIplo JTMHAN NEePeKITIOUeHHUS, IePECTPOSHHON
B KoopauHathl (M, W), MOXXHO PEKOMEH/IOBATh aJTOPUTM
MEepeKTIoYeHNsT Tepeaay, 00ecIeunBaloIiid MHUHHUMAIIb-
HBIH pacxoj TOIUTNBA. DTOT ANTOPUTM C PABHBIM YCIIEXOM

MOXeT OBITh WCIIONIb30BAaH KaK IPU PYYHOM, TaK U TIPH
AaBTOMAaTHYECKOM TeperitoueHnn nepenad. Cyrp airo-
pUTMa 3aKJIroYaeTcs B MEpeKIIoueHnH mepeqad ¢ | Ha 2
npu nepexoze muann GK B Hampasienunu S; (puc. 6) u B
o0OpaTHOM TIepeKIIIoUYeHNH Ipu mnepexoxe auHuM BE B
HampaBJIeHUH S,.

3akiatouenne. I[lpenoxeHHBII B CTaThe METO]
TMIOMCKa JIy4IIero Mo 3KOHOMHYHOCTH 3Ha4€HHs U3 JIBYX
BO3MOJKHBIX MEPEJaTOYHBIX YHUCET TPAHCMHCCHU MOXKHO
pacmnpocTpaHuTh Ha Oojiee OOIIyl0 3amady — BBIOOpa
3Ha4YeHMs MepeaTOYHOr0 YKCiIa U3 BCETO JOMYCTHMOTO
JUCKPETHOT O Habopa.

ANTOpUTM HEpEeKITIOYeHNs nepeniad, OCHOBaHHbIA Ha
NPeUIOKEHHOM METOZIe, OPUEHTHPOBAH, IPEK/IE BCEro, Ha
ABTOMATHYECKOE MEPEKIIIOYCHHUE Mepeiay, a TAKKEe MOXKET
OBITh MOJIO’KEH B OCHOBY TOZCKAa3bIBAIONIEH CHCTEMBI IPH
PYYHOM YIPaBJICHUH MEXaHHM4YEeCKOW KOpoOKOW mepenayu
ABTOMOOMIISI.
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O. O. BI'IOBOPO/OB

ABTOMATU30BAHA CUCTEMA YIIPABJIIHHSA CKAHYBAJIbBHOIO AHTEHHOIO CUCTEMOIO

Ha ocHOBI METORY CTPYKTYpHHX CXEM CHHTE30BaHA CHCTEMa YIIPABIIHHS CKaHYBaJIbHOK aHTCHHOIO CUCTEMOIO, SIKa SIBJISIE COOOI0 YaCTKOBHI BH I1aI0K
CITIIKYIOY Ol CHCTEMH, 110 HAa OCHOBI 33JaHUX KOOPAUHAT PEryIII0€ PO3Y3TOKEHHS MiXK HEOOXITHUMH 1 TOTOYHMMH 3HAYCHHSIMH KYTiB a3UMYTY 1 MicIls.
BasxJIMBOIO 0COOUBICTIO CKaHYBAJILHUX CUCTEM € HOCTIHHMIT pyX BUKOHABYMX MEXaHI3MiB ITiJl Yac BUKOHAHHSI 3aBIaHb L[LIbOBOro Npu3Ha4yeHH s1. Tomy
HEJTIHIHHOCT] eJIeMEeHTIB HaBirawiffHOI CHCTEMH MOXYTh NMPH3BOJUTH IO CYTTEBOTO IOTIPIICHHS SIKOCTI BUKOHAHHS 3aBJaHb CKaHYBaHHI. Y poOOTI
OOIPYHTOBAaHO CTPYKTYPHY CXEMy CKaHyBaHHS 32 OJHUM KaHaJOM, BU3HAYeHO I MaTteMaTHyHui omuc. Ha nepmomy erami Oyi1o NpOBEIEHO aHali3
CTifiKocTi (pyHKIIOHAJIBHO MIiHIMAJIbHOI CHCTEMH. Byllo BH3HaueHO HEOOXIOHICTH IHTEIPYBaHHS CXEMH 3 IIOCIIJOBHO YBIMKHEHHM PEryJsITOPOM
LIBUJIKOCTI NPOIOPLIHHO-IHTEer paIbHO-Au(epeHIiHHO] Ail i CHTHAIOM 3BOPOTHOrO 3B’sI3KY, L0 3HIMAETHCS 3 TAXOMETpa Ha oci ABUryHa. [IpoBeneHo
MOJICITIOBaHHS KOHTYPY IIBHAKOCTI JULsl aHAJI3Y HOro cTifikocTi i 31aTHOCTI 30epiraTu cBOi BIaCTHBOCTI IPH BiIXHMJICHHI IIapaMETPiB BiJl pO3paxyHKOBHX
3Ha4yeHb a0 Bapialisx HaJAIUTyBaHHS HapaMeTpiB perynsaropa. byiao moOynoBaHO 3aranbHy CXeMy CKaHYBaJIbHOI CHCTEMH, O SKOi 0yl0 BBEJEHO
HeHIHHUI eneMeHT. Y SKOCTi HelliHIHHOro eieMeHTa 0yJi0 00paHO CIPOIEHY MOJIENb BOJIOKOHHO-OIITHYHOrO IpocKoa 3 00JIaCTI HEUyTIUBOCTI. 3
METOIO TePeBipKU BUKOHAHHS BUMOL y NEPEXiTHOMY Ta B YCTAHOBJICHOMY PEKHMMax POOOTH, a TAKOXK JAJIs1 OLIHKM MOXHOKM CHCTEMHM IIpH il Ha Hel
peanbHHUX BIUTMBIB OYyJI0 MPOBEAEHO MOJCIBHHI €KCIIEPUMEHT. Pe3ynbTaTi MOIETIOBaHHS [OKA3ald BUCOKY SIKICTh POOOTH CHHTE30BAaHOI CHCTEMH.
Byno mociipkeHo MOXUOKH perystoBaHHs MPH BiJCYTHOCTI HENIHIHHOTO €JIeMEHTa, a TAKOXK IPH WOro HassBHOCTI MU Bapiallii 3HAYCHHS U PUHU
00nacTi HedyIHBOCTI. BH3HaueHO, 1[0 BUCOKI 3HAYEHHs LIMPUHYU 001acTi HEUy TIIMBOCTI MOXKYTh IIPH3BOAUTH 10 3pHBY YIPaBIiHHS, 10 HEOOXIAHO
BPaxXOBYBATH IIPU OOIPYHTYBAHHI BUMOT IO MOIOHUX CHCTEM.

Kuro4oBi c10Ba: aBTOMaTH30BaHA CHCTEMa YIPaBIiHHS, aHTEHHA CHCTEMa, CKAHyBaHHs, SIKICTh YIIPaBIiHHS, HEMiHIHHICTb apaMeTpiB, TOXHOKH.

O. A. BEJIOF0OPO/10OB

ABTOMATU3UPOBAHHASI CUCTEMA YIIPABJIEHUSI CKAHUPYIOIEN AHTEHHOM
CUCTEMOM

Ha ocHOBe MeTo1a CTPYKTYPHBIX CXEM CHHTE3HMpPOBaHA CHCTEMA YNpPaBJICHHUs CKaHUPYOLIell aHTeHHON CHCTeMOH, Npe/cTaBistonas co0oil YacTHBI it
cIly4ai cieisIei CHCTEeMbI, KOTOpasi Ha OCHOBE 3a/IaHHBIX KOOPANWHAT PEryJIMPYEeT paccoriiacoBaHUE MEeX/1y HEOOXOAUMBIMU U TEKYIMMH 3HAYCHUSIMU
yrjoB asuMyTa U MeECTa. BakHoli 0COOEHHOCTBIO CKaHUPYIOIIUMX CUCTEM ABJIICTCA MOCTOSIHHOC MABMIXKCHHUE HCIOJHHUTEIBHBIX MEXaHU3MOB IIPHU
BBITNIOJIHCHHUH 3ajJia4 ICJICBOrO0 Ha3HA4YCHHA. nO3TOMy HEJIMHEHHOCTH 3JIEMEHTOB HaBMFaLlHOHHOﬁ CUCTEMbI MOI'YT NPUBOAUTHL K CYIIECCTBEHHOMY
YXYALIEHHUIO KaueCTBa BBIMOJHEHUs 3a/]a4 CKaHUpoBaHus. B craTbe 000CHOBaHa CTPYKTYpHAasi CXeMa CKaHMPOBAHUS 110 OJHOMY KaHaly, ONpeaeJIeHO
ee MaTeMaTH4ecKoe omucaHue. Ha mepBom 3Tame ObLI IPOBEJiCH aHATN3 YCTONYMBOCTH (DYHKIMOHAIFHO MUHUMAIBHOI cicTeMsbl. bblna onpeneneHa
HCO6X0}1HMOCTb HUHTErpUpOBaHUA CXEMBbI C IMOCJIe0BaTCIIbHO BKJIFOUCHHbIM peEryaaTopom CKOpPOCTH NPpONnOPLHHOHATIBHO -UHTErPaIbHO-
nuddepeHuanbHOro AeficTBUA M CHIHAJIOM OOpaTHOH CBsI3M, CHUMAaeMOro ¢ TaXxoMeTpa Ha ocu apurateins. IIpoBeneHo MopenHMpoBaHHE KOHTYpa
CKOPOCTH JUISl aHAJM3a €ro YCTOHYMBOCTH H CIOCOOHOCTH COXPAHSTh CBOU CBOMCTBA IPH OTKJIOHEHHU IapaMeTpPOB OT PAacUETHBIX 3HAYECHUH U U
BapualUsAX HACTPOMKM MapaMEeTpPoOB PEryisTopa. Bblio MocTpoeHo OOLIyI0 CXeMy CKaHHUPYIOIEH CHCTEMBbl, B KOTOPYIO ObUI BHEIPEH HEIMHEHHBII
oneMeHT. B KauecTBe HenuHeEHHOro osjeMeHTa Oblla BbIOpaHA YHPONIEHHAs MOJEIb BONOKOHHO-ONTHYECKOrO THPOCKONMA C 00JacTbio
HEJyBCTBUTEJBHOCTH. C I€bI0 MPOBEPKU BBINOIHEHUs] TPeOOBaHUH B MEPEXOJHOM M B YCTAHOBJIEHHOM PEKHMaX PabOThl, a TakkKe AT OLEHKH
MOTPENIHOCTH CHUCTEMBI IIPU BO3ACHCTBUM HAa Hee peabHBIX BO3AEHCTBUH ObLI MPOBEIEH MOJEIbHBIA dKCIEPUMEHT. Pe3ynpTaThl MOAENMPOBAHUS
M0Ka3aJll BEICOKOE KayeCTBO PabOThI CUHTE3UPOBAHHON CHCTEeMBl. BBUIM HcceoBaHbl MOrPENIHOCTH PEryIMPOBAaHHUS IPH OTCYTCTBUM HEJIUHEHHOro
9JIEMEHTA, a TAaKKe IIPH €ro HAJWYUM NIPY BapHAllUy 3HAUYeHHs IMHPUHBI 00/1aCTH HEUYBCTBHUTEIbHOCTH. ONpeieNieHO, YTO BBICOKHE 3HAYCHHUS I M PHHBI
00J1aCTH HEYYBCTBUTEILHOCTH MOTYT IPHBOJMUTH K CPBIBY YNpPaBJIEHHs, YTO HEOOXOAMMO YYHMTHIBATh IPHU 00 OCHOBAHMH TPEOOBAHHH K MOJOOHBIM
CHCTEMAaM.

KiioueBble €10Ba: aBTOMaTH3MPOBAaHHAs CHCTEMa YIPABIEHHs, aHTEHHAs CHCTEMa, CKAHHPOBAaHME, KaUeCTBO YIPAaBIICHHs, HEIMHEHHOCTh
napaMeTpoB, OMIMOKH.

O. O. BILOBORODOV
AUTOMATED CONTROL SYSTEM OF THE SCAN ANTENNA SYSTEM

Based on the method of structural schemes, the control system of the scanning antenna system is synthesized, which is a special case of the tracking
system, which, based on the given coordinates, controls the mismatch between the necessary and current values of the azimuth and elevation angles. An
important feature of scanning systems is the constant movement of actuators when performing tasks of the intended purpose. Therefore, the nonlinearity
of the elements of the navigation system can lead to a significant deterioration in the quality of the scan tasks. The article substantiates the block diagram
of scanning on one channel, its mathematical description is determined. At the first stage, an analysis of the stability of a functionally minimal system
was carried out. The need was identified for integrating the circuit with a sequentially connected speed controller of proportional-integral-differential
action and a feedback signal taken from the tachometer on the axis of the engine. The speed loop was modeled to analyze its stability and ability to
maintain its properties when the parameters deviate from the calculated values or the controller parameter settings are varied. A general scheme of the
scanning system was built into which a nonlinear element was introduced. As a nonlinear element, a simplified model of a fiber-optic gyroscope with a
deadband was chosen. In order to verify compliance with the requirements in transitional and established operating modes, as well as to evaluate the
error of the system when exposed to real effects, a model experiment was conducted. The simulation results showed the high quality of the synthesized
system. The control errors were investigated in the absence of a nonlinear element, as well as in its presence with a variation in the value of the width of
the deadband. It is determined that high values of the width of the dead zone can lead to a breakdown of control, which must be taken into account when
substantiating the requirements for such systems.
Keywords: automated control system, antenna system, scanning, control quality, non-linearity of parameters, errors

Beryn. [locmimkeHHS pi3HOI TPHUPOAM YacTO  JOCHIDKEHHS, HAWOPOCTIMM  [UIIXOM  BHKOHAHHS
NPOBOJATHCS  METOJOM  CIIOCTEPS)KSHHS BH3HAUCHMX  3aBJAHHS  YacTO  BHUCTYIIA€  CIIOCIO  ITOCHIZOBHOTO
00’exTiB. Y BHUMNAIKY, KOJMH TEXHIYHE TOJE 30py 3aCO0iB  CIIOCTEPEKECHHS Pi3HMX YaCTHWH JOCIHIPKYBAHOTO 00’€KTa
CIIOCTEPEKEHHS HE MOXYTh TOBHICTIO oxormutH 00’€kT  [1]. IHImmMu croBaMu 3MiHCHIOETHCS CKAHYBAaHHS ITEBHOI
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obuacTi, sIKka yTpUMye JOCTIDKYBaHUH 00’ €KT (00’€KTH).
Jist mopjanbmioro  BiATBOPEHHS TPOTSDKHOTO 00 €KTa
BHUHHKAE 3aBJaHHs MIOCTIHHOTO peryioBaHHA
(OLiHIOBaHHS MTOTOYHOTO TOJOKEHHS 1 MOJJIbIIA 3MiHa)
HaAIpsIMy OCi BiJIMOBIiTHOTO TEXHIYHOro 3aco0y. [lomiOHi
3aBJlaHHS BHHHUKAIOTh TAaKOXX IIPU BIUIMBI Ha 00 €KT
¢iznunuMu ¢axropamu (J1azepHEM a00 pajliouacTOTHHM
BUIIPOMIHIOBaHHAM Tomio) [2]. Skmo ckaHyBagbHUIMA

TeXHIYHMHA  3acid  cmoctepexxeHHs (abo  BIUIMBY)
3HAXOIUThCS Ha pyxomii 1miardpopMi, TO cuUcTeMa
VIPaBIiHHS HaBEJCHHSM TaKoro 3aco0y IOBHHHA
BpaxoBYBaTH SIK XapaKTepUCTHKH pPyXy, TaK 1 3aKoH
CKaHyBaHHS.

[lommpenuM BUMAAKOM 3a3HaYEHHX CHUCTEM €

CKaHyBaJibHa aHTeHHa cucteMa [3], hyHKIiOHANbHA cXeMa
SIKOT HaBejeHa Ha puc. 1. BoHa sBisie cOOOK YacTKOBHI
BUNAJOK CJIJIKYIOYOi CHUCTEMH, SIKa Ha OCHOBI 3a/laHHX
KOOPJAWHAT PETYJII0E PO3Y3TrOHKEHHS MK HECOOXITHUMU i
MIOTOYHUMH 3HAYCHHSIMH KYTiB a3UMYTY 1 MicIi. 3HaYEHHS
KYTOBHX KOOpPAMHAT MOXYTh OTPHUMYBATHCh BiJl Pi3HHX
HaBITalIHHUX CHCTEM (MIKpOMEXaHIYHUX, [iPOCKOMIYHHX,
panioHaBiramiiHux ado iHmmMX). BaxinnBowo ocoOnuBicTiO
CKaHyBaJIbHUX CHCTEM € IIOCTIHHUA pyX BHMKOHABYHX
MEXaHi3MIB IIiJi Yac BHKOHAHHA 3aBJaHb IIJILOBOIO
npusHayeHHs. ToMy HeNiHIHHOCTI elIeMEeHTIB HaBiraIiiHoT
CHCTEMH MOXXYTh TPU3BOAUTH O CYTTEBOTO IOTipLICHHS
SKOCTI BHMKOHAHHA 3aBJaHb CKaHyBaHHA 1 MOTPeOyIOTh
JIOCIT1 JPKEHHSL.
CAY ganntom
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Puc. 1. ®yHKIiOHATbHA CXeMa CKaHYBaJIbHOI CUCTEMHU

AHani3 ocTaHHiX HocjixKeHb. B ocTaHHIX docmid-
JKEHHSIX 1 IMyOJiKaIisXx o3HaueHa MmpobJieMa BUBYAETHCS 3
TOYKU 30py HaBeJICHHsS MaHeBpeHHX amapatiB [4]. s
JeTepMiHOBAHOTO PYXY IPOIOHYIOThCS aJITOPUTMU IIPOT-
HO3Y BEKTOpY OCi HaBeJCHHS Ha OCHOBI METO/IY KBaH-
TEPIOHIB 3 MOAAJIBIINM BU3HAUCHHSIM HEOOXITHOI KyTOBOT
IIBUIKOCTI HAa OCHOBI BHUPIIICHHS KiHEMaTHYHOTO piB-
HsiHHs [S]. TlopiBHsUTBHUIT aHAI3 MATEMATHYHUX JAOJATKIB
[6] cBiqUUTH PO MOXKIUBICTH €(DEKTUBHOTO ypaxyBaHHSI
HENHIHHOCTeW CKIAJOBUX EJIEMEHTIB CHCTEM YIIpaBIIiH-
us [7].

Merta cratTi. BpaxoByroun 3a3HaueHe, METOIO CTAaTTi
€ 3MIHCHATH CHHTE3 PETryISATOPIB CKaHYBAJIBbHOI CHCTEMH,
MOJIEJTIOBAHHS 1 TepeBipka 3AaTHOCTI CHCTEMH 30epiratu
MMOKAa3HUKH SKOCTI TPH BIAXWIEHI BiJ pPO3PaxXyHKOBHX
3HA4YeHb ITapaMEeTPiB, a TAKOXK JOCITIIKEHHS MMociIabIeHHs]
SIKOCTI CKaHyBaHHS BiJ BIUDIMBY HeJiHIHOCTEH HaBira-
IIWHOI CUCTEMHU.

IlobynoBa cTpykTypHOi cxemmu. I[Ipuctpiii BU3Ha-
YeHHS PO3Y3TO/KEHHsI CKaHYBaJbHOI CHCTEMH BH3HAYa€
BiIXHMJICHHS HATIPSIMY OCi aHTEHHOI CHCTEMH BiJl MiHJIHBOTO
HamIpsIMy Ha HEOOXiITHUIA ocepeloK pailOHy CKaHyBaHHS i
MIEPETBOPIOE II€ BIAXWIICHHS y CHUTHANW yrpaBmiHHA Uy 1
Uy, mpomnopuiiidi curaanaM po3y3rojuKEeHHs BiIXUIIEHD 3a
A3UMYTOM 1 32 KyTOM MICIIS:

Ue = KG(GO - 9)1 U(p = ch((pO - (p)v (1)

ne Ky, K, — xoedinientu mponopuiiHocTi.

Curnamu Uy 1 U, nmocTynaroTh Ha BUKOHABYI IIpH-
CTpOI, 10 3MIHIOIOTh KYTOBE ITOJIOXKEHHSI aHTEHH TaK, 100
HOXMOKK CKaHyBaHHS 3a asumyroMm (0, — 0) i 3a kyrom
micrs (@ — () HE MepPEeBUIYBaIM 3aJaHIUX TAKTHKO-TEX-
HIYHMX BUMOr. bynemo BBakaTW BHKOHABYI NPHCTPOI
HE3aJIeKHUMH.

JxepesioM 3a/1a1040T0 BIUIMBY BHCTYIIAE SIK HEJIETEP-
MIHOBaHMH pyX HOCis, Tak 1 JeTepMIHOBaHWH 3aKOH
ckaHyBaHHs (i3 BIJMTOBIMHUMH TOXUOKAMHM BU3HAYCHHS
TIOJIOKEHHST HOCIs, HOro Opi€HTyBaHHs, a TAKOX IOXHO-
KaMH HaBeJICHHS aHTEHHOI CUCTEMHN).

CrpykTypHa cXxemMa CKaHyBaHHS 3a a3MMYyTOM
HaBeJeHa Ha puc. 2 (aHAIOrIYHO OYyAyeThCcs cxema
CKaHyBaHHS Ha KyToM Micus). Bona mnoOynmoBaHna 3a
CXEMOI0 EJIEKTPOMAalIMHHUI MiJICWIIOBaY — JBHIYH

MOCTIHHOTO CTPYMY 3 TaXOMETPHUYHUM 3BOPOTHUM 3B’si3-
KOM.
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Puc. 2. CrpykTypHa cxema CKaHyBaJIbHOI CHCTEMH 33 a3UMYTOM

MaremMaTHuHHi OMKC BiJHOIIEHHS 3MIHHHUX MpPH X
B3aeMozii y cucremi 1 3 30BHILIHIM CEPEIOBHIIEM
HaBeJICHUI1 Ha puc. 3.
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Puc. 3. CrpykTypHa cxema MaTeMaTH4HOI MOJieNi
CKaHYBaJIbHOI CUCTEMU

CuHTe3 cHCTeMHM YOPaBJIiHHA CKAHYBaJIbHOI
AHTEHHOI cucTeMM. J{JI51 CHHTE3Yy CKaHYBAJIbHOI CHCTEMHU
CKOPHUCTYEMOCS] METOZOM CTPYKTYPHHUX CXEM.

VY SIKOCTI OCHOBHHX BUMOT JIO CKaHyBaJbHOI CHCTEMHU
Oyll0 BW3HAYEHO TOYHICTH (MaKCHMalbHE BiIXWICHHS
KYyTOBOI KOOpAMHATH) Op.x — He Oumbiie 10 KyroBux
XBWIMH, NIBUAKICTh CKaHyBaHHS .. — a0 30 rpan/c,
KYTOBE IIPUCKOPEHHS €0y — 10 0,5 pan/c?. Inmi gani 6yio
00paHO 3 TOYKH 30py MOTEPEAHBOTO OCHTIHKEHHS JOCSIK-
HHX XapaKTEePUCTHK CydacHoi TexHiku [8; 9].

Ha mepmomy erami Ui BHU3HAYEHHX IOYATKOBUX
JIAaHUX OYyJI0 TPOBENEHO aHall3 CTIHKOCTI (DYHKIIIOHATIBHO
miniMasbHOI cuctemu [10]. ToOGTo BU3HAYAIOCS, UK 3/1aTHA
cHcTeMa TIpaIfoBaTh 6e3 KOPEryrounX JIAHIIOTiB.

3a pesympTaramMu OyI0 BHU3HAYEHO, IO CyMma
NOCTIHUX Yacy 3HAYHO NEePEBHIILYE JOIMYCTUME 3HAUCHH,
a orapudMivHa aMILTITYIHA XapaKTEPHUCTHUKA HE JocsATaa
HEOOXiHOTO 3HaYCHHS JOOPOTHOCTI.

3 METOI0 3HWKEHHS YYDIHBOCTI CHCTEMH JIO
30BHIMHIX 30ypeHh 1 Bapiamii MmapamMeTpiB OKpEeMHX
€JIEMEHTIB, MiABUIICHHS MBUIKOII 1 TUIABHOCTI PYyXy JUIs
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CHHTE3y KOHTYpY WBHIKOCTI Oyno o0paHO cxemy 3
MOCNIJIOBHO ~ yBIMKHEHHUM  PETYISTOPOM  IIBHIKOCTI
TIPOITOPLIHHO-1HTErpaJbHO- M EPEHIIIHHO] 111 1 CUTHATIOM
3BOPOTHOI'O 3B’A3Ky, IO 3HIMA€ETHCS 3 TaXOMETpa Ha Oci
nsurysa [11].

st 3a0e3nedeHHsT BUCOKOI TOYHOCTI BiJTBOPEHHS
BXIIHMX BIUIMBIB Tpu 30€peKeHHI JOCTaTHIX yMOB

CTi#iKOCTI OyI0 CHHTE30BaHO OaXkaHy IepenaTHy QyHKITI0
i o0umcITeHi 11 mapaMeTpu.

[Ticnst po3paxyHKy mapaMeTpiB KOHTYPY LIBHIKOCTI
Oys10 mpoBeneHo MonentoBanHs [12] (puc. 4) mis aHamizy
CTIMKOCTI 1 3]aTHOCTI KOHTYpPY 30epiraT cBOI BIaCTHBOCTI
TIPY BiIXWJIEHHI MapaMeTpiB BiJ pO3paxyHKOBUX 3HAY€Hb
a0o Bapiallisx HaNAIITYBaHHS apaMeTpiB PEryIsTopa.

7

Puc. 4. Cxema KOHTYpY IIBHIKOCT] CKaHYBAJIbHOI CUCTEMH:
a —MaTeMaTu4Ha; 6 — MOJeJbHa

MonentoBaHHs MPOBOAWIOCH y AomaTtky Simulink
cepenosuiia MATLAB. [{ist pi3HMX CIiONy4YeHb MOCTiM-
HUX 4acy (i3 BigxmwieHHsIMH 10 50%) oTpuMyBasics rpadi-
KM peakiii KyTOBOi IIBHAKOCTI JIBUTyHa Ha 30ypeHHs
urisiny 1(t) Ta BU3HAYAIMCS: Yac YCTAHOBJICHHS, 4ac
MepexiIHOro Mpolecy 1 mepeperysroBanHs. 3a pe3ysbTa-
TaMH aHaIi3y OTPUMaHUX JaHUX OYII0 3p00JIEHO BUCHOBOK
PO YYTIMBICTh KOHTYPY 1 HOTO CTIHKICTB.

Ham Oyno moOynoBaHO 3aralibHy CXeMy CKaHy-
BaJIbHOI cucTeMu (puc. S5), o sikoi OyJa0 BBEJCHO He-
JIHIAHUKA eleMEHT (3 MOMIIMBICTIO MEPEKIIOUSHHS IS
MOPIBHSUIBHOTO aHai3y). Y SIKOCTI HENHIIHOTrO elleMeHTa
Ha JJAHOMY eTari JIOCIiKeHb 0ya0 00paHo CIPOIEHY MO-
JIeTTb BOJIOKOHHO-OIITUYHOTO TiPOCKOIIA 3 00JIACTIO HEUYT-
muBOCTi (pHC. 6).

Koo | o] 1 |
Tys+1 3 W, () = K (15 1) i §

Add  TransferTd Zero-Pole Transfer13 1/ Scope

Navigation

Switch outt npe—
o

7

Puc. 5. Cxema ckaHyIOBaJIbHOI CHCTEMH:
a — MaTeMaTuyHa; 6 — MOJeJbHa

Y pearbHOMY BHIAIKy BBEICHHS HeEINiHIHHOCTI
O3Hayae, MmO O0’€KT VIPaBIIHHA CTa€ HEMOBHICTIO
CIIOCTEPSIKHUM. 3 METOK MEPEBipKA BUKOHAHHS BUMOT Y
MEepexXiTHOMY Ta B YCTAaHOBICHOMY pEeXHUMaxX poboTH, a
TAaKOXK JUISL OIIHKM ITOXHOKW CHCTEMH TpH Iii Ha Hei
peabHUX BIUTUBIB OYJIO TMPOBEICHO MOJCTHHHIA CKCIIe-
PUMCHT.

Out1

Integrator

Puc. 6. Ilincucrema Navigation: MozieNb TaT4nKa KyTiB 3
0071aCTI0 HEeUYTJIUBOCTI

Ha nepiomy erami Mozenb»HOro eKCIIEpUMEHTY OYI10
MPOBE/ICHO JIIHEapH3allilo Ta JOCITIDKYBaJIHCS yac ycTa-
HOBJICHHS, TEPEeperyIioBaHHs, a TaKOXK Yac IepexiJHOro
npotiecy. Pe3ynbratn MozientoBaHHs IOKa3ay, 10 MM0Ka3-
HUKH 3aJI0BOJIBHSIIOTH 3aJlaHiM BuMoram (puc. 7, a). Jlo-
CJTiJDKEHHS CTIHKOCTI 3MificHIOBaJIOCS 3a miarpamMoro Hatik-
BicTa. Pe3ynpTaT mokasany JocTaTHIM 3amac CTiHKOCTI
CHHTE30BaHOi cuctemMu (puc. 7, 0).

Step Response
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Puc. 7. Pe3ynbTaTi q0CHiHKEHHS XapaKTEPUCTUK CUCTEMU:
a — TIepexi/iHi XapaKTePUCTUKH; O — XapaKTEPUCTUKH CTIHKOCT1

[Ticnst yBIMKHEHHSI HENiHIHHOTO €IeMEHTa CHCTeMa
He Timsarae JriHeapu3anii. ToMy momambmr JOCIiKEHHS
MIPOBOIUTUCH TUISXOM TOPIBHSIHHSA MOXHOOK CHUCTEMH 3
VBIMKHCHHM Ta BHMKHCHHM HENIHIHHAM €IIEMEHTOM.
Posrnsimanice nmBa BapiaHTH 3HA4YeHHS MIMPHHU 00IacTi
HEUYTIMBOCTI HENHIHOTO eneMeHTa (OIUH 3 BapiaHTIiB y
5 pas3iB Tipmmii 3a iHIIHi).

JlocmiKeHHsT TepexiqHuX TPOIECiB TPOBOAMIOCH
IUISIXOM aHaJi3y HOXUOOK peakiii Ha BIuuB Buriisiay 1(t).
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Amnani3 pe3ynabTaTiB (pHc. 8) NoKka3aB BUKOHAHHS 3aaHHX
BAMOI' MO0 TPHBAJIOCTI IEPEXiAHMUX IMPOLECIB Ta
BEIMYMHH TIEPEPEryJIOBaHHS Ul HEBEJHMKHX 3HAYeHb
IIMPUHA 00JIAaCTi HEYYDIMBOCTI HETIHIHHOTO eJIeMEeHTa.
[lpn 3HAYHWMX HENIHIHHOCTSX BHSBJIEHO 3PHUB TIPOILECY
yIIpaBJIiHHS.

0.01

0.02 -

0.03 - : : i¢

Puc. 8. Pe3ympraTy nociipKeHHS HOXHOOK TepeXiTHIX
TIPOTIECIB:
— 0e3 HeNiHIHHOCTI; - - - TOMipHa HeJIHIHHICTE; **** CYTTEBa
HCJITHINHICTH

Takox Oyn0 mepeBipeHO MOXHMOKY Yy TpPaHHYHUX
peKUMax poOOTH MPH BXiJHOMY BIUTUBI Ha MaKCUMaJIbHIN
mwBuakocTi 0y(t) = Quaxt - 1(t). Amnanmis pesysnbraTis
(puc. 9) mokazaB BUCOKY TOYHICTh CKaHyBaHHS Ta HECYT-
TEBMH BIUIMB BEJIMYUHU HEJTIHIHHOCTI Ha SIKICTh TpOIeCy
YIIPaBJIiHHSL.

=10

i
1] 05 1 1.5

Puc. 9. PesynpraTy qociipKeHHs HOXHOOK CKaHYBaHHS Ha
MaKCHUMaJIbHIU IIBHUJIKOCTI1:
— 0e3 HeJNiHIMHOCTI; - - - HOMipHa HEeJIHIHHICTD; **** CYTTEBA
HCJI1HIMHICTH

Jns gocmimKeHHS MOXIIMBOCTEH peanbHOI poOOTH
OyB ITPOMOJIENLOBAHUH BHUIMAJ0K KOJIOBOTO CKaHYBaHHS Y
TPaHUYHUX PEXUMaXx, IO IS OJHOIO KaHAITy SIBJISE rap-
MOHIMHUHI BIUIMB 04 (t) = ApaxSin W, t, SKOMY Bianosigae
MaKCHMAaJIbHA MBUAKICTD (. = WA max 1| MAKCHMATBHE
HPUCKOPEHHS €54 = W2Apmay. IlapaMeTpu eKBiBaJIeHT-
HOT'O BIIMBY:

2
Amax — Qmax i __ €max (2)

€max Qmax

Amnamiz pe3ynpTaTiB (puc. 9) mokazaB TPHUIATHY
SIKICTh CHHTE30BaHOI CHCTEMH YIPABIiHHS CKaHyBaJbHOIO
AQHTEHHOIO CHCTEMOIO, aJie IPH BEJIMKUX 3HAYCHHSX LIIHPH-
HU 0071aCTi HEUYTIMBOCTI HEMIHIHHOTO €IEMEHTa TIOXHOKH
HE Bi/IIIOBIIAIOTh 331aHIM BHMOTaM.

Puc. 9. Pe3ynbraT 10CIiPKEHHS IIOXUOOK CKAaHYBaHHS y
T'paHUYHUX PEKUMaX:
— 0e3 HeniHIHHOCTI; - - - IOMipHA HENiHIHHICTB; **** CyTTEBa
HCIIIHIMHICTH

BucnoBku. TakuMm 4MHOM, y JAOCIIIXKEHHI CHHTE30-
BaHO CHCTEMY YIPABJIiHHS CKaHYBaJbHOI aHTEHHOIO CUC-
Temoro. [IpoBeicHO MporpaMHe MOJICITIOBAHHS 1 3IHCHEHO
MepeBipKy 37aTHOCTI CHCTEMH 30epiraTu MOKa3HUKH SIKOC-
Ti IPH BIIXWJIEH] Bil pO3paxyHKOBHX 3Ha4€Hb TapaMeTpiB.
JlocmipKeHo 3aNeXHICTh SIKOCTI CKaHyBaHHS BiJl BIUIMBY
HeliHIHHOCTEH HaBiramiiHol CHCTEMH.

OTpuMaHi pe3ynbTaTd MiATBEPIUKYIOTh Ba)KIIHBICTh
BpaxyBaHHS NapaMeTpiB HEJIHIMHUX €JeMEHTIB Mij 4ac
KOHCTPYIOBaHHSI BUCOKOTOYHHX CHCTeM. TakoX Cllifl Bpa-
XOBYBaTH BHUCOKY BapTiCTh HaBirauifHUX CHCTEM 3 HU3b-
KAMH 3HAYEHHSIMH IIMPUHU 00J1aCTi HEYYTIMBOCTI.

HanpsiMkamu — mojajiblMX — JOCTI/KEHb  MOXKHA
BU3HAUUTH PO3IIMPEHHS MOJENI HeNiHIHHOCTeH Ha iHIII
€JIEMEHTH, BpaxyBaHHs IHIIMX MOXUOOK, sIKi HE PO3IJIsi-
JIANTICh Y NIaHIl CTaTTi, a TAKOX JOCIIPKEHHS B3aEMHOTO
BIUTMBY KaHaJIiB OIUH Ha OJHOTO.
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YIIPABJIHHSA B OPTAHI3BAIIMHUX CUCTEMAX
YIIPABJIEHUE B OPTAHU3ALIMOHHBIX CUCTEMAX

MANAGEMENT IN ORGANIZATIONAL SYSTEMS

uDC 004.02 DOI: 10.20998/2079-0023.2020.01.10
A. A. SUMSKIL, Y. S. LITVINOVA

QUANTITIVE RISK ANALISYS OF IT-STARTUPS

When working with an IT startup, a young developer will always encounter difficulties in analyzing risks. Since there are quite a few options and methods
for analysis, it was decided to investigate some of the most effective methods of risk analysis. Also, the implementation of a startup, as a rule, is based
on attracting external financing. But more often than not, the investor is interested not only how effective this project is in case of its successful
implementation, but also what is the likelihood of a positive effect, that is, how much all risk factors capable of influencing the project are taken into
account. So, one more confirmation of the relevance of the application of risk analysis is help in finding sources of project financing. The aim of the
study is to analyze possible methods for quantitative risk analysis of an IT startup, with consideration of the most practical methods for solving risk
analysis tasks. The advantages of a qualitative risk assessment are the ease of understanding and implementation, the ability to rank risks using
characteristics or color codes. Outwardly, the methodology for a qualitative assessment of project risks seems very simple — descriptive, but in essence
it should lead the analyst to a quantitative result, that is, a valuation of the identified risks, their negative consequences and stabilization measures. In the
process of research, we consider: the method of reliable equivalents, the scenario method, sensitivity analysis, and the Monte Carlo method. The goal as
a result is to simplify the risk analysis for IT startups, as well as to achieve maximum efficiency and understanding the degree of influence of risks on
IT startups for their further elimination or mitigation.
Keywords: IT-startup, quantitative risk analysis, model, analysis of the sensitivity, scripting method, imitation model.

A. 0. CYMCBKHH, 0. C. TITBIHOBA
KUIbKICHUM AHAJII3 PU3UKIB IT-CTAPTAIIIB

Ipu podori 3 IT-crapranom Mosoanit po3poOHUK 3aBXKAM 3ITKHETbCS 3 TPYIHOLIAMM P aHali3l pu3uKiB. OCKIJIbKU BapiaHTIB i METOMIB AJI aHAJI3y
iCHy€e JoCUTb Oarato, OyJI0 MPUHHATO PILIEHHS JOCIIPKYBATH AesKi 3 HAOUIbI e)EeKTHBHUX METO/IB aHadi3y pu3MkiB. Takox peanisauis crapramy,
SIK TIPaBHUJIO, 3aCHOBAHA HA 3aJIy4CHHI 30BHIIIHBOIO (piHaHCYBaHHA. AJle HallyacTille iHBECTOPY I[iKaBO HE TiJIbKHU, HACKIJIbKU €EKTUBHUH LIel NPOEeKT
B pasi foro ycmimHoi peanizanii, a f HACKiITbKKM HMOBIPHHM € OTPUMaHHS IO3UTUBHOTIO €(eKTy, TOOTO HACKIIbKH BPaxoBaHi BCi PU3MKOBI YHHHUKU
3[aTHI BIUIMHYTH Ha HPOEKT. Tak, Ie OJHUM MiJTBEP/KCHHSIM aKTyaJbHOCTI 3aCTOCYBaHHS PU3MK-aHAII3y CTae JOIOMOrY B HOIIYKY JKepe
(inancyBaHHS mpoeKTy. METO MOCITIIKEHHS € aHajli3 MOXJIMBMX METOMAIB KUIBKICHOTO aHamisy pusukiB IT-crapramy, 3 po3misgoM HailOuibin
MPAaKTUYHUX METOAIB AJIsI BUPILICHHS 3aBAaHb 3 aHali3y pu3MKiB. J[OCTOTHCTBaMM SKiCHOT OLIHKM DH3MKIB € IPOCTOTA PO3YMIHHS i peasnizaii,
MOXJIMBICTb PaHXXUPYBAHHS PU3MKIB 3 BUKOPUCTaHHAM XapaKTEPUCTHK a00 KOMIPHUX MO3HA4YeHb. METOIMKA SKICHOI OLIHKM PU3HKIB IPOEKTY 30BHI
MIPENICTABIAETHCS AY)KE IPOCTUI — OMUCOBOI, aje MO CyTi BOHA NOBMHHA NPHUBECTH AHAJITHKA 0 KUIBKICHOrO pe3yibTaTy, TOOTO BapTiCHIM OLIHII
BUSBJICHUX PHU3MKIB, IX HEraTMBHUX HACJHIJKIB 1 crabinizaniiHUX 3axoniB. Y mpoleci ZOCHIKEHHS PO3IJITHEMO: METO/ JOCTOBIPHUX EKBIBAJICHTIB,
METOJI CLIeHapiiB, aHali3 4y TIMBOCTI Ta Meroq MonTe Kapio. 3aBaaHHs B pe3ysbTaTi CIPOCTUTH aHali3 pu3uKiB s | T-crapramis, a TAKOX DOCSIITH
MaKCUMAaJIbHOI €()EeKTUBHOCTI Ta PO3YMiHHS CTYIIiHs BIUIMBY PU3UKIB Ha | T-crapran A iX HoAasiblIoro yCyHeHHs, a00 oM’ sIKILICHHSL.
KuarouoBi cioBa: IT-crapran, KinbKiCHUI aHai3 PU3KKIB, MOZEIIb, aHAJI3 YYTIMBOCTI, METOA CLEHAPIIB, iMiTalliiiHE MOJEIIOBAHHS.

A. A. CYMCKOH, 10. C. TUTBHHOBA
KOJIMYECTBEHHBINA AHAJIU3 PUCKOB IT-CTAPTAIIOB

ITpu pa6ore ¢ IT-cTapTamoM Moomoil pa3pabOTUNK BCETAa CTONKHETCS C TPYAHOCTSIMU IIPU aHaIM3e PHCKOB. [10CKOMbKY BapHaHTOB H METOIOB UL
aHaJIN3a CyIIEeCTBYET HOBOIBHO MHOTO, OBLIO MPHHSTO PEIIeHHE HCCIEA0BATh HEKOTOPEIC U3 caMbIX d((EeKTHBHBIX METOJOB aHAIN3a PHCKOB. TaxKe
peaiH3anus cTaprana, Kak IpaBHJIO, OCHOBAaHA Ha NPHUBICYCHHM BHENIHero ¢puHaHcHpoBaHMS. Ho damie Bcero MHBECTOPY MHTEPECHO HE TOIBKO,
HACKOJIBKO 3((EKTHBEH TOT IPOEKT, B CIydae ero yCIeIHON pealn3ayy, HO U KaKOBa BEPOATHOCTD MOTydCHHS MOTOKUTEIbHOro dddexTa, To ecTh
HACKOJIBKO yUTEHBI BCE PUCKOBEIEC (DaKTOPBI CIIOCOOHBIC NMOBIUATH Ha MPOoeKT. Tak, eme oOHHM HMOATBEP)KACHHEM aKTyalbHOCTH IPHMEHEHHS PUCK -
aHaIN3a CTAHOBHUTCA IOMOINIb B IIOMCKE HMCTOYHHKOB (DHMHAHCHPOBAHUS IpoeKTa. Llenpio HMCCIenoBaHUS SBIACTCA aHAIN3 BO3MOXKHBIX METOIOB
KOJMYECTBEHHOTO aHajim3a PHCKOB IT-craprama, ¢ paccMOTpeHHeM HamOonee MPaKTUYHBIX METOIOB IS PEIICHHs 3afad [0 aHAIH3y PHCKOB.
JlocToMHCTBaMH KayeCTBEHHOH OICHKH DPHCKOB SBIIETCS IIPOCTOTa IIOHHMMAHHS U PpeaM3aldH, BO3MOXXHOCTh PAHKHPOBAHHS PHCKOB C
HCIOJIb30BAHHEM XapaKTepPUCTHK MM IBETOBBIX 0003HaueHHU. MeTonnka KadeCTBEHHON OIEHKM PHCKOB IPOEKTAa BHEIIHE IPEACTABIIETCS OYeHb
IIPOCTOI — OMMCATEIbHOM, HO IO CYyTH OHA JO/DKHA IIPUBECTH aHATUTUKA K KOMMIECTBEHHOMY PEe3yIbTaTy, TO €CTh CTOUMOCTHOH OICHKE BBISIBICHHBIX
PHCKOB, HX HETAaTHBHBIX IOCIESACTBUH H CTAOMIH3allMOHHBIX Mep. B mporecce nccnenoBaHus pacCMOTPUM: METOX 1OCTOBEPHBIX YKBUBAJICHTOB, METOT
CIIeHapHeB, aHAIN3 YyBCTBUTEIbHOCTH U MeTon MonTte Kapio. 3amaua B pe3ynbTaTe ympoCTUTh aHANHM3 PUCKOB M | T-cTapramoB, a Takxke ZOCTUYb
MAaKCHMaIbHOH () (EeKTUBHOCTH U MOHUMAHHUS CTEIIeHU BIMSHUS PHCKOB Ha | T-cTapran It HX AaibHEHIIero yCTPaHEeH S HIIH CMATICHUS

KioueBble cioBa: |T-crapramn, KOJIMYECTBEHHBIM aHAHM3 PHCKOB, MOJEINb, aHAIN3 UyBCTBUTEIBHOCTH, METOH CIECHAPHEB, HMHTAIMOHHOE
MO/ POBaHHUE.
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Introduction. The process of rapid development of
technologies and methods of approach to the creation and
implementation of these innovative ideas is also changing.
However, despite the time and change, one thing will
always remain when dealing with something new, namely
the risks.

When creating something new, unknown to anyone,
the risks involved in creating and entering a large market
will always be relevant. However, the methods and
approaches to addressing these issues will change on this
subject will devote this article. The question of risk analysis
is expanding every year and young startupers are faced with
it. The numbers of methods are so large, and it becomes
difficult to choose some methods to achieve the maximum
result. There are also problems with the calculation and
determination of the importance of risks. In this article, we
focus only on quantitative analysis methods. Quantitative
analysis methods are also a decent amount. That is why we
will focus on the main methods that will lead the developer
or analyst to the maximum result.

The main goal of this work is to analyze the optimal
quantitative methods of risk analysis. This in result will
lead to facilitating the promotion of a future product, and
reducing the likelihood of risk. That is, the correct approach
to calculations and the choice of methods is almost a half-
successful startup.

There are also several different methods for
quantifying risk. Risk can be accounted for in two ways:
increasing the discount rate on the riskiness of a project or
by reducing the value of full cash flows.

The discount rate implies marginal (minimum
acceptable) profitability or alternative costs of raising
capital (alternative cost of capital). In the absence of risk
factors for the project, the yield on government bonds is
used in practice as such alternative investment. The riskier,
the project, the higher the requirements for its profitability.
In calculations, these requirements are reflected by
increasing the discount rate, so when evaluating project
performance, there is a question of justifying the discount
rate.

Consider one of the most common methods of
adjusting your discount rate:

CAPM - Capital Assets Pricing Model

Foreign risk accounting is also used to determine the
risk adjustment CAPM (Capital Asset Pricing Model):

E(R) =Ry +B(ERR,) — Ry),

where R; — expected return on the stock market;

R; —risk-free rate (risk-free return on investment);

R,,, — average market profitability (risky assets);

(E(R,) — Ry) — Equity Risk Premium;

B — a measure of systematic risk (a factor that reflects
the sensitivity of the stock firm’s fluctuation to the
fluctuation of the stock of all firms in the industry) [1].

The problem with this model for assessing risky
projects is that it only takes into account market risks. Also
the problem of using a method to evaluate startup projects
is the difficulty of determining an industry indicator p.

N. Jensen developed a modification of this formula;

i=1,..,N,

R, =R +B(Rn—R) +a+e,

where o — the part of the risk premium that depends on the
rating of the firm and the qualifications of the managers;

¢ — the part of the risk premium that reflects non-
systematic risk (figure up related to fluctuations in market
prices for resources, yields of securities) [2].

These methods are not uniform, but they are
considered to be the most appropriate to determine the risk
rate of a new company and do not require a retrospective
assessment.

To account for cash flow risks, we consider two more
methods:

1. The method of reliable equivalents:

In applying this method, risk accounting is based on
the mathematical expectation of cash flow for each
estimated period:

Xyn = Zln=1PKXK ’

where X, — the probability of obtaining the result x;;

P.— the result of an event or result;

X, — the number of variants of the results of events.

Probability X, reflects the degree of confidence that
the full value of the expected cash flow will be received
and, in the absence of uncertainty, becomes the downward
factor for the cash flow of each project implementation
period. The determination of the probability of cash inflows
is established, as a rule, by expert judgment [3].

2. The scripting method

Scenario analysis involves consideration of several
possible options for project development. The guidelines
provide an analysis of the following likely scenarios:

e various forecasts of the general inflation index,
price indexes and the internal inflation index (or other
characteristic of changes in purchasing power) of foreign
currency;

e change of tax system;

o (different climatic conditions of the project
implementation;

o the emergence of competing cheaper products or
technologies in the market;

o reinforcement of various rules and regulations that
require additional costs, etc.

In the simplified version, three possible project
development situations need to be simulated: optimistic
(that is, the risk factors did not affect the project),
pessimistic (when all risk factors worked), and most likely,
then calculating the net present value for each [4]. Then,
based on the peer review, the probability of each scenario
is determined and the mathematical expectation of the NPV
is determined:

n COF;
T Lt=1(4RR)t

_on CIF
NPV =Xr, (1+IRR)t

where IPR - internal rate of return. A positive indicator
NPV is guaranteed if IPR > r, in this case, the project is
approved for implementation [5].

There are often situations where there is no
information about the likelihood of a particular scenario. In
solving this problem, the rule is 6 sigma, which uses the
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weighted average pessimistic, optimistic and the most

probable estimation:
cO+4*xcM+cP

tEF = —,
6
where tE — expected cost of the project;

cO — the cost of the project in the implementation of
the pessimistic scenario;

cM — project cost in the most likely scenario;

cP — project cost in a pessimistic scenario [6].

3. Analysis of the sensitivity of the project
effectiveness

The method of estimating the step of filling in
variative parameters on the main indicators of the project’s
effectiveness, which is the order of the project’s rank. The
structure of the key parameters of the project (NPV, IRR,
PI) shows the most significant factors (for example, sales
margin, real value) [7]. The next crock-change of the most
critical winter in the international range and analysis of the
indicator of efficiency in new minds. The level of
correlation between the significant and significant
indicators of effectiveness and the degree to which the
project will reach the level of success. This assessment
carried out severally for the skin factor. Thus, the last
estimate of the factors factor is NPV, IRR, PI, and the most
recent indicators, so that they can have the greatest impact
on the success of the project [8].

With a region of empathy, it’s important to win the
respect not only by rubbing it when realizing, but by doing
it with a positive result, so as if you can significantly
overlook negative negligence [9].

For the assessment of the important importance of
winter victorious diagram “Tornado” — see fig. 1.

Pmmx 1

Prm: 3

Pz 4

Mamaseren
Heramemes smon-

| Rty

Prm: §
15000 10000 5000 (1] 5000 10000 15000 20000

Fig. 1. Tornado Diagram

For the vertical axis, critical parameters are indicated
for sensitivity analysis, for the horizontal axis — for the
assessment of the norm with the constant value of the
parameters [10].

4. Monte Carlo Method (imitation model)

Simulation modeling involves statistical analysis
using a large array of data. Unlike considering a limited
number of scenarios, the Monte Carlo method investigates
all possible combinations, that is, the consideration of the
distribution of probable results [11]. Within this method,
we create an accurate model (simulation) of the project,

based on uncertain parameters, as well as the range of their
fluctuations, taking into account the probability
distribution. Then, using special application packages, we
simulate the values of the given parameters [12]. As a
result, we get accurate cash flows with forecast errors. So
the Monte Carlo method has three steps: project modeling,
Determination of the probability of error in the forecast,
selection of forecast error values and cash flow calculation.

Findings. After analyzing the main quantitative
methods for evaluating the effectiveness of IT startups, we
can conclude that perhaps the most effective methods of
this analysis are sensitivity analysis and scenario method.
A sensitivity analysis is a good example of a Tornado
analysis. As for the scenario method, its use is also very
effective in analyzing possible risks. Since when using this
method, a series of tests are formed that calculate the state
of the project if the risks under consideration nevertheless
come true. Closely related to the scenario is method
simulation (Monte Carlo method). It is this bunch that gives
maximum efficiency in such an analysis. It can be
concluded that when evaluating an IT startup, it is also
rational to use these methods of quantitative analysis to
understand the possible impact of risks on the project and
to prevent them.
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D. L. ORLOVSKYI, A. M. KOPP, V. Y. KONDRATIEV

DEVELOPMENT OF A MODEL AND A SOFTWARE SOLUTION TO SUPPORT THE ANALYTICAL
DASHBOARDS DESIGN PROBLEM

This research paper considers the problem of dashboard design as part of the Business Process Management lifecycle, where it is become necessary to
monitor and control the current state of the organizational business processes. Therefore, designed dashboards should fully correspond to the features of
the considered business processes, such as Key Performance Indicators and possible stakeholders, which are considered here as users of the developed
Business Intelligence dashboard application. At the same time, according to the state-of-the-art in the field of data visualization, it is required to choose
data visualization techniques, which are clear, easy interpretable, space efficient, attractive, and legible. In general, the dashboard design problem requires
placing various visualization tools in a relatively small place, such as a screen of a computer, a laptop, a tablet, or even a smart phone, while keeping
them accessible and easy to understand. At first, as part of the related work review and analysis, we have considered the core architecture of the
dashboards and reporting applications. It is outlined that modern dashboards might use various big data chunks, such as databases of enterprise
information systems of different types, spreadsheets data, and even unstructured documents. In order to summarize all the raw data from these data
sources, the Data Warehouse should be built and, moreover, it should correspond to the metrics and indicators of business processes that should be
demonstrated on a dashboard. We have also considered main principles, common mistakes, and graphs and charts that might be used to design a
dashboard for business analytics purposes. Using the existing research in this field, the levels of informativeness were defined for each visualization
tool, as well as the best practices of mapping various data types to graphs and charts are outlined. Proposed model of the dashboard design is based on
the mathematical optimization. It is used to provide recommendations on which visualization tool should be used to display a certain Key Performance
Indicator on a dashboard that corresponds to a certain user role. Development and usage of the software solution that implements the proposed model is
outlined, as well as the obtained results of validation of the proposed software solution are shown and discussed.

Keywords: business process management, business intelligence, key performance indicator, business analytics, dashboard, data visualization
indicators.

JI. JI. OPJIOBChKHH, A. M. KOIIII, B. I0. KOH/I[PATHEB

PO3POBKA MOJIEJII TA TPOT'PAMHOI'O PIINEHHS JUIS IIATPUMKHA BUPIIIEHHS 3AJAYI
O®OPMYBAHHS AHAJIITUYHUX ITPUJTAJOBUX ITAHEJIEU

VY nauiit poGoTi po3rasAacThes MpobiaemMa MPOSKTYBAHHS aHANITHYHHX IPHUIAJOBHX MaHENeH SIK CKJIaJOBOI YaCTHHH JKHUTTEBOTO LUKy YIPABIIHHSI
Oi3Hec-TipoliecaMy, B paMKax SKOro HeoOXiZHO BHKOHYBaTH MOHITOPMHT Ta KOHTPOJb MOTOYHOrO CTaHy Opraisauiiinux Oi3Hec-mporeciB. Tomy
Po3po0JIeHi aHaTiITUYHI MaHel MOBMHHI TOBHICTIO BIIMOBIZATH OCOOIMBOCTSM POSIISIHYTHX Gi3HEC-TpOLECiB, HANPUKIIAMA, KIFOYOBHX MOKAa3HUKIB
e(eKTUBHOCTI Ta MOXIIMBHX 3alliKaBJICHUX CTOpIH, SAKi B AaHii poOOTI pO3rISAIalOTBCS B POl KOPHCTYBauyiB pPO3POOJIEHOr0 3aCTOCYBAHHS
IHTEJIEKTYaJIbHOI'0 aHaJIi3y IaHMX, L0 peajizye HeoOXiHi MpuiasoBi naxeni. Y TOH e yac, 3riIHO 3 OCTaHHIMHU JTOCHI/DKEHHIMH y Taiys3i Bisyasizawuil
JIaHMX, HEOOXiZIHO BUOMpATH METOAM Bi3yaui3auii JaHUX, SKI € YITKMMH, JIETKO IHTEPIPETOBAHUMH, €(PEKTHMBHHUMH 3 TOYKHU 30pYy PO3MIILEH Hf,
npuBabIMBUMH Ta Po30ipaMBUMHU. 3arajaoM mpodiieMa NPOEKTYBAaHHS MPUIIAL0BOI IaHENi BUMarae po3MillleHHs Pi3HUX IHCTPYMEHTIB Bizyamizawil y
BIJJHOCHO HEBEJIMKOMY MiClli, HANPUKJIAJ, Ha €KpaHi KOMII'loTepa, HOyTOyKa, IUIaHLIeTa 4YM HaBiTh cMapTdoHa, 30epiraoyu iX NOCTYNMHHUMH Ta
3pozyminnmMu. Ilepir 3a Bce, B paMKax OIIAAY Ta aHaJi3y ICHYIOUMX JDKEpels, Oyso PO3IJISHYTO OCHOBHY apXITEKTypy aHaNITHYHUX MaHeJed Ta
3aCTOCYBaHb 3BITYBaHHS. 3a3HAYA€THCS, 10 Cy4aCHI aHAJNITHYHI NMaHETI MOXYTh BUKOPUCTOBYBATH DPi3HI BEJIMKI MacCHBH JIaHUX, TaKi SK 0a3u JaHUX
KOpPIOpPaTUBHUX 1H(OPMALIHHUX CHUCTEM pI3HOrO THIy, AaHi y (opmaTi eNeKTPOHHMX TaONMIb i HaBITh HECTPYKTYypOBaHi IOKyMeHTH. Jlius
y3arajbHEHHS BCIX HEOOPOOJICHUX JaHMX i3 LMX JDKepeld JaHUX HEOOXiJHO 3aCTOCOBYBATH CXOBMIA JAAHHMX, CTPYKTYpa SKMX IIOBHHHA BiAIOBIiiaTH
METpUKaM Ta IMOKa3HMKaM Oi3HEC-NPOLECIB, sKi HEOOXiJHO AEMOHCTPYBAaTH Ha NMpUiIanoBii maHeni. Takox OyJio pO3rIstHYTO OCHOBHI NMPUHLMIIM,
MOMIMPEH1 TOMMIIKH, rpadiku Ta AiarpamH, siki MOXXyTh OyTH BUKOPUCTAHI i/l 4ac NPOEKTYBaHHS NPUIIAIOBOI aHei Juis 3a4a4 Oi3Hec -aHamiTHku. Ha
OCHOBI iICHYIOYMX JOCIIPKEHb y Il ramy3i Oyi0 BU3HAYeHO PiBHI iH(OPMATUBHOCTI Ui KOXKHOI'O IHCTPYMEHTY Bi3yasi3alii, a TAKOX PO3IJITHYTO
HaMKpalli NpaKTUKK BifoOpakKeHHs PI3HUX THIIB JaHUX 3a AOMOMOroI0 rpadikiB Ta giarpam. 3anpornoHOBaHa MOJENb HO0YOBH MPHUIAL0BOI MaHei
Oa3yerbcss Ha 3ala4yl MaTeMaTH4HOI onTuMizanii. JlaHa Mozenb BUKOPHCTOBYETHCS U HAaJaHHS PEKOMEHAALIM INOAO TOrO, SIKUH 1HCTPYMEHT
Bi3yasi3alil HOBMHEH BUKOPHCTOBYBATUCS AJIsI BiZIOOpa’KeHHS NEBHOIO KIIIOUOBOIO MOKa3HMKA e()eKTUBHOCTI Ha MPUJIAOBIH MaHe, 1o BiJnoBinae
MEeBHIl poui KopucTyBaya. Po3risHyTo iHGOpMaLiiiHy TEXHOJIOrI0, 10 peanidye 3anpolOHOBaHY MOJEINb, @ TAKOXK OTPUMAaHI Pe3ysIbTaTH MEPEBipKU
MPaLe3AaTHOCTI 3aIPOIIOHOBAHOIO POrPAMHOr0 PillIeHHS Ta X 00rOBOPEHHS.

KuirouoBi ciioBa: ynpasiiHHA Oi3HEc-poliecaMy, iHTENEKTyaJlbHUH aHANi3 JaHUX, KJIIOYOBUH MOKAa3HUK e()EeKTHBHOCTI, Oi3Hec-aHaiTHKa,
MPWJIaJI0BA MTAHEIb, IHAMKATOPH Biyauizallii JaHuX.

. JI. OPJIOBCKHH, A. M. KOIIII, B. FO. KOH/IPATBEB

PA3PABOTKA MOJEJIN U TPOT'PAMMHOTI'O PELNEHUSI AJIA ITOAJAEPKKH PEINEHU S
3AJJAYN ®OPMUPOBAHUSI AHAJIMTUYECKUX TIPUBOPHBIX ITAHEJIEU

B nanHo#1 paboTe paccMaTpuBaeTcs IpodieMa POeKTHPOBAHMS aHATUTHICCKHX IPHOOPHBIX ITaHelel B KauecTBE COCTABHOH YaCTH JKH3HEHHOTO IIHKIA
yIpaBieHHsI OH3HEC-TIPOLECCAMH, B PaAMKaX KOTOPOrO HEOOXOIMMO BBHIIONHATH MOHUTOPHHT M KOHTPOIb TEKYIIEr0 COCTOSHUS OPraHU3aIlHOHHBIX
6usHec-TIponieccoB. IloaToMy pa3paboTaHHBIE aHATUTHYECKHE MAHENH JODKHBI IONHOCTBIO COOTBETCTBOBATH OCOOEHHOCTSIM PacCMaTPHBAEMBIX
OH3HEC-TIPOLIECCOB, HAIPHMeEp, KIIOYEBHIX IOKa3aTenell >((EeKTHBHOCTH M BO3MOXHBIX 3aHHTCPECOBAHHBIX CTOPOH, KOTOpHIE B IaHHOI paboTe
paccMaTpPHBAIOTCA B KauecTBe IMOJIb30BaTeNlel pa3pabaThIBaeMOro NPHIIOKEHUS HHTEIUICKTYaIbHOTO aHAIN3a JAHHBIX, PEan3yIoIero Heo0XoauMbIe
mpHOOpHBIE MaHeIn. B To ke BpeMs, COINIACHO IOCIEAHHM HCCICTOBAHHAM B OOIACTH BH3YalU3alH JAHHBIX, HEOOXOANMO BBHIOMPATH METOIBI
BU3YaIM3alUM IaHHBIX, KOTOPBIC SBJIIOTCS YETKUMH, JIETKO HHTEPHPETHPOBAHHBIMU, 5(Q(EKTUBHBIMA C TOUKH 3DEHHS pPa3MEIIeHHS,
IPUBJIEKATeNbHBIME U Da300puuBhEIMH. B obmem Buzae, mpoOieMa NPOEKTHPOBAHUS HPHOOPHOW INaHeNH TpedyeT pa3MelIeHHs Pa3InYHBIX
HHCTPYMEHTOB BHU3YyaJIH3alliH B OTHOCHTEIHLHO HEOOIBIIOM MeCTe, HallpuMep, Ha 9KpaHe KOMIBIOTepa, HOyTOyKa, IUIAHIIeTa WIH Jaxe cMapTdoHa,
COXpaHss UX TOCTYIHBIMH U MOHATHBIMHU. [Ipexze Bcero, B paMkax 0030pa M aHAIH3a CYyIIECTBYIOIINX HCTOYHHKOB, ObIIa PaCCMOTPEHA OCHOBHAS
apXUTEKTypa aHAIMTHIECKUX IaHeNeH M NpUIOKeHHH oTdeTHOCTH. OTMedaeTcs, YTO COBpPEMEHHBIC aHATUTHYECKHE IaHEId MOI'YT HCIOIb30BaTh
pa3IHYHbIe KPYIHbIE MAaCCUBBI JaHHBIX, TaKue Kak 0a3bl JaHHBIX KOPHOPATHBHBIX HH(GOPMAIMOHHBIX CHCTEM Pa3IMYHOTO THIIA, JAHHBIC B (opMaTe
JNIEKTPOHHBIX TAOJUIl U Ja)ke HECTPYKTypHpPOBaHHBIC HOKYMEHTHI. [ 0000meHns BceX HeoOpaOOTaHHBIX JAHHBIX U3 ATHX HCTOYHHKOB JAHHBIX
HEOOXOAMMO TPHMEHSTh XPAHWIUINA TAaHHBIX, KOTOpbIE, B YaCTHOCTH, JODKHBI COOTBETCTBOBATh METPHKAM H IIOKA3aTelsIM OH3HEC-IIPOIECCOB,
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KOTOpELIE HCO6XOI[I/IMO JAEMOHCTPUPOBAThL Ha HpI/I60pH0ﬁ manen. Taxke ObLIH paccMOTPEHbI OCHOBHBIE ITPUHIUIIBI, PACIIPOCTPAHEHHBIC OIlI]/I6KI/I,
Fpa(t)I/IKI/I H aquarpaMMmbl, KOTOPBIE MOTYT OBITH MCITOJIb30BAHBI IIpu IIPOEKTUPOBAHUU HpH60pHOI>’I MaHeI JJId 3aj1a4 OusHec -aHaMTHKU. Ha ocHOBe
CyHECTBYIOLIUX I/ICCHGI[OBB.HI/Iﬁ B 3TOM 00JacTH ObLIH ONpeaci€Hbl YPOBHU I/IH(t)OpMaTI/IBHOCTI/I JJIL KaXKJA0ro HHCTPYMEHTA BU3yaJIM3alliH, a TaKKe
PacCMOTPEHBI JIYYIINE IIPAKTUKH 0T06pa){(eHI/I}I Pa3IUYHBIX THIIOB JaHHBIX C IIOMOIIBIO I‘pa(i)I/IKOB " auarpamm. HpeI[HO)KGHHaﬂ MOZEJb ITOCTPOCHUST
l'[pPI60pH01>’I TaHEIn 6a314pyeTc51 Ha 3aJa4u MaTeMaTHYCCKON OITHMHU3AIIHH. HaHHaH MOJ€CIIb UCHOJIB3YETCA Uil NPEAOCTaBICHUS peKOMeH,[[aLII/Iﬁ
OTHOCHUTECIIBHO TOTO, KaKoi HWHCTPYMEHT BHU3yallM3allUUl JOJDKEH HCIIOJIb30BAaTHCA IJIst OTO6pa)KeHI/ISI ONPEACTICHHOI'0 KIIFOYEBOI'O ITOKa3aTels
3(1)(1)CKTI/IBHOCTI/I Ha HpMGOPHOﬁ MMaHenu, COOTBC’ICTByIOLHCﬁ onpeueneHHOﬁ T0JIb30BATEIIbCKON poau. PaCCMOTpCHa I/IH(i)OpMaLII/IOHHaSI TEXHOJIOI' U,
peaimsyronas nNpeajoKE€HHY0 MOAECIIb, a TAKXKE ITOJTYUYCHHBIC PE3YJIbTAThl IIPOBEPKU paﬁOTOCHOCOGHOCTI/I MMPEAJIOKEHHOI'0O MPOrpaMMHOI'0 pEIICHUSA U

ux o0cyxJeHHe.

KioueBbie cjioBa: ynpaBJICHUE 6H3Hec-npoueccaMH, HHTCHHCKTyaHBHBIﬁ aHaJIn3 JTaHHBIX, KJIFOUYEBOM TOKa3aTeilb 3(1)(1)GKTI/IBHOCTI/I, OusHec-

AaHaJIMTHKaA, npnGopHa;{ IMaHeJb, UHAUKATOPBI BU3YyalIU3alluu JaHHBIX.

Introduction. Today Business Process Management
(BPM) is considered as the most popular management
approach. Its main idea is to consider organizational
activity as the set of interrelated business processes. Each
business process includes structured set of tasks that take
input resources and produces valuable products and/or
services for the particular customer [1]. BPM defines so
called lifecycle of business processes. It includes stages
related to business process identification and discovery
(manually or with the help of Process Mining methods and
tools [2]), analysis and redesign (continuous improvement
methods, such as Plan-Do-Check-Act — PDCA cycle [3]),
implementation (e.g., with the help of Business Process
Model and Notation — BPMN standard [4], which further is
uploaded into a Business Process Management Suite —
BPMS in order to provide automated business process
execution [5]), monitoring and control (for this purpose
such techniques and tools as scorecards with the set of Key
Performance Indicators — KPIs are applied [6], as well as
Business Intelligence — BI solutions such as Data
Warehouses [7] and Analytical Dashboards [8] are used).

This work focuses on methods and tools that are used
on the final stage of BPM lifecycle that deals with the
monitoring and control. Thus, the research object is a
process of the dashboards design for the business process
status analysis. The research subject includes a model and
a software solution for the dashboard design for the
business process status analysis. The goal of this research
is to choose data visualization techniques, which are clear,
easy interpretable, space efficient, attractive, and legible.
However, the dashboard design problem requires placing
various visualization tools in a small place, while keeping
them accessible and easy to understand [9].

Related work. While the term “dashboard” itself is
originated from the automobile dashboard, in the domain of
business analysis it describes a type of user interface which
provides views of relevant KPIs. Dashboards are displayed
on web pages that use linked data warehouses as data
sources (fig. 1). Dashboards typically indicate KPIs that
require urgent actions at the top of the page [10].

OLAP (Online Analytical Processing) is a computer-
based data processing technology, which serves to provide
aggregated multidimensional data arrays (cubes) from big
data chunks, such as relational databases, documents, flat
files, unstructured data sources etc. OLAP cube is the core
technology of any OLAP system. It contains numeric data
facts called measures that are consolidated by dimensions
along which projection operations, such as aggregation or
averaging, can be performed in order to enable analysts to
answer business questions [11].

Presentation Layer

Analytical
Dashboards

OLAP
Cubes

Warehouse Layer

Data Warehouse

Data Sources Layer

) ] Spread
e sheets_
" HR Reports |

CRM —

ERP
|

| Flat files

Fig. 1. Simplified view of the dashboards architecture

Whereas considered research domain is not popular
enough, the state-of-the-art of the dashboard design was
carefully analyzed in paper [12]. Thus, we can focus on
three core directions that might help us to solve the
considered problem (fig. 2).

Core directions in
dashboard design

Graphs and

Mistakes charts

Principles

Fig. 2. Core directions in the dashboard design problem

The main principles for the dashboard design include
the following [13]:

e Selected chart should fit the best a data type of a

certain dataset displayed on a dashboard.

e Selected chart should serve its purpose even if it

is resized in order to be place into a small place on
a dashboard.

The most common mistakes of the dashboard design
are related to the choice of inappropriate data visualization
tools such as graphs and charts [13]. As the most suitable
visualization tools, bar charts, line charts, pie charts, and
gauges are considered [14, 15].

The most informative and popular graphs and charts
are the following [15, 16]:
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e Bar chart (shown in fig. 3). There are bar charts of
different types, such as horizontal, vertical,
grouped, and staked bar charts, which might be
used to visualize different indicators.

Bar Chart (Horizontal)

Bar Chart (vertical)

Fig. 3. Horizontal, vertical, grouped, and
stacked bar chart examples

e Line chart (shown in fig. 4). These charts might
be used to display distributions, trend lines, etc.

Line Graph Trendline
A
4 \“"\ WP
A = /..__./ e /./'.,./-/_.-—
Spline Graph Stepped Line Graph

0 3 . . . “

Fig. 4. Line, trend line, spline, and stepped
line chart examples

e Bullet graph (shown in fig. 5).

Fig. 5. Bullet graph example

e Scatter chart (shown in fig. 6). As well as other
graphs and charts (e.g., line or bar charts), the
scatter chart might be used to display three-
dimensional (3D) data.

Scatter Plot

3D Scatter Plot

ia‘._\hT L
|

" 1a
[ M e [

Fig. 6. Scatter and 3D scatter chart examples

e Sparkline (shown in fig. 7). Might be also shown
in a form of column charts.

Sparkline
A 240 —
B 135 ~———"-
c 90 e

D 85 PR P

Column Sparkline

A afllg.n=nnln
2 aeSssncelite
c anliEcnnl=n
D 111 ][ TS -

Fig. 7. Sparkline and column sparkline examples

e Gauge (shown in fig. 8). Can be displayed in a
form of the angular or a solid chart.

Angular Gauge

2N

Solid Gauge Chart

£ 42

il

i

Fig. 8. Angular and solid gauge examples

e Pie chart (shown in fig. 9).

Fig. 9. Pie chart example

Various data visualization graphs and charts ordered

by their informativeness are shown in table 1 [15].

Table 1 — Charts ordered by their informativeness

Chart Estimated informativeness
Bar 53%
Line 46%
Bullet 25%
Scatter 23%
Sparkline 22%
Gauge 12%
Pie 10%
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Mapping between data types and graphs and charts is
shown in table 2 [15].

Table 2 — Charts ordered by their informativeness

Data type Charts and graphs
Composition

Categories Bar, Pie
Comparison
Distribution Line, Scatter
Single value Number, Sparkline

Difference between an
actual and a target value Bullet, Gauge

Research [17] proposes mathematical models used to
define optimal set of charts used to visualize KPIs data on
a dashboard. Similar problem is also solved with the help
of fuzzy semantic networks [12]. However, the dashboard
design mostly depends on users’ preferences, which might
be quite subjective. It means that various users need to see
the same set of KPIs displayed on a dashboard but shown
using different charts according to the user’s preferences.

Model of the dashboard design. Since each KPI
shows a value of the specific data type, we can map KPIs
to data types. We can also map data types to possible
visualization tools.

These relationships might be formalized using the
following matrices:

A= (au)l 1) _oB= = ( Jk)] 1k=1" 1)

Where n is the number of KPIs, p is the number of
data types, and q is the number of visualization tools. Both
matrices A and B contain only binary values that shows
presence or absence of relationship between KPIs and data
types (1), as well as between data types and visualization
tools respectively:

a;; €{0,1},i = 1,nj =1p,
b €{0,1},j = 1p.k = 1,q.

O]

Moreover, each KPI might be assigned to a single data
type (2), while the data type might be represented using
several visualization tools:

P
q
k=1

It is required to multiply matrices A and B in order to
trace relationships between KPIs and visualization tools
that might be used to display values of these KPlIs (3):

p ngq
C= (Cik = Z a - bli) . 4)
i=1,k=1

||
::

®)

IV
II
'U

=1

Where elements of the matrix C are binary values as
well (4), ¢, € {0,1},i=1,n, k=14q.

Various users might be interested in analysis of
various KPIs according to their roles in business processes
and decisions they have to make according to their roles.
Therefore, existing mapping of KPIs to visualization tools
should be appended with the mapping of user roles in
business processes to KPIs.

Therefore matrices A, B, and consequently the C,
should be defined for each t-th user role, t = 1,s:

p.q
_( l-’)l 1,j —1 - (bfk)j=17k=1’

Ct= (Clk)l 1,k=1"

®)

There are no general recommendations that might be
applied to any user with specific preferences (5). Hence, the
only possible way to solve this problem is to obtain user’s
suggestions on KPIs ranks for each user role. The expert
judgment procedure will not be considered in this study
itself. We only consider that weights of each KPI for each
corresponding user role are previously obtained:

L

= th Jt= 1,5. (6)

Win

Where s is the number of user roles. KPIs weights w;
should be normalized (6), i.e. w;; € [0,1],t = 1,s,i = 1,n.

Weights of visualization tools A,, k = 1,q might be
defined as following (Table 3) by using the normalization
of values shown in Table 1.

Table 3 — Weights of graphs and charts

k Chart Estimated informativeness A

1 Bar 53% 1.00
2 Line 46% 0.87
3 Bullet 25% 0.47
4 Scatter 23% 0.43
5 | Sparkline 22% 0.42
6 Gauge 12% 0.23
7 Pie 10% 0.19

It is expected that a dashboard might be launched on
the devices with various screen resolutions. Thus we have
to provide the adaptive dashboard. For this purpose, the
screen width should be divided into 12 columns (fig. 10)
according to Bootstrap framework [18].

1 1 1 1 1 1

3 A |
2?2
|

1 [ 1] | |
Iz [ 3

|
2

|
|

|
2
|

6 | 6
Fig. 10. Screen divided into 12 columns according to Bootstrap

Each visualization tool takes place of a certain width
on a dashboard. Thus, it is required to introduce the vector
of sizes for each visualization tool I, k = 1,q. Moreover,
for each t-th user role it is required to define the number of
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rows r,, t = 1,s in which graphs and charts should be
placed. It is well known that human can concentrate only
on a limited number of things at once, therefore, the limit
number of KPIs required to be placed on a dashboard for
the ¢-th user role 7, > 0, t = 1,s should be introduced.

The mathematical model of the optimization problem
that should be solved to provide recommendations on a
dashboard’s design is the following:

s n q
z ZZ(W& e N Vi) | > max,
=1 {vix}

i=1 k=1

g ()

v €{0,1}k=1,q,i=1nt=1s.

Where s is the number or user roles, n is the number
of KPls, g is the number of used visualization tools, w,;
describes mapping between t-th user role and i-th KPI, {4, }
is the normalized vector of priorities of visualization tools,
{v.} is the restrictions vector of the number of KPIs that
might be shown on a dashboard, {c;; } is the binary matrix
that demonstrates possibility of i-th KPI to be displayed
using k-th visualization tool, and {v}, } is the result binary
matrix, which provides recommendations on which k-th
visualization tool should be used to display i-th KPI on a
dashboard that corresponds to t-th user role.

There is also situations are possible, where the same
user might have multiple roles at the same time, t* = {t°},
o € [1,s]. In this case we need to select such matrix VV* that
does not restrict user access to necessary information.
Hence the binary matrix that describes indicators and data
visualization tools for the user with multiple roles:

* ty. —
14 —om[gfs(](vik) A k=14. ®)

i=

S

Since the optimization variables (8) might take only 0
or 1 values, proposed mathematical model (7) describes the
combinatorial optimization problem, which recalls the 0/1
knapsack problem [19] with additional restrictions.

Software solution for the dashboard design. A
branch-and-bound method is used for several of NP-hard
problems, such as the 0/1 knapsack problem [19]. There-
fore, the branch-and-bound method might be used to solve
the introduced optimization problem as well.

Developed software uses Google OR-Tools library,
which mathematical programming solver class MPSolver
implements the branch-and-bound method [20].

Besides the optimization library, the software uses
MySQL database management system in order to maintain
the database of related data about the user roles, business
processes, KPIs, graphs and charts, and the results of the
dashboard design. The structure of such database is shown

in fig. 11. Spring Boot framework is used to simplify and
accelerate development of the Java-based web application,
which fronted part is created using Vue.js and Bootstrap
frameworks.

Set of options

Option - Vizualization tool
Vizualization tool Id (FK) !
Option Id Opion Id (FK) Vizualization tool Id
Name Name
Value Weight
Data source
BP-KPI
Data source Id _| Data type vizualization
KPI1d (FK)
B Name Data type Id (FK)
Business Process Id (FK) Data in JSON | ‘ Vizualization tool Id (FK)
L J l
KPI
KPl1d
Data type
N
Business Process D:g?ype id (FK) #- — —| Datatypeld
Business Process Id Data source Id (FK) Name
Name KPI on Dashboard
Dashboard KPIId (FK)
Dashboard Id (FK)
Dashboard Id Vizualization tool Id (FK)
Name - sP
Role Id (FK) 1 sCnmary /
| User
| User Id
BP-Role Rol | User roles Last Name
ole
Role Id (FK) o Role Id (FK) g'rS‘ N;‘frf]ﬁ‘
Business Process Id (FK) Role Id User Id (FK) econd Nams=
| ! Name [

Fig. 11. Database structure

The deployment diagram of the developed software
solution is shown below (fig. 12).

Web Browser
<<component>> <<component>>
Bootstrap Framework Vue.js Framework
A A
1 1
1 1
L <<component>>
~ 7 7 7 Frontend Web Application
A
Web API
w47t @)
Application Server

<<component=>

<<component>>
@ Spring Boot Application

MySQL Database

Fig. 12. Deployment diagram of the software solution

Process of the developed software solution usage
includes three general activities shown in fig. 18 with the
help of the IDEFO process diagram. The first step includes
formulation of the input information for the dashboard
design. At first it is required to create a user role (fig. 13).
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<- Back to menu

<~ Back

Name 5Sales Manager

Save new role

Fig. 13. Creation of the user role

Then it is necessary to create a business process to
which this user role should be assigned (fig. 14).

<- Back to menu

<- Back

Name | Sales

Role

R

Sales Manager

Save new business process

Fig. 14. Creation of the business process

Finally, it is required to create KPIs that are related to
the business process (fig. 15):
KPI “Return on Assets” shows distribution data.
KPI “Net Income” communicates single value.
KPI “Operating Expenses” is intended to display
difference between actual and target values.

< Back to menu

Mam=  Retum on Aszefs
Dataitype Distribution T
Business Chlas v Add new
Process

Data source

Remote server Add new

Fig. 15. Creation of the KPI

Survey results

Organization Graphs and charts

On the second step all restrictions for the dashboard
design should be provided (fig. 16). Weights (6), numbers
of rows and KPIs to be placed on the dashboard are set.

Dashboard nams | 5ales Dashboard

Return on Assets (.85 [C Hide?
Netlncome | 078 [ Hide?
05 [ Hide?

Operating Expenses
Max KPI count | 3

Max row caunt

Create new dashboard

Fig. 16. Configuration of the restrictions

After all the input information and restrictions are
specified, it is vital to provide a link to a data source that
returns data arrays in a form of JSON documents (Java
Script Object Notation) that are easy readable by humans
and computers (fig. 17).

<- Back

Name Remote server

Data source path = /remoteServer
Viz

tool

Line

Save new data source

Fig. 17. Configuration of the data source

Suggestions on the dashboard design are obtained in
a form of a generated dashboard (fig. 22) that corresponds
to the input information (fig. 13-15) and restrictions
(fig. 16) with respect to the optimization problem (7).

Dashboards design

regulations recommendations standards DBCﬁt:mp;?ng;:Crgming
\y = -
KPls Iist\ IL/ N = e‘:yunthms
?f Input
F°."“”'a‘e information /
input p
information for \\
the dashboard
design
Role N ’ Al ‘|'= I‘t Restricti
requirements - ormulate estrictions
g restrictions of Dashboard
the dashboard design
i design recommendations
Visualization A2 Generate the /
tools o dashboard ||l
“ P i design
) managemen Middle-level suggestions
Business processes / management A3
list —
Business
analyst Software

Fig. 18. Process of the developed software solution usage
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As it is demonstrated in fig. 22, generated dashboard
consists of graphs and charts that best fit to data arrays
represented by considered KPIs:

e KPI “Return on Assets” is displayed first by using

a line chart.

o KPI “Net Income” is displayed second by using a

sparkline indicator.

e KPI “Operating Expenses” is displayed third by

using a gauge indicator.

Research results and discussion. Validation of the
proposed model and the software solution is performed by
emulation of user’s requirements.

The normalized vector of user’s requirements and
restrictions on indicators, which should be included in a
dashboard, correspond to the values shown in fig. 19. It
means that user needs the dashboard that displays a single
KPI “Return on Assets”.

Dashboard name = Sales - Return on Assets

Return on Assets | 1 ) Hide?
Max KPI count | 5

Max row count | 1

Create new dashboard

Fig. 19. User’s requirements for a dashboard with one indicator

Obtained dashboard is demonstrated in fig. 20. It is
shown that user’s request for the dashboard with a single
KPI “Return on Assets” is fulfilled.

It is also possible to replace a visualization tool for the
displayed KPI. Thus, the line chart (fig. 20) might be
swapped to the scatter chart (fig. 21).

Then let us consider a situation, where user needs to
generate the dashboard with all available KPIs (fig. 23).
After weights and restrictions are specified, the dashboard
design is provided (fig. 25).

Sales - Return on Assets Sales Dashboard

Return on Assets
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Fig. 20. Generated recommendations for the dashboard design
with a single indicator

Modified dashboard is shown below (fig. 21).

Sales - Return on Assets Sales Dashboard
Discard changes

Retum on Assets
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Fig. 21. Result of indicator’s replacement

Fig. 25 demonstrates that the software generated the
dashboard, which contains 3 of 5 possible KPIs. Such
recommendations on the dashboard design were obtained
because the restriction for the limit number of rows was not
changed. Therefore, the optimal set of indicators was
selected according to the model (7).

Operating Expenses Net Income
Gauge g Sperkline ¥
60.1

Fig. 22. Generated dashboard based on provided input information and restrictions
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Dashboard name  Sales - Dashboard 1 row

Return on Assets | 1 O Hide?
Revenue | 1 O Hide?
Growth in Customer Base 1 O Hide?
NetTncome | 1 [ Hide?
Operating Expenses | 1 [ Hide?

Max KPI count | 5

Maxrow count 1

Create new dashboard

Fig. 23. User’s requirements modification

However, it might be necessary to display all KPIs on
the same dashboard. For this purpose it is required to update
the limit number of rows (fig. 24).

Dashboard name = Sales All KPI

Return on Assets 1 ! Hide?
Revenue = 1 [ Hide?
Growth in Customer Base = 1 € Hide?
NetIncome 1 [ Hide?

O Hide?

Operating Expenses = 1
Max KPIcount 5

Max row count = 2

Create new dashboard

Fig. 24. Increased limit number of records

Sales - Return on Asssts Sales Dashboard Sales - All KPI

Revenue

Bar X

B Botton N Vale I Top

KPi

;

=1

50 100 150 200

Extended dashboard is shown in fig. 27. It is shown
that generated recommendations (fig.27) satisfy user’s
requirements — now the dashboard contains all available
KPlIs:

KPI “Revenue”.

KPI “Return on Assets”.

KPI “Operating Expenses”.

KPI “Net Income™.

KPI “Growth in Customer Base”.

It is demonstrated (fig. 27), that sequence of KPIs is
rearranged in compare to the previously generated result
(fig. 25). This is happened because of the different sizes of
used graphs and charts that correspond to the Bootstrap
layout grid.

Besides recommendations on the dashboard design,
developed software demonstrates numerical results of the
solution of the optimization problem (7). Such results for
the dashboards shown in fig. 25 and 27 are demonstrated
below (fig. 26).

107047 =047 1.0 047 =047
1.070.23 = 0.23 1.0 70,23 = 0.23
%01 = 0.0 %01 = 1.0
%03 = 0.0 %03 = 0.0
X110 =1.0 ¥10 = 1.0
¥1e = 0.0 ¥1e = 0.0
¥24=1.0 X24 = 1.0
X34 =0.0 X34 = 1.0
#2=1.0 2 =1.0
=45 =00 #5=00

Objective valus = 1.89 Objective valus = 3,18
Fig. 26. Solutions of the optimization problem (7)

Optimization results (fig. 26) demonstrate how the
recommended set of indicators was extended from 3 to 5
KPls. At the same time, the dashboard’s informativeness
has been improved from 1.89 to 3.18 (objective value of the
optimization problem). However, the number of KPIs
displayed on the dashboard has been increased as well,

Sales KPI Vizualization Sales - Dashboard 1 row

Operating Bxpenses Growth in Customer

Bullet ¥ pase
Sparkl ~
B Eororn [ e [ Too =
140
130
601

Fig. 25. Generated dashboard with a single row
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which means that it is harder to place such dashboard in a
small place, e.g. on a smart phone display.

Outlined results (fig. 19-27) show validation of the
proposed software solution.
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Liebowitz J. Business Analytics: An Introduction. CRC Press, 2013.
288 p.

Eckerson W. Performance Dashboards: Measuring, Monitoring, and
Managing Your Business. John Wiley & Sons, 2010. 336 p.

Briggs J. Management Reports & Dashboard Best Practice. URL:

Revenue

@ Uknaina
@ Hungray
© Posrd
@ Tutay
@ Cecmany

Growth in Custorner Base

Sparkline

Fig. 27. Generated dashboard with two rows

Conclusion. In this paper we have proposed a model
and a software solution for the dashboard design for the
business process status analysis. Proposed model is based
on the 0/1 knapsack optimization problem but it was
extended with some domain-specific restrictions such as
number of KPIs to be displayed on a dashboard or a limit
of a certain screen on which the dashboard is supposed to
be placed. The dashboard design model (7) is used to map
KPIs related to a certain business processes, which at the
same time belongs to a specific user role, to the various
visualization tools, such as graphs and charts, with respect
to the introduced restrictions on size and user preference.
The software that implements proposed model is created
using modern backend and frontend technologies, so it can
be easily deployed and maintained. Process of its usage is
outlined, its validation is shown, and the obtained results in
a form of the generated dashboards are discussed.

Future research in this field includes integration with
existing Bl software, such as Microsoft Analysis Services
and Power BI, Tableau, QlikView or other tools, in order
to make the suggested dashboards more independent on
used tools, accessible, interoperable, and exchangeable.
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A. O.TAIIOH, B. M. ®E/IOPYEHKO, A. O. IIOJIAIKOB, B. I0. BO/IOBLIUKOB, B. O. I'Y’KBA

AHAJII3 METOJOJIOT'Ti DEVSECOPS B ITPOILIECAX PO3POEKH ITPOT'PAMHOT' O
3ABE3INEYEHHA

IIpexMeToM JOCHIIKEHHS B CTATTi € METOAOJION sl pO3pO0KH 1 3aXKCTy MPOrpaMHoro 3abesrnedeHns B pamkax DevSecOps. JlaHa MeTomoIioris 3MiHuIa
MiAXi 10 3a0e3medeH s Oe3MeKH 3 PeaK THBHOI'O Ha MPOAKTUBHHIA, @ TAKOXK MiJKPECIIIOE BAXKIIMBICTD 3a0e31eueHHs Oe3I1EKH Ha BCIX PIBHSAX OpraHizariii.
DevSecOps o3Ha4ae 3a0e3neueHHs Oe3reKy B po3po0ili 10AATKIB BiJl CAMHUX PAaHHIX €TAIIB JI0 CAMOro KiHIIs, a TAKOK BKIIFOYAE B ce0e aB TOMAaTH3ALIIF0
JIeSIKUX [UTI03IB Ge3nexH, Mmoo 3amnodirtd ynosiibHeHHs pobodyoro nporuecy DevOps. HeobOxifHoO niATpuMyBaTH KOPOTKI 1 4aCTO OBTOPIOBAHI LIUKIIH
PO3pOOKH MPOrpaMHOro MPOAYKTY, 8 TAKOXK IHTErpyBaTH 3axoau Oe3nekd. Bubip npaBuiIbHUX IHCTPYMEHTIB [Uisi Oe3rnepepBHOI iHTerpaiii Oe3nekn
MOXKE€ JIOMOMOITH B JOCSTHEHHI mux uined. CydacHi IHCTpYMEHTH aBTOMAaTH3alii JOIOMOINIM OpraHi3alisM BIPOBaJUTH OUIBII THYYKi METOAU
PO3pO0KH, a TAKOXK 3irpalikl CBOKO POJib B po3po0Lli HOBHX 3axo/iB Oe3neku. J{is epektuBHOro 3axucry DevOps nmoTpiOHi HE TijbKH HOBI iHCTPYMEHTH,
a i 3MiHU B caMiii opranisawii mpouecis DevOps, mo6 mBumie iHTerpyBaTi po6oTy rpyn (GaxiBuiB 3 Oe3leKy 3 IHIIMMH ClIeialicTaMy, IO PH3Beae
JI0 MOKPAILEHHS SKOCTI MPOayKTy. CTaTTs MPUCBAUCHA JETATLHOMY aHANII3y Cy4acHUX MiAXOMIB i METOMOJIOTIH CHCTeMaTH3aLli1 pO3pOOKH Ta 3aXUCTy
nporpaMHoro 3abesneueHus, cepen sikux SDLC, BSIMM i OpenSAMM. Mera po6oTu — Kinacudikarist migxoais 1o mobyaosu npoiecie DevSecOps, a
TAKOX PO3IJISAA METOAONIOT CHCTeMaTH3alil iICHYIOUMX 3ac00iB 3aXHCTy MPOrpaMHOro 3a0e3ledeHHs, M0 3a0e3MeuyloTh B3aEMOJII0 KOMaHIH
Po3pobHHUKIB 1 (axiBLiB i3 3aXUcTy iH(pOpMAaLii B paMKax OJHOTO KHUTTEBOrO LUKy PO3POOKH. Y CTATTi BUPILIYIOTHCS HACTYIIHI 3aBIAHHS : PO3MIIAL i
aHani3 miaxoniB modynosu npouecis DevSecOps 1 po3rsiy MeTO0NOriil cucTeMaTH3anii 3aco0iB 3aXHCTy MporpamMHoro 3adesmnedeHus. Otpumani
HACTYIIHI pe3yJbTAaTH: IPOAHANII30BaHO HeoOXimHi ckiaamoBi st mobynoBn DevSecOps mpomeciB. BucHOBKM: IpoBeneHMil aHal3 I03BOJSIE
KJ1acuikyBaTH MPOLEeC PO3POOKH 1 3aXHCTy MPOrpaMHOro 3a0e3nedeHHs 3a JonoMoro Meronoiorii DevSecOps.

Kurouosi ciiosa: DevSecOps, Application security, Infrastructure security, SDLC, BSIMM, OpenSAMM.

A.A.TAIIOH, B. M. ®E/IOPYEHKO, A. A. IIOJIIKOB, B. I0. BOJIOBIIHKOB, B. A. ' Y/KBA

AHAJIN3 METOJOJIOI'MU DEVSECOPS B ITPOIIECCAX PAZPABOTKHU ITPOI'PAMMHOI'O
OBECIIEYEHUS

IIpenqMeToM HCCIIENOBaHUS B CTaThe SBISETCS METOMOJOIMS Pa3pabOTKH M 3alMTHI MpOrpaMMHOro obecredeHus B pamxax DevSecOps. JlanHas
METO/IOJIOTHsl M3MEHMIIA TTOAX0J K 00ecredeHHI0 6e30MacHOCTH ¢ PEAKTUBHOTO HAa MPOAKTUBHBIN, a TaKXkKe MOAYEPKUBACT BAKHOCTh 00CCIICHCHU 5
6€30MacHOCTH Ha BceX ypoBHsX opranusaiuu. DevSecOps o3HauaeT obecrieuenne 6€30MacHOCTH B pa3paboTKe NMPUII0KEHUI OT caMbIX paHHUX 3TaroB
JI0 CaMOro KOHIA, a TAKKe BKJIIOYACT B ceOs aBTOMAaTH3AIMI0 HEKOTOPBIX ILIFO30B 0E30MacHOCTH, 4TOOBI NMPEJOTBPATHTH 3aMeJIeHHE pabouero
nporiecca DevOps. Heobxomumo mojjiepkuBaTh KOPOTKHE M 4YacTO MOBTOPSEMbIC LHKIBI Pa3pabOTKH NPOrpaMMHOIO IMPOAYKTa, a TAKKe
MHTETPUPOBATh MEPbI 0€30MacHOCTH. BbIGOP MpaBMIIbHBIX HHCTPYMEHTOB ISl HEIPEPBIBHOH HHTEr pal{y 6E30I1aCHOCTH MOXET TOMOYb B JIOCTHKE HUH
5THX 1eieid. CoBpeMeHHbIC HHCTPYMEHTBI aBTOMATH3AI[MH TIOMOIJIM OPraHU3aLMsIM BHEAPUTH Oosee rHOKUEe METO/BI Pa3pabOTKH, a TAKKE ChIFPaIn
CBOIO pOJIb B pa3paboTke HOBBIX Mep OezonacHocTy. st addextuBHoi 3amuThl DevOps TpeOyoTcs He TOJIbKO HOBBIE HHCTPYMEHTBI, HO U U3MEHEHHUS
B caMoii opranusanuu npoueccos DevOps, 4To0bI ObICTpee HHTErPUPOBATH PadOTY IPYIII CIELUAINCTOB 110 OE30MaCHOCTH C IPyTMMH CIICLUATUCTaMu,
YTO HPUBEJET K YIYUIICHHIO KauecTBa NpoAykTa. CTaThs MOCBSIICHA ACTaIbHOMY aHAJIN3y COBPEMEHHBIX MOJX0J[0B H METOOIOTHH CHCTEeMATU3 aliuH
pa3pabOTKK M 3alUUThl IPOrpaMMHOro obecrnedenus, cpean kotopsix SDLC, BSIMM u OpenSAMM. Llens paboThl — kiaccudukanus moaxonoB K
nocTpoenuio mporeccoB DevSecOps, a Takke pacCMOTPEHHE METOJONOTMH CHCTEMATH3aLHU CYLICCTBYIOIIMX CPEACTB 3aIUTHl MPOrPAMMHOIO
obecreucHust, 00€CIEYNBAIOIINX B3AUMO/ICHCTBUE KOMaH/Ibl Pa3paOdOTYMKOB M CIICIHAIMCTOB MO 3alIKTE HHPOPMALUK B PAMKAX OJHOTO )KH3HEHHOTO
LMKIIa pa3paboTKu. B cTaThe peraroTes cieayomme 3a1aui: PACCMOTPEHUE U aHAJIM3 TTOAXO0/10B OCTpocHus nporeccoB DevSecOps u paccMoTpeHne
METO/I0JIOr i CHCTEMATH3ALMK CPECTB 3aIUThI IPOrpaMMHOT0 obecriedeHus. [1omyueHbl ceayolme pe3yabTaThl: IPOAHAIN3HPOBAHBI HEOOXOAUMbIC
cocrapisitone st mocrpoeHuss DevSecOps mporeccoB. BbIBozbI: MPOBEICHHBIA aHAIM3 MMO3BOJSET KJIACCH(DHUIMPOBATH HpOLEce pa3pabOTKH H
3aIIUThI IPOrPAMMHOI0 00€eCIedeH sl C ITOMOIIBI0 MeTooaoruu DevSecOps.
Kuarouesslie ciioBa: DevSecOps, Applications ecurity, Infrastructure security, SDLC, BSIMM, OpenSAMM.

A. O. HAPON, V. M. FEDORCHENKO, A. O. POLIAKOV, V. Y. VOLOVSHCHYKOV, V. A. GUZHVA
ANALYSIS OF DEVSECOPS METHODOLOGY IN SOFTWARE DEVELOPMENT PROCESSES

The subject of this research is the software development and protection methodology within DevSecOps. This methodology has changed the approach
to ensuring security from reactive to proactive, and also emphasizes the importance of security at all levels of the organization. DevSecOps means
providing security in application development from the earliest stages to the very end, and also includes automating some security gateways to prevent
DevOps from slowing down the workflow. It is necessary to maintain short and frequently repeated cycles of software product development, as well as
integrate security measures. Choosing the right tools for continuous security integration can help achieve these goals. Modern automation tools have
helped organizations implement more flexible development methods, and also played a role in the development of new security measures. Effective
protection of DevOps requires not only new tools, but also changes in the organization of DevOps processes in order to quickly integrate the work of
security teams with other specialists, which will improve the quality of the product. The article is devoted to a detailed analysis of modern approaches
and methodologies for systematizing software development and protection, including SDLC, BSIMM and OpenSAMM. The purpose of the work is the
classification of approaches to the construction of DevSecOps processes, as well as the consideration of systematization methodologies for existing
software protection tools that ensure the interaction of a development team and information protection specialists within one development life cycle. The
following tasks are solved in the article: consideration and analysis of DevSecOps process construction approaches and consideration of systematization
methodologies for software protection tools. The following results were obtained: the necessary components for the construction of DevSecOps processes
are analyzed. Conclusions: the analysis allows us to classify the process of developing and protecting software using the DevSecOps methodology.
Keywords: DevSecOps, Application security, Infrastructure security, SDLC, BSIMM, OpenSAMM.

Beryn. DevOps omrcye Habip mpakTHK, sSKi aBTOMa-  OE3MEYCeHHs, 1100 BOHM MOTJIH IIBU/IIE i HAXiWHIIIE CTBO-
THU3YIOTH IIPOIECH MDX pPO3POOHMKAMH TPOTPAMHOTO 3a-  PIOBATH, TECTyBaTH 1 BWITYCKAaTH Mporpamue 3abesre-
YEHHSI.
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DevSecOps — onna 3 HalBaKIMBIIIUX TEHICHIIIN
DevOps. Lle miaxig mo Oe3meku omepartiii, Mo T03BOJSIE
BHUKOPHCTOBYBATH TPHUHIMIIK 1 Kpaii npaktiuku DevOps
Jutst 3a0e31edeHHsT Kpalioi, MBUAKOCTI OUTbII Oe3nedHol
JIOCTaBKH TIporpamMHoro 3abesmedenss. [lo cyri, me o3Ha-
Yae, 0 BCi BUMOI'H O€3IEKH 3 CaMoro MmovaTky Koaugi-
KOBaHI, a KOHTPOJIb Oe3neKku i po3poOKa 3iHCHIOIOTHCS
napaneibHO, MPUYOMY Oe3MeKy HaMararThCs BIPOBAIUTH
B KOXKHY 4YacTHHY Tmpouecy agile-po3poOku. 3aBisku
mpoMy DevSecOps MoXke 3HHU3UTH BUTPATH IOB’si3aHi 3
BUIIPABJICHHAM HeJOMiKiB 6e3mekn [1].

[e#t miaxia BUTIAHO BiAPI3HAETHCS BiJl MOJEI TOTO,
o Oyno mpuiiHaTo 10 DevSecOps, 1e KOHTPOJIb Oe3MeKu
OyB 3aKJIFOYHHM TIPOLIECOM 1 3IiMCHIOBaBCA B KIHII
PO3pOOKH.

Ha puc. 1 300pakeHi ocHoBHiI ckiamoBi DevOps i

P
N

Puc. 1. [opieusiaast DevOps 3 DevSecOps

Sk 1 B DevOps, DevSecOps He KOHLIEHTpye Haja-
ro/KeHHs Oe3rekd B opHOMY Micui. Bech mporec 3aie-
KHUTh BiJl yCiX KOMaHZ, 10 OepyTh y4acTb B PO3POOILi.
Tobro, poboTa 3a IBOMa METOIOJIOTISIMU BEJEThCS IMapa-
JIETbHO OJJHAMH 1 TUMH K YYaCHUKaMH. | TOMy, LIJIKOM
MOXIIUBO, 10 B HAWOIMKIOMY MaiOyTHBOMY X 1 30BCiM
HE PO3AUISITUMYTh.

PanHe BrpoBaKEeHHS TapaHTyBaHH: Oe3meku 3a0e3-
neyye Kpaily KOoJoBy 0a3y i OUIbII BUCOKHU piBeHb 0e3-
NeKy. Binpll akTUBHMM MigXin 10 BUABIEHHS ITOMWIOK 1
nedeKTIB 3HIKYE ypa3uBiCTh. Takok MOXHA pearyBaTH
Ha IHIMJCHTH 3HAYHO MIBUAIIE, SKIIO MOYATH PO3POOKY
CBOT'O IIPOAYKTY 3 ypaxyBaHHIM PU3UKIB.

Panns iHTerpaiisi iHCTpyMEHTIB Oe3leKd B MPOIeC
po3pobKku mporpaMHOro 3abe3rnedeHHs 3abe3medye Kpa-
it nponykT. Ilpy 3amycKky aBTOMaTHYHUX TECTIB TAaKOX
BUKOHYIOTBCSI TECTH O€3IIEeKH.

3a3Buyvail, METOAWKH Ui ONTHMi3alii IMpoIeciB
PO3pOOKH TIPOrpaMHOT0 3a0€3MEeUeHHs HAIJICHI BHKITIOY-
HO Ha ITiABUIIEHHS e()EeKTUBHOCTI BCepeIuHI KOMaHIH, ajie
B DevSecOps MoBa iime mTpo 3acTOCYBaHHS aBTOMa-
TU30BaHUX IHCTPYMEHTIB [UIA TapaHTYBaHHS KOMII-
JIEKCHOT'O 3aXHCTY.

BapTo 3a3HaunTH, M0 KOXKHA 3 JOCTYITHHX METOAUK
CTPIMKO TPHUCKOPIOE POOOTY, KEPTBYIOUH MPU IHOMY
Oesmekoro iHppacTpykTypu. bimpmricte koMmaHiii Moxe
OyTH HE TOTOBa JI0 TaKOrO CTPHOKA MiABHINEHHS BHUMOT
SIKOCTi B aHi# cdepi.

Came Tomy, mogansmmii po3BUTOK DevOps mopymms
muTaHHs iHQopMartliitHoi 6e3neku. [IpuckopeHHsT poOoTH
KOMaH/I-pO3pOOHMKIB  CTBOPWIO O€3NepepBHUH TOTIK

OHOBITFOBaHUX (DYHKIIIH, a TAKOXK TIOCTIHHUI MOTIK JaHUX 3
OOKy cepBiciB, KOPHCTYBAYiB Ta iHIIMX MOAATKIB [2].

Posropranas komy Mae BinOyBaTtucs dacrime i
3aBEpIIYBATHCS 3a MEHIIWH 4Yac. BinbImn KOpOTKuil dac
IIUKJTy € O3HAKOIO ONTHMI30BaHHUX MPOILIECIB, B TOW Yac K
O1ITbII TPUBAJIMI Yac MOXe OYTH O3HAKOIO TOTO, IO HE0O-
XIIHO TIeperysiHyTH CBOI Kpalli HpakTHKu abo iHCTpy-
MEHTH KOJTyBaHHSI.

Ha puc.2 300pakeHi eTamy LUKy DPO3POOKH

DevSecOps.
VALIDATE MORE ANALYZE
¥ Pen testing * Incident root causes or
* Comphance validation FMEA analyas
(PCL cte) * New attack surface?
* Fuzzing Plan to update threat model

Preproduction : Production STABILIZE

* Restore/maintain
service for non-attack
usage

TEST
* Comumon abuse cases

BUILD
* Break the build
codde analysis

CONTAIN

* RASP auto respond

# Roll-back or toggle
off

DEVELOP !
st b Block attacker
CODE/TESTS # Shut down services
* Static/TAST
) iLﬂlys:s sie DETECT
P bl * Instrusion detection
* Code review

* App attack deteetion
PLAN
* Threat modeling ->
Security backlog items pREDICT
* Analvze/Predict - * 1f we do X will it
Secunty backlog ilems mitigate Y7
* Capacity
forecasting

MONITOR

CONFIGURE & DEPLOY * Log

* Configuration valudation 1formation

* Feature toggles Traffic for after-
shaping configwation incident

analysis

Puc. 2. Huxn po3pobxu DevSecOps

Pu3uky HeAKICHOO KOOy BKIIOYAIOTh IIOIPO3U
MPOJYKTHUBHOCTI 1 O€31eKH, SIKi MOXKYTb OyTH JIOPOTHMHU SIK
JUIsl KOMITaHii, Tak i s criokuBava. Koj xoporoi sikocTi
MOBUHEH OYTH MOCIIJOBHHUM, A00pe NOKYMEHTOBAHUM 1
TECTYEMHM.

DevSecOps Moxe BUKOPHUCTOBYBATHCS, HAIPUKIAL,
NpU NepexoJii Ha MiKpocepBicH, B mpouecax besnepeps-
Hoto iHTerpanii (Continuous Integration, CI) i Besme-
pepBHoro posropranHs (Continuous Deployment, CD),
abo TPOCTO Uil TECTYBAaHHS XMapHOi 1H(PACTPYKTYpH.
HabGop KOHKpeTHHX pIllIeHb 3aJeKHUTh BiJ] BUKOPUCTO-
BYBAHOI'O TEXHIYHOTO CTEKa i apXiTekTypH [3].

Miaxonu mo mo6ymoBu DevSecOps. Application
Security — 11e po3in 6e3mekH, sIKuit BiNnoBinae 3a 6e3mnexy
nonatky. e He BiHOCHTBCS 0 iHPpacTpykTypu abo 1o
MepexeBol Oe3MeKH, a caMe JI0 TOTO, IO MUIIYTh 1 HaJ 9uM
MPALOIOTh PO3POOHUKH — II€ HEJONIKH 1 Ypa3JIHWBOCTI
camoro gonartka [4].

Ha puc. 3 300paeni cknanoBi Application Security.

Endpoint Security (6Ge3mexka KiHIEBHX TOYOK) —
BiTHOCHTBCS IO 3aXHCTy KIHIIEBHX IMPHCTPOIB KiHIIEBOTO
KOPHCTYBaya, TAKUX K HACTLUIBLHI KOMIT I0TepH, HOYTOYKH
1 MoOinpHI mpucTpoi. KiHIEBI TOYKH CIyXaTh TOYKAMHU
JIOCTYITYy 10 KOPIIOPATHBHOI MEPEXi i CTBOPIOIOTH TOYKH
BXOAY, SIKIi MOXYTh OYTH BHKOPHCTaHI 3JOBMHUCHHUKAMHU.
Endpoint Security 3axwimae 1i TOYKA BXOAY Bia pH3H-
KOBaHHUX JIi#i a00 370BMUCHHX aTak [5].

Content Security Policy (momitmka 3axucry
kouTeHTy, CSP) — 11e MexaHi3M 3abe3neueHHs Oe3neKH, 3a
JOTIOMOTOF0  IKOTO MO)KHa 3aXHWIIAaTHCSA BiI arak 3
BIPOBADKCHHSIM KOHTEHTY, HAlPHKIAA, MiKCaWTOBOro
ckpunituara (XSS, cross site scripting). CSP ommcye
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Oe3meyuHi JpKepena 3aBaHTaKEHHS PeCcypCiB, BCTAHOBIIOE
NpaBUIa BUKOPUCTAHHS BOYJOBaHMX CTHIIB, CKPHIITIB, a
TAKOXX 3aBaHTAXEHHS 3 PECYpPCiB, W0 HE BXOAATH JIO
«O1II0r0 CITUCKY», OJIOKYIOThCS [6].

Network
Security

Puc. 3. Cxmanosi Application Security

Takoxx BaxiauBow  ckiagoBolo  DevSecOps €
Infrastructure Security. KitouoBoro cdeporo 3HaHb, sika
JKUTTEBO BAXKIIMBA 15l Oy/Ib-SIKOTO crieliasicra 3 Oe3mneky,
€ gitke po3ymins IT-iHppacTpykTypu Ta 11 B3a€EMO3B’SI3KY
31 CTBOPEHHSIM KOMILJIEKCHOI cTpaTerii Oe3neku.

Infrastructure Security — me 3axomu Oesneku UIst
3axHCTy 1H(OPACTPYKTYPHU, OCOOIMBO KPUTHUHO BaXKIHBOL
IHQpaCTPYKTypH, Takoi SIK MEpEeKeBl KOMyHIKallii, LEeHTp
3B’S3KY, CEpBEpHHH IIEHTp, HeHTp 6a3 maHux i [T-uentp.
Besnieka iHGPaCTPyKTypH MparHe OOMEXHUTH BPa3JIHBICTh
LIUX CTPYKTYp 1 CUCTEM.

Network Security — moiosxeHHs i IO THKY, TIPHHAHSATI
aJIMiHICTpAaTOpOM Mepexi Jyisi 3anobiraHHs Ta MOHI-
TOPUHTY HECAHKIIOHOBAaHOTO JOCTYIY, HEHNpPaBHIBHOTO
BUKOPHCTaHHSI, MOIU]iKaiii a00 BIIMOBU B KOMIT IOTEPHI I
Mepexi. [le nependavae aBTopu3aliiio J0CTyy /10 IaHUX B
Mepexi, sIka KOHTPOJIIOEThCS a/IMIHICTPATOPOM.

Cryptography-Digital Forensics — mporiec KoxyBaHHsS
noBiZioMJieHs 200 iHGOpMalil TakKUM YHHOM, IO JUIS
MiICTyXOBylo4Yi ab0 Xakepu HE MOXYTh MNPOYHUTATH 1
JOCITIDKYBATA TUQPPOBI HOCIT KPUMIHATICTUYHO 3 METOO
BUSIBJICHHSI, 30€pEKEHHS, BIJIHOBJICHHSI, aHAJI3y Ta MOJaH-
Hs1 (pakTiB 1 JyMKH TIpo iH(OpMAaIlito.

Information Security — momiTiKa i cTpaTerist 3aXucTy
iH(popMallii Bifi HECAHKI[IOHOBAHOTO JOCTYIY, BHKOpPHC-
TaHHS, PO3KPUTTS, MOPYIIEHHs, MOAu(piKaIlii, TpOYUTaH-
HS, TIEPEBipKH, 3amucu abo 3HUIICHHS. YPsl, BIHCHKOBI,
Kopropartiii, (iHaHCOBI YCTAaHOBH, JIIKapHi 1 MPUBATHI MiJI-
MIPUEMCTBA HAKOIMMIYIOTh OaraTo KOH(IAEHIIHHOI iHpOp-
Marii Mpo CBOIX CHiBPOOITHHKIB, KITI€HTIB, MPOAYKTaX,
JOCTIDKEHHSIX 1 (hiHaHCOBMiA cTaH [7].

Komanma mepexeBoi Oe3mekn pearizye amapartHe i
mporpamMHe 3a0e3medeHHs, HEOoOXimHe Ui 3aXUCTY
apxiTektypu Oesmeku. Ilpm HasBHOCTI HaJeKHOI Mepe-
xKeBoi Oe3MeKHM CHCTeMa MOXE BHSBISATH BHHHKAIOW
3arpo3u, MepIl HiXK BOHH TIPOHUKHYTH B MEPEXy i
CKOMITPOMETYIOTh JaHi. [CHye 6e311id KOMITOHEHTIB CHCTe-
MH Oe3IeKH Mepexi, sIKi MPAIoTh pa3oM, 00 MOil-
mITH cTan Gesmex [8].

Icaye GaraTo KpoKiB, sSKi HEOOXITHO BXKHTH, II00
3arnobirtu abo xo4a O 3MEHIIUTH KiJbKICTh 1 CepHO3HICTh

Bpa3NMBOCTEN B JoJaTKaX. 3BUUYAtHO, HAWKpalle BUSBIIATU
Ypa3iIMBOCTI Ha paHHIX eramax JKATTEBOTO IHUKIY
pO3pOOKH TPOTrpaMHOro 3a0e3redeHHs («3CYB BIIBOY),
TOMY IO TOMi BapTicTh Oyae MEHIIO. AHai3 i OTJIsT
KOJy TparoTh TYT KIIFOYOBY poiib. OJIHAK, OCKIJIBKH HE BCI
npobiieMH MOXYTh OyTH BHSBJIEHI Ha erami po3poOKd
JIO/IATKy, 3a3BUYAM ITij1 9ac 3aIrycKy nporpamMu 4epes pisHi
IUTF0O3M  TECTyBaHHA O€3MeKH MJONAaTKH Iepea  Horo
BUITYCKOM 1, MOXKJIUBO, OOEpPTA€THCS 1 3aXMINAETHCS IO
pizHomy. Ilicns pemizy MOXHa JOMAaTKOBO 3aXHCTHTH
JIO/IATOK, TIEPEBipsAI0YH HOro BXiIHI JaHi.

Security development lifecycle. Iukn po3poOku
NPOIOHYE MIA0JIOH, BUKOPUCTYBAaHHS SIKOTO TIOJIETIIIYE
MPOEKTYBaHHsI, CTBOPEHHSI 1 BUITYCK SIKICHOT'O IIPOIpaMHO-
ro 3abe3nedenHs. Lle koHIemnis, 10 BU3HAYAE MPOLECH i
3aco0M, HEOOXiHI JJISl YCITIIIHOTO 3aBEPILIECHHSI MIPOEKTY.
MeTor0 BUKOPHUCTaHHSI MOJIEN )KUTTEBOTO LHUKIY € CTBO-
peHHS €(DEKTUBHOrO, €KOHOMIYHO BHUTITHOTO 1 SIKICHOTO
MPOrpaMHOTO IPOAYKTY.

Security development lifecycle (SDL a6o SDLC) —
KOHIIETIIIIST pO3pOOKH, sKa monsrae y (opMyBaHHI BUMOT
JI0 JojaTka, Oe3leYHOMY MpOrpaMyBaHHI, TECTYBaHHI,
ceprudikaii, excruryatanii Ta oHonenns. SDL OyB po3-
pobuiennit kommnauiero Microsoft [9].

Ha pwuc. 4 — xanoniuHa Mmomens SDLC, ocHoBHE
3aBJIaHHS SKOI BH3HAYUTH y4acTh OE3MEKH Ha KOXKHOMY
erami po3poOKH, BiA BHMOI, 1O pemizy 1 BHXOOY B
eKCILTyaTaljo.

| Training ‘
| |

| Requirements ‘ I Verification |
| |

| Design l | Release |
| |

| Implementation ’— | Response |

Puc. 4. Security development lifecycle (SDL)

Hocsin wommanii Microsoft mokasye, mo SDL
e(eKTUBHHUI y 3HWKEHHI YHCIIa BPa3jMBOCTEH OE3MeKH.
[epBicHa peanizaiis i MMOCTYIIOBE BIPOBADKEHHS elle-
MeHTIB ckianoBux SDL mpu3Beno 10 3HAYHOrO MOMiN-
IIeHHs Oe31MeKH MPOrpaMHOro 3a0e3MeYeHHS.

Po3pobka 1 BHpPOBaHKEHHS JKUTTEBOTO ITUKILY
PpO3poOKH OE3MEKH SBIISIE COOO0I0 CePil03HY IHBECTHUIIIIO IS
Microsoft i cepiiozHe 3MiHEHHS B TOMY, SIK IIPOTPaMHE
3a0e3MmedeHHsT TPOEKTYEThCSI, PO3POOIAETBCA 1 Tec-
tyerbest [10].

Application Security i SDLC chnpsmoBani He Ha
BUSIBJICHHS BPa3NIMBOCTEH, a Ha 3amoOiraHHsA iX MOSBH.
3romom kanoHiurmit SDLC Bim Microsoft 6yB cuibHO
JieTani3zoBanuii B pisHuUX Mertoxpoiorisx — OpenSAMM,
BSIMM.

Building Security In Maturity Model. BSIMM
OIMMCY€ METOMOJIOTII0 CHCTeMAaTH3aIlii ICHYIOUHNX 3aXOiB
3abe3medeHHsT Oe3MEeKH B Taly3i MPOrpaMHOro 3abesIe-
yeHHst. KUTbKICHO OIiHIOIOYH MPaKTHKYy 0araTtboX pi3HUX
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opradizariii, 3a gorromororo BSIMM MokHa ormmucaTH mij-
XOJTU IO TIOIISIOTECS OaraTbMa, a TaKOXK BiMIHHOCTI, sSIKi
POOIISITH KOXKEH 3 HAX YHIKAJIBbHHAM.

BSIMM no3Bomsie 1oOyayBaTH —JIOBIOCTPOKOBHI
IUTaH TI0 TapaHTYBaHHIO OE3MEKH MpPOrpaMHOro 3abes-
MIEYCHHSI 1 BIZICTEXXECHHS MPOCYBAHHS BiJIIOBIIHO J0 IIBOTO
TUIaHY.

OcHoBa merojonorii — mogin npouecy Application
Security Ha 4 momena: Governance, Intelligence, SSDL
Touchpoints i Deployment. YV koxxHOMY goMeHi 12 mpak-
THK, SIKi IIpeCTaBieH] y Burisiai 119 akTuBHOCTEH.

Ha puc. 5 300paxeHi CKIaIoBi METOMOJNOTIi CHUCTe-
MaTH3alil MIX0/iB rapaHTyBaHHS O€3MEeKH MPOrpaMHOro
3abe3neueHns BSIMM.

. Strategy & Metrics (SM)
. Compliance & Policy (CP)
. Training (T)

Governance

LI R

4. Attack Models (AM)

Intelligence 5. Security Features & Design (SFD)
6. Standards & Requirements (SR)
BSIMM

7. Architecture Analysis (AA)
SSDL Touchpoints 8. Code Review (CR)
9. Security Testing (ST)

10. Penetration Testing (PT)

11. Software Environment (SE)
12. Configuration Management &
Vulnerability Management

(CMVM)

Deployment

Puc. 5. Building security in maturity model (BSIMM)

Governance — 1e MpakTHKH, SKi JI0MOMAaraloTh opra-
HI30BYBaTH, YIPABISTH 1 BUMIPIOBATH IHII[IATUBY ILOZIO
3abe3neueHHs: 0e3MeKH IPOrpaMHOro 3a0e3NeueHHsI.

Intelligence — e mpakTHKH, SKi TPH3BOIATH JIO
HAKOMMYECHHS KOPIIOPATHBHUX 3HaHb, BUKOPUCTOBYBaHUX
IIPY TPOBE/ICHHI 3aXOMiB MO0 3a0e3redeHHs Oe3rneku
MPOrpaMHOro 3a0e3neyueHHs B yCiii opraHizarii.

SSDL Touchpoint — 1ie mpakTHKH, OB’ s13aHi 3 aHaTi-
30M 1 EPEBIPKOI0 KOHKPETHUX apTe(akTiB i MPOLIECiB po3-
PpOOKH TIPOrpaMHOr0 3a0€3EUeHHSI.

Deployment — 1ie mpakTHKH, SIKi B3aEMOJIIIOTh 3 Tpa-
T HHOI0 MEPEXEBOI0 OE3IEeKOI0 Ta MiATPIUMKH IIPOrpaM-
Horo 3abesneuenns [11].

VY koxHoi 3 119 aktuBHOCTEH € 3 pIiBHA 3PiJOCTi:
MMOYaTKOBUH, cepemHiil i mpocyHyTuil. Yci 12 mpakTuk
MOXKHA BHWBYATH IO PO3JiJaX, BiIOWpaTH BaXKIIHBi ene-
MEHTH, PO30HpaTHCs, K IX BIPOBAIKyBaTH 1 IMOCTYIIOBO
J0laBaTH €IEMEHTH, HAIIPUKJIAJ, CTATHYHUH 1 AUHAMIYHUH
aHai3 koxy abo orysix koxay [12].

OpenSAMM. Mogens 3pinocti Software Assurance
(SAMM) ormricye METOMONIOTII0 CHCTEMATH3allii, KoTpa
JOTIOMarae oprasizarisiM (OpMyITIOBAaTH 1 peari3oByBaTH
cTpaTerito 3a0e3neueHHss 0e3NeKH MPorpaMHOro 3abesre-
YeHHS, aJanToBaHy J0 KOHKPETHHX PHU3HKIB, 3 SKUMH
CTHKa€eThCs oprarizartis [13].

B ocHOBi Mopmenmi JjexaTh OCHOBHI Oi3Hec-QyHKII
PO3pOOKH IPOrpaMHOro 3a0e3TedeHHs, 10 SKUX TIPHB’S-
3aHI MeTO/N 3a0e3neyeHHst Oe3neKn

ByniBenpHi 070KM Mozeli — e TpH PiBHS 3piIOCTI,
MIeBHI JUIA KOXKHOI 3 JIBAHAALITH IIPAKTUK 3a0e3TMedeHHs
Oesrekn. BoHM BW3HAUYAIOTh MIMPOKHWH CIIEKTP MOXKIIH-
BOCTEH, KW OpraHi3aimis MOXe 3aIiiTH, 00 3HU3UTH
pu3UKH Oe3MeKH 1 MiABHIIWTH HAAIHHICTH MPOrpaMHOro
3a0e3MeYeHHsI.

Ha puc. 6 300paxkeHi CKJIaJ0BI METOHOJNOTIi CHUCTe-
MaTH3alii MiJXO0iB rapaHTyBaHHS O€3MEKH MIPOrpaMHOr0o
3abe3neueHnss SAMM.

Software Development }\

Construction| I Verification | | ]')eploymcml

Il

Business Functions

| Governance I

Security
Practices

Code Review
Security Testing

Design Review

Iliduculiun & (juidam:c}'—
I Threat Assessment |—_\

I Security Requirements

I Secure Architecture I—

I Strategy & Metrics |
| Policy & Compliance |

| Environment Hardening |—

| Operational Enablement

|Vu|numhi|ity Management

Puc. 6. Software Assurance Maturity Model (SAMM)

Ha naiiBumomy pisai SAMM Bu3Hadae 40TUpPHU Kpu-
THUHKX Oi3Hec-ynkuii. Koxna Gi3Hec-yHKis sBIISIE CO-
0010 KaTeropiro [ii, MoB’s13aHUX 3 OCHOBHUMHU MOMEHTaMHU
po3pobKH TporpamMHOro 3abe3neueHns [14].

Juis xoxuoi GizHec-pyHkuii SAMM BusHavyae Tpu
npakTuky Oe3nexku. KoxkHa npakTrka Oe3rneku € 00sacTio
JUSUTBHOCTI, 10 TIOB’si3aHa 3 OE3MEKOI, SKa CTBOPIOE
rapaHTii Jyisl BIANOBIAHOI Oi3Hec-DyHKIIIT.

TakuM 4YMHOM, B IIJIOMY ICHY€E JBaHAIITh MPAKTUK
0e3MeKH, SIKi € He3aIEKHUMU CXOBMILAMHM IS ITOJIIIIEHD,
SIKi B10OpakatoThesl B 013Hec-()yHKIIT po3poOKH IIporpam-
HOT'0 3a0€31e4eHHs.

Governance — me Te, SIK OpraHizallis yIpaBise
JUSUTBHICTIO 3 PO3POOKHU MPOrpaMHOro 3abesnedeHHs. Bin
3a0e3rneuye BIJIHOCMHU MiX e(pEeKTUBHHMHU Oi3HeC-1po-
[[ecamMH 1 rpyrnamMu po3poOHHKIB, 3a0e3neuyroun e(eKTHB-
HUI BUMIPHUH MPOILIEC 1 MpaBUiia B3aeMOIii.

Construction — me Te, 10 CTOCYETHCS MPOIECIB i
IISUTBHOCTI, TIOB’SI3aHUX 3 OI3HEC-UIISIMH 1 TMPOEKTaMHU
po3BUTKY. B mimoMy, BiH BH3HauYa€ MPOIEC CTBOPEHHS
MporpaMH, SIKUM BKITIOYA€ Aii, TIOB’S3aHI 3 YIPaBIIHHIM
MPOJYKTOM, 300pOM BHMOT, CHEIU(]IKALIEID apXiTEeKTypu
BHCOKOTO PIiBHS, JCTAJFHAM IPOSKTYBAHHIM 1 aHAII30M
peautizarmii.

Verification — me mepeBipka i TecTyBaHHs mporpam-
HOoro 3abesmedeHHs. OCHOBHa yBara NPHUALIAETHCS
mporiecaM 1 JisiM, TIOB’sI3aHUM 3 THM, SK OpraHi3allis aHa-
Ji3ye 1 TECTyE CTBOPEHi 00’ €KTH B X011 pO3POOKH MPOrpam-
HOT'0 3a0e31e4eHHS.

Deployment — 11e 6i3Hec-BUMOTH IO PO3TOPTAHHS, 10
OIMMCYIOTH TIpOLEeCH 1 nii, TOB’sA3aHi 3 Tpolexypamu
BUITyCKy TmporpaMHoro 3a0esmedeHHs. Crogm TakoX
BXOJHTH CIIOCI0 JOCTaBKH MPOAYKTIB KiHIIEBIM KOPHCTY-
BayaM, PO3TOPTAaHHS TaKWX CaMe i OUiKyBaHUX Omepartiii B
CEepe/IOBUILI BUKOHAHHS.
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s xoxHOT ipakTuky Oe3neku SAMM Bu3HAYae Tpu
piBHi 3pinocTi sk miyi. KoxkeH piBeHb B MpakTHIll Oe3NeKH
XapakTepu3ye TMOCIIZOBHO OUIbIN CKIAHI [UT, IO
BH3HAYAIOTh KOHKPETHI Jii 1 OUIBII CyBOpi METPHKH, HiX
Ha monepeaHsoMy piBHI. KpiM TOro, koxHa INpakTHKa
Oe3mekyu Moxke OyTH TOJNIMIICHA HE3aJICKHO, X04a OB sI-
3aHi 1ii MOXXYTh IPUBECTH JI0 ONTHUMi3allii.

BucaoBkn. DevSecOps 103BoJIsIE OpraHizarlii 3acTo-
COBYBATH TOIEPEDKYIOUNH Tiaxia g0 Oesneku. Lle crony-
Ka€ po3pOOHHKIB MPOrPaMHOro 3a0e3MCUCHHS IHTErpyBaTH
0e3IeKy B CBOI IMOBCSAKICHHI 3yciiist. Y TOH jKe yac rpynu
0e3IeKr MOXKYTh NPAIfOBATH 3 PO3POOHUKAMHU IIpOrpam-
HOro 3a0e3rneyeHHsl, 100 JOMOMOITH OpraHi3aiii BUSBUTH
1 YCYHYTH Bpa3iMBOCTI O€3MeKH, NepIl Hi>K BOHK BUHAYTh
3-I1i]] KOHTPOJIIO.

DevSecOps 3miHIOE Oe3neky 3 peakTUBHOI Ha
MIPOAKTUBHY, & TAKOX ITIJKPECITIOE BAXKIIMBICTh OE3IMEKH Ha
BCIX DIBHSIX OpraHizaiii, i ymoBHOBaXye CIiBPOOITHHKIB
cnyxOu  Oe3nekw INpUAMAaTH  pilIeHHS, SKi  MaloTh
MO3UTHBHUI BIUIMB Ha IixHii OizHec. TakuM YHHOM,
DevSecOps, sik KOHHENINst i MpaKTUKa, BECh Yac PO3BH-
BA€ThCs, 31 30UIBIICHHSIM KIJBKOCTI OpraHisariii, ski
BIpoBaKyoTh DevSecOps sk pitieHHs A X npodiieMu
6e3neku [15].

[Tonut Ha DevSecOps 30iMbIIMTBCS B OpraHizarisx
BCIX PO3MIpIB i y BCiX Tamy3sax. Y Mipy TOro, siK Bce Oiblie
opraHizaiii IIyKalOTh CIIOCOOM BHSBJICHHS Ta BHU-
npaBJIeHHs] TPo0JIeM Oe3NeKy Ha paHHIX eTamax Mpolecy
PO3p0o0KH TpOrpaMHOro 3a0e3MeUeHH s, OMUT Ha 1HCTPY-
MeHTH st miarpuMkn DevSecOps BinnoBigHO 301bIIy-
BaTUMETHCA.

Opranizaiis, sIKa  BIOPOBaPKYE  IHCTPYMEHTH
DevSecOps choroaHi, MOXKe HOKUHATH IUIOAH IMX 1HBEC-
TULIH HAa poku Bhepen. Hamaroum po3poOHMKaM Tmpo-
rpamMHOro 3a0e3redeHHst 1 KoMaHIaM Oe3neKkHu 3pydHi Ta
edexruBHi iHcTpymMenT DevSecOps, opranizaiiist po3Bu-
Ba€ KyJbTYpY CHIBIIpalli, CIIIIKYBaHHsI, IPO30POCTi Ta BiJI-
KpHuTOCTi. B pe3ysabraTi List opraHizaiiisi CTBOPIOE cepejio-
BUIIlE, B SIKId PO3POOHUKM Ta TpynHu OE3MEeKH MOCTIHHO
YIOCKOHATIOIOTHCSL.

[epearu, siki DevSecOps nprHOCUTH KOMIIAHISAM 1€
— 3HW)KEHHSI BUTpAT, 301UIBIICHHS MIBUAKOCTI JTOCTAaBKH,
MIBUAKOCTI BIJHOBJEHHS, BIAMOBIAHICTE B Maciurabi i
nomyky 3arpo3. CykymHui edekT LuX mnepeBar — Le
M IBUIIEHHS JUIOBOI pemyTamii Ta OiTbIN mIaBHa Oi3Hec-
Mojeb. DevSecOps ycmilHO BHIAIUTH Oap’epu Mix
DevOps i Security, sixa 3aBakaroTh IM PAIFOBATH K €THHE
mije.

DevSecOps maThMe MOXJIHMBICTG 3HAXOOUTH 1
BUIIPABIIATH NpOOIIeMH Oe3lmeKkd Ha I0YaTKy MpoIecy
pPO3POOKH, THM CaMHM 3HA4YHO CKOPOUYYIOYM BHTpATH,
TIOB’s13aHi 3 iX BUSBJICHHSM 1 BUIIPABICHHSM.

Jyxe BaXXJIMBO BKIIOYHTH FapaHTyBaHHs OC3IEKH B
KUTTEBUA WK po3podku Agile. 3aBmsaxu DevSecOps
PO3pOOHUKH MOXYTh Kpamle 3pO3YMITH KPUTHYHICTH
Ypa3MUBOCTEH, SIKi ICHYIOTh y IXHFOMY KOJi, 1 BUIIPaBUTH
i Bpa3IMBOCTI, HAMAIOUM IIBHUIKI, ajie OUThIN Oe3redHi
mpoaykTu abo pimenHs. Ockinbku migxin DevSecOps
ABTOMATH30BaHMUI, TOMY KOMaH/Ii pO3pOOHHKIB OlbIe He
MOTPiOHO 3amucyBaTH TpaBHia OE3MeKH y CBIM KO

DevSecOps 3HMKY€e pU3HK [TEPEHATIPYKEHHS TaHUX, OITH-
MaJIbHO 3aCTOCOBYIOUH PECYPCH.
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S. V. OREKHOV, H. V. MALYHON

VIRTUAL PROMOTION KNOWLEDGE MANAGEMENT TECHNOLOGY

The article presents a new concept of “Management of knowledge about virtual promotion” on the Internet. Usually a real product or service is being
divided into four components (product, price, promotion and place) in accordance with the theory of marketing. One of the components is a product
promotion. But now this element is becoming a fully virtual tool. It is necessary to consider product promotion as an image or a copy of a real product
in a virtual space that lives in parallel on the network. Therefore, the objective of the paper is the presentation of a new object of research based on the
experience of more than thirty real projects performed in Ukraine, USA, Europe and Canada. We regard the promotion as a software product, which
works according to principles of knowledge management and machine learning. It is proposed that virtual promotion is characterized by four views:
customer or user, data, technology and marketing. Thus, the structure of virtual promotion business process was presented. It includes four steps: selection
of hypertext sources, knowledge representation and extraction, semantic kernel building and quality criterion evaluation to stop the process. Based on
the process structure the research tasks were identified. The central task is semantic kernel forming. Then the software architecture was developed. IT
solution contains CRM system as accounting tool and Web site as an image of virtual promotion. CRM plays main role asa commander center. Here we
form semantic kernel and then send it via marketing channels such as Web site, telegram or viber accounts. Another part of IT solution is Web service
such as Bing APl or Google API. They help us to build the kernel. Also the paper demonstrates the list of future tasks that should be solved and the
example of real project of proposed approach.
Keywords: Product promotion, CRM, SEO, knowledge management.

C. B. OPEXOB, I. B. MAJINTOH
TEXHOJIOI'TA YIIPABJIIHHA 3HAHHAMMU ITPO BIPTYAJIBHE ITPOCYBAHHSA

V craTTi npeJcTaBIeHa HOBA TEXHOJIOTIs «YNPaBJIiHHs 3HAaHHAMH PO BipTyallbHe NPOCYBaHHs» B Mepexi [HTepHeT. 3Bu4aiiHO peanbHUil TPoayKT abo
TIOCITYTa XapaKTepPU3YIOThCS HACTYITHUMH KOMITOHEHTaMM: ITPOJYKT, IiHa, TPOCYBaHHS i MiCIle, 3TiJIHO 3 Teopieto MapkeTHHTy. OTHUM 3 KOMITOHEHTIB
€ mpocyBaHHs ToBapy. OfHaK 3apa3 L€l eNeMEHT CTa€ MOBHICTIO BipTyalbHMM iHCTpyMeHTOM. HeoOXifHO po3risjaTH HMpPOCYBAaHHS NMPOAYKTY SK
BijoOpaskeHHs a60 KOIiI0 PeanbHOro MpoAyKTYy y BipTyanbHOMY npocTopi. Lle BifoOpaxeHHs icHye mapaneabHO y Mepexi Ta 6e3rmocepe/jHbO BIIUBAE
Ha peaJbHUI NPOAYKT YM MOCTyry. TOMYy LIJLTIO CTATTi € Mpe3eHTallis HOBOro 00’€KTa HOCTIIKEHHS, [0sBa SIKOTO OCHOBaHA Ha JOCBii BUKOHAHHS
OibII HK TPUILATH peanbHuX mpoekTiB B Ykpaini, CIIA, €sponi ta Kanani. Mu npaioeMo BiAMOBIHO 10 MPUHIMIIIB yIPABIiHHSA 3HAHHAMH i
MalllMHHOro HaB4yaHHs. IlepenbauaeThes, 10 BipTyanabHE NPOCYBAHHS XapAaKTEPU3YEThCS YOTHPMA PENPE3CHTALAMH: KIEHT ab0 KOPUCTyBad, AaHi,
TEXHOJIOTis Ta MapKeTHHT. Jlaii Oyna nmpencraBieHa CTPyKTypa Oi3Hec—IIpoLiecy BipTyaibHOro IpocyBaHHs. BiH BkI09ae 4oTHpH eTanu: BUOIp Jkepen
riHepTeKCTy, HOJaHHs Ta BUTAT 3HaHb, T00YJ0Ba CEMAaHTHYHOTO sIApa 1 OL[IHKA KPUTEPIIO SIKOCTI TSl 3yIHHKH mporecy. Ha ocHOBI cTpykTypH mpouecy
Oy BU3HauYeHi 3amaui pociimkeHHs. LlenTpanbHa 3aa4a — hopMyBaHHS ceMaHTHYHOrO sapa. IToTiM Gyna po3pobiieHa apXiTeKTypa HPOrpaMHOro
3abe3neuenHs. IT pimenns mictute CRM cucremy B sikocti iHCTpyMeHTY o0utiky Ta Beb caiit sk 00pas BipryansHoro npocyBanHs. CRM rpae pois
KOMaHJTHOro LeHTpY. TyT (OpMyeThCsl CEMaHTHYHE SIPO i MOTIM BiANPaBIIAETHCA YEPE3 MAPKETHHIOBI KaHauu, Taki sk Beb caiit, Tenerpam kananu abo
npodini B Baiibepi. Inma yactuna IT pimenns — ue Bed cepgic, takuii sik Bing API a6o Google API. Bonu nonomaraioots Ham o0y ayBaTu sapo. Takox
B CTAaTTi HAaBEJCHO CIIMCOK MaiOyTHIX 3aB/laHb, sKi HEOOXIZHO BUPILINTH, 1 IPUKIAJ PeaJbHUX IPOCKTIB B PaAMKax 3aI pOINOHOBAHOIO MiJXOAY .
KurouoBi cioBa: Ipocysannst npoaykty, CRM, SEO, ynpaBmiHHs 3HaHHIMH.

C. B. OPEXOB, I. B. MAJINTOH
TEXHOJIOI'US YIIPABJIEHUSA 3HAHUAMUA O BUPTYAJIBHOM ITPOJIBUKEHUHN

B craThe mpencraBieHa HOBasi TEXHOJIOTHS «yIPaBIEeHHE 3HAHUAMU O BUPTYaJIbHOM IIPOJBIKEHUU» B cpeze MHTepHeT. OOBIMHO peanbHbIH IPOLYKT
WIIH yCIIyTa XapaKTePH3YIOTCS YETHIPhMS KOMIOHEHTaMH (TIPOMYKT, 1IeHa, IIPOIBIKEHNE H MECTO) B COOTBETCTBHH € TeopHel MapkeTnHra. OxHUM 13
KOMIIOHEHTOB SIBJISICTCS NPOJBIKEHHE ToBapa. OJHAKO ceifdac 9TOT 31E€MEHT CTAHOBHTCS MOJTHOCTBIO BHPTYalbHBIM HHCTpyMeHTOM. Heobxomumo
paccMaTpHBaTh MPOABIKEHHE MPOAYKTa KaK OTOOpa)kKeHHE HIM KONHUIO PEalnbHOro MPOAYKTa B BHPTYaJbHOM IIPOCTPAHCTBE. JTO OTpa)KCHHE
CyILIECTBYeT MapaJulebHO B CETH M HEMOCPEICTBEHHO BJIMSET HAa PealbHbIA MPOAYKT MM ycayry. [1o3ToMy Lenblo CTaThH SIBISIETCS Mpe3eHTalus
HOBOIr0 00'BEKTA HCCIIECIOBaHUS, OCHOBAHHOI'O Ha ONBITE OOJIee TPUILATH pealbHbIX IPOCKTOB, BHIIONHEHHBIX B YKpaune, CIIIA, EBpone n Kana ne.
Msl paccMaTpHBaeM NPOIBIKEHHE KaK HPOrPaMMHBIN IPOIYKT, KOTOpBIH paboTaeT B COOTBETCTBMH C HPHHIMIAMH YIpPAaBICHUS 3HAHUSAMH H
MammMHHOro o0ydeHus. [Ipeamnonaraercs, 4To BUPTyaIbHOE IPOIBIKEHUE XaPAKTEPU3yETCs UeTHIPhMs PEPe3eHTAlUsIMH: KIHEHT WM I0Ib30Ba TENb,
JTaHHbIe, TEXHOJIOTUH U MapKeTHHT. Jlaee Obliia mpecTaBieHa CTPYKTypa OM3Hec—TIpoliecca BUPTYaIbHOT O IPOABIKEHHA. OH BKITIOUAET YeThIpe dTama:
BBIOOP MCTOYHMKOB THIIEPTEKCTA, MPEACTABICHHE M H3BJICUEHHE 3HAHHMMU, MOCTPOSHHE CEMAaHTHYECKOTO sApa M OIEHKAa KPUTEpHs KadecTBa JUIS
OCTaHOBKH Iporecca. Ha oOCHOBe CTPyKTyphl Ipomecca ObIIM OIpeAesieHBl 3afadd HccleqoBaHus. lleHTpanpHas 3amadya — (opMHpOBaHHE
CEeMaHTHYEeCKOro sapa. 3ateM Obula pa3paboTaHa apxuTekTypa nporpammuoro obdecrneuenusi. UT pemenune comepxutr CRM cucremy B KauecTBe
HMHCTpYMeHTa y4eta U Beb caiit kak o0pa3 BupryansHoro npoasmwxkeHus. CRM urpaer riaBHyl pojib KOMaHIHOTO IIEHTpa. 3/1ech Mbl (hopMUpyem
CEMaHTHYECKOE S/IPO U 3aTeM OTIIPABISIEM €ro 4epe3 MapKeTHHTOBbIC KaHajbl, Takue Kak Beb caiit, Tenerpamm kanansl wim npoduiu B Baii6 epe.
Hpyras wacts UT pemenust — 310 Beb cepuc, Takoit kak Bing API unn Google API. OHu moMoraroT Ham IOCTPOUTh sApo. Takke B cTaThe NPUBEICH
CIHUCOK OymyIUX 3a1a4, KOTOPbIe HEOOXOAMMO PEIIHTH, X IIPUMEP PEeaIbHBIX IPOEKTOB B PAMKaX MIPEJI0KEHHOT0 TOAX0/a.
Kiouessie cioBa: [Ipoasmxenue npogykra, CRM, SEO, ynpasnenue 3HaHUSIMU.

Introduction: Problem and Research Goals. market research business, online e-commerce, auto—parts

During last ten years more than thirty different projects in
the fields of CRM, SEO [1-2], software engineering,
start-up building were performed. The application areas
were pharmaceutical marketing process, wood selling, drug
production and selling, jewelry production and selling,

selling etc. All projects have the same element — online
selling process. The main distinguishing features of this
process are that it runs on the Internet and, as a rule, in
automatic mode. That is, it is autonomous and as integrated
as possible with other processes such as finance (contracts

© S. V. Orekhov, H. V. Malyhon, 2020
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and payments) and delivery (accounting and warehousing
of goods). In other words, we are moving to the level of
interaction between business units, which are represented
by various autonomous software systems. These software
systems can work both on a single platform and outside it.
Only formats and data transmission channels are consistent
(data integration). Further development of this situation
leads to the emergence of separate software modules —
intelligent agents. Each agent performs a specific list of
tasks (not just functions). That is, it incorporates a set of
algorithms (knowledge), which potentially can be changed,
improved. These changes are made by the developer on the
instructions of the customer.

The results obtained were not something new, because
a study of IT development trends over the past thirty years
clearly indicates the following features. First, as was shown
by the results of the CRM project from IBM, the reason of
the interaction between the client and the supplier of the
product or service has been changed. The main goal of this
interaction is to transfer unique knowledge from the
supplier to the client, which he can use to meet his needs,

fig. 1, a.
/ Customer \
/ Knowledge to \

satisfy the needs

/ \
=

a
Mission / vision
Strategy
Tactic level
b

Fig. 1. CRM project conclusions

As a result, a new vision is formed: the pyramid of
needs is replaced by a pyramid of knowledge (fig. 1, b). It
includes three levels: vision or mission, strategy (algo-
rithms) and tactics (technologies). To control such a
pyramid, it is necessary to use modern software.

The supplier forms a pyramid of knowledge that must
be managed. In addition, part of this knowledge is

transferred to the client along with the real product. Thus,
part of the supplier’s knowledge is separated from the
business system and placed on the Internet. We will call this
part of knowledge “virtual promotion” (VP). In the
literature this effect was registered at first as paradigm of
WEB 1.0 — 2.0, when a business develops WEB site to
promote its product or service [3-4].

Virtual promotion (VP) characterizes by four views:
user, data, technology and marketing (fig. 2). The end user,
in order to gain knowledge hidden in virtual promotion, is
faced with one of four virtual views: a web page, a profile
on a social media, a video clip or a telegram channels.
These tools operate on data in three main formats. These
formats contain links and keywords to put everything
together.

Next view is involved in four core technologies.
Marketing representation only captures the final desires of
the client and supplier. Be the first in search of a server, so
in the mind of client. This primary condition is reinforced
by quality factors for SWEBOK model [5]. This is not
predetermined. The client expects and seeks knowledge.
Therefore, they must be managed.

Let us formulate the definition of a new research
object “virtual promotion” and its characteristics. Firstly,
the purpose of the functioning of this object is to ensure the
quick and effective appearance of information about the
product or service in the minds of potential customers. Such
an appearance will be effective if, in response to a query
from a search server or search engine on a social network,
product information was in first place (first page in a
response to a search query).

Secondly, the structure of virtual promotion is a
combination of knowledge in the field of marketing and
software engineering. Such a body of knowledge is capable
of accumulating, storing and transmitting only information
technology. Consequently, virtual promotion is a techno-
logy based on software or artifacts that describe the soft-
ware development process. Thus, it is possible to apply
software engineering and its methods to virtual promotion.

Then, thirdly, the parameters of virtual promotion
become factors, criteria and metrics of software quality
(SWEBOK), as well as metrics of marketing activities [6].

Fourth, the synergistic effect of the new technology is
based on the application of knowledge management
methods and Internet technologies [7].

Fifth, VP exists in parallel mode with the real product
or service. Thus, we develop it as we do it with software,
for example.

Problem statement. The main problems of virtual
promotion functionality are:

Incomplete information. VP is based on the idea that
the information about a product should be on the first
position. But what kind of data we have as input and output.

At the moment, we regard as output the list of links
generated by search engine and believe that would be
enough to reach our preliminary goal in term of marketing.
As input we consider the combination of hypertext, videos
and images stored in Internet. In general, this hypertext
describes the knowledge how a user satisfies some need
using a product or service. Also user is interested in the
quality of product or service if he (she) buys it. It is
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necessary to know the price of possession of a product. And
so on. On the other hand, the volume of hypertext is
restricted by communication channel. The channel is being
built between a user and VP via search engine. Usually user
is not ready to read all texts fully.

Social
Network

Telegram
channel

Video channel

a

—

_/

~
Links and keywords

Content
Management System

Knowledge
management

SWEBOK
quality

“Be the
first”

d

Fig. 2. VP views

Unstable structure. This is a new research object.
Therefore, there is not a stable structure of such technology
or its definition till this moment. Each business tries to
build at will. As a result we have a black box (fig. 3);

Uncertain metrics. First of all, we should establish a
relationship between the first positions in the search and
sales. This connection provides a criterion according to
which virtual promotion should be considered as effective

Since 2009, a study of virtual promotion has been
carried out in more than 30 projects in Ukraine, USA,
Europe and Canada. This study was carried out as part of
the BINTECO startup. This study shows that virtual
promotion is an independent object, or rather the field of
knowledge of the enterprise, which it is ready to share with
potential customers. That is, virtual promotion is corporate
knowledge that the company is ready to transfer to the
client using open communication channels so that the latter
can make a decision on the purchase of a product or service.
This is the link between corporate knowledge and customer
needs.

Then the goal of managing virtual promotion is to
increase the efficiency of enterprise sales based on Internet
technologies and knowledge management. By structure,
virtual promotion is a component of the sales process. As
we know according to knowledge management theory sales
process includes the following steps: order processing,
delivery and analysis. We propose to consider the process
as follows, fig. 3. First stage is text processing to extract
necessary knowledge in a form of semantic kernel. On the
next step we provide search engine optimization activity to
attract potential clients to retrieve our knowledge. Finally
we analyze the position in search list according to
predefined criteria of quality.

l Algorithms (Cy)

Hypertexts (11)

—_—
Images (l2) ; Position (Oz)
. Vlrtuta_ll
Video (Is) romotion
—_—

T IT (My)

Fig. 3. VP black box

Based on the analysis of VP busness process the
following tasks were selected:

Choose the sources of hypertexts. At the moment we
have the following hypertext sources: Google news, web
page, social network page, telegram (viber) stream. These
sources were selected because it is possible to exctract the
text automatically.

Knowledge representation and extraction. Next task
is how to represent VP knowledge and then exctract it from
selected source automatically. One of the best way to
represent is a semantic net;

Semantic kernel building. Therefore, it is necessary to
build special semantic net to describe VP knowledge. This
net is named semantic kernel [1]. It is convenient form for
further SEO process.

Software architecture selection. To support the
business process performance the special software should
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be developed. The software architecture is based on the
technologies, methods and algorithms mentioned above.

Quality criteria selection and analysis. Finally, we
should evaluate the efficiency of our business process in
term of income, time and customer satisfaction.

Thus, a new object of study is highlighted — virtual
promotion. This object is characterized by the following
goal: to increase sales efficiency. Structurally, virtual
promotion is part of the sales process. Fig. 4 shows the
business process of virtual promotion, which allowed us to
identify five tasks for solution. In addition, virtual
promotion is characterized by input parameters (hypertext
from open sources and sources within the enterprise). The
output parameters are the position in the search list and the
quality criteria similar to the software quality criteria. This
is due to the fact that, according to the business process
scheme, its components are information technologies
implemented by various software. Therefore, we will
consider virtual promotion as some kind of software that
has its own development and implementation cycle.

Consider an example of the implementation of such
software for a real company in Ukraine

[

L v . l
Semantic
e P
L kernel Search _
— | Textprocessing » Engine 0y
L Optimization  |——»
T T T Search
. Web site = Engine
Web gite  CRM
L Cality criteria
—

Ly Analyziz

TM]
Fig. 4. VP business process

Solution. We assume that it is required to increase the
efficiency of the sales process of a company that sells
lumber. The standard distribution channels for lumber are
shops, construction companies, and just citizens.
Information channels for such a product are the Internet,
rumors, recommendations and announcements in the
newspaper. We assume that the main channel is the
Internet. Then our task is to develop special software that
visualizes knowledge about lumber (grade, dimensions,
price, location, scope) on the first page in the search.

To implement VP business process, it was proposed
to develop CRM system and WEB site. CRM system plays
role of accounting for lumber in a warehouse, accounting
for the process of interaction with customers, pricing
policy, storage of description of lumber. But its main
function, using the semantic kernel formation algorithm
[1], is to form the last. Then the formed core is placed on
the pages of the WEB site and the optimization process
starts.

Software architecture of such IT solution is shown in
fig. 5.

WEB server

(-
HTTP server
Client I |
[ T
Browser - T e
(- e 0

Web site

L B
\
|
[
[ MySQL Server
MySQL component [-~Fo---——. —
1
% MSSQL Server
Tepip T
| mssqldil
g — HTTP

‘Semantic kernel building K--1

kL

Fig. 5. Software architecture

An interesting point of this project was the fact that
there were about five WEB sites that work with this CRM
system. This made it possible to fill the first page of the
search, which also guaranteed an increase in sales. Each
WERB site has got personal semantic kernel.

Results. Over the course of ten years, more than thirty
projects have been completed, the results of which
confirmed the presence of a new research object — virtual
promotion. Projects have been completed in the following
application areas: marketing, lumber sales, cosmetics, auto
spare parts sales, construction materials, metal-plastic

windows, jewelry production [10—12].

All  completed projects included architectural
solution, software and organizational measures according
to the ideology of knowledge management.

Summary. The performed scientific work allowed us
to get some interesting results. The project presented in the
field of lumber showed sales growth for the first year of
implementation of 100%. Similar achievements were
obtained for other projects. Now the share of virtual
advancement in the business of this company is about 70%.
The average time to go to the first page and get the first
significant effect of virtual promotion is 34 months. All
projects were carried out in different application areas,
which prove the reliability of the proposed approach. All
virtual promotions are available online.
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MATEMATHUYHE I KOMI'IOTEPHE MOIEJIFOBAHHSA

MATEMATHYECKOE 1 KOMIIBIOTEPHOE MOJAEJIMPOBAHHUE

MATHEMATICAL AND COMPUTER MODELING

YK 621.3.01+621.38 DOI: 10.20998/2079-0023.2020.01.14
10.B.THYCOB, II. C. KIIMYIIIHH, T. I1. KOJIICHHUK, M. O. MO’KA€EB

AHAJII3 CUCTEM MOJEJIIOBAHHS MIKPOKOHTPOJIEPIB 3 TOJATKOBUMH MOAYJISIMUA
KPUIITOI PA®IYHOI'O 3AXUCTY IH®OPMAIIIL

Coepa 3acTocyBaHHS 3aXHILEHUX MIKPOIIPOLIECOPHUX CHCTEM CKIIAAeThes 3 3a0e3nedeHHs GpyHkuii inpopmauiiinoi 6e3nekn: aBTenTidikarii cyo’exTiB
i 00’exTiB iH(opManiiiHOl B3aemonii, mudpyBanHs iHpopManmii, KOHTPOISI LITICHOCTI, yHpaBIiHHSA AOCTYIIOM, YNpaBliHHA Kaoyamu. ChOroiHi
AKTyaJIbHUM 3aBJAaHHAM € BHU3HAYCHHSA 3aXl/ll_L[CHOCTi MiKpOl’lpOL[eCOpHMX CHCTEM 3 JONOMOIOI0 BUKOPHUCTAHHSA piSHl/IX IporpaMHUX CEPEaOBUILL
KOMIT'FOTEPHOTO MOJieoBaHHA. B poboTi mpoaHanmi3oBaHO HaWOUThII e(EKTUBHI Ta JOCTYNHI NPOrpamMM KOMIT'IOTEPHOrO MOJCITIOBAHHS
MIKpPOIIPOLIECOPHUX CHCTEM Ta HAJaHO MNpPAKTHYHI PEKOMEHJalii Iof0 iX BHKOpHCTaHHsA. I[loka3aHO,I0 HAMOUIBII MOTYXKHOK CHCTEMOIO
aBTOMATH30BAaHOTO IPOEKTYBAHHS BBAXKAEThCS TNporpaMHuii maker Proteus, skuif 103BONsE BipTyanbHO 3MOAENIOBATH POOOTY Pi3HUX
MiKPOINPOLIECOPHHUX MPHCTPOIB 3 MIATPUMKOIO AEKiIbKOX CiMECTB MIKPOKOHTpPOJIEPIB Bijl pi3HUX BUPOOHHKIB. JI0 OCHOBHUX IepeBar BiJHOCSAThCS:
BHKOHAHHS BCIX €TaliB PO3pOoOKU B €MHOMY CEPEJJOBHIILI; MOXJIMBICTh HAMHCAHHS, HANATOJKEHHS 1 TECTYBaHHS MiKPOIPOrPaMHOr0 3a0e3MeyeHHs,
TeHepyBaHHs JiarHOCTHYHUX MOBIJOMJICHD 3 TOLIYKY MOMHJIKH HPOrpaMyBaHHs; HPHCKOPEHHS MPOLecy PO3poOKH MIKPOIPOLECOPHOrO MPHCTPOIO ;
MiATPUMKA CNiTBHOT POOOTH 3 alapaTHUMM MPUCTPOSIMH, IO MiJKIFOYEH] Yepe3 MopT KoMI ‘oTepa. Bukopucranus Multisim B HaB4abHOMY ITporieci
JIa€ MOXIIMBICTB: MEPErIIsAaTH i 3MIHIOBATH CTaH BMICTY PEricTpiB, maM’sITi mporpaM i JaHHUX, ocepe/KiB cTeka i OiTa KoH}irypauii; BizyaizyBatu
pe3yNbTaT BUKOHAHHS OKPEMOi KOMaHIM abo MPOrpamMu B LiJIOMY; AEMOHCTPYBATH TMPAKTHUKY CHiJIbHOro 3actocyBaHHs MoB C i AcemOnep B oqHOMY
MIPOEKTI 3 METOIO ONTUMI3allii TporpamMu; BUBYaTH OCHOBU poOOTH 1 0c00IMBOCTI (yHKIIOHYBaHHA nepudepiitnux npucrpois. [Ipore oOmMexeHuit Habip
MIKPOKOHTpOJIEpiB B iporpami Multisim Hakiajae CyTTeBi OOMEXEHHS Ha MOXJIMBICTD il BUKOPHCTaHHS IIPH po3po0Ii peasbHUX mpoekTiB. [Iporpama
koMn'torepHoro moaemosanis TINA mMae 3HauHO npoctimmii pycudikoBanuii inTepdelic y nopiBHsaHHI 3 Proteus VSM 3 MOXKJIMBICTIO yKJIaJIeHHS BCieT
iH(opMaLil PO CTBOPEHUH NPOEKT B ofHOMY (aitii. Y nopiBHsAHHI 3 Multisim 0i6mioTeka TINA MicTHTh 3Ha4HO Oisblie Moenel MiKPOKOHTPOJIEPIB,
a BOyZ0BaHUI porpamarop A03BoJisie MOAN (DiKyBaTH MPOrpaMH Ta CIIOCTEPIraTH pe3ysIbTaTH.

Kuro4oBi ci10Ba: Moje/t0BaHHS, MiKPOKOHTPOJIEPH, MIKPOIIPOLIECOPHA chcTeMa, Kpunrorpadidnuii 3axuct inpopmauii, kibepoesneka, Proteus,
Multisim, TINA.

10. B.THYCOB, II. C. KTUMYIIIHUH, T. Il. KOJIECHUK, M. A. MO/KAEB

AHAJIN3 CACTEM MOJEJIMPOBAHUA MUKPOKOHTPOJIIEPOB C JOIIOJIHUTE/JIbHBIMU
MOAYJISIMHA KPUIITOT PAOUYECKOU 3AIIUTHI MTHOOPMALIN

CeronHs aKkTyaJlbHOH 3ajauell sBISETCS ONpENENeHHe 3alUINEHHOCTH MHKPOIPOLECCOPHBIX CHCTEM C IOMOIIBIO HCIONB30BAHHUSA Pa3JIMYHBIX
MPOTPAMMHBIX Cpel KOMIIBIOTEPHOrO MoJenaupoBaHus. B pabGore mpoaHammsupoBaHel Haubonee d(G(EKTHBHBIE M JOCTYHHBIE ITPOrPAMMBI
KOMITBIOTE€PHOT O MO EIHPOBAHNS MUKPOIPOLIECCOPHBIX CHCTEM U AAaHBI TPAKTHUECKHE PEKOMEHIAUH [0 HX HCIIONb30BaHuI0. ITokazaHo, uTo HanboIee
MOIIHOH CHCTEMOM aBTOMAaTH3HPOBAHHOIO ITPOEKTHPOBAHUS ABIISICTCS MPOrPaMMHBIN nakeT Proteus, KOTOPBIi MO3BOJISET BUPTYaIbHO CMOJIEINPOBATh
paboTy pa3saMYHBIX MHUKPOIPOIECCOPHBIX YCTPOHCTB C MOIAEPHKKONU HECKOIBKHX CEMEHCTB MHKPOKOHTPOJUIEPOB OT pa3HBIX mpoussoxaureneil. K
OCHOBHBIM IPEUMYILIECTBAM OTHOCSTCS: BHIOIHEHHE BCEX ITAIOB Pa3pabOTKH B €AMHON Cpezie; BO3MOXKHOCTh HAIIMCAHUS, OT/IAAKH U TECTHPOB aHUS
MHKpPOIPOrpaMMHOI0 00ecIedeHus], TeHePHPOBAHNS THATHOCTHICCKHX COOOLICHUI MO IMOUCKY OIMOKH IPOrpaMMHPOBAHUS; YCKOpEHHE IIpolecca
Pa3paboTKH MHKpPOIIPOLECCOPHOTO YCTPOICTBA; MOEpKKa COBMECTHOH PabOTHI C alNapaTHBIMU yCTPOHCTBAMH, KOTOPbIE MIOAKIIOYEHE] Yepe3 110 PT
KommbloTepa. Mcnomnbp3oBanue Multisim B yue6GHOM Ipolecce JaeT BO3MOXKHOCTb: IPOCMATPUBATh U U3MEHATh COCTOSHUE COOCPIKUMOTO PErHCTPOB,
MaMSTH IPOTpaMM U JAHHBIX, SYEEK CTeKa M OMTa KOHGHTYpAIHU; BU3YaIu3HPOBATh PE3yNbTAT BBITOTHEHHS OTACIbHOH KOMAH/BI HIIH IIPOrPaM MBI B
1[eJI0M; I€MOHCTPHPOBATh IIPAKTHKY COBMECTHOTO NIPUMEHEHHs s13b1K0B C 1 AcceMOiep B OTHOM IPOEKTE C LIeJbI0 ONTUMHU3ALHU IPOTrPaMMBL; U3y9aTh
OCHOBBI paOOTHI X 0COOCHHOCTH (DYHKIIHOHHPOBAHHS HepuepuHHBIX ycTpoicTB. IIporpaMmma koMnbioTepHOro MoaenupoBanus TINA uMeer mpocrToit
pycudunmpoBaHHbIi HHTEpdEHc 0 cpaBHEHHIO ¢ Proteus ¢ BO3MOXXHOCTBIO 3aKIFOYEHUS BCei HHYOPMAIIMU O CO3aHHOM NPOEKT B 0fHOM aiine. [To
cpaBHeHHIO ¢ Multisim 6ubanorexa TINA conepXUT 3HAUUTEIBHO OOJbIE MOJEIel MUKPOKOHTPOJIIIEPOB, @ BCTPOCHHBIH IPOrpaMMaTop MO3BOJIS €T
MoAu(HIUPOBATH IPOrPAMMBI H HAOMIOAATh Pe3yIbTaThL.

KiroueBble €j10Ba: MOIENHPOBAaHHE, MHKPOKOHTPOIUIEPHI, MHKPOIIPOLECCOPHAs CHCTeMa, KpHOTorpadudeckas 3aluTa HHOOpPMAIUH,
kubepbezonacHocTb, Proteus, Multisim, TINA.

Yu. V. GNUSOV, P. S. KLIMUSHYN, T. P. KOLISNYK, M. O. MOZHAIEV

ANALYSIS OF SYSTEMS OF MODELING OF MICROCONTROLLERS WITH ADDITIONAL
MODULES OF CRYPTOGRAPHIC INFORMATION PROTECTION

The field of application of the protected microprocessor systems includes information security functions: authentication of subjects and objects of
information interaction, information encryption, integrity control, access control, key management. Today, the urgent task is to establish the security of
microprocessor-based systems using a variety of computer simulation software environments. The work analyzes the most effective and affordable
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computer simulation programs for microprocessor systems and gives practical recommendations for their use. It has been shown that the most powerful
computer-aided design system is the Proteus software suite which allows simulating virtually the operation of various microprocessor devices with
support for several microcontroller families from different manufacturers. The main advantages include: performing all stages of development in a single
environment; the ability to write, debug, and test firmware, generate diagnostic messages to find programming errors; accelerating the development of
a microprocessor device; support for interoperation of hardware devices that are connected through a computer port. Using Multisim in the educational
process makes it possible to: review and change the status of the register content, program memory and data, stack cells and bit configuration; visualize
the result of the execution of a single command or a program as a whole; demonstrate the practice of joint use of languages C and Assembler in one
project in order to optimize the program; to study the basics of operation and features of peripheral devices functioning. However, the limited set of
microcontrollers in the Multisim program imposes significant restrictions on the possibility of using it for development of real projects. The computer
simulation program TINA has a russified interface that is much easier compared to the Proteus with an ability to enter all the information about the
created project into one file. Compared to Multisim, the TINA library contains significantly more microcontroller models, and the built-in programmer

allows modifying programs and observing the results.

Keywords: modeling, microcontrollers, microprocessor system, cryptographic information protection, cybersecurity, Proteus, Multisim, TINA.

Beryn. CydacHy MIiKpOENEKTPOHIKY BaXKKO YABUTH
0e3 Takol BaXJIMBOI CKJIQJOBOI, SIK MIKPOKOHTPOJIEPH
(MK). MIiKpOKOHTpOJIepHI TeXHOJIOTIT ayxe epeKTHBHI,
TaK SIK OJIMH 1 T€ X NPHUCTPiH, KW paHille 30upaBcs Ha
TpaJULIiHHNX eleMeHTax, Oyaydu 310paHuii 3 3aCTOCYyBaH-
HSIM MiKPOKOHTPOJIEPIB, CTae MPOCTiliuM. BUKoOprCTaHHS
MIiKpPOKOHTPOJNIEpiB HE BHUMAara€ CKJIAJHHX PO3PaxyHKiB
amapaTHOl YacTHHH, il PEryJroBaHHS i BOHAa MEHILIE 3a
posmipamu. Kpim Toro, i3 3acTOCYBaHHSIM MiKPOKOHT-
pOJIepiB 3’SBIAIOTHCS MPAKTHIHO O€3MEKHI MOMKITMBOCTI
10 JIOJIABAaHHIO HOBHX CIIOXHMBYMX (DYHKIIH, a TAaKOX 3a-
Oe3neueHHs Oe3nexy iX QpyHKIIOHYBaHHA. JJOCHTH IIPOCTO
HOMIHATH Nporpamy abo MiKpoIporpamy.

Mooeniosanns B €NEKTPOHILI 3BOIUTHCS 10 BHUPI-
IICHHsI TPYITH 3a/a4 CHHTE3Y 1 3a7a4 aHamizy. [Ipu npomy
Hi cunme3om PO3YMIIOTh CTBOPEHHS SIKOTOCh BapiaHTa
cxemu, He 000B’s13k0BO ocraTouHoro. 1o 3adau ananizy
BXOJAUTH BUBYCHHA BJIACTMBOCTEH CXEMHM 3a 3a1aHOKI0 B
pe3ynbTati CHHTE3Yy 11 CTPYKTYpH, XapakTepy BXIIHHX
KOMITOHEHTIB 1 iX mapamerpiB. B mporieci mMomynoBaHHs
CHHTE3 fK 3aJada MO)Ke BHKOHYBaTHCSI OaraTto pasis,
YeprylvHCh 3 BUPILICHHIM 337124 aHai3y.

OnHKUM 3 HAWOLIBII TOMYSIPHUX HAOOPiB MiKPOKOHT-
poJepiB, sKi 3aCTOCOBYIOTBCS B CHCTEMax OOpOOJIECHHs
JIAHUX, KOHTPOJIO 1 yIpaBiiHHs Ta KibepOe3rneku € mpu-
CTpoi, 110 BUITyCKaroThCs hipmoro Microchip ta Bimomi mig
aopesiatypoto PIC. Hapsyy 3 uim, ocTaHHIM Yacom
kopropartist Atmel (CIIA) crama BupoGusatd HaGip Mik-
pocxem Ha siapi AVR, sike Mae OUIbII OCKOHANY apXi-
TeKTypy U 3abe3neuye MK 1poro HaGopy BHCOKY LIBH/I-
KOJIII0 T2 HU3bKE EHEPTrOCIIONKHUBAHHS, 1110 A€ M BIAIYTHY
nepeBary, nopiBasHo 3 koHtponepamu PIC. Jlo toro K,
IiHOBa mostiTHKa Kopropaitii Atmel e 6inbir mpuBabIHBOIO
JUIsl pO3pOOHHKIB TakuX cucTeM. [I0piBHSHO 3 IPUCTPOSIMU
PIC, MK AVR MatoTh O1J1b1II pPO3BUHEHY CHCTEMY KOMAaH]I,
mro Hamigye 10 133 incrpykmii, a flash-mam’ste iporpam
Ma€e MOXIIUBICTh BHYTPIIIHBOCXEMHOTO TPOTpaMyBaHHS.
ApxitekTypa siapa AVR onTuMi3oBaHa Tak, M0 JO3BOJISE
BHKOPHUCTOBYBATH MOBY BHCOKOT0 piBH: C.

Jnsa 3amaq, y SKUX BUMOTH 10 3aXHCTy iH(opMariii
0COOJIMBO BHCOKI — CMapT-KapTH, €IEKTPOHHA KOMEPIIis,
aBTeHTU(IKAIlisI KOPUCTYBadiB, MIH(PYBaHHS JaHHX,
¢dipma Atmel npononye criemnianxizoBaHi MiKpOKOHTPOICPH
— 30KkpeMa, cim’i SecureAVR, ski moeaHyrOTH 3BHYAiiHE
AVR-s11p0 3 MOMATKOBUMH MOXAYISMH [UIS TiATPUMKH
Kpuntorpadiuaux omepariii Ta miaBUMmeHHS (i3maHOl
3aXHUIIEHOCTI MIKpOCXeM A0 pi3Horo poxy atak. OTke,
BHUBYECHHS MiKpOKOHTpoJepiB AVR 3abe3nedye nonaTkoBi
TIepeBary cremiaaicraM 3 iHpopMariiifHoi Oe3meKn.

Cdepa 3acTocyBaHHS 3aXUIIEHUX KPHUITOrpadiqHIX
MIKPOKOHTPOJIEPIB CKJIQJAETHCS 3 3a0e3medeHHs QpyHKmii

iH(popMarliifHol Oe3rexu: aBTeHTi(iKalii cyo’ eKTIB i 00’ €K-
TiB iH(opmariitHoi B3aemonii, mmdpyBaHHs iHbOpMAIii,
KOHTPOJIIO LUTICHOCTI, YIPaBIIiHHS AOCTYIIOM, YIIPABIIiHHS
kimouamu [1].

[Tix 3axumeHnMy KpunTorpadivHUMH MiKpPOKOHTPO-
JIepaMHU PO3YMIFOTHCS CICIiali30BaHi HaIliBIIPOBITHUKOBI
NPUCTPOI, IO MarOTh Ha KpHUCTall, KPIM CTaHIApTHOIO
MPOIIECOPHOTO SIpa, TOIATKOBI anapaTHi OJIOKH — KPHUIITO-
rpadiuHi akceneparopu. Taki amapaTHi akceiepaTropu
HeoOXi THI /ISl 3HAYHOIO MPUCKOPEHHSI BUKOHAHHS CKIIaJl-
HHUX KpunrorpagiyHux ornepaiiii — reHepariii BUIIaIKOBUX
yucen, mmdpyBaHHs 1 posmmpyBaHHs, (GOpMYBaHHS i
MepPEBIPKH ENEKTPOHHOTO MiAMUCY TOLIO.

3acTocyBaHHS KOMIT FOTEPHOI'O MOZIEITFOBAHHSI MiKpPO-
MPOLIECOPHHUX CUCTEM B JIaHHUW YaC € aKmyaibHUM 3060aH-
HM, DILIEHHS SKOTO MOXKHa 3 BUKOPUCTaHHSM pi3HHX
nporpaMHux cepenoBuil. ChOroiHi B CBITOBOI IMPAKTHII
3aCTOCOBYETHCS IIUPOKUH CIIEKTP NPOrPaMHUX CEPEIOBHUIIL
KOMII IOTepHOro MoJientoBaHH:. J{o HuX, mepi 3a Bce, Clij
BifiHeCTH Taki mporpamu sik Proteus VSM, NI Multisim,
TINA.

AHaJni3 aiteparypu. [Ipuxiaay BUKOPUCTaHHS MPO-
rpaM KOMII IOTEPHOTO MOAYJIIOBaHHS €IEKTPOHHUX CXEM B
CBOIX HayKOBHX MpALsX HANAIOTh HAIlOHAIIBHI Ta 3aKOp-
JoHHI aBTopu: AsnexuH B. A. [2,3] — BU3Ha4ae PO3BUTOK
HAaBYAJbHUX KOMIUIEKCIB 3 MOZETIOBAHHSA IO EJIEeKTPO-
TEXHiIli, eJIEKTPOHII Ta MIKPOKOHTPOJIEPaM B CEPEIOBHIIIE
TINA; BbepesnsixoB C. B., I'pexoB A. B. [4], MaTBeen-
ko L. II. [5] Ta ®unatoB M. [6] — HamaIOTh IPUKIIA TN MOJIE-
JIFOBAHHS MIKPOKOHTPOJIEPIB B CHUCTEMI MOJICIIOBAHHS
Proteus; Maxkapenko B., babko A. [7], Haiinenko E. B. [§]
ta Konecuukoa T. [9], Keamniu B. O., badam A. B.,
Keammnin B. B. [10] — BH3HA4YarOTh €IEMEHTH MOICIIIO-
BaHHS POOOTH MiKpOKOHTpoOsepiB y mporpami Multisim;
Jismenko O, XKypino O. [11], Cosun i. P., Hakoneu-
auit FO. M., Omipcekwuii 1. P., Craxis M. 1O. [1] — anami-
3YIOTh MOJICNIIOBAHHS MOXIIMBUX 3arpo3 iHgopmartiiiaoi
0e3MeKH B CHCTeMaXx 3 BUKOPHUCTAHHSIM MiKPOKOHTPOJIEPiB
Ta 0araTo iHIIUX.

B minomy anami3z mux poOiT mokasye, mo mpodiema
BUKOPHCTaHHA INPOTPAMHUX CEPEIOBHUII MOJAECIIOBAHHS
MIKpOIIPOIIECOPHIX CHUCTEM JOCKOHAIBHO IIe HEe JTOCIia-
JKeHa 1 Mae MIHJIIMBHH XapaKTep B 3aJISKHOCTI BiJl eTarmiB ix
PO3BIAKY Ta KOH FOHKTYPH PUHKY MiKPOKOHTPOJIEPiB.

OO6uparoun iHCTpyMEHTaIbHI 3aCO0M MOJETIOBAHHS,
JOIUTBHO OpaTh 0 yBaru: MiATPUMKY MOXKIIHBO OLITBIIOL
KUTBKOCTI MIKPOKOHTPOJIEPiB; Pi3HOMaHITHICTE BOymOBa-
Hux iHTepdeiicie (RS-232, IEEEI1284/LPT, USB) Ta
JIOJATKOBUX KOMITOHEHTIB, IO PO3IIUPIOIOTH (PYHKITIO-
HaJIbHI MOJKJIMBOCTI; HAasIBHICTh HA IUIATI HOJS JUIS MaKe-
TYBaHHS 1 KOHTAKTIB IS O€3MOCEPEIHBOT0 I KITFOUCHHS
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JI0 BHBOJIB TMPHIaTy; MOXJIMBICTh MiJKIFOYCHHS JOIAT-
KOBUX MOJYIIiB; YHIBEpCaJIbHE )KUBJICHHS.

MeTo10 cTATTi € BUSHAYCHHS HAOUIBII e(heKTUBHIX
Ta JOCTYIMHHX MPOrpaM KOMII IOTEPHOrO MOICTIOBAHHS
MIiKPOIPOLIECOPHUX CHCTEM Ta HaJJaHHS MPAKTUYHUX PEKO-
MEH/AIi{ 010 X 3aCTOCYBaHHSI.

CucremMa aBTOMATH30BAHOTO  IPOEKTYBaHHS
Proteus. AHami3z 1MX Tpaib CBITYUTH, II0 HAWOLIBII
MIOTY)KHOIO CHCTEMOIO0 aBTOMAaTH30BaHOTO MPOEKTYBaHHS
BBaXKae€Thcsl TporpamHuii maker Proteus VSM, skuit
JI03BOJISIE  BIPTYyaJbHO 3MOJENIOBATH POOOTY PpI3HHX
Mikpornporecopaux mpuctpois. [Iporpama Proteus VSM e
CHUMYJISITOPOM HACKpPIi3HOI'O IIPOEKTYBaHHS, IO Mae€ Ha
yBa3l CTBOPEHHS NPHCTPOIO, MOYMHAIOYM 3 TpadiyHOro
300pakeHHs 1 3aKiHYyOUH BHUTOTOBJICHHSM JPYKOBAaHOI
UIATH MPUCTPOIO.

Proteus VSM ckianmaetbcss 3 JBOX CaMOCTIHHHX
mporpam: ISIS — mporpama cuHTE3y Ta MOJICITIOBaHHS
OesrnocepenHbO enekTpoHHUX cxeM i ARES — mporpama
pO3po0KHU IpykoBaHUX IwiaT. KpiMm Toro, 10 Ckiagay BOCh-
MOi Bepcii BXOJUTh 1HTErpOBaHE CEPEAOBHIIE PO3POOKU
VSM Studio, mo MicTHTh y c00i TEKCTOBUH PENakTop 3
HiJCBIYYBaHHAM CHHTAKCHCY, KOMIJIATOp acemOiuepa,
CHUMYJIISITOp, Hajaro/KyBad i iHTepgelc 13 anapaTHUMH
EMYJIATOpAaMH Ta AO3BOJISIE HMIBUAKO HAIMCAaTH IPpOrpamy
JUIS. MIKDOKOHTpOJIEpa, BUKOPHCTOBYBAHOI'O B MPOEKTI, i
3MIACHUTH KOMITISIIFO [4].

[Tpu po3poOii mporpamMHOro 3abe3neyeHHs MiKpo-
KOHTPOJIEPiB HEOOX1IHO 3BEPHYTH yBary Ha 0€3KOILITOBHI
nporpamui 3acobu (AVR Studio, WinAVR) mixrpumku
NPOCKTYBAaHHA Ta HAJNArOPKCHHS CHUCTEM Ha MIKpo-
koHTponepax AVR, poboTa 3 SIKHMH €KOHOMHTh TPOIL Ta
3abe3neuye JileH30BaHy YUCTOTY KiHIIEBOI'O IPOrPaMHOTO
HPOAYKTY.

OcraHHIM 4YacoM yce MOIYJISPHIIIEe CTa€ BUKOPHUC-
TaHHSI KOMITIJISITOPIB MOB BUCOKOT'O PiBHSI IPH HAIMCAHHI
nporpam s MK. HaiiGinbiie HOMIMPEHHS! MPU LOMY
onepkain KoMmiysaTopu MoBu C 3 MOXIHMBICTIO OINTH-
Mizalii KOy, OCKIIbKM B i MOBI HAHOUIBII MPOCTO
peari3yroTbesi BCi HEOOXigHI MOXJIMBOCTI 3 KepyBaHHS
anapatauMu 3acobamu MK. Kpim C npu po3po6ui npor-
pamuoro 3abesneuenns st MK 3actocoByroThest i iHIm
MoBu Bucokoro piBHs. Tak, mis MK cimeiictBa AVR
iCHYIOTh TakOX KoMmIisitopu MoB Basic, Pascal i Forth.

Proteus miaTpumye HacTymHI eTamu po3poOKU: po3-
poOKa cXeMHU eNeKTPUYHOI MPUHIMIIOBOI (BBEIACHHSI B
rpagiuHOMY pellakTopi); MOJIETIOBAHHS CXEMHU 3 BUKOPHUC-
TaHHSIM PI3HOMAaHITHUX BipTyaJbHHUX IPHIAIiB; pO3poOKa
JpYKOBaHOi TwiaTH, BKIodatoun 3D-Bizyamizamiro ii
30ipKu.

B Proteus peamizoBaHi Takd MOKIUBOCTI HaJlarom-
JKEHHSI MIKpOIIPOrPaMHOTO 3a0e3MeUYeHHs: CIIbHE MOJIe-
JIFOBAaHHS POOOTH MiKPOKOHTPOJIEPa, BHKOHYIOUOT' O 3a/1aHy
Iporpamy, i OTOYYIOUHMX HOro aHaJoroBoi i IMQpoBOI
CXeM; MIMPOKi HaJaro[KyBaJlbHI MOXIHMBOCTi, B T.4. JIO-
CTYI 0 BMICTY PETICTpiB i mam’sTi, 3aBIaHHA TOYOK 3y-
MIMHKA TPOrPaMy, OKPOKOBE BUKOHAHHS; HAJIATOIKCHHS
Ha piBHi BuximHoro komy (C, beiicik, AcembOmep, B
3aJIe)KHOCTI BiJ] TUITy BUKOPHCTOBYBAHOT'O ISl HAJIATOJ-
KeHHs (hainy 3 BHIIPOOOBYBAaHMM MIKPOIIPOTPAMHUM 3a-
Oe3IeYeHHAM); MIATPUMKA MEKUIBKOX CIMEHCTB MIKpO-
KOHTPOJIEPiB BiJl pi3HNX BUPOOHHUKIB, B T.4.: PIC12, PIC16,

PIC18 i PIC24 (Microchip); 8051/8052, B T.4. moxiaHi BiJ
HUX, 0 BUmyckaroThes Philips i Atmel; AVR, Tiny AVR
i Mega AVR (Atmel); ARM7, B T.u. LPC2000 (NXP);
HC11 (Freescale) i mikpokonTponepHi moxyai BASIC
Stamp (Parallax); BemeTbcs poboTa Mo MOAABaHHIO ITif-
TpuMKH iHImmX MK.

o nepeBar Bukopuctanssi Proteus BiZHOCATBCS: BH-
KOHaHHS BCIX €TamiB po3pOoOKU €IEKTPOHHOI'O MPUCTPOIO
Ha OCHOBI MIKPOKOHTpOJIEpa B €IUHOMY CEPEIOBHIIII;
MOXJIMBICTh HAINHMCAHHS, HAJIATO/UKEHHS 1 TECTyBaHHS
MIKpOIPOrpaMHOro 3a0e3nedeHHs, me /A0 (i3HuIHOTrO
BUTOTOBJICHHSI JTOCIITHOT'O 3pa3Ka CHCTEMH; IeHEepyBaHHS
JIIarHOCTHYHUX TTOB1IOMJICHB (HAIIPHUKIIAI, TPU BUKOHAHHI
Herepe0ayyBaHol IHCTPYKIIT) 5K 3 OOKy MPOIIECOPHOIO
YIIPaBJIiHHSA, TaK 1 3 OOKy MoOJeNeil MpUCTpOiB BBEICHHS-
BUBEJICHHSI, 1110 JI03BOJISIE BUSBUTH CKJIAHI B HOIIYKY I10-
MUJIKH TIPOTpaMyBaHHs; TIPUCKOPEHHS MIPOLIECy pPO3pOOKH
EJIEKTPOHHOT'O TIPUCTPOIO; MiITPHUMKA CIUIBHOI poOOTH 3
amapaTHUMHU TPUCTPOSMH, IO MiJKIIOYEHI dYepe3 IMopT
KOMIT FoTepa.

€ JneMoOHCTpaliiiHa Bepcisi SKy MOXHa BHKOpPHC-
TOBYBaTH JJIsi HAaBYAIBHUX 3aKJIaliB 3 OOMEXEHHSIM
(puc.1): HeMOXIHMBICTH 30€pEKEHHsS MPOEKTy Ta HOro
JIPYKY; HEMOKJIMBICTh CTBOPEHHS CBOIX BIIACHHX CXEM Ha
ocHoBi MK, mpore micnsi BIAKPHUTTSA ICHYIOUHX CXEM €
MOXKJIUBICTh 3MIHUTH MPOrpaMy, BUKOHYBAaHY MiKPOKOHT-
poJiepoM, 1 mocrocTepiraTd pe3yybTaT il BAKOHAHHSI.

Newt
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Puc. 1. CraproBa cropinka nqemoBepcii Proteus

TakuM 4YMHOM, BHKOPHUCTOBYIOYH IHTErpPOBaHY
cepeny AVR Studio i memorcTpariiiHy Bepcito mporpamu
Proteus, 3’saBIg€TbCS MOXIMBICTG JOCUTH JIETKO, 3
HallMEHIIMMH MaTepialbHIMH 1 TAMYaCOBUMH BUTPATaMU,
CIIPOEKTYBATH MiKPOIIPOLIECOPHY CHCTEMY, IO BKIJIIOYAE
Oynb-sKili MIKPOKOHTPOJIEP, MMPOBECTH ii HAJNArOHKEHHS i
PO3BOAKY TUIATH 1 TUTBKH TOTIM CTBOPIOBATH peaTbHUN
TpUCTPiii [5, 6].

Mporpama NI Multisim. Tpamumiiino B mabopa-
TOPHHX TPaKTHKyMax BY3iB 3aCTOCOBYIOTb HPOTrpaMH
Electronics Workbench i Multisim xommanii National
Instruments (NI). TIporpama NI Multisim mae mpoctuit
HAOYHUH iHTEpdelc, TOTYXHi 3ac00U TpadidHOro aHaIi3y
pe3ynbTaTiB MOACTIOBAaHHSA, HASBHICTh BipTyaTbHUX BUMi-
PIOBaNBHUX MPHUIIA/IB, SKi KOIIIOIOTEH peabHi aHAJIOTH.

Kpim toro, NI Multisim mo3Bonsie mepeTBOPUTH
OyIp-sIKy eIEeKTpHYHYy CXeMy B TPOCTHH mpouec, 3
MOXJIMBICTIO IOAATH Oy/Ab-sIKUH €IeMeHT B cxeMy. Bepcis
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NI Multisim Student Edition npu3HaueHa 111 HaBYaIEHUX
3aKJIAMIB 1 BKITIOYA€E B ceOe HaBUAIbHI KYPCH, ITiITOTOBIICHI
amapartHi pimeHHs i pododi mixpygauky (puc. 2). OnHak 1s
BEpCisl TaKOXX BUMArae MpuaOaHHs JiIeH31HHOro mporpam-
HOro 3a0e3IeueHHS.
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Puc. 2. CraproBa cropiaka Multisim Student Edition

Iporpamue cepenosume NI Multisim 14 wmictuts
nporpamuuii Moayias MCU, 110 103BONsSe€ MOMENIOBATH
nporpamMoBaHi IU(POBi MPUCTPOi HA OCHOBI BOCBMHPO3-
psamHux  MikpokontponepiB MCS-51 1 PIC-16 ¢ipmu
Microchip, a takox xomminsTopu 3 moBu C i Accembiiep
3a3Ha4eHUX MIKpOKOHTpoepiB. Lli MikpokoHTpoiepu Ma-
I0Th TPAAULIHHY apXiTeKTypY, 3arajibHy CHCTEMY KOMaH] 1
posumpeHi nepudepiiiHi (yHKIT, 10 T03BOJSE HPOKO
3aCTOCOBYBATH iX B CBITOBOMY MiKPOIPOLECOPHOMY PHHKY
3aBIsIKU OIITUMAJIBHOI'O ITOE€JHAHHA I_IiHI/I i MOKJIMBOCTEH.

Buxkopucranss Multisim B HaBuasHOMY TIpOIIECi 1a€
MOJKJIMBICTS [8]:

— meperisaTH i 3MIHIOBATH CTaH BMICTY DPEricTpis,
mam’siTi porpam i JiaHUX, OcepelKiB creka 1 0iTa KoH]i-
rypauii, o CHpuse PO3yMiHHIO 1 KpalIiOMy 3aCBOEHHIO
MIPUHLUIIB POOOTH 1 apXITEKTypH MiKPOKOHTPOJIEPIB;

— Bi3yasli3yBaTH pe3yJIbTaT BUKOHAHHS OKpeMOl
KOMaH i1 200 IPOrpaMu B LIJIOMY, ITiABUIIYIOYH HAOYHICTh
BUKJIAJICHOT'O MaTepianys;

— HABOAUTHU IPUKJIATN NPAKTUYHOTO 3aCTOCYBAHH,
AKTHBI3YIOUYH IHTEPEC JI0 AUCIHUILTIHH;

— IEMOHCTPYBaTH HPAKTUKY CIIIBHOTO 3aCTOCYBaH-
Hs1 MoB C 1 AcemOiep B OIHOMY TIPOEKTi 3 METOIO OITH-
Mi3alii nporpamu;

— BUBYATH OCHOBU POOOTH 1 0COONMBOCTI (yHKINIO-
HyBaHHS MepuQepiiiHnX MPUCTPOIB, BUKOPUCTOBYIOUH iX
mozeni 3 0a3u ganux Multisim;

— KOPUTYBATH 3MiCT HAaBYAJIFHOTO MaTepiairy 3 ypaxy-
BaHHSIM OCOOJMBOCTEH ayIUTOpIii.

bibmioreka Multisim MICTUTh TpyMy eJIeKTpoOMe-
XaHIYHUX MOIEJIEH, IO Ja€ MOXKJIHBICTH BBOIHWTH B
ab0paTOPHUHN MPAKTUKYM MIKIIPEIMETHUX KOMIIOHEHT 1
CTBOPIOBATH KOMIUIEKCHI TabopaTOpHi poOOTH 1 pUKIaan
JEeMOHCTpAiMHIUX CXeM IIpH HacKpi3HOMYy iH(opma-
ifHOMY HaBUaHHI 3 CyMiXHHUX JUCIUIUTIH OHOYACHO, 110
ICTOTHO miIBUIIYE e(pEKTHBHICTH 3aCBOEHHS MaTepiaiy,
110 BUKJIaJa€THCSL.

3 ommsmy TPOCTOTH 1 3pYYHOCTI BUKOPUCTaHHS
Multisim € HaHOI I IPUHHATHAM 32CO00M TSI OCBOEHHS
OCHOBHHX IIPUHAOMIB TPOEKTYBaHHS MIiKPOIPOIIECOPHUX
cucreM. 3actocyBaHHs Multisim B mpomeci HaBYaHHS
CHpHsie IIABHIIEHHIO SKOCTI OCBITH Ta BHPOOJICHHIO

HeoOXiTHUX podeciHO-CXeMOTEXHIYHIX KOMIIETEHTHOC-
Tif, @ TaKOXX J]a€ MOXIJIMBICTh PEKOMEHIyBaTH HOTO IS
PO3pOOKH Kypcy IHTEpaKTUBHOTO HABYAHHSI.

[Ipore oOMexeHuii Habip MIKPOKOHTpONIEpiB B
nporpami NI Multisim Haknagae cyTTeBi oOMeXeHHS Ha
MOXJIMBICTh 1i BHKOPHUCTAaHHS TIPH PO3pOOLi peasbHUX
MPOEKTIB. 3 BUIEBHUKIIAICHOTO0 MOKHA 3pOOUTH BUCHOBOK
npo Te, M0 BUKOpUCTOBYBaTth mporpamy NI Multisim
JIOLITLHO Ha eTari HaBYaHHS NpOrpaMyBaHHS MiKpOKO-
HTposiepiB Ha MoBi C abo Acembiep. Bei HeoOXinni [uist
HaJlaro/PKeHHST 3acO0M BCTAHOBJIIOIOTHCSI aBTOMAaTHYHO
npu iHcTanAnii NI Multisim abo € iX aucTpuOyTHuBH, 110
3HaXOMTHCS B Mamlli 3 BCTAHOBJIEHOIO IMPOrpaMoio i y
KOpHCTyBaua HeMa€e HeO0OX1AHOCTI TIOITYKY 1 BCTaHOBJICHHS
JIOIATKOBOTO TIPOrpaMHOro 3abe3neueHHs. A Ha Cbho-
TOJHINIHIA JeHb, MaOyTh, HAWKPAIIOK MPOrPamor0 s
MOJICTIOBaHHS. MIKPOKOHTPOJIEPIB TPH BUBYEHHI 1X
MOXKITBOCTEH 1 pO3pOOKHM MPUCTPOIB 3 TX 3aCTOCYBAaHHSM €
Proteus. [7].

IIporpamue cepemoBume TINA. B ocranHi poku
3’sBUsIacsi HOBa e(eKTHBHA TporpaMa KOMIT FOTEPHOrO
mozemoBanHsa TINA, sika MICTHTh 1HTETpOBaHY YacCTHHY
JUISl TIPOEKTYBAHHS JPYKOBAHUX IUIAT, Ma€ 3HAYHO MpOC-
Tinmit inTepdeiic y nopiBHsHHI 3 Proteus VSM, sxwit
JIETKO OCBOIOETHCS cTyneHTamu. KpiMm Toro, Best iHpop-
Mallist PO CTBOPEHUII MPOEKT YKIaJeHa B OJHOMY (aiini,
SKAH MOXKHA TIepeciiaTh 1 BIJKPUTH Ha IHIIOMY
KOMIT'IOTEpl Uil TPOJOBXKEHHS MOJENIoBaHHS — abo
nepeBipKu poOOTH cTyAeHTiB. Hapsiay 3 1M, nporpama Mae
pycudikoBanuii inTepdeiic, Mo 3HaAYHO MiABiNIye edek-
TUBHICTh 3aCBOEHHS HABYAJILHOrO MaTepiainy (puc. 3).

Q, Bes umenn - CxemHBIR peaakTop
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Puc. 3. Craprosa cropinka nporpamu TINA

[IporpaMa po3poOISA€THCS CHITBHUMH 3YCHJUIIMH
criBpobiTHHKIB KoMmaHii Texas Instruments i DesignSoft.
TINA € NOTY)XHHUM IHCTPYMEHTOM [UIsi MOJIEIIOBAHHS
CIIEKTPOHHUX CXE€M Ta MIKPOKOHTPOJEPiB, HO3BOISE
MPOBOJUTH MOCTIKEHHS CXeM IpH 3MiHI Mapamerpis,
onTuMi3amii, BUKOHYBAaTH YACTOTHUH 1 CHEKTpaIbHUHA
aHaJIi3, TOCHI[UKYBATH MEPEXiTHI XapaKTePUCTUKH TOIIO. Y
nopieasHHI 3 Multisim 6i6miorexka TINA MicTuTh 3HAYHO
OinpIie Moznenei MikpokoHTponepiB — Ourbme 1000, ski
MOXKHa TIporpamyBaTé Ha AcembOiepi i Ha MoBi C, Moze-
JIOBATH, HAJaro[KyBaTH B 3MIIIAHUX cxeMmaX. BOymoBa-
HUI TIporpamMaTop MO03BOJISIE MOMU(IKYBaTH MPOTPaMH Ta
CIIOCTEpITaTH pe3yabTaTH.

MOoITMBiCTh BUKOPUCTaHHA OC3KOIITOBHOI 1 JOCHUTh
edpexruBHOI Bepcii TINA-TI pobuth mro mporpamy Iyxe
KOPUCHOIO JJisi OcBiTH. Hapsimy 3 mmm, ans MoOiapHOTo
HaB4aHHS KommaHis DesignSoft mporonye HOBHit mpor-
pamuuii mpoaykt TINACloud [12], sikuii BUKOPHCTOBYE
XMapHi IHTEPHET-TEXHOJIOTIi 1 MOXKe 3aIycKaThucs depe3
Opaysep Ha Bamomy mpucTpoi. lle 6araToMoBHa OHNTAH-
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BEpCisl MOMyIAPHOro mporpamMHoro 3abesmneueHHss TINA,
Ha SIKy MOXKHa mifmumcartucs 3a gactky i TINA (cry-
JICHTCBKa JIineH3ist Ha pik 12 eBpo). Llelt cepBic npomnonye
0e3J1i4 OCBITHIX pecypciB i MOXIJIMBICTh BUKOHAaHHS Bip-
TYaJILHOTO JTOCIIKEHHS 1 TaO0OpaTOPHOTO MPAKTHKYMY TI0
MIKPOMPOIIECOPHOT TEXHIKH.

Amnani3 pe3ynbTaTiB pobiT npodecopa Anexuna B. A.
MOKa3ye BUCOKY €()EKTHBHICTh BHUKOPHUCTaHHS MpOrpam
TINA Tta TINACloud B HawanpHOMY nporeci. Edexrus-
HICTb I[i€i MporpaMu MiATBEPPKYE CTBOPSHHI aBTOPOM
HABYAJIbHUI KOMILICKC 3 €JICKTPOTEXHIKH, SJICKTPOHIKH Ta
MiKpOKOHTpoepiB [2, 3].

[Ipu 3acrocyBanni nporpamu TINA B HanmaromkeHHi
3aBJlaHb MPOTPaMyBaHHS Ta IHTEPAKTHBHOIO MOJIECIIOBAH-
HSl TIPUCTPOIB Ha MIKPOKOHTpOJIEpax JOIIIBHO BUOPATH
nonysipHi MikpokoHTponepu PIC16F84A i PIC16F877A
kommanii Microchip Technology Incorporated, Tak sk
Microchip Hajae O€3KOMITOBHY IHTErpOBaHY IPOrpaMHy
cepeny po3pobku MikpokoHtponepiB MPLAB IDE, ska
JIO3BOJISIE MHCATH, HANATO/UKYBATH, ONTHMI3yBaTH TEKCT
MporpamH, BKJIIOYA€ B ce0e PeAaKTop TEKCTY, CUMYISTOP i
MEHeIDKep IPOEKTiB, MIATPUMYE DPOOOTY EeMYIATOPIB,
IpOrpaMaropiB i IHIIMX HAJArOMKYBaILHHX 3aco0iB. 11100
HOJIETIIUTH TporpamyBaHHs Ha C MO€IHAHHS MiKPOKOHT-
poNepiB 3 30BHIMIHIMH TepUPEpiHHIMU TPUCTPOSIMHU,
JoLiIbHO BukopucToByBaTh cepeny mikroC PRO for PIC
v.6.5.0 xommanii MikroElektronika, sitka Takox € 0e3KoII-
ToBHOI ipn ymoBax HEX-daiiny npoexty menmn 2 kOaiir,
o € HOCTaTHiM B HaBUAJIbHUX 3aBJaHHAX.

BucnoBkn. Ha mifcraBi mpoBeleHOro aHamily
MOXKHa BIJI3BHAYUTH YITKY TEHACHIIO MIONO anapaTHOi
MIATPUMKH KpUNTOrpadivHUX Orepaii Ta MmiJBUIICHHS
(i3U4HOT 3aXHUILEHOCTI MIKPOCXEM JI0 PI3HOTO POAY aTaK.

BukopucranHs 3aXuiieHUX KpunrorpadiqHux Mikpo-
KOHTPOJIEPIB JIa€ 3MOTY ITiAHATH LIBUIKOIIIO MNP YyBaHHS
AES B 10-20 pa3ziB ans 8/16-6itoBux MK Tta mo 150 pa3zis
st 32-6itoBux MK mNOpiBHSHO 3 MpOrpaMHUMHU peati-
3alisIMH aJITOPUTMY. 3POCTAHHS MIBHIAKOIIT OOYHMCIICHHS
xeur-anroputmiBe - SHA-1, SHA-256 y 32-6itoBux MK
craHoBuTh Ounbiie Hik B 100 pasiB, a Jus Kpumrorpa-
¢iunux xem-aaroputmiB HMAC nabmmkaetses 1o 500.

Y 32-6iToBHX MIKPOKOHTpOJEpaxX CHOCTEPIraeThes
TPEH/ 70 BIPOBA/KEHHS KOMIUIEKCHHUX PIllleHb Oe3MeKH,
sKi 0 HEe TUIbKH NPUIIBUIIIYBAIH IIUPOKE KOJO CUMET-
PUYHHX 1 ACUMETPUYHUX AITOPUTMIB 1 MPOTOKOMIB, aine i
HAJaBaJI MOXKIIUBICTh 3aXHIIEHOT0 30epiraHHs Ta TeHepy-
BaHHS KJIIOUiB, OE3IEUHOIO 3aBAHTAKECHHS 1 OHOBJICHHS
KOZy, MATPUMKH €JIEKTPOHHUX MiAMUCIB Ta CepTU(IKATIB.

B pe3ympTaTi IpoBeneHNX AOCTiIKEHb OyI0 BH3HA-
YeHO, IO I MOJEIIOBAHHSA MIiKPOIPOLECOPHUX CHUCTEM
Ha MIiKpPOKOHTpOJEpax MOIIBHO BHUKOPHUCTOBYBATH Ha-
crymHi mporpamu: Proteus VSM, NI Multisim, TINA.

[NopiBHSIBHUH aHAMI3 UX IPOrpaM KOMIT IOTEPHOT0
MOJICITIOBAHHS 3 TOYKH 30py iX JIOCTYIHOCTI, IPOCTOTH
OCBOEHHS 1 €()EeKTHUBHOCTI 3aCTOCYBaHHS BUKJIATadaMH i
CTyJCHTAaMHU B HABYAJILHOMY IPOIIEC] 3aCBiIUUB.

Haii0ip11 moTy)KHOI0 CHCTEMOIO aBTOMATH30BAHOT O
MPOEKTYBaHHSI BBAXKAEThCS MporpaMHUil maker Proteus
VSM, sKuii JO3BOIISE BIPTYaIbHO 3MOZAETIOBATH POOOTY
PI3HHX MIKPOIPOLIECOPHUX MPHUCTPOIB 3 MiATPHMKOIO
JEKLITBKOX CIMEHCTB MIKpDOKOHTPOJIEPiB BiJl pi3HUX BUPOO-
HHKIB.

J1o OCHOBHHX TiepeBar BiIHOCSTHCS: BUKOHAHHS BCiX
eTamiB po3poOKH B €IMHOMY CEPEIOBHIII; MOXKJIHMBICTH
HalMCcaHHs, HAJIAro/DKEHHS 1 TeCTyBaHHS MiKpOIpOrpam-
HOro 3a0e3MeveHHs], TeHEepyBaHHS iarHOCTUYHHX IIOBi-
JIOMJICHb 3 TIOIIYKY HMOMHJIKH IPOrpaMyBaHHS; IPHCKO-
PeHHSI Tpo1iecy po3poOKH MiKPOMPOIIECOPHOTO PHCTPOIO;
MiATPUMKA CIUTBHOI POOOTH 3 almapaTHUMHU IPHCTPOSIMH,
IO i TKITFOUEHI Yepe3 MoPT KOMII FoTepa.

Bukopucrannas Multisim B HaBYaJIbHOMY IIPOIIECI Aa€
MOXIIMBICTb: TEperysiiaTH 1 3MIHIOBaTH CTaH BMICTY
pericTpiB, maM’sITi MPOrpam i JaHUX, OCEPEIKiB cTeKa i Oita
KOH(Irypalii; BizyanizyBaTu pe3ysibTaT BUKOHAHHS OKpe-
MOi KOMaHAM abo MpOrpaMu B IUJIOMY; JAEMOHCTPYBAaTH
NPaKTHKY CIUIBHOTO 3actocyBaHHs MoB C i AcemOiep B
OJTHOMY ITPOEKTi 3 METOIO ONTUMI3allii TPOrpaMu; BUBYATH
OCHOBH POOOTH i 0COOIUBOCTI (YHKIIIOHYBaHHS Tiepude-
piitHux npucrpoiB. [Ipore oOMexeHunit Habip MiKpPOKOHT-
ponepiB B mporpami Multisim Hakiamae cyTTeBi oOMexe-
HHSI Ha MOXKITUBICTb i1 BUKOPUCTAHHS MTPU PO3POOIII peab-
HHX TTPOEKTIB.

[Mporpama komm’torepHoro moznentoBanns T INA mae
3HAa4YHO MpocTimmid pycudikoBanuii inTepdeiic y mopis-
HHHI 3 Proteus VSM 3 MoXnMBICTIO yKnafeHHS BCiei
iHpopMallii Npo CTBOPEHWI MPOEKT B OAHOMY daiimi. Y
nopiBHsAHHI 3 Multisim 6i6mioreka TINA MicTHTh 3HA4YHO
Oinble Mogeneil MiKpOKOHTpOJepiB, a OyJoBaHHUH Hpor-
pamatop J03BOJsiE MOMU(pIKyBaTH NPOrpaMyd Ta CIO-
cTepiraTu pe3yiabTaTH.

MOXJIMBICTh BHKOPHCTaHHSI OE3KOIITOBHOI Bepcii
TINA-TI ta nasBHicth onnaiin-sepcii TINACloud 3 Buko-
PHUCTaHHSAM XMAapHUX TEXHOJIOTIH POOHTH LI0 Hporpamy
JIy’K€ KOPHUCHOIO JUis OcBiTH. Beb-cepBic nporonye 6e3iiv
OCBITHIX peCypCiB i MOXKJIMBICTh BUKOHAHHS BIPTYaJIbHOI'O
JIOCITIJPKEHHSI 1 J1a00paTOpHOro NpakTHKyMY IO MIiKpOITpo-
LECOPHOT TEXHIKH.

[lpenMeToM moJanbIIMX IOCHIDKEHb € MOAYIIO-
BaHHs IPOLIECIB BUKOPUCTAHHS KpUNTOrpadidyHUX aKce-
JIepaTopiB y MiIKPOKOHTPOJIEpaX 3arajlbHOr0 IPU3HAYCHHSI.
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INFORMATION TECHNOLOGY

YK 004.932 DOI: 10.20998/2079-0023.2020.01.15
A.JI. YIBAHKO, 10. H. /IOPODEEB

OB30P METOJI0OB ABTOMATHUYECKOTI'O PACIIO3HABAHUSA SMOIIMOHAJIBHOI'O
COCTOSAHUA YEJIOBEKA 110 U30BPAKEHUIO

PaccmatpuBaeTcst 3a/1a4a pacro3HaBaHUs SMOIMOHAIBHOTO COCTOSHUS YeJIOBeKa 110 n300paxenuto. [IpuBeieH 0030p OCHOBHBIX CTOCOOOB OMNMCA HUS
YeJI0BEYECKNX 3MOIMIL: pa3ieIeHie Ha KOHEYHOE YHCII0 KJIACCOB M HCIONIb30BaHHE BEKTOPHOTO oMmicaHust. IIpecTaBieHs! CylecTByomue pa3padoTKu
B 00J1aCTH pacro3HaBaHHUs SMOLHHI 110 U300 pakEeHHIO, a TAKKEe NPHUBEIEH O0LIMH anropuT™ paboTsl MOXOOHBIX cucTeM. OCHOBHBIMHU 3TallaMM peIle HHs
3a/[a4M PACO3HABAHUM SMOLMIT SBISIOTCS MOMCK JIHI[A HA N300paKEeHUN M KacCH(pUKanus sMounu. MHdopMalMoHHas TEXHOIOTUs paciO3HABaAHHs
9MOIMH npefcTaBieHa B rpaguueckoil HoTauuu. OnucaHbl NPUHLHUIBI paboThl anropuT™a Buomnbl-/IxoHca, KOTOPBIA HCIOIL3YeTCsl A1 ONpeAeeH s
JIMIA yeioBeka Ha n3obpaxenuu IIpeacTaBiaeHbl NOAX0/bI, KOTOPBIE IPUMEHSIOTCS 711 peLeH s 3aja4n KlaccuuKayu: anroputM Buosr-/xoHca,
METO/I ONOPHBIX TOYEK, pA3IMYHbIE AapXUTEKTYPbl HEHPOHHBIX CeTeH, KOTOpble MpeAHa3HAa4YeHbl JUId KiIacCUu(DUKALUU H300paXKeHUMH.
l_lpoaHaﬂmnposaHbl NPEUMyLIECTBA U HEAOCTATKU METOAA ONMOPHBIX TOYECK, 6a3upy101uer00ﬂ Ha CUCTEME KOAWPOBAHUA JIMLIEBBIX llBl/l)KeHI/Iﬁ, a TaKXKe
crnocod mpuMeHeHus anroputMa Buonsi-/xoHca A KiaccHUKanMKM dMOLUHA. PaccMOTpeH MeTox pacro3HaBaHMSI AMOLMOHATIBHOTO COCTOSHHUS
Y€JIOBEKa Ha OCHOBAHUH BPISyaHbHOl;‘l uH(bopmauun C NPUMEHEHUEM CBEPTOYHBIX HeﬁpOHHbIX cereil. Onucansl IIPUHIUAIIBI ﬂeﬁCTBHﬂ CBEPTOYHBIX,
CyOMCKPETH3UPYIOIUX H TOJTHOCBA3HBIX CIOEB HeifipoHHO# ceTn. Ha ocHOBe aHamm3a omyOJIMKOBAHHBIX pabOT NMpPHBECHBI PE3yJIbTATHl TOYHOCTH
pacno3HaBaHus B Pa3sIAYHBIX YCIIOBHUAX. Taxxe NPEACTaBJICHbBI pa60Tbl, B KOTOPBIX IJIs1 aHajkM3a SMOLMOHAJIBHOI'O COCTOAHHUA ITPUMEHSICTCA
KOMOHMHAIIUs CBEPTOYHBIX U PEKYPPEHTHBIX HEHPOHHBIX CeTeH, rjie KpoMe BH3yalbHOH MH(GOPMAIMU HCIOIB3YETCs AONOIHUTENbHBI HCTOYHUK —
ayJIMOIIOTOK, 4TO IMo3BoJisieT Oonee 3¢ (HEeKTUBHO Kiaccu(pUIMPOBATh SMOLMHU B BUAEONOTOKE. [IpencraBiienbl Haunbosiee momylisipHble o0ydaromue
BBIOOPKHM JJaHHBIX JUIS PEIIEHHs PACCMOTPEHHOI 3a/1auH.

KuroueBble ¢10Ba: pacro3HaBaHUE YMONUH, KJIacCH (UKAIUs, METOJI OIOPHBIX TOYEK, CBEPTOUHAs HEHPOHHAs CETh, PEKypPPEHTHAs Hel pOHHAs
ceTh, 00yyarolas BbIOOpKa.

A.JI. YIBAHKO, I0. 1. JOPO®EEB

OIJISAJI METOIIB ABTOMATHUYHOI'O PO3MI3HAHHSA EMOIIMHOI'O CTAHY JIIOJIUHM 110
30BPA’KEHHIO

PosrnsmaeTses 3agaua po3nizHaBaHHS eMOLIHOIO CTaHy JIIOAMHHM 110 300paskeHHI0. HaBeeHOo Orisa OCHOBHMX CIOCOOIB OIMHUCY JIFOACBKUX €MOIIiH:
MOZI1J HA KiHIIeBE YMCIIO KJIACIB I BUKOPU CTAHHS BEKTOpHOTr 0 onucy. [IpeacTaBieHi icHyoui po3poOku B 0071aCTi po3mizHaBaHHS eMOLLiH 110 300 pakeHHIO,
a TAaKOXK HaBE/ICHO 3arajbHUM anroput™ podoTH nmoxioHux cucreM. OCHOBHUMH €TanaMu y pillieHHI 3a1a4i po3Mi3HaBaHHS €MOLiH € MOUIYK 00JIn4b Ha
300paskeHHi 1 kiacudikaris emouii. [Hpopmariiina TexHOIOrIsA PO3Mi3HABaHHS eMOLii IpeacTaBieHa y BUrini rpadivnoi Hotauii. OnucaHo NpUHLIUIN
poboTtn anroput™my Biomu-/[koHca, SKMH BHKOPHUCTOBYETHCS I BU3HA4YCHHS 0coOM MOAMHU Ha 300pakenHi [IpeacraBieHi migxoam, ski
3aCTOCOBYIOTBCS JJIs BUPIIIEHHS 3aaavi knacudikaunii: anroputm Biomu-/I)koHca, METOJI OMOPHUX TOYOK, Pi3HI apXiTEKTypHU HEHPOHHHUX MEPEeX, sKi
npu3HadeHi i knacudikanii 300paxens. [IpoaHani3oBaHO mepeBard Ta HEOJIKHM METOAY OMOPHHMX TOYOK, IO 0a3yeThCs Ha CUCTEMI KOZLYBaHHS
JIMLBOBUX PYXiB, @ TAKOXK croci0 3acrocyBaHHs anroputMmy Biomun-/Ixonca s knacudikanii emoniid. PosrinsHyTo Meroa po3ni3HaBaHHS eMOLIHHOr0
CTaHy JIIOJIMHM Ha OCHOBI Bi3yanbHOi iHQopMarii i3 3acTOCyBaHHAM 3rOPTKOBUX HEHPOHHMX Mepex. ONMUCaHO NPHHIMIM Iii 3rOPTKOBHX,
CYOIMCKPETH3YIOUMX 1 MOBHO3B'S3HMX MIApiB HeiipoHHOI Mepexi. Ha ocHOBI aHamizy omyOiiKoBaHMX pOOIT HaBeNEHi pe3yJbTaTd TOYHOCTI
po3mi3HaBaHHA B Pi3HUX yMoBax. Takoxk NpencraBieHi poOOTH, B SKUX JJIS aHAN3y €MOLIMHOro CTaHy 3aCTOCOBYEThCS KOMOIHAIisl 3TOPTKOBHX i
PEKYPEHTHHX HEHPOHHUX MEPEX, 1€ KPiM BiyasibHOI iH(OopMallii BUKOPUCTOBYEThCS JOAATKOBE [PKEPEIIO — ayAI0MOTIK, 1110 103BOJISE O1IbII €hEeKTUBHO
knacudikyBatu emolii B Bigeo. IIpencrapieni HalOLIbII MOy ISIPHI HABYaIbHI BUOIPKM TaHMX JJIsl BUPIIICHHS PO3TJISHYTOI 3a1a4i.

Kuiio4oBi ciioBa: po3nizHaBaHHs MO, Kinacu(ikallis, METO OOPHUX TOYOK, 3TOPTKOBA HEHPOHHA MEpeka, PEKYpEeHTHA HEHPOHHA Mepexa,
HaByYaJIbHa BUOIpKa.

A. L. ULIANKO, Y. I. DOROFIEIEV

REVIEW OF AUTOMATIC RECOGNITION METHODS OF HUMAN EMOTIONAL STATE USING
IMAGE

The problem of recognizing a person’s emotional state from an image is considered. A review of the main ways of describing human emotions is given:
the division into a finite number of classes and the use of vector format. Existing developments in the field of emotions recognition by image are
presented, as well as a general algorithm for the operation of such systems is provided. The main steps in solving the problem of recognizing emotions
are the search for a face in the image and the emotions classification. Information technology for the recognition of emotions is presented in the graphic
notation. The principles of the Viola-Jones algorithm, which is used to determine the person’s face in the image, are described. The approaches that are
used to solve the classification problem are described: the Viola-Jones algorithm, reference points method, various neural network architectures that are
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used to classify images. The advantages and disadvantages of the reference point method based on the facial action coding system are analyzed, as well
as the way the Viola-Jones algorithm is used to classify emotions. A method for recognizing a person’s emotional state based on visual information
using convolutional neural networks is considered. The principles of the action of convolutional, sub-sampling and fully connected layers of the neural
network are described. Based on the analysis of published works, the results of recognition accuracy under various conditions are presented. Also
presented works in which combination of convolutional and recurrent neural networks is used to analyze the emotional state, where in addition to visual
information used an audio stream, which gives more efficient classification of emotions in a video stream. The most popular training data sets for solving

the considered problem are presented.

Keywords: emotion recognition, classification, reference point method, convolutional neural network, recurrent neural network, training set.

Beenenune. PacnozHaBaHue sMoLuil 4eloBeka IO
N300paKEHHIO UTPaeT BAKHYIO POJb B YEIOBEKO-MaIlHH-
HOM B3aUMOJICHCTBHH M INPUBJIEKAET Bce OOJbIIE BHUMA-
HUSI B COBPEMEHHBIX HCCIeaoBanusx [1].

[puHsTO pa3aensTh YeN0oBEeUYECKHe SMOLUH Ha IIECTh
OCHOBHBIX KaTeropuid, koropble Bbymenun P. Ekman B
pabote [2]: THEB, OTBpAIICHUE, CTPAX, CYACTHE, TPYCTh U
yauBienue. Takxke 4yacto J00aBISIOT CEIBMOE COCTOSTHHE
— HeWTpanbHOCTh. OIHAKO HEKOTOPBIE aBTOPHI YOEKICHBI
B TOM, YTO yKa3aHHbIE KaTErOpHy HE MO3BOJISIOT ONHCAThH
BeCh CHeKTp Mol [3]. ANbTepHATHBHBIM pEIICHHEM
SIBIISIETCSI ONTMCaHNE YMOIIMOHAIILHOTO COCTOSTHHS YeNIOBEKa
BEKTOPOM, KOTOpBIN mMMeeT 2 win 3 m3mepenus [4]. Hau-
Oonee paclpOCTPaHEHHBIMH HM3MEPEHHSMH  SIBIISIOTCS
YPOBEHb BOS6y)K}]eHI/I$I, BaJICHTHOCTb U JTOMUHHUPOBAHUC
sMmormu. Hampumep, ypoBeHb BO30YX/IEHHS MOKa3bIBACT,
HACKOJIBKO YENIOBEK B3BOJHOBAH HJIM alaTHYeH, BaJeHT-
HOCTh — HACKOJILKO ITO3UTHUBHOM SIBIISIETCS SMo1ys, a ypo-
BEHb JJOMUHHPOBAHHMS — HACKOJIBKO OHAa KOHTPOJIHpYyeMa.

CymecTByromue pa3padoTku. Pemenuem 3amaun
pacrio3HaBaHUsl HYMOIMHI YENIOBEeKa 3aHUMAIOTCSI BEIyIINe
MHUpPOBBIE KOMIIAHWHM, Ha CalTax KOTOPBIX NPEICTAaBIICHBI
pesyabTaThl paspaborok: kak Vision Al (Google) [5],
Rekognition (Amazon) [6], Face API (Microsoft) [7],
Watson Tone Analyzer (IBM) [8]. 3To cBHIETEIBCTBYET O
TOM, YTO HAa CETOJHSIIHUHA [I€Hb CEPBUCHI IJIS pacIo-
3HABaHUS IMOLHH SIBIIAIOTCS BOCTpeOOBaHHBIMU. [ [puHIMT
ux paboThl 3akiodaercss B ToM, 4tro B APl Ha Bxox
MOAETCs CTATUYECKOE U300pAKEHUE U B PE3YJIBTATE IOJIb-
30BaTeNb MIOJIy9YaeT BEKTOP, KOTOPHIA OMHICHIBAET KOOPAU-
HATBI JIMI HA U300paXKEHUH, a TaKKe OToOpa)kaeMble Ha

HHUX OMONWH. XOTS BBHIIICYIIOMSHYTHIE CHCTEMBI MMEIOT
BBICOKYIO TOYHOCTH pacIiO3HaBaHMUs, a TaKXKe HEKOTOpbIE
U3 HHUX CHOCOOHBI paboTaTh C BHIEONOTOKOM, OCHOBHBIM
X HEIOCTaTKOM SBIISIETCS OTCYTCTBHE BO3MOXKHOCTH
pabortate aBTOHOMHO. [Ipu 3TOM CKOpOCTH MONydYEHHs
pe3ysibTaTa 3aBHCHT OT HPOITYCKHOM CIIOCOOHOCTBIO CETH
Internet, yTo HaknampIBaeT OrpaHUYEHHS Ha HEKOTOpHIE
CIIEHapUH UCIIOIb30BaHMSI.

st peneHus 3aaun pacrio3HaBaHHUs SMOIMOHAIb-
HOT'O COCTOSIHUSI Y€JIOBEKA M0 N300paKEHHIO UCTIONB3YeTCs
nH(OpMaLMOHHAs TEXHOJIOTHS, KOTOpasi Mpe/ICTaBleHa B
rpadudeckoii Hotaumu IDEFO Ha puc. 1. Ona Brimoyaer
clienyronye stamnsl: 1) perucrpanus nzoopaxeHus (00brd-
HO ITOCPEICTBOM KaMepsbl); 2) nepBuuHast 00paboTKa n300-
pakeHus — npeoOpa3oBaHue K TpeOyemMoMmy pasmepy U
(dopmary, a TakKe ynaneHue IIyMOB, HCTOYHUKAMH KOTO-
PBIX MOI'yT 6I)ITI> KOHCTPYKTHUBHBIC HEAOCTATKU CPEIACTB
perucTpanuu M300paKeHu, MI0X0e OCBEIEHUE CLIEHBI,
MOMEXH B KaHaJax Mepeaaud JaHHbBIX U Jp.; 3) TOKCK JIHIa
Ha N300pakeHnH; 4) IpeaBapuTeIbHas 00padoTKa (Hampu-
Mep, BbIJIENICHUE KIIFOUEBBIX TOYEK), 8 TaKKe HOpMasn3a-
U] ¥ CTaHJAPTH3AIMs BXOMHBIX JAHHBIX; 5) paclio3Ha-
BaHHE SMOLMI — Ha BXOA KiaccH(HKaTOpa IMOIAIOTCA
HOJIr OTOBJICHHBIC IaHHBIE, HA BBIXOJIE [10JIb30BATEINb MOTY-
YaeT pe3ynbTaT paboThl CUCTEMbI — HanOoIee BeposTHAS
IMOLHSL.

Iouck Juu Ha u300pakeHnu. [y moMcKa Ul Ha
M300pakeHNU OOBIYHO HMCHOJNIB3YETCsl OBICTPBIA U A dek-
TUBHBIN anroput™ Buomnsr-Jl>xoHca, KOTOPBIN OBLIT IIPEs1o-
kel B 2001 roxy W cran mpopbiBOM B 00JaCTH KOMIIBIO-
TEPHOI'O 3PEHHS. AJITOPUTM HCIIONB3YeT TEXHOJIOTHIO
CKOJIB3SIILET0 OKHA: PaMKa, pa3Mep KOTOpOH MEHbIIIE, YeM
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Puc. 1. TexHomorust pacro3HaBaHHUS YMOIUN
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HCXOJIHOE M300pa’keHre, JBUIAETCS C HEKOTOPHIM IIaroM
0 M300pakKEHHIO, W C MOMOIIBIO0 KacKaja CladbIX Kiac-
cudukaTopoB [9] ompeznensercs, ecTb JM B paccMmar-
pUBaEMOM OKHE JIUIO. AJITOPUTM COCTOUT U3 2-X ATAIOB:
0o0y4eHHs W paclio3HaBaHMs. B anroputMe ncronb3yroTes
npu3Haky Xaapa, M300paKeHHbIE Ha pHUC. 2, KOTOpbIC
BIIEPBBIC OBLIH MPETOXKEHBI B padote [10].

9505080707200
AARI0N0 400000 198

"E08080 7070000

Puc. 2. Ucnionp3oBanue MpU3HAKOB Xaapa

[Ipu moMomM 3TUX NMPHU3HAKOB ONPENENSIOTCS Iepe-
Ta/ibl CBETIIBIX M TEMHBIX YYaCTKOB Ha M300paxxeHunu. Tax,
HaTIpUMep, MO OONUM HAOJFOICHHUSIM 00JIaCTh Ii1a3 00bIYU-
HO TeMHee oOnacty mmek. [Toaromy obmuii npusHak Xaapa
JUISl pacIiO3HaBaHHUs JIMI] TIPEJCTABIISET HA0OP IBYX CMEXK-
HBIX NPAMOYI'OJIbHUKOB, KOTOPBIC JICXKAT BBILIC IJIa3 U Ha
IIeKax.

OO0o0mIeHHast cXeMa alrOpUTMa BBITJISIUT CIIETyHO-
UM 00pa3oM: Tiepes] HayalloM pPaclio3HABaHUS alrOPUTM
0o0y4eHUss Ha OCHOBE TECTOBBIX M300pa)KEHHH CO3/aeT
0a3y JaHHBIX, COCTOSIIYIO U3 IPU3HAKOB. Jlanee anroputm
pacrio3HaBaHMsl BBIMOJHSIET TOUCK OOBEKTOB Ha M300pa-
JKEHHUH, UCTIONB3Ys CO3/IaHHYI0 0a3y NaHHbIX. Pe3ynbraTom
pabotsl anroputma Buomnbi-/[)koHca siBIIsIeTCS MHOXKECTBO
HaAMJCHHBIX HA W300paKEHUU OOBEKTOB, COOTBETCTBYIO-
IUX JULIaM JiroJei. B Hacrosiee BpemMs alnropuTM akTuB-
HO MIPUMEHSIETCS BO MHOTHX CHCTEMaX.

Metoabl kjaaccupuxanmun 3Mouuii. CymecTByoT
pasIUuYHBIE MOAXOABl K pEIICHHIO 3aJa4d aBTOMAaTH-
YecKOro pacro3HaBaHus sMmorwid. OgHMM K3 Hambonee
MIOMYJISIPHBIX  SIBISETCS METOH OIMOpHBIX Touek [11],
KOTOpBIi 6a3upyeTcsi Ha TOMCKE OMOPHBIX TOYEK JIHMIA, B
yactHOCcTH 10 Towek: Mo 2 TOYKH sl OpOBEH, 3pavKoB,
YTJIOB pTa, BEpXHEH W HIDKHeW ry6. Jlanee mpu momomu
CHCTEMBI KOJNPOBAHMS JINIEBBIX ABkeHn# (anri. FACS),
MIPECTABICHHBIX Ha PUC. 3, paCCUUTHIBAIOTCS KOOPAUHATHI
aTuX Tovek. Ilocne yero HEOOXOMUMO HANTU PACCTOSHHE
OT KIIFOUEBBIX TOYEK U CPABHUTH C 0a30BBEIMH 3HAUCHHUSIMH.

Tak xak pa3mepsl M300pa)KeHHH MOTYT OBITH pas3-
HBIMH, TO 32 €OUHUIYy U3MEPEHHsS MPUHUMAETCS PaccTo-
SIHAE MEXIY TOUYKaMH 3padkoB. llociie BRIYHCICHUS BCEX
paccTosIHUI HEOOXOIUMO MPOaHATNU3UPOBATH T€, KOTOPHIE
BJIMSIIOT HAa MpPOsIBJIEHHE KOHKpeTHOW sMonuu. K Hemoc-
TaTKaM JaHHOTO ITOJXOAa OTHOCAT TO, YTO OH YYBCTBH-
TeNeH K MOBOPOTY JIMIA, a TAKXKe 3aBHCUT OT TOYHOCTH
OTIpeIeNIeHUs] KOOPMHAT OIMOPHBIX TOYCK.

Taxoxe U pacnio3HABaHUS SMOIUHA Ha M300paKCHUHN
MPUMEHSETCA  BBIICYOMSHYTBIH ~ adroput™M  BuobI-
Jxorca. OmHako M3-3a TOTO, YTO IS KIIACCH(DHKAINU
3MOIAY HEOOXOTUMO UCIIOIB30BaTh OOJIBIIOE KOJIMYECTBO
MIPU3HAKOB, TAKOW METOJ SABIIACTCS Ooiiee MEIUIEHHBIM I10
CpPaBHEHHIO C IPYTUMH ainropuTMamu. Vcmonp3oBaHue

JAHHOI'O aJiIrOpruTMa OIpaBAaHO B CUCTEMAX, I'I€ CKOPOCTh
pa60TLI HC O4YCHb BaXHa.

AL LM
L1 AR
AL Al

Puc. 3. Cucrema KoaupoBaHuUsl JIMLIEBLIX ABMKEHUH
(aur. FACS)

Ha panHbIi MOMEHT HamOosiee BOCTpEOOBaHHBIM
MHCTPYMEHTOM B OOJIACTH pACIIO3HABAHMS M300pa)KCHUI
SBISIIOTCS cBepTouHbie HeripoHHble cet (CHC). Ilepsoit
pabotoii, Omaromapsi KOTOpOH Ha4ajJoCh COBPEMEHHOE
pacnpoctpanenne CHC, sBusercs mnyOnukanus SHa
Jlexyna [12]. Onnako Bceobiiee Bunmanue CHC npusiiek-
s umeHHO B 2012 roxy, Korzaa moja pyKoBOACTBOM AJlekca
KpmxeBcku Ha ocHoBe CHC Obuta pa3zpaboraHa cucrema,
KoTopas mobenmwia Ha KoHKypce ImageNet (exeromHoe
COPEBHOBaHHE N0 MAIIMHHOMY 3pEHHIO), CHU3HMB KOIU-
4ecTBO OIMOO0K Kiaccudukaimu ¢ 26 % o 15 %.

CHC cocTosT M3 HECKONbKHX THIIOB CJIOEB: CBEp-
tounbie (anri. convolutional) ciom, cybmuckpeTnsnpyro-
mue (anri. subsampling) ciouM ¥ IOTHOCBSI3HBIE CIIOH.
3agava CBEPTOYHOTO CJOS ONPENETHTh Ha M300parkeHUH
TpPH3HAKK TyTeM HaloxeHus: GuisTpoB (puc 4), mocie
yero npumensieTcs QpyHknus akruBaumu ReLU, koropas
MO3BOJISIET YAAMHUTh «(HOH» ¢ M300paxeHus, TO ecTh chop-
MHPOBATh MPU3HAKH.

100
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Puc. 4. [Ipumep rcnonb30BaHus ONEPaIU CBEPTKH

[IpuaIun paboTel cH0s CYOMUCKPETH3AINH OIHCHI-
BaeTcsa hopMymoin

x! = f(a' * subsample(x!~1) + bY), 1)

rae x! — Bexon cnos |; () — gpynxims akrusanum; at,bt —
koaddurmentsr casura ciost |; subsample() — omeparust
BBIOOPKH JIOKATBHBIX MAKCUMAJIBHBIX 3HAYEHHUH.
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B rmocrnenHeM IOMHOCBSI3HOM CJIO€ HCHOJB3YETCS
(GYHKIMS aKTHBAIMM, KOTOpasi IO3BOJISIET TOJNYYUTH Ha
BBIXO/I€ BEKTOp, KOMIIOHEHTHI KOTOPOTO HaXOJATCS B MH-
tepBaie [0, 1] u TpakTyroTCs Kak BEpOSATHOCTh OTHECCHUSI
SMOIIMH K OTHOMY U3 KJ1accoB. IMEHHO Takast apXuTeKTypa
o3BoJIsieT Hanbosee 3PPEKTUBHO penIaTh 3a1aqy KJI1accu-
¢ukanuyn m300paxkeHui. CHCTEMBI ONPEAETEeHHUS SMOIMN
T10 BBIPQ)KEHHUIO JIMIIA, UCTIOB3YIOIINE YKa3aHHbIH ITOX 0],
HMMEIT TOYHOCTh pacrlo3HaBaHus B mpenenax 67-87% B
3aBHCHMOCTH OT BBHIOpaHHOI 00ydJaromieii BHIOOpKH.

Tak, Hampumep, B 2017 romy Obita TpemIoXkeHa
Mozienb [8], OCHOBaHHAsl Ha CBEPTOYHOI HEHPOHHOH ceTH,
KoTopast mokaszana 96 % TOYHOCTh pacro3HaBaHUS I10Ja
YenoBeka 1Mo u300pakeHuio Ha Bbibopke «IMDB gender
dataset», a Takxke 66 % TOYHOCTH TPH PACIO3HABAHUH
smormi Ha BeIOopke FER-2013.

B pamkax xoudepenuun «AV+EC2015» Obura
mpeacTaBiicHa pabota [3], B KOTOpOH pemianach 3agada
Kjaccu(uKayyu 3MOLIUOHATILHOI'O COCTOSIHUSI YellOBEKa B
Pa3IMYHBIX BHICOKJIHMIIAX Pa3MEPOM II0 HECKOIIBKO ce-
KyH[. BBIIO Npe/ioxeHo HECKOJIbKO BAPUAHTOB PEIICHHS
JAHHOM 3aJayd, B TOM 4YHCJIE OJUH M3 METOHOB ObLI
OCHOBaH Ha MOKaJPOBOM aHAJM3€ BU/IEO C MPUMEHEHUEM
CHC apxutekTypbl 1 Kiaccudukamein 3MOIUOHATHHOIO
COCTOSIHMSI B KQXKIYIO €IMHUILY BPEMEHH, a TaKxKe pellie-
HHUE, I'/IC CBEPTOYHAA CETh MCII0JIb30BaIaCh B KOM6I/IHaHI/II/I
¢ pekyppeHTHOi HeliponHoii cetbio (PHC). Kpome Toro,
cymectByer noaxoj [13], koraa npu padote ¢ BHIEOINO-
TOKOM HUCIOJIB3YIOTCs HE TOJIBKO JaHHBIC, ITOJTYYC€HHBIC U3
n300pakeHHs1, HO U ayTUOIOTOK.

Oo0yyaromme BbIOOpPKU. BaxHyro pone mpu Ha-
crpoiike mapamerpoB CHC urparor oO0y4aromue BEIOOpKH
naHHbIX. Hanbonee yacto B HCCIEA0BAHUAX YIIOMHHAETCS
naracetr «FER-2013» [14], xoTopblii ObUT MPEJIOKEH Ha
copesaoBanuu «Challenges in Representation Learning:
Facial Expression Recognition Challenge» 8 2013 rony.
Beibopka comepkuT u300pakeHHss pa3mepom 48x48
MUKCEJIEH, KOTOpbIE AENATCS Ha 7 pas3jIM4YHbIX KIIACCOB
SMOLIMOHAILHOI'O COCTOSAHM, H3 Hux 28709 oTHOCATCA K
obyuatomieii BeIOOpKe, 3589 — k TectoBoil. K kauecr-
BEHHBIM U HOMYJIAPHBIM JaTaceTaM TaKkXKe MOXKHO OTHECTH
«Real-world Affective Faces Database» — 29762 u306-
paxenus u «Acted Facial Expressions in the Wildy, koro-
PBII COCTOUT U3 MPOMAaPKUPOBAHHBIX BUICOKIIHIIOB.

3aknawuenne. B maHHOW paboTe paccMOTPEHBI
MOJIEITH OMUCAHMS SMOLIMOHAIIBHOTO COCTOSHUS YeIOBEeKa,
NpeNCTaBIICHB! BEAYLIHE NMPOrpaMMHBIE TIPOIYKTHI B yKa-
3aHHOU 0bnacTu. OMUcaH Mpoecc pacmo3HaBaHHU YMOLH-
OHAJILHOTO COCTOSIHUS YeJIOBEKa M0 BH3YaIbHBIM JaHHBIM,
a TaKKke METOMBI, KOTOPhIC NPHMEHSIOTCS IS PeIieHUs
MaHHOW 3amaun. BenenctBue OypHOTO pa3sBUTHS HEHPOH-
HBIX CeTeil B INOCIEIHUE TOJbl Ka4eCTBO PACIIO3HABAHUS
9MOLMI YeTIOBeKa 10 N300PaKEHHIO 3HAYUTEINBEHO BO3POC-
JI0, a CIIEZIOBATEIbHO, YBEINUMIACH aKTyalbHOCTD pa3pa-
OOTKH IOAOOHBIX CUCTEM IS KOMMEPUYECKHX IeIeH, cpenun
KOTOPBIX 3HAYUTEIILHOE MECTO 3aHUMAIOT CHCTEMBI 00ec-
neyeHuns1 0e30MacHOCTH JIF0JCH ¢ MOMOIIBI0 aBTOMAaTH3H-
POBaHHBIX OXpPaHHBIX YCTPOWCTB BHICOHAOIIONCHUS, a
TaKKe CUCTEMBI PacIO3HABaHUS YCTaJOCTH M COHJIMBOCTH
YenoBeKa, KOTOPBIMH OCHAINAIOTCS COBPEMEHHBIE aBTO-
MOOHIIH.
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TH®OOPMAIIMHA TEXHOJIOT'IA MIJICUCTEMM JIEHTU®IKAILII HA OCHOBI EJJEKTPOHHUX
KJ/IIOYIB B CUCTEMAX EJIEKTPOHHOI'O JOKYMEHTOOBIT'Y

B poGori po3risiHyTo npobiemy ineHTHdIKail JOKYMEHTIB B CHCTEMax EJIEKTPOHHOIO JOKyMEHTOOOIry. AKTYaJabHICTh JaHOT TEMH OOIPYHT OBaHO
LIMPOKUM BHUKOPHCTAHHSIM CHCTEM E€JEKTPOHHOIO JOKYMEHTOOOIry ski morpeOyioTh HauiiiHOi imeHTH(iKamil JOKYMEHTIB, 110 HEpeNaroThCs.
OcHOBHMMH TpoOsieMamMu Uil iZeHTHdikauii JOKYMEHTIB B CUCTEMax CIEKTPOHHOI'O JIOKyMEHTO0O0Iry € HeoOXiAHICTh MiITBEpPIUKEHHS aBTOPCTBA,
HE3MIHHOCTI JIOKYMEHTY Ta BCTAHOBJICHHS Yacy mignucy. HaBeaeHo oruisii OCHOBHMX METOXIB ifieHTH (iKallil, BCTAHOBJIECHO iX MepeBaru Ta HEMOMIKU.
[licns aHanizy MOXIJIMBHX METOAIB ileHTH}IKaIil BCTAHOBJICHO, L0 METOJ OCHOBaHMII Ha BUKOPMCTAHHI €NEKTPOHHHUX KJIIOYIB JIO3BOJISIE HAAINHO
BCTAaHOBHTHU aBTOPCTBO JOKYMEHTA, HaJJa€ MOXKJIMBICTh BCTAHOBUTH 4ac MiANucy, 3ade3neuye 0e3BiAMOBHICTh (akTy MiAmucy ta He noTpedye 3HAUHUX
pecypciB s foro ¢popmyBaHHS Ta nepeBipku. Lle npuHIMNoBo Buainse MeTo] ineHTrdikarii Ha OCHOBI €IEKTPOHHUX KIIOYIB cepes IHIMX. B ocHOBY
METOJa TMOKJIAZCHO AJOPUTM LU(POBOro MigMMCy eninTHyHOI KpuBOi. CTIHKICTh 0OpaHOrO anropuTMy I'PYHTYETHCS Ha MPOOJEMi JUCKPETHOTO
norapuma B TpyIi TOYOK eNinTUYHOI KpuBoi. Jyst peanizauii anropuTMy BUKOPHCTOBYIOTBCS BIAKPHTHI Ta 3aKpuTuil kmoui. Ilicns renepauii napu
KITIOYiB 3aKpUTUH KIII0Y 30epiracThCsl KOPHCTyBaueM B TAEMHUIII Ta BUKOPUCTOBYETHCS AJIS MIAMICY JOKYMEHTIB, a BIIKPUTUIl BAKOPUCTOBYETHCS IS
ineHTH Qikauil KOpUCTyBaya Ta Mae OyTH BiJOMHI BCIM KOPHCTyBauaM CHCTeMH. PO3IIIsSHYTO iHGOpMauiiiHy HiATPUMKY HifcHCTeMH ineHTU(iKaii.
3anpornoHoBaHa TPUPIBHEBA apXiTEKTypHa MOAENb B SKiil POJb KIIEHTCHKOrO PiBHS BUKOHYE NPHUKIaJHUI mporpamHuii iHTepdeiic. OGrpyHTOBaHO
TexHooril peanizauii anrropurmy mignucy. OnucaHi OCHOBHI MOIyIi, 3 SIKMX Ma€ CKIaIaTHCA MifcucTeMa Ta ix 3B’sa3ku. Po3poOieHo mporpamue
3a0e3neyeHHs MiACUCTeMt ineHTH(iKalii, Ke H03BOJIIE KOPUCTYBayaM CTBOPIOBATH SK OKPEMHUil Tak i BOyIOBaHMIl B JOKYMEHT IiJIHC a TaKOX
BHUKOHYBATH HOro nepeBipky. Pozpobiena migcucrema ineHtudikaiii nporectoBaHa 3 BUKOPUCTAHHAM (aiiiiB pisHuX GpopmatiB Ta po3mipis.

KarouoBi cioBa: migcucrema ineHTH]IKALil, €IEKTPOHHI KJIOYi, JOKYMEHTOOOIr, €JIEKTPOHHUH MHiIIHC, aaroputM LHUGPOBOro MHiamucy
€JNINTUYHOI KPUBOI, iIeHTH BIKALis JOKYMEHTa.

E.JI. BATYPHH, B. I0. BOJIOBLIIUKOB, B. ®@. IIAIIO

HHO®OPMALMOHHASI TEXHOJIOT'HS HOACUCTEMBI MAEHTUOUKALIMNA HA OCHOBE
EJIEKTPOHHBIX KJIFOYEN B CUCTEMAX EJIEKTPOHHOI'O JIOKYMEHTOOBOPOTA

B pabore paccmoTpena mpoOieMa HASHTHGHUKAINH JOKYMEHTOB B CHCTEMaX JIICKTPOHHOTO JOKYMEHTOOOOPOTAa. AKTYalbHOCTb JAHHOW TEMBI
000CHOBaHA MIMPOKHM HCIOJIB30BAHHEM CHCTEM OJJIEKTPOHHOIO ITOKYMEHTOOOOpOTa TpeOyIomMX HaIeKHOH HACHTH(GHKAIUH IepelaBaeMbIX
JOKyMeHTOB. OCHOBHBIMH IpOOIeMaMH I HACHTH(GUKAINN JOKYMEHTOB B CHCTEMaX JIEKTPOHHOT0 JOKYMEHTOO0OPOTa ABIIAIOTCS HEOOXOIHMMOCTh
MOATBEPIKIEHUS] aBTOPCTBA, HEM3MEHHOCTH JOKYMEHTa M OIpefeNeHne BpeMeHn noxmucu. IIpuBeneH 0030p OCHOBHBIX METOAOB HICHTH(HKAINH,

© €. JI. batypin, B. 0. Bonosmukos, B. @. [Ilano, 2020
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YCTaHOBJIEHBI UX NOCTOMHCTBA U HEAOCTATKH. TTocne ananmm3a BO3MOXKHBIX METOLOB I/IIlGHTI/ICI)I/[KaHI/II/I YCTaHOBJIEHO, YTO METOX, OCHOBaHHBIM Ha
HCIIOJIb30BAHUUN DJIEKTPOHHBIX K.TIIO'{GI‘/’[, MO3BOJISIET HAACKHO YCTAaHOBUTH aBTOPCTBO JAOKYMEHTA, YCTAHOBUTH BPEMS IIOMAIHCH, obecrieunBaeT
6e30TKa3HOCTh (baKTa TIOAITUCHA U HE Tpe6yer 3HAQYUTEIIbHBIX PECYPCOB JIsL eé Q)OpMI/[pOBaHI/ISI U IIPOBEPKHU. 910 TIPUHIUIIHAIBHO BBIACISACT MET O
I/I,[[CHTI/I(i)I/IKaLII/II/I Ha OCHOBE JJICKTPOHHBIX KJTFOUei Ccpeau apyrux. B OCHOBY METOJA ITOJIOKEH aJIrOPUTM I_II/I(t)pOBOfI IoAIMrUCH JIUTATITHYECKON KpP[BOfI.
YcToitunBoOCTh I/I36paHHOI‘O aJIropuT™Ma OCHOBBIBACTCS Ha r[p06neMe JAUCKPETHOI'O norapn(bMa B I'pynie TO4€K SJUTATITUY ECKON KpI/IBOI\/‘I‘ IIIHI peanmnzanuu
aJIropuT™Ma HUCHOJIB3YIOTCA OTKpLITLIﬁ u 3aKpBITBIﬁ xmoun. [locie TE€HEpaluu Iapbl KoY e 3aKprTbIﬁ KJIFOY XpaHUTCS I1OJIb30BAaTECIEM B TallHe "
HUCIIOJIB3YETCS [JI1 NOAINMCHA NOKYMEHTOB, a OTKpLITLIﬁ HUCIIOJIB3YETCA JIA I/IZ(GHTI/[CI)I/[KB.HI/II/I MOJIB30BATCIIsI U JOJDKCH OBITh HM3BECTEH BCEM
MOJIb30BaTECIIAM CUCTEMBI. PaCCMOTpeHa I/IHCbopMaLH/IOHHaﬂ MOAACPIKKA MOACUCTEMBI PIZ[eHTP[CbI/IKaLH/H/[. Hpe):[noxceﬂa TPEXYPOBHEBAsI apXUTEKTypHas
MOJI€Jib, B KOTOpOﬁ POJIb KIIMEHTCKOI'O YPOBHS BBIIIOJIHACT l'IpI/IKJ'IaI[Hof/'I HpOl‘paMMHHﬁ PIHTepCbeﬁC. OO0O0CHOBaHbI TEXHOJIOTHH peam3anuu aJropuTMoB
TIOJITHCH. OnucaHbl OCHOBHBIE MOAYJIH, U3 KOTOPBIX JOJKHA COCTOATh IOACUCTEMA U UX CBA3U. Pa3pa60TaHo porpaMMHO€ obecrieyeHne TTOICUCTEMBI
I/II[CHTI/I(bI/IKaLII/IH, KOTOPO€ MO3BOJIACT MOJB30BATEIIAIM CO3JaBaTh KaK OTACIbHYIO, TaK U BCTPOCHHYIO B JOKYMEHT IOANMNCH, @ TAKXKE BBIIIOJIHATH eé
IIPOBEPKY. Pa3pa60TaHHaﬂ noacucreMa I/IZ[CHTI/I(i)I/IKaLII/II/I NpoTeCTUpPOBAHA C UCIIOJIBb30BAHUEM (baﬁncm Ppa3JIM4YHbIX q)OpMaTOB 1 pa3sM€EpoB.

KioueBbie ciioBa: nojacucreMa PII[eHTI/I(bI/IKaI_II/H/I, DJICKTPOHHBIE KIIFOYH, I[OKyMeHTOOGOpOT, DJIEKTPOHHAs IOANUCH, aJITOPUTM LIPI(prBOﬁ
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INFORMATION TECHNOLOGY OF THE IDENTIFICATION SUBSYSTEM BASED ON
ELECTRONIC KEYS IN ELECTRONIC DOCUMENT MANAGEMENT SYSTEMS

The paper considers the problem of documents identification in electronic document management systems. The relevance of this topic is justified by the
widespread use of electronic document management systems which require reliable identification of transferred documents. The main problems for
identifying documents in electronic document management systems are authorship confirmation, confirmation of the document immutability and
determining the signing time. A review of the main methods of identification is given, their advantages and disadvantages are identified. After possible
identification methods analyzing, it was found that the method based on the electronic keys allows to reliably identify the document, determine the
signing time, guaranty the fact of signing and does not require significant amount of resources for sign formation and verification. This distinguishes the
method of identification based on electronic keys fundamentally among others. The method is based on the elliptic curve digital signature algorithm.
The reliability of the chosen algorithm is based on the problem of the discrete logarithm in the group of points of the elliptic curve. To implement the
algorithm public and private keys are used. After generating a key pair, the private key is kept in secret by the user and used to sign documents, the
public key is used to identify the user and should be known to all users of the system. The information support of the identification subsystem is provided.
A three-level architectural model in which the client level role is performed by the application programming interface is proposed. The technologies for
implementing signature algorithms are considered. Identification subsystem software has been developed. This software allows users to create both
individual and built-in document signatures, as well as to verify it. The developed identification subsystem was tested using files of different formats
and sizes.

Keywords: identification subsystem, electronic keys, document flow, electronic signature, elliptic curve digital signature algorithm, document
identification.

Beryn. HasiBHi cioco6u niepeadi ta 00poOku iH(op-
Marii 0OyMOBWIIM IOSIBY 3arpo3, MOB’sI3aHUX 3 BTPATOIO,
3MIHOIO 200 PO3KPUTTSIM JaHux. Lle mpu3Beso 10 po3BUTKY
HanpsMy iHopmaiiiHoi 6e31eKr KOMIT'FOTEPHUX CHCTEM 1
Mepex. [1ig inpopMaliiiHOIO Oe3MEeK0I0 PO3yMIIOTh 3aXHU-
LIeHICTh iHpOpMallii Bii HECAHKIIIOHOBAHOT'0 03HAHOMJIICH-
Hsl, 3MIHU Ta 3HUIICHHS, a TAKOX 3aXHUILIEHICTh iHpOpMa-
LWIHUX pecypciB Bij JiH, CPSIMOBAaHHUX Ha MOPYIIEHHS X
npanesnataocTi [1]. Indopmariitna Ge3nexa koM 'oTep-
HUX CHCTEM JIOCATAa€ThCs TapaHTie KOH(DINeHIIHHOCTI,
LTICHOCTI Ta JOCTOBIPHOCTI JJAHWX, LIO OOPOOISIOTHCS, a
TAKOX JOCTYITHOCTI Ta IUTICHOCTI iH(OPMAIIITHUX KOMIIO-
HEHTIB 1 pecypciB CHCTEMU.

Jlyist KOHTpOITIO ToCTyIy [0 iH(opMarlii Ta pecypciB
CHCTEMH, a TaKOX 3a0e3MeyYeHHs HTICHOCTI Ta JIOCTOBIp-
HOCTi JaHUX BHUKOPHCTOBYIOTHCS MiJCHCTEMHU imeHTH(Di-
Karii ta ayrentudikaii [1-3]. Lle poduts po3pobKy mij-
cucteM ineHTHDIKAIIT Ta ayTeHTH(]IKALT aKTyaJIbHUM Ta
Ba)KJIMBUM HAIIPSIMOM.

IIpobdiaema inenTudikauii yyacHUKIB e1eKTPOHHOL
B3aemonii. Te, mo Hapasi MUTaHHA PO3POOKU IMiACHCTEM
ineHtudikamii Ta ayreHTHdikaiii € aKTyaJbHUMH JIOBO-
JIITH BCe O1NbIIIa yBara HAYKOBIIIB B Tay3i iHpopMaIiiitHol
6esmexu. CiocoOu imeHTudikarii Ta ayreHTudiKkarii ygac-
HUKIB €IEKTPOHHOI B3a€MOJIi1 BCEOITHO PO3TISIIAIOTHCS Ta
krmacuikyroTecs B OaraThox mmyOmikamisix. Hacammepen
CIi BiAMITUTH, IO Ha OCHOBI aHamizy [1, 3] MoxHa
CTBEpIPKYBATH, IO MOHATTS imeHTH(]iKamii Ta ayTeHTH]I-
Kallii € B3a€MOIOB’ I3aHIMH Ta BUKOHYIOTH (DYHKITIIO TIepe-
BipKHU CIIPaBXHOCTI cy0’ekTiB. TOX Mae CeHC pO3TILAaTH
iX sK enuHe TOHATTA imeHTH(IKamii. CIif 3ayBaXKUTH, M0

mijicucreMu ineHTrgikanii MoXyTh OyTH KiacudikoBaHi 3a
pi3HuMu o3Hakamu. Tak, Hampukian, B podorax [1, 4, 5]
aBTOPU KAaTeropu3yloTh MiJCHCTeMH ineHTH]iKawii 3a TH-
MOM HaJIaHUX CYO €KTOM CYTHOCTEH.

1. Inentudikyroui KOpUCTyBaya 3a THUM, IO BiH 3HAE.
Jlo Takux mijicicTeM aBTOPH BiAHOCSTH MapOJIbHI IMiJICHC-
TEMH Ta Ti, 10 3acHoBaHi Ha PIN-koxax.

2. Imentudikyrodi KOprCTyBayda 3a TUM, 1[0 BiH Mae.
[Ipukinagom € cMapT-KapTKH, eINEeKTPOHHI KIIFOi, MarHiTHI
KapTKH.

3. Imentudikyrodi KOpUCTyBaua 3a TUM, XTO BIH €.
Taki mijicucteMu 3aCHOBaHi Ha (i310JIOrYHHUX Ta TTOBEIH-
KOBHUX aTpUOyTaX )KUBOTO OpraHi3My.

3i cBoro Ooky poGoru [1, 6] HamarOTh HACTYIHY
KiIacudikamiro miacucteM ieHTU]IKALIT 32 PI3HOBUIAMU
BUKOPUCTAHUX IMEHTU(IKAIITHIX O3HAK.

1. Enextponsi. B Takux mifgcucreMax O3HAKH il1€H-
Tudikanii 30epiraloTbcsi B MaM’sTi y BUMISAAL TAPPOBOro
Kony ineHTugikaropa.

2. biomerpuuHi. Taki migcuctemu it poOOTH BHKO-
PHUCTOBYIOTh YHIKaJbHI OCOONMBOCTI JIOIWHH B SIKOCTI
inetngikatopiB. B poborax BHIUIMIOTBCA CTaTUYHA Ta
muHaMigHa OloMetpii. CTtatnyHa GioMeTpis 3aCHOBaHA Ha
BAMIPIOBaHHI (i310JIOTTYHIX OCOOIMBOCTEH JTFOAWHU B TOH
yac K TUHaMigHa OioMeTpis 3aCHOBaHA Ha aHawi3i Al Ta
IMOBEIIHKH JIFOIMHH.

3. KombinoBaHi. 3rifHO 3 aHATi30M JDKEpEN Taki
CHCTEMH BHKOPHUCTOBYIOTh OJJHOYACHO JICKiIbKa O3HAK IS
imeHTHdiKaIii.

TakuMm YMHOM, MO’KHA CTBEPIDKYBATH, B TOMY YHCIi
CIHparodnch Ha aHami3 [1, 3—6], mo npobiema imeHTH(I-

Bicnux Hayionanenoeo mexuiunozo ynigepcumemy «XI1Iy. Cepis: Cucmemnui
90 ananis, ynpaguinns ma ingopmayitini mexnonozii, Ne 1 (3) 2020



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

Kalii Hapa3l akTHBHO PO3TIIAAETHCS OaraTbMa SIK BITUU3-
HSHAMH, TaK 1 IHO3EMHHMH aBTOpaMH, Ta MOTpedye BHpi-
IIEHHS.

AHani3 icHyrounx wmertomiB. OmHUM 3 METOMIB
HaMAIHOI imeHTU(]IKaIii € maponmsHa imeHTH(IKamisL. B
pobotax [1-3] netanbHO PO3TIIAAAIOTHCS TAPOIIBHI i ICHC-
Temu igenTudikarmii. 1li migcucremMu MOXyTh OazyBaTHCS
Ha OJTHOPa30BHX Ta OaraTopa3oBux [1, 2] mapomsx. [Iporie-
nypa imeHTr(ikanii KOpuCTyBada 3a JOMOMOIOK OaraTo-
pa3oBOro Maposisi MoXke OyTH OIicaHa HaCTYITHUM YHHOM.
KopucryBau Hazmae cucteMi CBOI 11eHTH(DIKATODP 1 MApOIIb.
Bonu HamxomaTh s 00poOKU Ha cepBep ineHTudiKaIii. Y
0a3i JaHuX, 10 30epiraeThcs Ha cepBepi ineHTrdIKaIii, 3a
1ICHTU(IKATOPOM KOPHCTYBaua 3HAXOIUTHCS BIIAMOBITHUI
3aIiC, 3 HHOT'O BUTSITYETHCS XEIll apoJisl 1 MOPIBHIOETHCS 3
XelleM HaJaHOro Napois. SIKII0 BOHM CHIBNANH, TO
iIeHTU(IKAIlisA TPOKHIILIA YCHIITHO, KOPUCTYBad OTPUMYE
mpaBa 1 pecypcu Mepexi, sSIKi BU3HaUeHi s Horo craTycy.
OnHOpa3oBi Mapoii HaivacTime MOXyTb OyTH BHKOpPHC-
TaHi B cucTeMax ABOQakTopHoi ineHTH(ikamii. B Takomy
pasi KopUCTyBaueBi a00 MPUCTPOIO HEOOXITHO MPE]T’ IBUTH
OJTHOPA30BHH Mapoiib, 3reHEPOBAHUN IIGHTPOM PO3IOIIITY
naponeil. J{na 3a0e3neyeHHs HaIifHOTO 3aXHCTy Hapoib
NOBMHEH OYTH BIJIOMUIi JIMIIIE KOPHCTYBaueBl Ta HIKOMY
iHIIOMY. ABTOpH BiJIMIYarOTh TaKi MepeBard MeTona sK
NPOCTOTAa BUKOPUCTAHHS Ta JIETKICTh iHTerpalii. Bci HaBe-
JieHl poOOTH 3a3HaYaroTh HU3bKY HalilHiCTh MeToay. On-
HHUM 3 HalCYTTEBIIIUX HEMOIIKIB € 3aJIeKHICTh Ha/IIHHOCTI
METOIy BiJl KopucTyBauiB [3].

Ioxepena [7-10] omucytoTh cTaTH4Hi OGloMeTpU4HI
mijicicTeMu  1IeHTUdIKALi 32 TOJOCOM, OOJIMYYSM Ta
BiIOMTKaMHU mNanbliB. TexXHONOris CKaHyBaHHS OOIUYYS
MIAXOAUTD Ul THX BHUNAJKIB, Jie 1HINI OlOMETpPUYHI Tex-
Houorii HenpugatHi [7, 8]. ns inenTudikarii ocoducrocti
cUcTeMa BUKOPUCTOBYE OCOOJMBOCTI O4YeH, HOca Ta Tyo0.
[pouec anamizy ifeHTU]IKATOPIB 3a3BHYAl € PECypCHO-
MICTKHMM Ta BUKOHYETBCS 32 IONIOMOTOF0 CUCTEM LITY4HOr'0
inTenekTy. OCHOBHA TiepeBara Takoro METOAy IOJIsra€e B
TOMY, 1O iAeHTH(IKAIiS MOXe MPOXOAuTH 0e3 mpsMol
y4acri JouHu B ii npoueci. Taki cHCTEMU IIUPOKO BUKO-
PHUCTOBYIOTHCSI B MICISIX BEJIMKOTO CKYITYCHHS JIIOJICH.
OnHak BOHM He Mo30aBiieHi HenoikiB. Hanpukian, Bucy-
BalOThCS CyBOpPI BHUMOTH JIO amapaTiB, 10 CTBOPIOIOTH
300pa)KeHHsI a TAaKOX J0 caMoro 300paxenHs. J{o Toro x
Ha SIKiCTh iIeHTH(DIKAIIT CYyTTEBO BIUIMBAE OCBITICHICT.

[HIIMM MpUKITaaOM 610METPUYHOT CHCTeMH ieHTH(I-
Kamii € imeHTHikalis KOpPHCTyBaya 3a TOJIOCOM, SKa
CIIUPAETHCSA HA BUCOTY, MOIYIISIIO Ta 9acTOTy 3BYKY [9].
TexHomorii po3mi3HABaHHA 3a TOIOCOM MAarOTh JIesKi
0OMEXEHHS: TOJIOC JIOJUHA MO)KHA JIETKO 3aIlliCaTd, BiH
3MIHIOETBCS 3aJI€KHO BiJl CAMOIIOYYTTS, EMOIIIHOT O CTaHy
Ta BiKy moauHu. Lle oOMexye BUKOPHUCTaHHS TaHOTO Me-
Toma 37e0inbmoro cucteMamu TenedoHii [1].

Mertoz BCTaHOBIIEHHS OCOOM 3a BiAOMTKOM MAajibLid,
TaKOXX BiJOMHUH SIK TAKTHIIOCKOIIiS, € HAHOIIBII TOMmMHpe-
HAM METOAOM CTaTUYHOI OiOMeTpHYHOi imeHTH]iKarii
[10]. Cyrp Meromy monmsArae B HACTYITHOMY: KOPHCTYBad
MIPUKIIAIA€ TTajenb 0 CHeliadbHOro CKaHepa, IOTiM OTPH-
MaHi JJaHi PO BiIOMTOK MAaJBI[S IEPETBOPIOIOTHCS B (-
pOoBHii KOZ 1 TOPIBHIOIOThCSA 3 KOAAaMH, HasIBHUMHU B 0asi
MaHUX cUCTeMHd ineHTudikarmii. 3acTOCYBaHHS METONY

3acHOBaHe Ha (pakTi yHIKaJIFHOCTI MaJIOHKA MaNUIPHUX
Bi3epyHKiB. O/IHI€I0 3 OCHOBHHMX IIPHYMH HIMPOKOTO pPO3-
TIOBCIOJKEHHSI [TLOTO METO/LY € HasBHICTh BEJIMKUX OAaHKIB
JTAaHUX BiOWTKIB MaJbIlB. Y 3aralkHOMY BUIAJIKY ITiJICHC-
TeMa imeHTHdiKalii Ha OCHOBI pO3Mi3HABaHHS BiJOUTKIB
TAJTBIIIB 3aMIHIOE MAPOJIbHY HiICUCTEMY iMeHTH(iKaIii.

B poGorax [11, 12] posrnsmaerbesi MUTaHHS AWHA-
MiyHOI OioMeTpuuHOi imeHTH]iKaIii. OJHUM 3 BapiaHTIB
migcucTeMu  imeHTH(iKamii HAa OCHOBI  JMHAMIYHOI
Giomertpii € migcucTeMa ieHTU]IKalii Ha OCHOBI aHAJI3y
MOBENiHKM KoprcTyBada B Mepexi [11]. Ilnsxom anamizy
MEpPEKEBOT0 TpadiKy BUABJIIFOTECSA OCOOIMBOCTI KOXKHOTO
KOPHCTYBaua, sIKi BUCTYIAIOTh B SKOCTI 11eHTH(]IKaTOPIB.
AHani3y mijarThcs K BUKOPUCTaHi JOMEHHI IMEHa, TaK i
JIMHaMiKa iX BUKOPHCTaHHS. AHaJi3yeThCsl KIIBKICTD 3aIH-
TIiB Ta IX IHTEHCHBHICTb a TaKOXX BHKOPHCTaHI iHTEPHET
nonatky. JlaHuit MeToa ayxe Bpas3JIMBHiA J0 aTak. 3arajiom
HaJliHICTh MeToia 00yMOBJIeHa 30epEeKEHHSIM B CEKpeTi
aNropuTMIB aHami3y. Ha npakTuii gaHuii MeTos BUKOPHC-
TOBYEThCS JIMIIIE K AONATKOBHIA 3aci0 3aXucTy B KOMOIHO-
BaHUX MiJCUCTEMaX ieHTU(IKAIIIT.

[Ile omuuM 3aco00M AWHAMIYHOI OIOMETPHUYHOI
ineHTudikamii KopHCTyBaua € aHalli3 KJIaBiaTypHOr'O
nodepky [12]. KnaiarypHuil mo4yepk XapakTepH3YIOTh
HMIBUJKICT Ta [OMHAMIKA BBEIEHHA a TaKOX 4YacToTa
BUHHMKHEHHS] IOMMJIOK Ta BHUKOPUCTaHHS KJIABill. ABTOp
po3pi3HIOE croci6 imeHTrdikaiii 3a BBEACHHIM BiIOMOI Ta
HeBimoMoi ¢pasu. OOuaBa crocoOHM BKIIOYAIOTH B cede
peXMM HaBYaHHA Ta peXUM ineHTH(iKamii. B pexumi
HaBUYaHHS cucTeMa (OPMYeE eTaJOHHI 3pa3ku 3 SKUMH Ha-
Jani Oyze 3icTaBisTH OTpUMaHi naHi. B pexxumi ineHtndi-
Kallil cucTeMa 3 3aJ]aHOI0 NIePIOIMYHICTIO OTpUMYe iH(pOp-
Mallifo Ipo KJIaBiaTypHHH MOYepK KOPHCTyBaya Ta, 3iCTaB-
JSI0YM HOTO 3 €TaJOHOM, POOMTH BUCHOBOK IPO HAIaHHS
JIOCTyIly 10 pecypciB. Merox Moxe IpaioBaTtd B (OHO-
BOMY PEXHMIi, THM CaMUM 3a0e3Neuyoun 1IeHTU]IKaIIif0
KOpHCTyBaua BIPOAOBK Bciei pobouoi cecii. Hemomikom
METOJly aHali3y KJIaBiaTypHOrO IMOYEPKy € OOMEKEHHs
obnacteil BUKOPHCTAaHHS MIJCUCTEMH Ta HU3bKa HaJiid-
HICTB.

Heski podoru [1, 13] BUCBITIIIOIOTH MPOOIEMY BUKO-
pHCTaHHs TifcucTeM cyBopoi ineHTudikamii. Tak, aBTopu
OZHOYACHO BKa3ylOThb Ha Te, IIO0 HPOLEIYpH CyBOPOI
inenTudikalii MOIUIAIOTECS Ha OJXHOCTOPOHHIO, JBOCTO-
POHHIO Ta TPHCTOPOHHIO imeHTH}IKamif0. OTHOCTOPOHHS
imeHTUdiKamis nependadae oOMiH iHPOPMALIEO JTUIIE B
omHomy Hampsmi. [Jlammit THn imeHTH(iKamii HO3BOINSE
BHUKOHATH HU3KY OIepariii.

1. TligTBepAWTH CIPaBXKHICTh TIIBKU OAHIET CTOPO-
HU iH(popMaIiiiHoro 00MiHYy.

2. BusiBuTH NOpYIICHHS IUTICHOCTI iH(pOpMAIIi, 10
NIePENAETHCA.

3. TapaHTyBaTH, W0 NEpeJaHUMHU JTaHHUMH MOXKeE
CKOPHUCTATHCS JIMIIE CTOPOHA, 110 TIepeBipsi€.

JIBocTOpoHHS imeHTH(]IKAIisl O TOTO X MICTUTh
JIOOATKOBY BIATIOBIb CTOPOHI, IO ITEPEBips€, IKa IIOBUHHA
JIOBECTH, IO 3B’S30K BCTAHOBIICHO 3 MOTPiOHUM KOPHCTY-
BayeM.

TpucTopoHHS CyBOpa iMeHTU(IKAIIS MICTHTH JOAAT-
KOBY Tmepegady IaHUX BiJ] CTOPOHH, IIO JOKa3ye [0
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cTopoHH, o mepeBipse. Ile n03BoNstE BIIMOBUTHCS Bif
BHUKOPHUCTAaHHS MITOK 4acy.

Takox B mpoaHaJi3oBaHUX POOOTaxX MOBA i€ TIpo Te,
IO IMiJICHCTEMH CYBOPOi iICHTU(IKAIT, B 3aJCKHOCTI BiJ
QIITOPUTMY, IO BUKOPHCTOBYETHCS, MOAUISIOTHCS Ha Jie-
KiJIbKa TpYIL.

1. 3acHoBaHi Ha CHMETPHYHHX aJITOPUTMax Imud-
pYBaHHSL

2. 3acHOBaHI Ha alropUTMax EJIEKTPOHHOrO Hud-
POBOT'O MiMHCY.

3. 3acHoBaHI Ha BUKOPHUCTaHHI KpHITOrpadigHoOro
KOHTPOJIBHOTO 3HAYCHHSI.

4. 3acHOBaHi Ha HYJHOBUX 3HAHHSX.

5. 3acHoBaHi Ha cepTH(dikaTax 3 BHKOPHCTaHHIM
MEePETBOPEHB B IPYMaX TOYOK ETIMTUYHOI KPHBOI.

B Oinpmiocti BUnmaakiB cyBopa ifeHTH]iKaLii 3acHO-
BYEThCS Ha MEXaHi3Mi €JIeKTPOHHUX KiroviB. KopuctyBau
Ma€e MOXXITUBICTh BU3HAUMTH, YU BOJIOI€ HOro MapTHEp 10
3B'A3Ky HAJNCKHUM CEKPETHHM KIIOYEM 1 YH MOXKe BiH
BHUKOPUCTOBYBATH IeH KITFOY IS TiATBEPKEHHS TOTO, 10
BiH JI}CHO € crpaBXHIM IapTHEPOM Mo iH(opMaLiiHOMY
0o0OMiHy.

[TpoanamnizyBaBIm Matepiall, MO>KHa BiIMITUTH BUCO-
Ky HaAiiHICTh, MOXKJIMBICTh FapaHTyBaTH 3aXHUCT JAHUX BiJ
CTOPOHHBOT'O BTPYYaHHS & TAKOXX MOXIIUBICTH MiITBEPII-
JKEHHSI aBTOPCTBA NIEPEaHUX JaHUX K BiIMIHHY pHCY IiJ-
cucreM cyBopoi ineHtudikamii. Crnenudikoro BHKOpHUC-
TaHHS JAHOI'O TUITY IIJCHCTEM € 00JIacTi, Jie MOTPiOHO
IICHTH(IKYBAaTH aBTOpa JaHUX, IO MEPEAAFOTHCS, a TAKOK
BIIEBHUTUCS B LUICHOCTI IUX JaHUX Ta 3a0€3[EUYUTH
HEMOJJIUBICTh BiZIMOBH BiJ (hakTy nepeadi JaHuX.

IMocranoBka 3amaui. Anani3 po0Oit [1-13] nokasas,
110 Hapa3i HIMPOKO BUBYAIOTHCS Pi3Hi MiJICKCTEMH 1ICHTH-
¢ikamii Ta miaxonu a0 ix peamizarii. Takox aHai3 oka3as
HasIBHICTh O0JIACTEH, 1110 MOTPEOYIOTh BUPILICHHS MPOO-
nemu inentrdikanii. Buxoasuu 3 uporo, nporec po3pooku
MiICKCTEMH 11eHTU(IKALIT € aKTyaTbHUM.

Ha ocHoBi ananizy [14, 15] MoxHa CTBEpIXyBaTH,
mo npobieMa ifeHTudikaiii B CUCTEMax eNeKTPOHHOIO
JIOKyMEHTOOOITY Ha NaHWi 4ac € akTyalbHOw0. Takox B
poboTax omnucaHi OCHOBHI BHMOTH JO MiJCHCTEM iJeH-
TUdiKarii, ki MaroTh OyTH 3aJ0BOJIEHI AJIsl 3a0e3neyeHHs
Bcix noTpeb iHdopMmaiiliHOi Oe3MeKn CHCTEM eIeKTPOH-
HOT'O JIOKYMeHT000iry. JI0 TakKuX BUMOT BIJIHOCSITh HaJliii-
HICTh ifieHTUdiKallii, MOXKIIMBICTh BCTAHOBHTH aBTOPCTBO
JaHWX, Ta TApaHTyBaTH HEMOXJIMBICTH BiIMOBH BiJIpaB-
HUKa Bix (axty mepenadi qanux. Jis BupilieHHs 3amadi
ineHTudikamii B poOOTI MPONOHYETHCS BUKOPHCTAHHS
mijicucteMu i7ieHTrudiKaIii Ha OCHOBI €JIEKTPOHHUX KITIO-
4iB. Ha OoCHOBI aHami3y iCHYIOUHX METOIIB ineHTH(IKaIii
MOJKHA CTBEP/KYBATH, IO TUTBKH IIA IiICHCTEMA B TTOBHIN
Mipi 3aOBOJBHSIE BUMOTaM IO IiJCHCTeM iNeHTH]IKarii
00paHoi IpeaMeTHOI 00IacTi.

TakuMm umHOM, METOIO poboTH € modOymoBa iH(Op-
MaIlifHOT TEXHOIIOT11 TiicucTeMu ineHTrdikamii Ha OCHOBI
€IIEKTPOHHUX KITFOUiB.

KonuenryajasHa MoaeJib miacucreMu izentugika-
1ii Ha OCHOBI eJIeKTPOHHMX KiI04iB. [lincucTema ineHTH-
¢ikamii moBUHHA 3a0€31eTyBaTH MOXIIHBICTE 1CHTH]IKa-
mii eTeKTpOHHHWX JOKYMEHTIB Oyme-skux ¢(opmatiB 3a
JIOTIOMOT' 010 €JIEKTPOHHOTO I poBoTro mianucy. B poboti

PO3TISIIAIOTECS TMUTaHHA (OpPMYBaHHS Ta TEpeBipKH
SNEKTPOHHOrO0 IM(POBOro MIANKHCY 3 BUKOPUCTAHHIM
SNEKTPOHHMX KIOYiB. [lapa MpUBATHOrO Ta MyOJiYHOTO
KJTFOYiB TeHEPYETHCS OKPEMO JITSI KOXKHOTO 3 KOPHCTYBaviB
mincucremu. [IpuBaTHWI KITFOY MOBHHEH TPUMATHCS B
TaEMHHUII Ta 30epiratucs B JIOKAJTbHOMY CXOBHIII €JIEKT-
POHHUX KJIFOUiB JJIsI TIOAAJBIIOr0 HOrO BUKOPUCTAHHS IPH
MiANKACaHHI eJICKTPOHHUX JOKYMEHTIB. 3i CBOro OOKY BiJI-
KpPHUTHH KITt04 Mae 30epiratucs B 0a3i JaHHUX IiJACHCTEMHU
ineHTudikamii Ta OyTH JOCTYIHHM BCIM KOPHCTyBayam
Mi/ICKCTEMU TIPY BUKOPUCTAHHI JUIsl TIEPEBIPKH JiHiCHOCTI
miamucy. Toxi mporec miANuUCy TOKyMEHTa KOPUCTyBayeM
MOJIITaTIME B 3aBAaHTAKEHHI JOKYMEHTa Ta IPHBATHOTO
KJIFOYa JI0 TMiJICHCTeMH iaeHTHdikalii Ta BHOOpY BapiaHTy
mianucaHHs. ABTOPH BBaXKAarOTh, IO TIPH bOMY aKTyallb-
HHUM € OJIFH 3 JIBOX CIICHAPIIB T'eHepallil miImcy.

1. Teneparis mianucy oKpeMo Bij JOKYMEHTA.

2. Tenepauis mignucy BOyJOBaHOTO B JOKYMEHT.

3BOpOTHIHM Tmpolec, SKWi TMoJsirac B IepeBipli
MiANKICY, TOBUHEH TaKOXK OyTH peayi3oBaHMil B Mexkax
migcucTeMu ieHTudikaii. B oMy BUMaIKy KOPUCTYBAY
Ma€ 3aBaHTAXHUTH B MIJICUCTEMY IiJMHUCAHUN JTOKYMEHT
a0o MmiAmMc Ta JOKyMEHT OKPEMO.

TakuM YMHOM, IIUTICHA TMiACHCTEMa iIeHTU(IKAIT
MOBUHHA SIBIISITH COOOI0 CYKYITHICTH IIOB’SI3aHHX MiX
CO0O0I MPOrpaMHUX MOAYJIIB. MoIynb yrpaBiiHHS 00Ji-
KOBHMH 3alliCcaMi KOPHUCTYBa4iB Ma€ HaJaBaTH CHCTEMi
BUILIOTO PIBHA MOXIIMBICTH 30epiraty Ta 00pOOISATH
iH(pOpMaIlifo PO KOPUCTYBaviB migcucreMu. [ HagaHHs
¢yHKIIOHaTy TeHepanii map myOJiYHUX 1 HPUBATHUX
SJIEKTPOHHMX KIIOYiB B TiJCHCTeMI Mae Oyt peaiizo-
BaHUI MOJYJIb TeHepallii eleKTPOHHUX KIo4iB. Momynb
(hopMyBaHHSI €IEKTPOHHOTO LU(PPOBOTO MAMKCY TOBUHEH
HazaBaTty (YHKIIOHANBHICTB, 110 J03BOJSITUME, OTPUMAB-
M B SIKOCTI BUXIAHUX IAHUX JOKYMEHT Ta IPHBATHUH
KJIFOY, 30epertd MmiAnucaHuid JOKyMeHT abo mijamuc
OKpeMo BiJ fokyMeHTa. [{is orpuManHs iH(opMaliii oo
JUICHOCTI HAJTAaHOTO MiIIMCAHOr0 JIOKYMEHTa ab0 MmiAIcy
OKPEMO BiJ] JOKyMEHTa IiJicHcTeMa IOBUHHA MaTH MOLYITb
MEePEBIPKH ENEKTPOHHOTO HU(PPOBOTO MiJIIHCY.

OnuH 3 BapiaHTIB BUKOPHUCTAHHS IiJICHCTEMH iJCH-
tudikanii — e reHepaiiisi Ta 30epiraHHs KOPHUCTyBaueM
MPUBATHOT'O KJIFOYA Ta €JIeKTPOHHOTO [H(POBOro IiIUCY
Ha aBTOMAaTH30BaHOMY pobodomy Mmicmi (APM) 3a momo-
MOTOI0 HAICWIAHHS BIJMOBIAHUX 3aIUTIB O ITIJICHCTEMH
izentudikarmii 3 web-6payzepa. B momanbiromy BUKOHYeE-
ThCS IIepefaya MiIIHCAaHOTO JOKYMEHTY TPaHCIHOPTHUM
KaHAJIOM {HIIIOMY KOPUCTYBady, SIKHI 33 JOIOMOror Web-
Opaysepa HaacWiae 3amUT Ha TepeBipKy miamucy. Kon-
HenTyadbHa MOJAENh IICHCTEeMH ideHTUdikamii 300pa-
’KeHa Ha puc. 1.

TexHoJiorisi GopMyBaHHS €JIeKTPOHHOr0 HU(pPO-
Boro mignucy. /[ dhopMmyBaHHA elneKTpOHHOTO mHU(PO-
BOTO IIIMHACY B CTaTTi IPONMOHYETHCS BUKOPHCTAHHSI
anroputmy Elliptic Curve Digital Signature Algorithm [1].
Ha meprmomy erami ¢gopMyBaHHS €IEKTPOHHOTO II(pO-
BOTO TIAMMUCY JUTA JOKyMeHTa M 00YHCITIOEThCS OO XeT-
KOZ

h = h(M),
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Puc. 1. KoHnentyanbsHa MozIeNb MiJCUCTEMH 1IeHTH(IKamiT

a TaKOX IILJIe YUCIIO @, ABIHKOBUM IPEACTABICHHSIM SIKOI'O [T’saTuii etan MOYUHAETHCS 3 OOUMCICHHS JBIHKOBHX
€ BeKTOp R, Ta 00UHCITIOETHCS BEKTOpIB 7 Ta § 110 BIANOBIAIOTH 7' Ta S, BU3HAYAETHCS
e = a(mod q)’ I_II/I(prBI/II/I mAanuc AK KOHKAaTCHallld ABOX JABIMKOBHUX
BEKTOPiB

Je ¢ — BeJIMKEe IPOCTE YUCIIO IO NPEACTABIAE MOPSIOK =

HIArPYNH TPYNM TOYOK ENINTHYHOI KPUBOI IS SIKOTO @ = (7113).
BUKOHYIOThCS] HACTYITHI YMOBH: Jlyiss mepeBipKH eNEeKTPOHHOrO IKU(GPOBOro IiJIUCY
m=nqnezZn=>1, (f]|15) Ha mnepmiomy erami 3 OTPUMAHOrO MiAMKCY
{ 2254 < g < 2256, OOYUCIIOIOTHCS LIl YKMcia 7 Ta S. SIKIIO BUKOHYIOTHCS

. ) _ HepiBHOCTI:

Jie M — wiJie MMCI0, NOPANOK TPYIH TOHOK EiNTHIHOL 0<r<gq

KpPHUBOI. ’

Sxmo e = 0, To Bu3HayaeThesd e = 1. 0<s<g,

Jlpyruii eran NOYMHAETHCS 3 TEHEpallil BUMAIKOBOIO
(TIceBIOBUIIAIKOBOI'0) ILJIOTO YKCiIa k, TAKOro, IM0 3a0-
BUILHUTH HEPIBHOCTI

TO OOYHCIIEHHS MIPOJIOBXKYETHCS, 1HAKIIIE — ITiAMUC BBAXKAa-
€THCS HEBIPHHM.
Jpyruii eran Mo4MHAETHCS 3 OOUYHMCIICHHS XEII-KOIY

0<k<gq. OTPUMaHOTO JTOKyMeHTa M
Takoxk 0OUUCITIOETHCS TOUKA EMITUYHOI KPUBOI: h = h(M),
C=kP, TAKOXX OOYHMCITIOETHCS IIiJIE YUCTIO &, IBIIKOBUM TIPEICTaB-
ne P #0 — TouKa eminTHUHOI KPMBOi 3 KOOpAMHaTamy JICHHSM SIKOTO € BEKTOP f, BH3HAUACTRCS
(Xp» ¥p), WO 3a710BONIBHAE piBHOCTI qP = 0. e = a(mod q).

CyTHICTB TPETHOI0 eTaIly MOJIATa€ B O0UNCIICHHI
SIkmo e = 0, BU3Ha4aeThes e = 1.

r = x,(mod q), Ha tperpomy erarti 00UHCITIOIOTHCS 3HAYCHHS:
A€ X, — X KOOpA1HaTa ToukH C. z, = s 'h(mod q)
. 2

Sxmio r = 0, TO CITiX MOBEPHYTHUCS 10 APYTOro eTaIy »
aJITrOpUTMY. z, = —s~'r(mod q).

Ha ueTBepTOMY €Talli BU3HA4AETHCA SHAYCHHS Ha 0CTaHHEOMY €Talli OGYHCITIOETECS TOUKA eJTiIITHY-

s = (rd + ke)(mod q), HOI KPUBOI

ne d — uiie 4ucio, 3a10BonbHse HepiBHocTi 0 < d < q. C=zP+ 20,

Slkmo s = 0 TO aNroOpUT™M MOBTOPIOETHES 3 PYTOTO  1n propauaor oo

eramy.
i R = x,(mod g),
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ne X, — koopawHatd Touku C. SIkmo piBHICTE R =71
BHKOHAHO, TO IIJHC BBAXAETHCS IHCHUM, iHAKIIE —
I JITAC HEBipHU.

Indopmaniiina nixTpumka mincucremu inentudi-
Kalii Ha OCHOBI eJIeKTPOHHMX KJII0YiB. [l peamizarii
OIMCaHoro (PyHKIIOHATTy aBTOPaMH HPOIIOHYETHCS TPHPIB-
HeBa apXiTeKTypHa Mozeisb [ 16], B sKili posib KIIIEHTCHKOTO
PIiBHSI BUKOHYETHCSI TIPUKJIAJHUM MIPOTPAaMHUAM iHTEp(ei-
COM, a OCHOBHA YaCTHHA 33/1a4 10 o0poOdui iHdopmarii B
TiICKCTEMI TIOKJIAA€ThCsl HA CEpBEP 3aCTOCYHKY. 3aruTh
BiJl CHCTEMH BIIIIOTO PIBHA Yepe3 MPUKIAIHUN Mporpam-
HUH iHTepdelic mepenaroTbesl Ha JIOTIYHUE piBeHb apXi-
TEKTYpPHOI MOJETl — cepBep 3aCTOCYHKY IIiJCUCTEMHU
inenTudikamii. B skocTi cepBepa 3acTOCYHKY MpOIOHY-
€Thcsl BUKopHcTanHs apache tomcat [17] — mpomuciioBoro
pilIeHHS 3 BiKPUTHM BHXIJIHMM KOAOM. 3a JIONIOMOTOO
pecypciB cepBepa 3aCTOCYHKY OOYHMCIIOIOTBCS OCHOBHI
oreparii MiJICHCTEMH a TaKOX 3JIHCHIOBATHUCS JIOCTYH JIO
piBHs nanux. Ha piBHI JaHWX TPONOHYETHCS BUKOPHC-
TaHHS pENALIHOI CHUCTEMHM KepyBaHHs Oa3aMM JaHUX
MySql [18]. 3araspHa cxeMa apXiTEKTypH IMiJICUCTEMU
imeHTrdikaIli 300pakeHa Ha puc. 2.

NPUKNagHWIA NporapMHniA iHTepdeiic

| cepeep
: 38CTOCYHKY i

apache tomcat

piBeHb AaHux

cucTema KepyBaHHA
BazammaaHux
MySql

Puc. 2. 3aranpHa cxeMa apXiTeKTypu MiJCUCTeMH 1eHTH(iKamil

3 TOYKH 30py OpraHi3allii MOIYIiB MPOrpaMH MalOTh
OyTH BiIOKpEMIIEHI MOAYIIi, SIKi BUKOPHCTOBYIOTh KPHUIITO-
rpadiuni QyHKIIT i peamizaiii (yHKIIOHANTY, a came:
MOJyIb (hOPMYBaAHHS EIEKTPOHHOTO IH(POBOro MiAMUCY,
MO/JIYJTb MEPEBIPKH €IEKTPOHHOI'O MU(PPOBOTO Ti/IHCY Ta
MOIyJdb TEHepamii eNeKTPOHHUX KIo4iB. OKpeMo CIif
BUIUINTH MOIYJIh BiAMOBIJAIBHUN 3a 0OpOoOKYy Ta
30epeXeHHS aHWX KOPHCTYBAdiB, SIKU MOBHHEH MAaTH
nocTyt 1o 6a3u ganux. KilieHT MOBMHEH MaTH MOXKJIMBICTD
B3aEMOJIISATH 3 PIBHEM JTaHWX JIAIIC Yepe3 BUKOPUCTAHHSI
¢yHKIIOHAMY JorigHOrO piBHA. Jliarpama KOMIIOHEHTIB
miacucTeMu 300paskeHa Ha puc. 3.

Jis iMIeMeHTaii i ICHCTEMH TIPOITOHYETHCSl BUKO-
puctaHHs MOBH TporpamyBanHs Java [19]. B axocti mpo-
Baiifepa kpunrorpadigaux (GyHKIIH aBTOPH MPOIIOHYIOTh
BHUKOPHCTAaHHS TIPHUKJIAIHOTO TPOTPaMHOro iHTepdency

KPHITONpOBaiiiepa 3 BIAKPUTHM BHXIJHAM KozioM Bounce
Castle Crypto [20], sxwii Hamae BHUCOKOPIBHEBHUMA
inTepdeiic ans peanizamii MpoOMUCIOBUX CTaHIapTiB Java
Cryptography Extension [19] Ta Java Cryptography
Architecture [19] 3 makety Java Security [19] cranmapTaoi
6i0miorexu Java.

Pe3yabraTn nocaigxkens. B pe3ynbraTi npoBeneHHS
JIOCITI/DKEHHSI OTPUMAaHO CUCTEMY 3 TPHKIAJHUM iHTEp-
(eiicoM KOpHCTyBaya, BUKOPHUCTOBYIOUM SKHH MOXHA
HaJICWJIaTH BIATOBIZHI 3alUTH Ha TEHEpaLilo KIIOYiB,
e abo mepeBipKy MiJUCy eIeKTPOHHOIO JJOKYMEHTA.

B skocTi 1OKyMEHTa IS MiANUCY OYJI0 BUKOPUCTAHO
(haiinm pizHOrO po3Mipy Ta gopmary. B Tabd. 1 HaBemeHo
pe3yJIbTaTH HaJCHWJIaHHS 3aIlUTiB 3 BUKOPHCTaHHSM JIO-
kymeHTa Qopmary rtf posmipom 1 merabaiit. Tabu. 2 ne-
MOHCTpYE pe3y/IbTaTH OJIHAKOBUX 3aMUTIB Ha ()OPMYyBaHHS
EJIEKTPOHHOr0 I(POBOro MiJMUCY 10 CHCTEMU 3 BHKO-
PHUCTaHHSM JIOKYMEHTIB Pi3HOr0o opMaTy Ta po3mipy.

Ta6muus 1 — Pe3ynmpTaTi 3annTiB 3 BAKOPHCTAHHSIM
nokyMeHTy (opmary rtf posmipom 1 meraaiir

Yac
Tun 3anmury Pesynprar
BUKOHAHHS

3anuT Ha
(dhopmyBaHHS
OKPEMOro Bij 40-78 Daitn nignucy
JIOKYMEHTa HiJITHCY MislicekyH1 | po3mipoM 793 Gaiita
3anuT Ha nepeBipKy 128-177 Pesynbrar nepeBipku
OKPEMOTo Bif MUNICEKYH | MigNUCy B
JIOKYMEHTA ITi IHCY TEKCTOBOMY (hopMari
3anut Ha 41-58 ®aiin 3 BOynoBaHUM
(¢hopMyBaHHS MiAMKCY | MUTICEKYHI | MiAMHACOM pO3MipoM
BOYIIOBaHOTO B 1 meraGaiit 793
JIOKYMEHT Oaiita.
3amuT Ha MepeBipKy 117-143 Pesynbrar nepeBipku
nianucy BOyZIOBaHOTO | MUTICEKYH[ | MiAIUCY B
B JIOKYMEHT TEKCTOBOMY (hopMari

Jluist 3pydHOCTI KOpUCTYBaya repeadadeHo inrepderic
JUIl OTPUMaHHS CTATHCTHYHOI iH(opMamii o0 IoKy-
MEHTa, a caMe: KUIBKICTh IIiIMCAaHb, KUIBKICTL BIAIHX
MePeBipOK MiJMKCY, KUIBKICTh HEBIAUX TEPEBIPOK Mif-
MHICYy a TAaKOX JIATy Ta Yac KOXKHOTO MiANucy Ta iHpopma-
110 1[0/I0 KOPHCTyBaya-1IiIIHCAHTA.

BucHoBku. B pobGoti posrisHyTO iH(MOpMAaIiitHy
TEXHOJIOTII0 MiJACHCTeMH ieHTH(IKaIlii HA OCHOBI €IeKT-
pOHHUX KITIO4iB. B OCHOBY cucTeMu MOKJIaIeHO TPHUPiB-
HEBY apXiTEKTypHY MOJENb B SKilf pOJb KIII€HTAa BUKOHYE
MPUKIAAHAN TIPOrpaMHHAN iHTEepdeic 3 BUKOPUCTAHHIM
SIKOTO HAaJJA€THCS TOCTYII A0 PECYPCIB ITiICHCTEMH.

Tabmuus 2 — Pe3ynbrat 3anuTy Ha HOpPMYyBaHHSI
OKPEMOT0 MiMKICY 3 BAKOPUCTAHHSAM JOKYMEHTIB
pi3Horo ¢opmary Ta po3mipy

%‘;%ﬁ? Po3mip ¢aiina Yac BUKOHAHHS
rtf 1 Merabaiit 40-78 minicekyH
mp4 446,3 merabaiita 10,28-11,43 cexyHa
pdf 228 kinobair 28-34 mimicexyHs
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Puc. 3. Jliarpama KOMITOHEHTIB

PC3YJ'HJTaTOM JIOCITIIKEHHS € porpaMHe 3a0e3neueH-

HSl CHCTEMH, SIKE BUKOHYE onucaHi (yHKINT Ta BiIIOBIIAE
BHUCYHYTHM BHMoraM. Po3pobieHa miicucremMa Hajae
(YHKI[IOHAJBHICTD JUTS TeHepallii nap eleKTPOHHUX KITIo-
YiB a TaKOX MiAMKCAHHSA Ta MEPEBIPKH TiJIHUCY ENIEKT-
POHHUX HOKYMEHTIB Oynb-sikoro opmaty. BnpoBapkeHHs
NO/iOHOT MiJICHCTEMH J03BOJIMTh AaBTOMATH3YBAaTH MPOLIEC
HiANKCY TOKYMEHTIB 1110, 31 CBOr0 OOKY, 1aCTh MOXKJIUBICTh
NPUCKOPUTH Oi3HEC-NPOLIECH Ta MiJABUIIMTH HAJIHHICTH
CHCTEMH.
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V. Y. SOKOL, S. V. BRONIN, V. E. KARNAUKH, M. O. BILOVA

DEVELOPING ADAPTIVE LEARNING MANAGEMENT APPLICATION FOR PROJECT TEAM IN
IT-INDUSTRY

Keeping employees aligned with modern trends and developments in their professional areas is the main focus of a lifelong learning approach. That
becomes even more important for such dynamic industries like Information Technology. Therefore, it’s crucial to extend existing e-learning management
system with an adaptive training component that enables the effective study of on-demand skills, leading to a broader range of candidates available for
project management to select from and consequently improving the overall performance of an IT company. To improve the existing learning process
according to company's and employee's needs the overview of a typical learning management system functionality is given in this paper. The main
benefits from the adoption of a learning management system in small and medium-sized IT-companies were discussed, analysis of their features and
problems was given. The adjustment plan for the typical learning management system to be suitable for the information technology domain including
module of the adaptive learning content selection using the basic principles of graph theory was proposed to reduce the time of the learning process.
LMS OpenOLAT was reworked according to the adjustment plan which is reflected by the number of diagrams such as sequence diagram, |DEFO
business process description, activity diagram that shows search algorithm steps and application component diagram. Also, GUI was adjusted to provide
user with a good look and feel. The benefits of the proposed approach in business processes of IT-company are shown using “Academy — Smart”. To
prove the efficiency of the proposed algorithm, real courses were used. Based on the learning material, provided by “Coursera”, a number of test cases
was formed and analyzed. After applying adaptive content selection algorithm according to the models of “Academy — Smart” employees, learning time
was reduced and optimized. This investigation has shown significant improvement in the resource management process and acceleration of the learning
process for employees.
Keywords: e-learning, adaptive learning, learning management system, content selection, graph theory, IT company.

B. €. COKOJI, C. B. EPOHHH, B. E. KAPHAYX, M. O. BIV/IOBA

PO3POBKA 3ACTOCYHKY JJI51 YIIPABJITHHA ATAIITUBHUM HABYAHHSIM MPOEKTHOI
KOMAH/JU B IT-IHAYCTPII

BesnepepBHa migTprMKa 0COOMCTOr0 PO3BUTKY CIiBPOOITHUKIB BiAMOBIAHO 0 Cy4acHUX TEHACHIIH iX mpodeciiiHoi chepr € OCHOBHUM IiJ{ XOIOM /10
KOpPIOpaTHBHOrO HaB4aHHs. Lle cTae e BanMBIlIMM JUist Takoi AMHAMIYHOI ramy3i, sk iHdopMalliiiHi TexHonoril. 3BaXalun Ha Ie, BaXJIHBO
PO3LIMPUTH YUHHI CUCTEMH yl'[paBJ'liHHfl CJICKTPOHHMUM HaBYaHHAM 3a JOIMOMOI'OI0 aJalITUBHOI'O HABYAJIbHOI'O KOMITOHEHTA. Takuii KOMITIOHEHT J03BOJISIE
edeKTHBHO 3aCBOIOBATH HEOOXiIHI HABUYKH, IO BeJe A0 30iMbIICHHS KiJbKOCTI MOTEHUIHMX KaHIMJATIB HA Y4acTh Yy NMPOEKTi Ta, K HACHIJOK,
HiJBUILEHHS 3aranbHOi NpoayKTUBHOCTI IT-kommawii. J{1s BAOCKOHAJIGHHS HAsBHOTO HABYaJIbHOIO MpOLECY BiAMOBIAHO 10 mOTpe® KoMmaHil Ta
MpaliBHUKA B il CTATTi HABEAECHO OTJISJ TUIOBOI (DYHKI[IOHAJIBHOCTI CUCTEM YIPABJIHHA HaBYaHHSM. PO3IIIIHYTO OCHOBHI IepeBary BIPO BaJHKEHHS
CHCTEMH YNpPaBIiHHSA HAaBYaHHAM Yy Malux Ta cepeaHix IT-kommaHisx, mpoaHaiizoBaHO iX 0coOAMBOCTI Ta mpoOiemu. 3ampornoHOBAHO MUIAX
YJIOCKOHAJICHHS THIIOBOI CHCTEMHM YNpPABIIiHHS HaBYAHHAM, SKa MiJXOAMUTH JUIA BUKOPUCTaHHS B 00JsacTi iH(OpMaliiHUX TEXHOJOTIH, BKIIOYA I0OYH
MOJ1YJIb aJIAalITUBHOTO BUOOPY 3MICTY HaBYAJILHOTO MaTepialy 3 BUKOPHUCTAaHHIM OCHOBHUX HPHHIUIIIB TEOpii rpadis Juis CK OpPOYECHHS Yacy HABYaJIbHOT'O
npouecy. Cucrema OpenOLAT Oyna n0OmoOBHEHa BiANOBIJHO /O 3alpOINOHOBAHOIO IIaHY, IO IOKA3aHO Ha JiarpaMax, TaKMX sK Jiarpama
nocitiioBHocTel, onuc 6i3Hec-npouecis IDEF0, niarpama aistiibHOCTI, 1110 TOKa3y€e KPOKH alrOpUTMY HOIIYKY Ta JliarpaMa KOMIIOHEHTIB 1oAaTKy. Kpim
TOro, 0yso po3podneHo rpadiunuii inTepdeiic kopuctyBaya s 3abe3nedeHHs 3pyqHoi B3aeMozii 3 togatkom. IlepeBaru 3anpornoHOBaHOr O MiJXOAY B
6i3Hec-nporecax IT-komnanii moka3sasi BinoBiHo 10 podotu «Academy — Smart». [l noBeieHHs €(EeKTUBHOCTI 3aIIPOIIOHOBAHOTO JITOPUTMY OYyIIn
BHUKOPUCTaHi peaybHi Kypcu. Ha ocHOBI HaB4ajbHOro Marepiany, HajaHoro «Coursera», O0yso c(OpMOBaHO Ta IPOAHATI30BAaHO HHU3KY TECT OBUX
npukianiB. Ilicns 3acTocyBaHHS aJIrOpuTMy aJAaNTUBHOTO BHOOpPY KOHTEHTY 3a MOAEIAMM IpaliBHUKIB «Academy — Smart» 4yac HaBYaHHA
CKOpOYYBaBCsl Ta ONTHMIi3yBaBcs. lle MOCTimKEHHS IIOKa3alo 3HAYHE BAOCKOHAIEHHS IPOIECY YHpPaBIiHHA PECypcaMH Ta NPUCKOPEHHS IpOILECy
HaBYAHHS NPALBHUKIB.

KurouoBi ciioBa: e-learning, agantiuBHe HaBYAHHS, CHCTEMA YIIPABIIHHS HABYaHHSIM, BUOIp KOHTEHTY, Teopis rpadis, | T-kommanist

B. E. COKOJI, C. B. BPOHHH, B. 3. KAPHAYX, M. A. BE/IOBA

PA3PABOTKA IMPUJIOKEHMS IJISI YIIPABJIEHUS AJAIITUBHBIM OFYUYEHUEM ITPOEKTHOM
KOMAH/JBI B IT-MHAYCTPUHU

HenpepbiBHAs OAJCPKKA JTHYHOTO PA3BUTHS COTPYAHUKOB B COOTBETCTBUH C COBPEMEHHBIMH TCHICHIMAMH HX IPO(ECCHOHATIBHOI cephl ABIsICTCS
OCHOBHBIM IIOJIXOJOM K KOPIIOPAaTHBHOMY OOY4CHUI0. DTO CTAHOBHUTCS elie Oosee BaXXHBIM I TAKOH AMHAMHUYHON OTPACciH, KaK HH()OPMALHOHHBIC
TexHomoruu. Mcxozist U3 3TOro, BaXKHO PACIIMPUTh ACHCTBYIOIINE CHCTEMBI YIIPABICHHUS JJICKTPOHHBIM 00y4YCHHEM C IIOMOIIBIO aIalTHBHOTO y4e0HOr0
KOMIOHeHTa. Takoi KOMIIOHEHT MO3BOJsIET d()(EKTHBHO yCBAaHMBaTh HEOOXOAMMBIC HABBIKH, BEACT K YBCIMYCHHIO KOJMYECTBA MOTCHI[MAIbHBIX
KaH/N/JAaTOB HA y4acTHE B TPOCKTAX U, KAK CICACTBUE, IIOBBIIICHNE 001Ieil mpon3BoanTensHoCTH I T -kommanuu. JlJist COBEPIICHCTBOBAHUS HMCIOIIET OCS
yueOHOro Iporecca B COOTBETCTBHHU € MOTPEOHOCTSIMH KOMIAHUH M PAaOOTHHKA, B 9TOW CTaThe NPHBEICH 0030p THITMYHOH (HYHKIIMOHAIBHOCTH CUCTEM
ympaBiieHus: 00ydeHneM. PaccMOTPEHBI OCHOBHBIC IPEUMYIIECTBA BHEAPCHHS CHCTEMBI YIIPaBICHHUs 00y4EHHEM B ManbIX U cpequux 1T-kommaHusx,
[POAHAIN3HPOBAHBI UX OCOOCHHOCTH M MpOOIeMBbl. IIpeIoKeH MyTh COBEPIICHCTBOBAHMS THIIOBOM CHCTEMBI YIPABICHHS OOy4CHHEM, KOTOpas
MOAXOMT IS HCIIOJIb30BaHMS B 00J1aCTH HH(POPMALMOHHBIX TEXHOJIOT Ui, BKIIIOYasi MOAYJIb afalITHBHOIO BEIOOpA COAepKaHus yueOHOro MaTepraa ¢
HCIIOJIb30BAHUEM OCHOBHBIX IPHUHIMIOB TEOpHHU rpadoB s COKpalleHus: BpeMeHH ydeOHoro mporecca. Cucrema OpenOLAT Obuta pomnonHeHa B
COOTBETCTBHH C MIPEJIOKCHHBIM IITAHOM, YTO TTOKa3aHO Ha AMAarpaMMax, TAKHX KaK JHarpaMMa [0CIeJ0BaTEIbHOCTEH, OMHCaHNne OH3HEC-TIPOLIECCOB
IDEF0, nuarpamMma JesTEIbHOCTH, KOTOpasi MOKas3bIBACT IIATH alrOpHTMa IIOMCKA, W JHarpaMMa KOMIIOHEHTOB mpruioxeHus. Kpome Toro, 6sut
paspaboran rpadudeckuit nHTEpQEHc MoIB30BaTENs 115 00CCIICYeH s yA00HOT0 B3aNMO/CHCTBIS C IPHIIOKEHHEM. [IpenMyInecTsa mpeanaraeMoro
noaxoga B OmsHec-mpomeccax IT-KOMMaHHM MOKa3aHbI ¢ TOYKH 3peHHs paborbl «Academy — Smart». Jlns mokasatensctBa 3(deKTHBHOCTH
[PEUIOKEHHOr0  aIrOpuT™Ma OBUIM HCIIONB30BaHBI peanbHble Kypcbl. Ha ocHoBe yueOHOro matepmana, mpegocraBieHHoro «Coursera», Obui
chOpMUPOBaAH 1 TPOAHAIM3HPOBAH PsiJ] TECTOBBIX HPUMEPOB. ITocie mprMeHeHNs aIropuT™Ma afanTHBHOTO BEIOOPA KOHTEHTA IO MOJEISIM pabOTH HKOB
«Academy — Smart» Bpemst 00y4eHHsI COKPAIAIIOCh M ONTHMHU3HPOBAIOCh. DTO HCCIIEN0BAaHHUE TOKA3aJI0 3HAYUTEIbHOE YCOBEPIICH CTBOBAHHUE ITPOIIECCa
YIIPaBIICHHS PECYPCaMU M YCKOPEHHS [poliecca 00y4eHHs: pabOTHUKOB.
KuroueBble ciioBa: e-learning, agantusHoe o0y4deHne, CCTEMa yIpaBieHHs 00y4eHHeM, BBIOOp KOHTEHTa, Teopus rpados, IT -koMmmanus.
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Introduction. Despite the broad functionality,
Learning Management Systems (LMS) have not yet
reached the e-learning marketplace to provide lifelong
professional development for the specific IT market that
demands from developers a broad and extendable skill set.
IT companies are forced to create their own LMS for
managing talents and assigning appropriate employees on
the upcoming projects. This approach is time-consuming
and requires additional resources for the development and
support effort.

Considering this fact, it is crucial to improve the
existing, open-source software by automating and
accelerating employee training for IT based on specific
project requirements, rather than developing a new LMS
from scratch. Talent management systems can be useful for
accomplishing this task, helping recruiters and training
professionals to develop and retain people with the
necessary abilities or skills.

Combining these systems by making learning content
adaptive and based on individual needs enables resource
managers to shorten the time needed for preparing
specialists, improve staff skills effectively and reduce the
cost of training.

Taking into account integrated knowledge-based
methodological framework for staff-training in IT-
companies [1; 2], we identified necessity to construct a
software component for adaptive learning content
selection, integrate it into the existing architecture and
define which communication channels between systems
should be used. These changes and the component itself are
needed for effective education of employees so they could
fulfill their duties within the project at the highest level.
This work is part of a research task 0119U002558
“Software development methods and tools for IT-
companies personnel training using corporate knowledge”.

Related Work. Unlike the regular education system,
the goal of corporate learning is, first and foremost, to
return on investment, namely using the knowledge acquired
in the process of learning [3]. An employee at an IT
company acts as the principal asset for the technological
features of curriculum design and development not only to
ensure effective learning, the stability of the acquired
knowledge and skills, as well as the opportunity to
participate in more complex and cost-effective projects.

E-learning can be defined as any development
practice that is delivered via the Internet or other e-learning
source of information [4]. It is an online learning system
that involves the use of a computer, laptop, or any
electronic device and can continuously acquire knowledge
and skills through learning events that are formed,
delivered, supported by web technologies. E-training is
considered as part of e-earning, which is more practical in
nature and involves the use of acquired knowledge in
specific cases [5].

The benefits of e-learning in IT companies include the
following:

1) the ability to study anytime, anywhere [5-7];

2) the sequence of training [6];

3) the availability of access to a comprehensive
archive of course content and its timely updates on a
continuous basis [5; 7].

4) save time and minimize job separation [8];

5) economy by reducing the cost of travel for
employees [5; 6];

6) increasing  productivity,
activities, return on investment [5; 8];

7) improvement of the skills and knowledge of
employees [5; 9].

At the same time, let us point out the disadvantages of
using e-learning, which include technical issues related to
technology compatibility, poor internet connection, etc.;
high cost of development and support; organizational
problems [5].

Despite the drawbacks, e-learning has become an
alternative form of acquisition of IT knowledge and
practical skills through technological innovation and
modern communication systems. Increasing use of this type
of learning has an impact on the working environment due
to the system’s compliance with scalability, access and
timeliness requirements [10].

Typical LMS functionality provides the following
[11-13]: user registration; maintaining a course catalog;
maintaining and providing access to the content and
materials of e-learning courses; downloading e-learning
modules and tools for staff; dissemination of educational
material; management of educational materials; integration
of knowledge management resources; checking and
evaluating employees; tracking and recording employee
outcomes and progress, etc.

However, the main feature in typical LMS is absent —
adaptive learning. Adaptive learning, also known as
adaptive teaching, is an educational method, which uses
computer algorithms to orchestrate the interaction with the
learner and deliver customized resources and learning
activities to address the unique needs of each learner [1]. In
professional learning contexts, it means that computers
adapt the presentation of educational material according to
employees’ learning needs, as indicated by their responses
to questions, tasks and experiences. The next chapter
describes main technologies and methodologies used for
implementing adaptive learning for LMS.

Models & Methods. Adaptive learning systems have
traditionally been divided into separate components or
“models”. While different model groups have been
presented, most systems include some or all of the
following models (occasionally with different names) [14;
15].

improving  training

1. Expert model — The model with the information
which is to be taught.

2. Student model — The model which tracks and learns
about the student (employee).

3. Instructional model — The model which actually
conveys the information.

4. Instructional environment — The user interface for
interacting with the system.

In the developed application «student model» is used
where «student» is represented by the particular employee.
The simplest means of determining an employee’s skill
level is the method employed in computerized adaptive
testing (CAT) [16]. In CAT, the subject is presented with
questions that are selected based on their level of difficulty
in relation to the presumed skill level of the subject. As the
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test proceeds, the computer adjusts the subject’s score
based on their answers, continuously fine-tuning the score
by selecting questions from a narrower range of difficulty.

An algorithm for a CAT-style assessment is simple to
implement. A large pool of questions is amassed and rated
according to difficulty, through expert analysis,
experimentation, or a combination of the two. The
computer then performs a search, giving the subject a
question which is between determined subject’s maximum
skill level and minimum required skill level. These levels
are then adjusted to the level of the difficulty of the
question, reassigning the minimum if the subject answered
correctly, and the maximum if the subject answered
incorrectly [16].

CAT successively selects questions for the purpose of
maximizing the precision of the exam based on what is
known about the examinee from previous questions. This
perfectly firsts the issue to solve.

Besides, due to certain shortcomings of existing
LMSs and certain prospects for their improvement, we
propose to formulate an algorithm for testing an employee
and for him to choose an adaptive program of learning in
applying graph theory.

However, to implement this algorithm, it is vital to
understand how to define competencies and how to map
them onto employee’s skill set.

Such frameworks as e-CF (“The European e-
Competence Framework™) and SFIA (“The Skills
Framework for the Information Age”) can be used for the
developing of learning as the base proofed knowledge
about IT competences and necessary skills.

The European Competence System (e-CF) provides
an accessible and detailed description of competences
accepted in the IT industry, using a unified definition for
competences, skills, knowledge and levels of knowledge,
providing a common understanding of them for European
organizations [17].

Hence, The European Competence System was
applied to select competences and relevant skills. Skills,
mapped to competencies, can be represented through a
graph. In mathematics, and more specifically in graph
theory, a graph is a structure amounting to a set of objects
in which some pairs of the objects are in some sense
“related” [18]. The objects correspond to mathematical
abstractions called vertices (also called nodes or points) and
each of the related pairs of vertices is called an edge (also
called link or line) and directed graph or digraph is a graph
in which edges have orientations [19].

Proposed approach. Based on the basic principles of
graph theory [18; 19], in this research we propose to
represent the organization of knowledge and competencies
of the staff with the help of an oriented tree. According to
this, the root of the tree is a position that is likely to be given
to an employee. The connecting vertices of the root are the
so-called vertices of the first level, namely, the level of
competence. In scope of this paper, the following approach
is developed in order to implement the software for
adaptive learning.

The structure of the organization of knowledge and
competencies of the staff can be conveniently represented
with the help of an oriented tree.

The root of the tree is a position that is likely to be
given to an employee. The connecting vertices of the root
are the so-called vertices of the first level, namely, the level
of competence.

The leaves of the graph define the final knowledge
that corresponds to certain skills. This is shown on the
figure 1.

Title S
Competence vee wes
Skills

P T S
Units

Fig. 1. Graph that represents relation of competence to skills

A label is added to the top of the graph model — the
minimum knowledge threshold needed to create an
individual refinement plan, as in figure 2.

Node

'm: const,%| |r: consts%

Fig. 2. Graph node structure

Property m means minimum knowledge threshold.
Property r indicates the required level of knowledge to
work on the project. The const; and const, variables are
arbitrary numbers where 0% < const; < const; < 100%.

Let us look at an example of using the suggested
approach for comparing a qualification and a competency
tree to a real-world IT company.

The concrete but simplified example is introduced for
the Middle Java Developer competency. The specified
competency has a lot of requirements according to the e-
CF, but let us take only some of them into consideration in
order to save the visibility of the example. Having a typical
business-to-customer project, the list of desired skills is as
follows: Code writing that includes the usage of Spring
Framework (Core, Data), Groovy language for scripting. It
is assumed that Java is a top skill of the candidate, so no
need to include this information to the graph. Besides, the
applicant should have sufficient knowledge in CI/CD
process, in pipeline creation in particular.

It is a complex task to find the candidate that
corresponds the required skills with 100% rate, so in makes
sense to determine the preliminary level for each unit, that
reflects knowledge, enough for learning(m) and level, that
matches requirements (r).

The final graph for the specified skill’s requirements
is represented on the figure 3.

On the represented graph the difference in r and m
values is not really high, that emphasize the urgency.
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The next step is the search for applicable employees.
Important, that employees are selected by the required level
of knowledge (r) defined in the e-CF or project
requirements.

Minimum knowledge threshold (m) should be defined
separately depending on the urgency, because having
higher 'm’ value means less time for learning needed to
obtain the certain competence.

The main result is the list of employees that are
applicable for a particular competence (with or without
learning). In order to select the most applicable employees
per a competence for the future learning, the search
algorithm is represented by the following diagram in

figure 4.
?

Executing search for employ by]

eampetenciss

Filter employee profiles by 1
competence J

corresponds with r

no Check if possible to fill gaps ne
quickly
commesponds with m
Add profile
rasulting list

search completed

yes

yes

yes

Assembling training
material

—<

[oisplav search result data ‘I—"©

Fig. 4. Searching algorithm for employees by competence

To describe the business processes of the given
approach, an information model was created in IDEFO,
which is shown in the figure 5.

o

Code writing

.
N

Spring
/\ \\
Core Data

il TN

The time needed for learning process was chosen as
the main metric for measuring effectiveness of suggested
approach. Continuing the previous example, the employee
will be assigned to the CI/CD course.

Usually, these courses are pretty long-lasting: the
course about this topic on the Udemy lasts 5.5 hours. Time
needed for gaining knowledge about Pipeline is about 1
hour [20]. Therefore, it takes 5 times less to be prepared
according to project needs by choosing only one unit from
the whole course. So, applying the suggested approach can
reduce the time consuming without loses of knowledge for
project needs.

Thus, the proposed algorithm helps to determine the
level of employee’s suitability for the project role and
suggest the learning material according to the gaps in his
skills reducing the learning time.

Practical implementation. To present practical
implementation of proposed algorithm for the following
customization, OpenOLAT LMS was chosen because of its
clear modular structure and extendability. The selected
application is developed using Spring Framework and all
the modules have RESTful APIl. OpenOLAT Learning
management is used as a service, so the communication
between modules is implemented by the API approach that
is used by view component. As can be observed from the
diagram, there are also modules for content and user profile
management, OpenOLAT LMS represented a correspond-
ding API for them too. Main components of the developed
application are shown on the diagram represented by
figure 6.

As a result, the application for learning employees by
required competencies in IT-companies, based on the given
algorithm, was developed, including adaptive learning
content and skill testing modules. This application can be
used wherever the API for content and user profile modules
exists.

On the following diagram, that is represented on the
figure 7, there is a sequence diagram dedicated to the
content selection for the employee.

Java Developer
\\
Cl/CD
|
Pipeline creation
Groovy TN
| m: 40% | |r:50%
Scripting
2y

m: 40% | r: 50%

[m:40%| [r:50%| [m:40%]| |r:50%|

Fig. 3. Graph that represents skill set for Middle Java Developer
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requirements to Algorithm for Company rules :Z:Il:spetence mepping Training building

the project team searching candidates algorithm

competence list choose
—— ™ competence | |
B

Al
A Iy competence

v v
o personal data of

» choose employees choosen employees

employee’s personal data

A2 . Yy v
i i - i
—I L
:::::h forgapin list of skill gaps per
candidate
i
. v
learning knowledge Y Personalized
base T Form individual training
| | | | course
[ A4
i
I f
admin | TalentM AdaptivelMS
Fig. 5. Decomposed IDEFO diagram for building personalized learning process
g Application Context
% ContentModule % UserProfileModule |
% TalentMSModule
: : g TestManagementModule
: AdaptiveModule
______ g Restiul webservices ‘_
I
View
Fig. 6. Application component diagram
To obtain educational content, sequential processes 2. A method that is related to the semantics of a
are performed. customer request is implemented. In the middle of the
1. The employee initiates a request for learning method, the controller delegates the execution of the
material. AdaptiveContentFacade facade request.
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Client | RestContraller AdaptiveContentFacade TalentMSFacade AdaptiveContentService | | ApaptiveContentDAD |aaposimy'
L geloamngConeTt | 5 geeamingConentByCurentid | 3. quUsarHils
4 ; user shills L

5 gelRequiredSkills

T armneranaaas
4

6 requred skils by assigned project g ; .

‘F:ge‘lﬁdap!: edContent N i&:gerMnduFesByRaq:’wedSlu‘llsi
9: getModulesByRequirsdSkils |
10: modules by skils L

11 modules by skils

12 adppted content | | {

13- fiterfedon by passed material |
= 14~ adapted content ‘_-|]
15" adapted content :

Fig. 7. Sequence diagram which reflects the choice of educational content for user

3. AdaptiveContentFacade refers to TalentMSFacade
that uses OpenOLAT as user storage in order to retrieve the
information about current user learning state and skills.

4. TalentMSFacade returns the candidate’s current
knowledge.

5. AdaptiveContentFacade asks TalentMS to request
the required knowledge for a particular competency.

6. TalentMSFacade returns a list of competencies.

7. Having the current knowledge of the Candidate
Candidate in need of a competency,
AdaptiveContentFacade requests that the content of the
competencies specieed in the AdaptiveContentService be
obtained.

8. AdaptiveContentService
content to AdaptiveContentDAO.

9. AdaptiveContentDAOQ retrieves knowledge content

queries  knowledge

set.

10. AdaptiveContentDAO transmits the removed
content to the AdaptiveContentService.
11. AdaptiveContentService
AdaptiveContentDAO-derived

AdaptiveContentFacade.

12. AdaptiveContentFacade performs mapping of the
content on the knowledge it serves and the knowledge
already obtained by the candidate. In the case employee
proved his knowledge in the topic, it does not make sense
to take the course again. Unnecessary content is removed
and adapted content is passed to the employee.

According to mentioned above, user interface was
developed that supports following functionality: resource
manager or any person, responsible for project team
forming, can adjust facets according to specified needs
regarding the open position.

This behavior can be observed from the figure 8.

As aresult, user interface was developed that supports
following functionality: resource manager or any person,
responsible for project team forming, can adjust facets

transmits
content to

according to specified needs regarding the open position.
After the search for applicable people is executed,
moderator can select person from list result set and apply it
to the project.

In case any skill gaps are identified, the employee,
suggested to the project, will receive a notiacation about
assigned courses that are visible in the account. This page
component is integrated with LMS System, after the press
onto the “Enroll” button, employee is redirected to the
learning material, managed by LMS.

The experimental usage of the developed approach in
the practice of candidates learning for an employment in
the IT-company “Academy — Smart” LTD, Kharkiv [21]
was handled for 5 models: set of topics and time needed to
get relevant understanding of them and the results are
introduced in the table 1.

With this study we proposed the approach of learning
content selection that would help to reduce the time for skill
boosting process. Therefore, the time should be considered
as the main measurement.

As a concrete example the real course from learning
portal was introduced and the model of employee’s skill
level was built through the graph. According to the model,
the time for filling gaps in skills was calculated and
compared to the time, needed for passing the whole
material. Under the circumstances, the algorithm of course
selection has proved itself as efficient approach.

Conclusions. In order to achieve the goal of the
thesis, the following tasks have been completed.

1. The subject area was chosen for e-learning in small
and medium-sized IT companies, according to which the
approaches to personnel learning in terms of project
requirements were analyzed.

2. The advantages and disadvantages of using
corporate e-learning in the corporate sphere are identified.
The purpose of such learning and motivation is determined.
Based on the analysis of the subject area, it is concluded
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Y- ERenilf Hey! You're assigned on some courses:
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o T Current  Desired
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Exparisncain yoars tofen B ! " Spring 40 50 oll
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1 Shoalc haree stucation T iy i
Info Courses Groups Authoring Coaching B N B
Favourites Finished Catal
Spring Data
Fig. 8. GUI for resource and skill’s management
Table 1 — Test cases for employees with gaps and time needed for covering them
Ne Gaps Course Whole course time Adopted learning time
JavaScript HTML, CSS, and JavaScript Approx. 28 hours Approx. 8 hours
1 for Web Developers [22]
2 CSS HTML, CSS, and JavaScript Approx. 28 hours Approx. 6 hours
for Web Developers [22]
3 HTML HTML, CSS, and JavaScript Approx. 28 hours Approx. 4 hours
for Web Developers [22]
4 Apache Spark Hadoop Platform and Approx. 23 hours Approx. 6 hours
for Hadoop Application Framework
[23]
5 Data mining Python for data Approx. 38 hours Approx. 8 hours
with Python science [24]

that the need to develop software to implement an adaptive
approach to the formation of educational content.

3. The characteristics and classification of modern e-
learning systems of the personnel are given, the general
structure of such systems and their typical functionality are
analyzed, which made it possible to identify ways of
improvement-learning systems and corporate adaptation
options.

4. A model of competence structure display based on

corresponds their individual level. The main benefit and the
efficiency of this approach is that costs for learning are
reduced significantly. In the demonstrated example, period
needed for learning, was reduced in 5 times. This goal is
achieved by minifying the learning content to be a perfect
fit with regard to employee’s skills and requirements for the
staff.

References

graph theory is proposed, sequential steps for selecting 1. Sokol V. E., Tkachuk M. V., Vasetka Y. M. Adaptive Training System
educational content for individual needs are visualized. for IT-companies Personnel: Design Principles, Architectural Models
Theref th hf fi doptive | . and Implementation Technology. Bicuux Hay. mexu. yn-my «XI1I» :
eretore, the approach Tor creating adopuve learning 30. wnayk. np. Cep. CucmemHuti  ananis, yYnpaeuiHHs ma
content was suggested, that enables resource managers to ingpopmayiiini mexnonoeii, Xapxis: HTY «XITI», 2017. Ne 51 (1272).

form teams automatically and according to project needs, C.38-43. _
and to provide employees with learning material that 2 TxaayxM.B.,  CoxonB.€. birosa M.O., Kocmauos O.C.
Knacudikamiss, TunoBa (QyHKIIOHAIBHICTh Ta  OCOOIMBOCTI

Bicnux Hayionanvnozo mexuiunozo yuieepcumemy «XIl». Cepis: Cucmemnuii

ananis, ynpagiinns ma ingopmayiini mexronoezii, Ne 1 (3) 2020 103



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

3aCTOCYBaHHS
NepcoHaly B

CHCTEM eJICKTPOHHOIO HaBYaHHS Ta TPEHIHTY
IT-xomnanisx. Cyuacui ingopmayitini  cucmemu.

References (transliterated)

Xapkis: HTY «XIII», 2018. T. 2, Ne 4. C. 87-95. 1. Sokol V. E., Tkachuk M. V., Vasetka Y. M. Adaptive Training System

3 BakarM.S.A. JalilD. Udinz M. Knowledge Repository: for IT-companies Personnel: Design Principles, Architectural Models
Implementing Learning Management System into Corporate and Implementation Technology. Ve_stnik Nats. tekh_n. un-ta “Kh_PI”;
Environment. Journal of Telecommunication, Electronic, Computer sb. nauch. tr. Temat vyp.. Sistemnyy analiz, upravlenie i
Engineering. Durian Tunggal: UTeM, 2017. VVol. 9, no. 2-12. P. 141 informatsionnye tekhnologii [Bulletin of the National Technical
145, ' ' University “KhPI”: a collection of scientific papers. Thematic issue:

4. Atkinson P. E., Howells G., Reilly M., Ross C. Have you got an e- System analysis, management and information technology]. Kharkiv,
learning strategy yet? Management Services. Lichfield: Institute of NTU “KhPI” Publ., 2017, no. 51 (12_72)‘ Pp. 38-43.

Management Services, 2012. Vol. 56 (2). P. 43-47. 2. Tkachuk M. V., Sokol V.E., BilovaM.O., Kosmachev O.S.

5. de Oliveira P. C. A Knowledge-Based Framework to Facilitate E- Klasyfikatsiia, typova funktsionalnist ta osoblyvosti zastosuvannia
training Implementation. Lisboa: Univ. Nova de Lisboa. 66 p. system _elektronnoho navchannia ta treninhu personalu v IT-

6. Kimiloglu H., Ozturan M., Kutlu B. Perceptions about and attitude kompaniiakh [Classification, typical functionality and application
toward the usage of e-learning in corporate training. Computers in peculiarities  of learning management systems and training
Human Behavior. 2017. P. 339-349. management systems at _IT-compames]. Sucha_sm informatsiini

7. Benninck R. Implementing e-learning from the corporate perspective. systemy [Modern Informational Systems] Kharkiv, NTU “KhPI”
Knowledge ~ Tree  e-journal,  2004.  URL:  http:/ Publ., 2018, vol. 2, no 4, pp. 87-95. o
wikieducator.org/images/8/83/Bennink.pdf (ocranne 3BepHEeHHs 3. Bakar M. S A ‘]alll_ D, UdinZ M. K”OW'edQe Repository:
10.05.2020). Implementing Learning Management System into Corporate

8. Batalla-BusquetsJ., Pacheco-Bernal C. On-the-job e-learning: Environment. Journal of Telecommunication, Electronic, Computer
Workers’ attitudes and perceptions. The International Review of Engineering. Durian Tunggal: UTeM, 2017, vol. 9, no. 2-12,
Research in Open and Distance Learning. Athabasca: Athabasca pp. 141-145. )

University, 2013. Vol. 14 (). P. 40-64. 4. Atkinson P. E., Howells G., Reilly M., Ross C. Have you got an e-

9. McCarthy N., Neville K., Pope A., Gallagher A, Nussbaumer A. learning strategy yet? Management Services. Lichfield: Institute of
Steiner C. M. The creation of a training model to support Management Services, 2012, vol. 56 (2), pp. 43-47. -
decisionmaking of emergency management practitioners: a design - de OliveiraP. C. A Knowledge-Based Framework to Facilitate E-
research study. Journal of Decision Systems. 2016. Vol. 25, no. sl. training Implementation. Lisboa, Univ. Nova de Lisboa Publ. 66 p.
P. 558_565. 6. Kimiloglu H., Ozturan M., Kutlu B. Perceptions about and attitude

10. Gwebu K., Wang J. The role of organizational, environmental and toward the usage of e-learning in corporate training. Computers in
human factors in e-learning diffusion. International Journal of Web- Human Behavior. 2017‘. Pp. 33973.49' .
Based Learning and Teaching Technologies. IGI Global, 2007. 7. Benninck R.Implementl_ng e-learning from the corporate perspective.
Vol 2 (2). P. 59-78. Knowledge Tree e-journal, 2004. Available at: http:/

11. EllisP. F., Kuznia K. D. Corporate elearning impact on employees. wikieducator.org/images/8/83/Bennink.pdf (accesset_j 10.05.2020).
Global journal of business research. Hilo: The Institute for Business & Batalla-E?usqgets J., Pacheco-Bernal C.  On-the-job e-learning:
and Finance Research, 2014. Vol. 8 (4). P. 1-16. Workers _attltudes and perceptions. Th_e International Review of

12. elearning Industry. URL: https://elearningindustry.com/ (ocraume Research in Open and Distance Learning. Athabasca: Athabasca
sseprents 12.05.2020). University Publ., 2013, vol. 14 (1), pp. 40-64.

13. Ching H. S., McNaught C., Poon P.W.T Effective Technology- 9. Mc_Carthy N., Neville K.,_ Pope A, Gall_agher A., Nusshaumer A.,
Mediated Education for Adult Chinese Learners. Encyclopedia of Steiner C. M. The creation of a training model to support
Distance Learning. The Turkish Online Journal of Distance decisionmaking of emergency management practitioners: a design
Education. 2005. VVol. 6. P. 724—731. research study. Journal of Decision Systems. 2016, vol. 25, no. s1,

14. Almrashdeh I. A., Sahari N., ZinN. A. M., Alsmadi M. Distance Pp- 558-565. L .
learning management system requirements from  student’s 10. Gwebu K., Wang J. The role of organizational, environmental and
perspective. Journal of Theoretical and Applied Information human factors in e-learning diffusion. International Journal of Web-
Technology. JATIT, Islamabad, 2011. Vol. 24 (1). P. 17-27. Based Learning and Teaching Technologies. IGI Global, 2007,

15. Charles P., Bloom R. B. L. Facilitating the Development and Use of vol 2 (2), pp. 59-78. o
Interactive Learning Environments. CRC Press, 1998. 295 p. 11. Ellis P. F., Kuznia K. D. Corporate elearning impact on employees.

16. Nour M., Abed E., Hegazi N. A proposed student model algorithm for Global journal of business research. Hilo: The Institute for Business
an intelligent tutoring system. SICE '95. Proceedings of the 34th and Finance Research, 2014, vol. 8 (4), pp. 1-16.

SICE Annual Conference. International Session Papers. Hokkaido, 12. elLearning Industry. Available at: https://elearningindustry.com/
Japan, 1995. P. 1327-1333. (accessed 12.05.2020).

17. European e-Competence Framework 3.0. URL: 13. Ching H. S., McNaught C., Poon P.W.T Effective Technology-
http://ecompetences.eu/wp-content/uploads/2014/02/European-e- Mediated Education for Adult Chinese Learners. Encyclopedia of
Competence-Framework-3.0 CEN_CWA_16234-1_2014.pdf Dlstanqe Learning. The Turkish Online Journal of Distance
(ocranne 3Beprenns 15.05.2020). Education. 2005, vol. 6, pp- 7247_731' . .

18. Trudeau R. J. Introduction to Graph Theory. Dover Publications Inc.,, ~ 4. Almrashdeh I. A, SahariN., ZinN. A. M., Alsmadi M. Distance
1994. - 240 p. learning management system requirements from student’s

19. Emmenegger J-F., Chable D. L., NourE. Hassan A. Knolle H. perspective. Journal of Theoretical and Applied Information
Sraffa and Leontief Revisited. Mathematical Methods and Models of Technology. JATIT, Islamabad, 2011, vol. 24 (1), pp. 17-27.

a Circular Economy. De Gruyter, 2020. 572 p. 15. Charles_P., Bloom R. B. L Facilitating the Development and Use of

20. Master CICD and DevOps: Jenkins Complete Tutorial Course. URL: Interactive Learning Environments. CRC Press, 1998. 295 p.
https://www.udemy.com/course/jenkins-course-devops-cicd- 16. Nour M., Abed E., Hegazi N. A proposed student model algorithm for
complete-reference/ (octanme 3peprenms 12.05.2020). an intelligent tutoring system. SICE '95. Proceedings of the 34th

21. Official Web-site of the “Academy Smart” IT-company. URL: SICE Annual Conference. International Session Papers. Hokkaido,
https://academysmart.com.ua/ (ocranme 3eprenns 10.05.2020). Japan, 1995, pp. 1327-1333. ) .

22. Coursera: HTML, CSS, and Javascript for Web Developers. URL: ~ 17 European e-Competence Framework 3.0. ~ Available at:
https://www.coursera.org/learn/html-css-javascript-for-web- http://fecompetences.eu/wp-content/uploads/2014/02/European-e-
developers/ (ocrare 3peprerms 12.05.2020). Competence-Framework-3.0_CEN_CWA_16234-1_2014.pdf

23. Coursera: Hadoop Platform and Application Framework. URL: (accessed 12.05.2020). .
https://www.coursera.org/learn/hadoop/ (ocTanme 3BEpHEHHS 18. Trudeau R. J. Introduction to Graph Theory. Dover Publications Inc.,
12.05.2020). 1994. 240 p.

24. Coursera: Python for data science. URL: 19. Emmenegger J-F., Chable D. L., Nour E., Hassan A., Knolle H.
https://www.coursera.org/learn/python-for-data-science/  (ocramme Sraffa and Leontief Revisited. Mathematical Methods and Models of
sseprenmst 12.05.2020). a Circular Economy. De Gruyter, 2020. 572 p.

Bicnux Hayionanvnoco mexwniynozo ynieepcumemy «XI11». Cepis: Cucmemnutl

104 ananis, ynpasninns ma ingopmayiiini mexnonozii, Ne 1 (3) 2020



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

20. Master CICD and DevOps: Jenkins Complete Tutorial Course. 23. Coursera: Hadoop Platform and Application Framework. Available

Available  at: https://www.udemy.com/course/jenkins-course- at: https://www.coursera.org/learn/hadoop/ (accessed 12.05.2020).
devops-cicd-complete-reference/ (accessed 12.05.2020). 24. Coursera:  Python for data science.  Available at:
21. Official Web-site of the “Academy Smart” IT-company. Available at: https://www.coursera.org/learn/python-for-data-science/  (accessed
https://academysmart.com.ua/ (accessed 10.05.2020). 12.05.2020).
22. Coursera: HTML, CSS, and Javascript for Web Developers.
Available at: https://www.coursera.org/learn/html-css-javascript-for- Received 15.05.2020

web-developers/ (accessed 12.05.2020).

Bioomocmi npo asmopis | Ceedenust 06 asmopax | About the Authors

Coxon Bonooumup €ezenosuy — KaHIUIAT TEXHIYHUX HAyK, NOIEHT, HamioHanbHWH TEXHIYHWH YHIBEPCHTET
«XapKiBCbKUI MONITEXHIYHUH 1HCTHTYT», JOLUEHT Kadeapu INporpaMHoi imkeHepii Ta iH(OpMauidiHUX TEXHOJOTiH
ynpaiiHHs; M. XapkiB, Ykpaina; ORCID: https://orcid.org/0000-0002-4689-3356; e-mail: vlad.sokol@gmail.com

Bponin Cepeiit Badumosuu — xaununatT TEXHIYHUX HayK, noueHT, KuiBcbkuii HarioHansauit YHiBepcuTeT iMeHi
Tapaca IlleBuenka, pmoueHtT Kadenpu iHdopmamiiHuX cucreM 1 TexHonorid; M. KwiB, VYkpaina;
ORCID: https://orcid.org/0000-0003-3094-0450; email: sbronin@me.com

Kapnayx Bipa Eodyapoiena — HatioHanbHUI TeXHIYHUN YHiBEepCHTET «XapKIiBCHKUHN MOMITCXHIUHUA IHCTUTYTY,
crynent; M. Xapkis, Ykpaina; ORCID: https://orcid.org/0000-0001-7130-0922; e-mail: vverasha@gmail.com

binoea Mapin Onexciiéna — KaHIUIAT TEXHIYHUX HayK, HallioHanbHUH TeXHIYHMH YHiIBEpPCHUTET «XapKiBChKHUI
MOMITEXHIYHUHA THCTUTYT», IOLEHT Kadenpu NpOorpaMHOi iHKeHepii Ta iH(pOpMAaIiWHUX TEXHOJIOTI YIpaBIIiHHS;
M. XapkiB, Ykpaina; ORCID: https://orcid.org/0000-0001-7002-4698; e-mail: missalchem@gmail.com

Cokon Bnaoumup Eecenvesuu — kanaIu1aT TEXHUYECKUX HAaYK, TOLEHT, HaroHanpHbIN TEXHUYECKUI YHUBEPCUTET
«XapbKOBCKUI TMOJUTEXHUYECKUH HMHCTUTYT», NOLEHT Kadenpbl MPOrpaMMHONW WHXKEHEpUH U WH(OPMAIMOHHBIX
TEXHONOTU#  ympaBienus; T. XappkoB, YkpawnHa, ORCID: https://orcid.org/0000-0002-4689-3356; e-mail:
vlad.sokol@gmail.com

Bponun Cepeeit Badumoguu — KaHAUIAT TEXHUYECKUX Hayk, noueHT, KueBckuil HarmonanbHelli YHUBEpCUTET
umenn Tapaca IlleBuenko, momeHT Kadeapsl HHPOPMAIMOHHBIX CHCTEM W TexHojorui; T. Kues, Ykpauna;
ORCID: https://orcid.org/0000-0003-3094-0450; email: sbronin@me.com

Kapnayx Bepa Joyapooeéna — HaunoHadbHBIM TEXHHYECKUH YHUBEPCUTET «XapbKOBCKMU MOIUTEXHUYECKHH
HHCTHUTYT»,  CTydeHT, TI. XapbkoB, Ykpaumna; ORCID: https://orcid.org/0000-0001-7130-0922;  e-mail:
vverasha@gmail.com

benosa Mapua Anexkceeena — KaHIWAAT TEXHUYECKUX HayK, HarpoHampHBI TEXHUYECKHHA YHUBEPCUTET
«XapbKOBCKUI TMOJUTEXHUYECKUN HMHCTUTYT», JOLEHT Kadenpbl MPOrpaMMHON WHKEHEPUH U WH(OPMALMOHHBIX
TEXHONOTHI  ympaBieHus; T. XappkoB, YkpawmnHa, ORCID: https://orcid.org/0000-0001-7002-4698; e-mail:
missalchem@gmail.com

Sokol Volodymyr Yevhenovych — PhD, Associate Professor, National Technical University «Kharkov Polytechnic
Institute», Associate Professor of the Department of Software Engineering and Management Information Technologies;
Kharkiv, Ukraine; ORCID: https://orcid.org/0000-0002-4689-3356; e-mail: vlad.sokol@gmail.com

Bronin Sergiy Vadymovich — PhD, Associate professor, Taras Shevchenko National University of Kyiv, Associate
Professor of the Department of Information Systems and Technologies; Kyiv, Ukraine; ORCID: https://orcid.org/0000-
0003-3094-0450; email: sbronin@me.com

Karnaukh Vira Eduardivna — National Technical University «Kharkov Polytechnic Institute», student; Kharkiv,
Ukraine; ORCID: https://orcid.org/0000-0001-7130-0922; e-mail: vverasha@gmail.com

Bilova Mariia Oleksiivha — PhD, National Technical University «Kharkov Polytechnic Institute», Associate
Professor of the Department of Software Engineering and Management Information Technologies; Kharkiv, Ukraine;
ORCID: https://orcid.org/0000-0001-7002-4698; e-mail: missalchem@gmail.com

Bicnux Hayionanvnozo mexuiunozo yuieepcumemy «XIl». Cepis: Cucmemnuii
ananis, ynpagiinns ma ingopmayiini mexronoezii, Ne 1 (3) 2020 105


https://orcid.org/0000-0003-3094-0450;
mailto:sbronin@me.com
https://orcid.org/0000-0003-3094-0450;
mailto:sbronin@me.com
https://orcid.org/0000-0003-3094-0450;
https://orcid.org/0000-0003-3094-0450;
mailto:sbronin@me.com

ISSN 2079-0023 (print), ISSN 2410-2857 (online)

YK 004.75 DOI: 10.20998/2079-0023.2020.01.18

A. 0. K'TIO9KA, O. B. LIMATKO

MOPIBHSHHSI TEXHOJIOT'TI BJIOKYEMH I CITPAMOBAHOI'O AITAKJITYHOI'O T'PA®A TIPA
3BEPII'AHHI I OBPOBII JAHUX B PO3IIOAIJIEHOMY PEECTPI

Po3risaaeTbest TEXHOJIOTIS PO3IOAIICHOTO PEECTPY, SIKa € PEBOJIFOLIHHIM ITiIX0I0M JI0 3aIiCy Ta OOMiHY JaHUMHU MiX JeKiJIbkoMa CXOBHUII[A MU JAHUX.
BuninsaioTecst Ta OMUCYIOTHCS KIIFOYOBI OCOOIMBOCTI TEXHOJIOTII posmoiineHoro peectpy. OcoOnMBY yBary NpUAIIEHO TEXHOJNOrIl OJOK4eiH i
CIPSIMOBAaHOMY alMKIiYHOMY Tpady. OmnucyeTbcss HPUHLUI poOOTH TexHouoril OiokueiiH. I'padiuHO mpeacTaBieHi Ta omucaHi Bei eraru, siKi
MIPOXOAATH TPaH3aKILii epes THM, sIK BOHU OyIyTh HOJaHI B JAHIFOXKOK 010KiB. ONHUCYIOTHCS BCI OCHOBHI IepeBary TEXHOJIOr1T OJIOKYEH H, a TaK0oXK
NPEACTABIICHI KIIFOYOBI HERXOMKK Mepexi. [Ipu omuci oOMexeHb TexHoiorii Onok4eiiH Oyiu mpeacTaBieHi peasbHi BiOMOCTI, SIKi HiATBEp IPKYIOTh
HasBHI HENOJIKM [JaHOI TEXHOJOril. 3aBISKH ONTHMI30BAaHOMY MeEXaHi3My KOHCEHCYCY, BHCOKiH MacITabOBaHOCTI Ta MOXIMBOCTI 3Aif{CHIOBATH
MIKpOTpaH3aKii, CTPIMKO IOYNHAE PO3BUBATHCSI TEXHOJIOrIS CIPSIMOBAHOT0 alUKIIYHOrO rpada. ONUCY€eThCs IPUHIMI POOOTH CIIPSIMOBAHOTO
aIMKIYHOro rpada i YuM oprpad BiIpi3HIETHCS Bif TexHOIOrT Oy1oKYeiiH. ONnHUCcaHO OCHOBHI IepeBary CHPsIMOBAHOrO allMKJIIYHOro rpada, siki oprpad
yCHaJKyBaB BiJ| OJIOKYEHHY i MOIMIIKB 3aBISIKK CBOTH CTPYKTYpi. [1py NOpiBHSHHI pericTpiB Ha OCHOBI CIPSIMOBAHOr0 ALUKIIIYHOrO rpada i 61oKkdeiiHy
MOJKHA BUSIBUTH LliKaBi acrekTy miathopm. Hespaxkaroun Ha oueBUIHY NOIIOHICTE MK MapaJurMaMH, BiAMIHHOCTI Takox 30epiratrotbes. Ha mincTasi
OTPHMAaHHX PEe3yJIbTATIB CTA€ OYEBHUAHMM, L0 MaOyTHE TEXHOJIOTII PO3MOIIEHOr0 peecTpy BenudesHe. OCKIIbKH CIPSMOBaHUM alUKITIYHUN rpad
3aBJIIKM CBOIH CTPYKTYpi Ta IepeBaraM B)ke 3aTbMapHB apXiTeKTypy OJsiokydeliny. IlosBa crpsMOBaHOro arMKIiYHOro rpada J03BOIUTH TEXHOJIOTT
PO3IO/IITICHOTO PEECTPY BIPOBAIUTHCS B yCi chepH TisUIbHOCTI y rl100ansHOMyY MaciiTadi.
Ki11040Bi c10Ba: TEXHOJIOTISI PO3MOIIJICHOI0 PEECTPY, OJIOKUEHH, CIIPAMOBAHHUI allMKIIIYHU rpad), KOHCEHCYC, TPaH3aKLis, ISl eHTpati3a s

A. A. KITIO9YKA, A B IlIMATKO

CPABHEHHUE TEXHOJIOTUU BJIOKYENH U HATIPABJIEHHOTI'O AIIUKJIMYECKOI'O I'PA®A
ITPU XPAHEHUU U OBPABOTKE JAHHBIX B PACITPEJIEJIEHHOM PEECTPE

PaccMaTpuBaeTCsi TEXHONOIHS PACIIPENCICHHOIO peecTpa, KOTopasl SIBISIETCS PEBOIOLMOHHBIM MOAXOAOM K 3alHMCH M OOMEHY JaHHBIMH MEXIY
HECKOJIbKUMH XPAaHWJIHIIAMH JaHHBIX. BBIIEISIOTCS M OMMCHIBAIOTCS KIIOYEBBIE OCOOCHHOCTH TEXHOJIOTHH pacmpeneineHHoro peecrpa. Ocoboe
BHUMaHHE YICJICHO TEXHOJIOTHH OJOKYeHH M HampaBJICHHOMY alUKIndeckoMy rpady. OmuchIBaeTcs MPHHIMI PabOTBl TEXHOJOTWH OJ1OKYEHH.
I'padpuaeckn mpescTaBICHbl M OMMCAHBI BCE 3TAllbl, KOTOPbIE MPOXOIAT TPAH3AKIMHU NEPEl TeM, KaK OHH OYyAyT J00aBIICHBI B IIEMOYKY OJIOKOB.
OHHCLIBa}OTCS{ BC€ OCHOBHBIC npeumymeCTBa TEXHOJIOTUH 6ﬂ0quﬁH, a TaKxXe ﬂpe}lcTaBJ’leHbl KJIFOYEBbBI€ HEOOCTATKH CECTH. ﬂpu OIIMCaHUHU
OFpaHl/lquHﬁ TEXHOJIOTUH 6.110qu1711—| 6le'll/l l'lpe}lCTaBJ'leHbI pCaJ'leble CBCIICHUA, KOTOpre l'IO)lTBep)K}la}OT CyL[leCTBy}OI_Lll/lC HU3bAHBI }laHHOﬁ TEXHOJIOTUH.
Bnar0}1apﬂ OHTHMMSMpOBaHHOMy MeXaHl/ISMy KOHCCHCyCa, BbICOKOﬁ MaCLLITaGMpyCMOCTM U BO3MOXHOCTH OCyLLlCCTBJ'ISlTb MMKpOTpaH3aKLLMl/I,
CTPEMHUTENIBHO HAYMHACT Pa3BHBATHCS TEXHOJOTHS HAMpPaBICHHOrO amuKiIndeckoro rpada. OmHUCHIBACTCS MPHHUMI pabOThl HAMPABICHHOTO
AIMKINYIECKOro rpada u 4eM oprpad OTIHYAeTCs OT TEXHONOrWH OiokdyeiH. Omucanbl OCHOBHBIC MTPEHMYILECTBA HAIPABICHHOIO allKINYECKOrO
rpacda, koTopsie oprpad yHaciaenoBan oT OJok4eiiHa U yayqnm bnarogaps cBoei crpykrype. [Ipu cpaBHEeHHH PErHCTPOB HA OCHOBE HAIIPABICHHOTO
AIMKINYECKOro rpada 1 GIIOKYeiHa MOKHO BBISBUTh MHTEPECHBIC acmeKkThl miathopM. HecMOTpst Ha OYEBHIHOE CXOACTBO MEXAY MapagurMaMH,
pa3IuuHs TAKKe COXPAHSIOTCS. Ha OCHOBAaHWH MOJIyYEHHBIX PE3yJIbTATOB CTAHOBUTCS OYEBHIHBIM, YTO OyAyliee TEXHOIOIWH PaCHpeIeICHHOrO
peectpa orpomHoe. ITOCKOJBKY HampaBICHHBIH alMKIMYECKUil rpad Omaromapsi CBOel CTPYKType M NMPEHMYINECTBAM YXKE 3aTMUI apXHTEKTYpPY
Gnokueiina. [losBICHHE HAMPABICHHOrO ALMKIMYECKOro rpada MTO3BOJHT TEXHOJIOTHH DACIPEICICHHOrO PEecTpa BHEAPUTHCS BO BCE CQEpsI
JIeSITENIbHOCTH B IJ100aJIbHOM MaciiTabe.

KioueBble c€j10Ba: TEXHOJOTHS PACIPEACICHHOrO peecTpa, OJIOKYCHH, HANpPABICHHBIH AUMKIMYCCKUil Tpad, KOHCEHCYC, TpaH3aKIHs,
JIeLCHTPATH3ALHS

Y. O. KLIUCHKA, O. V. SHMATKO

COMPARISON OF BLOCKCHAIN TECHNOLOGY AND DIRECTED ACYCLIC GRAPH DURING
DATA STORAGE AND PROCESSING IN A DISTRIBUTED REGISTRY

The technology of distributed registry, which revolutionary approach to recording and exchanging data between multiple data warehouses, is considered.
The key features of distributed registry technology are highlighted and described. Particular attention is paid to blockchain technology and a directed
acyclic graph. The principle of the operation of blockchain technology is described. All stages that go through transactions before they are added to the
blockchain are graphically presented and described. All the main advantages of blockchain technology are described, and key network disadvantages
are also presented. In describing the limitations of blockchain technology, real information was presented that confirms the existing flaws of this
technology. Thanks to the optimized consensus mechanism, high scalability and the ability to carry out microtransactions, the technology of a directed
acyclic graph is rapidly developing. The principle of operation of a directed acyclic graph is described and how the digraph differs from blockchain
technology. The main advantages of a directed acyclic graph are described, which the digraph inherited from the blockchain and improved due to its
structure. When comparing registers based on a directed acyclic graph and blockchain, interesting aspects of platforms can be identified. Despite the
obvious similarities between paradigms, differences also persist. Based on the results, it becomes apparent that the future of distributed ledger technology
is huge. Since a directed acyclic graph, due to its structure and advantages, has already overshadowed the blockchain architecture. The appearance of a
directed acyclic graph will allow distributed registry technology to be introduced into all areas of activity on a global scale.
Keywords: distributed registry technology, blockchain, directed acyclic graph, consensus, transaction, decentralization

Beryn. XToch BBaXkae TEXHOJOTIIO PO3MOAITICHOTO
peectpy (TPP) nume mopoxxaiM 3ByKoM. [HIi 6avaTh B Hii
PEBOJIOIIHY TEXHOJOTII0, sIKa 3MIHUTH CHOCIO OOMIHY
MPAKTUYHO BCIM, IO Ma€ IMiHHICTh. Tak MmO X Ie 3a
TEXHOJIOTISl TaK 3BAHOT'O PO3IOIIICHOT0 PEECTPY, K BOHA
TIpakoe 1 KoMy BoHa BuTimHA [1]?

Texuonorist posmonineHoro peectpy (distributed
ledger technology a6o DLT, TPP) — me TexHomoris 30e-
pirasHs iHGOpMAaIii, KITFOYOBUMHU OCOOIUBOCTSIMHU SIKOI €:

e CHmiTbHE BHUKOPHCTAHHS Ta  CHHXPOHI3AIisd
MUPPOBHUX NTAHUX BiIOBIAHO O AITOPUTMY KOHCEHCYCY;

e TreorpadivHUil PO3MOMLT PIBHO3HAYHUX KOINHA B
PI3HHX TOYKaX IO BCHOMY CBITY;

© 4. O. Kmouka, O. B. IIImatko, 2020
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®  BiJICYTHICTb LEHTPAIBLHOTO aJMiHicTparopa [2].

BincyTHicTh €1MHOrO LEHTPY YIpPaBIiHHS O3HAJae,
o0 KOHTPOJIb HAJ PEECTPOM 3HIMCHIOIOTH  KiJbKa
YYaCHUKIB CHCTEMH a00 BCi YUACHUKH, B 3AJIEKHOCTI BiJ
TUITY pO3MOXUIEHOro peectpy. KirtodoBoro ocoOimBicTO
TeXHoJori1 posmnoineHoro peectpy (TPP) e te, mo koxex
KOPHUCTYBa4 Ma€ CBOIO BIIACHY, IICHTHYHY KOIIIO PEECTPY,
SIKa aBTOMATHYHO OHOBIIOETHCS. 3 I[HOrO BHUIUIMBAE, IIO
BHECCHHUI JI0 PEECTPY 3aIUC HEMOXKJIMBO BHIATHTH a00
migpooutn. OCKUIBKH Kol reorpadiqHo BilgalicHi OIUH
Bil OJHOTO 1 JUI1 XaKepPChKOi 3MiHM JaHUX IOTPIOHO
MIPOBECTH aTaKy BiJgpa3y Ha Bci By3nu Mepexi. Jlis
JI0IABaHHSI HOBOTO 3aIUCY JI0 PEECTPY HEOOXiTHO TOCATTH
TaK 3BaHOro KoHceHcycy. KonceHcyc — yropa, sika 3amo-
BOJIbHSIE KOXKHY 3 3aIy4eHUX CTOPiH. SIK TUTHKH KOHCEHCYC
JOCSITHYTHUH, PO3MOIIIEHUH PEECTp OHOBIIOETHCS, 1 Y
KOXHOTI'O yYacCHHKa Mepexi 30epiracThCs OCTAHHS Y3TO-
JKCHa BEpPCis peecTpy.

PosnoinienHi peectpu npeACTaBIsSIOTh HOBY ITapanr-
My 300py i nepenaui indopmaii. Bonu 31aTHI JOKOpiHHO
3MIHUTH criocoOu B3aemopii Mik (i3ndHUMH oOcobamuy,
HiANPUEMCTBAMU Ta JIep)KaBHUMU opraHamu. | PP icTtoTHO
3MEHIIIyE BUTPATH Ha JOBIpy. ApXIiTeKTypa i CTpYyKTypa
PO3TOMIJICHUX PEECTPIB JOMOMOXKE JIOJAM 3MCHIIUTH
3aJIeKHICTh BiJl OaHKIB, JIep)KaBHUX OpTaHiB, FOPHCTIB,
HOTapiajJbHUX KOHTOD [3].

TPP posnouana cBifi HUIAX, SK OCHOBA JUIS KpHII-
TOBAJIOT 1 3 PAITOBUM 3POCTaHHSM MOMYJISIPHOCTI OiTKOTHA
3a OCTaHHI POKH ICTOTHO MpocyHysacs Brepen. biokueiin
OyB IepIIMM MOBHICTIO peanizoBanuM mpukiagom TPP [1].
OnHak, 3a OCTaHHIN 4yac OJIOKYEHH 3apeKOMeHyBaB ceoe,
SIK HE/IOCKOHAJIA TEXHOJIOTIS: BiH Hee()eKTUBHUH, TOPOTHii
1 CXWnpHMHA [0 Iaxpaiicbkux MaHimynsnid. CucremHa
Hee()eKTHBHICTD 1 ITpo0JieMH MaclITaOyBaHHS [TPUBEIH JI0
TOro, MI0 PO3POOHMKH MMOYANM IIYKATH PIIICHHS 11032
Onokueiiny. Tomy 3’sIBUJIMCSI TIPOCKTH, SIKI IPOMOHYIOTh
OUTbIl paJMKaJIbHUM MiOXiZ O YCYHEHHS MpoOiIeM
onokueiiny. JlocmigHukn moOyayBaiu aOCONIOTHO HOBI
Mepexi, sIKi B3arajii He BAKOPUCTOBYIOTh CTPYKTYPY JaHUX
OnokueiH. 3aMicTh OJIOKYEWHY eKCIepPTH BHKOPUCTO-
BYIOTH crpsiMoBanmii armitianuii rpad (directed acyclic
graph, DAG). TlosiBa HOBOTO pIllIEHHSI, SIKE B OCHOBHOMY
BIJIPI3HSIOTHCSI BiJl OJOKUYEHHY NPU3BEIO IO JUCKYCId
010 TOTO, SIKa Mepeka € Haiikpamoro [4]. Tomy akTy-
anpHuM € nopiBHsaTH DAG 1 Texnonorito onokueiin (TH).
HayxkoBwuii BHECOK TaHOTO TOCIIIKEHHS € TAKHM:

e TOPIBHSUTBPHUMA  aHaji3 MPUHIUIIB
texuonorii onokueiin (Th) i DAG;

e BHSBJICHHS Ta aHaJi3 BIAMIHHOCTEH, SIKI 3’ SIBJIS-
IOTHCS B TOCSATHEHI KOHCEHCYCY 1 CTPYKTYpi JaHUX.

Ha miacraBi mporo B crarti OyayTh mpoaHami30BaHi
TapagurMy Ta BUSBIICHI IX CHIIBHI 1 CTa0Ki CTOPOHH.

AHani3 JgiTepaTypHUX [JaHHX Ta MOCTAHOBKA
npoojaeMu

3arajoM MO3HWIlii JOCIITHUKIB MOXHA PO3AITUTHA Ha
IBi yMOBHI rpymu. Jlo mepmioi rpymd BXOASATH JTOCHI-
JKEHHS, B SIKMX aBTOpU omucyioTh TPP, xirouoBi ocobmm-
Bocti TPP i Th. Jlo apyroi rpynu — IOCTiKEHHS, B SIKUX
OMHUCYy€eThCS 3acTocyBaHHs Tb B pi3HMX Tamy3sx —

pobotu

(inancoBi# cdepi, ocBiTi, 0XOpoHi 370poB’s. Hikue omu-
CYIOTBCSl HAHOLIBIIT TTOKA30B1 MIPUKIIAN 3 KOXKHOI TPYIIH.

B po6ori [5] HaBeneH KPOKH JI1si BUBYCHHS Ta OI[IHKU
obnacreii, ne TPP noteHiiiHo Moxxe OyTH iHTerpoBaHa y
JisuTbHICT iHaHCcOBOrO cexTopa CBiToBOrO OaHKy. Bera-
HOBJIeHO, 0 TPP Bce 1m1e nepeOyBae Ha paHHiii cTajii po3-
POOKH, 1 JJ1s1 TOro, MO0 MOBHICTIO pealli3yBaTH MOTEHITAI
TEXHOIOrii, HeoOXiaHO BHUpimMTH Oarato mpoOiem. Ha-
NPUKJIaJ, TMTaHHS, TT0B’s13aHi 3 KOH(iAEHIIHHICTIO, Oe3re-
KO0, MacIITabOBaHICTIO, B3aEMOJII€10, 2 TAKOXK IIPABOBHMU
Ta PETYTIOIYUMH TTUTAHHIMH.

PesynbraT TOCTIDKEHHS, SKi MiATBEPUKYIOTH, IO
TPP mae moTeHmian Juis TMiABHIICHHS ©(EKTUBHOCTI Ta
3MEHIIICHHS] BUTPAT HA PO3PAXYHKH 3 I[IHHHUX [arepiB
npejcTaBicHi B poOoTi [6]. OaHAaK aBTOPH 3a3HAYNIIM,
SKIIO PO3paxyHOK 3 IiHHKUX nanepiB Ha ocHoBi TPP crane
peaibHicTIO, TO 1BUALIE 32 Bce, TPP Oyne 3ocepemkena
cepen HebaraTboX NocTavajgbHUKIB. Lle Moke mpu3BecTH
10 HeeeKTHBHOrO MOHOMOJIBHOIO I[IHOYTBOPEHHS abo
e(eKTUBHOI I[IHOBOI TUCKPUMIHAIli1, OCKIJIbKH [TOCTaYalb-
HHUKH TIOCTYT 3aXOIUTIOIOTh 3HAYHY YACTHHY PHHKOBOIO
HaJUIUILKY.

B poboti [7] mpeacTaBneHO MOPIBHSUILHUN aHai3
HaWOUTBII MOMYISPHUX TEXHOJOTIH PO3MOIIIIEHOTO PeeEcT-
py (TPP) ua ocuoBi DAG, 30kpema Nxt, IOTA, Orumesh,
DagCoin, Byteball, Nano i XDAG. OnucaHo NpHHIHAII
poboTH KIacuuHoro Oyok4eiHy 1 Horo Hemomiku. OCHOB-
HUMH OOMEXEHHSIMHU OJOK4YelHy €: MacIuTaOOBaHICTb,
KOHCEHCYC, MaiHIHT, KoMicis. BapiaHToM mojonanHs Bin-
MOBIZIHUX OOMexeHb Moxke Oyru Bukopucranus TPP Ha
ocHoBi DAG.

Buxopucranast DAG B KOHTEKCTI pPO3MOIUICHHX
peectpiB mpoananizoBaHo B po6oTi [8]. IlopiBHIOETHCS
DAG 3 pimennsmu Ha ocHoBi Th. [opiBHsuIbHU SIKICHUI
aHaJli3 MPOBOAUTHCS 3 BUKOPUCTAHHSAM TPHOX €TAJIOHHUX
peauizaiii: Bitcoin i Ethereum ciykaTh eTalOHHUMH pea-
Ji3auisgMu Juist 0J10K4eiHy, a Nano BUKOPHCTOBYETHCS YISt
npezacrasieHHs DAG.

B po6ori [9] po3riisiHyTi 0COOIUBOCTI 1HHOBAILIIH, 1110
JexaTh B OCHOBI TEXHOJOII PO3MOIIICHUX PEECTPIB
(TPP), motenmiiiHi i GakTUYHO peai3oBaHi HANPSIMHU 3a-
CTOCYBaHHSI, OpraHizauiiHi GopMH BiAMOBIAHUX TPOEKTIB.
INokazaHo, 110 HaBiTh MakcHUMaibHe moumpeHHs TPP nHe
O3HaYaTHMe ITePEeMOry Mepex HaJ iepapXisMu 1 JeMo-
Kkpatu3anifo. [lo-mepme, ToMy, mo Oyab-SKUM Mepexam
BJIACTHBI TPOIECH TOmaNbIIoi iepapxizamii. Ilo-mpyre,
BiJTHOBJICHHS 1€papXiyHOTO TOPSIOKY MOXE BHSIBHTHUCS
HEOOXi1THUM AJIs 3a1I00iraHHs CIIOB3aHHIO B aHAPXIFO.

B poGori [10] mocmimkeHO [eNeHTpajizoBaHe
CXOBWIIE TAaHWUX, MPEACTaBICHE TEXHOJOTIE0 OMOKUIEHH, 1
MOJKJIMBOCTI PO3BUTKY HaHOI TEXHOJNOTii B 00JIACTI JIOTic-
THKH Ta YIPABIIiHHS JAHIIOTaMH IIOCTaBOK. BusBieHo, 110
OCHOBHI TIPOOJIEMH B JIOTiCTHIIi, TaKi sIK 3aTPAMKa 3aMOB-
JICHHS, TIOIIKOKEHHS TOBapy, MOMUJIKH i OaraTokpaTHe
BBEJICHHS JAHWUX, TAKOX MOXYTh OYTH MiHIMI30BaHi IIUIS-
xoM BrpoBamkerHss Th. B pobori [11] npeacrasieHo, sx
OITOKUYEIH TOTTOMOYKE 3HU3UTH JIOTiCTUYHI BUTPATH 1 ONITH-
Mi3yBaTH oOmeparii i JOCTiTHUIBKI 3aBHaHHS. Bropoan-
>keHHs TD y naHLor MoCcTaBoK € NEPCIEKTUBHUM BIOCKO-
HaJICHHSIM, NIPUJIATHUM JUTS HaJaHHS [epeBar BCiM pi3HUM
y4acHUKaM MPOLECy.
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Pizni 3actocyBannst Th B ramy3i oxopoHH 370pOB’st
omucaHi B po6oTi [12]. BusHaueHO OCHOBHI JTOCTi THUIIBKI
IHII[IaTHBH, a TAKOXK MaiOyTHI TOCITI THUIIBKI MOXKITUBOCTI.
BusiBneno, mo Bukopucranus Th rapanTye, mo gaHi mpo
marjiedra JiicHO OyayTh HaJeKaTH 1 KOHTPOIIOBATHCS
3aKOHHUM BJIACHUKOM JIaHHX, TOOTO HALli€EHTOM. AJIe 3aJI1-
LIWINCST HEBUPIIIEHVWMHU NHTAaHHS, IIOB’SI3aHI 3 TpaHC-
KOp/IOHHUM OOMIHOM JaHHMX IIPO CTaH 3JI0pPOB’S, KOJH
ICHYIOTb Pi3Hi 1 YacTo KOHQIIIKTYIOUi FOpUCANKIII. [HII00
MIOTEHIIHOIO TPO0IEMOL0, sTKa HEAOCTAaTHRO AOCIIIKEHa,
€ 3JaTHICTh JaHOI TEXHOJOrii CBOe€4acHO 30epiraTtd i
00poOIIATH MAacWBHI TpaH3aKIii JOCTyHmy 10 JaHuX. B
pobori [13] mpeacTaBiIeHO CUCTEMaTHYHHUNA OIJIS]] TTOTOY-
HUX JOCHiDKEeHb 111010 3acTocyBanHs Th y ramysi oxoponu
3m0poB’s. [Toka3aHo, 1O B Psijii TOCTIIKEHb OYIIU 3ampo-
TIOHOBaHI pi3HI BapiaHTH BUKOPHUCTAHHS OJIOKYEHHY B
raity3i oxopoHH# 310poB’si. OHaK He BHCTayae aJIeKBaTHUX
peatizaniii POTOTUITY 1 TOCHTIHKEHB JJIs XapaKTePUCTUKU
€(EeKTUBHOCTI IIMX 3aIPONOHOBAHHMX BapiaHTIB BHUKOpPHC-
tanHa. OTKe, BCe 1€ HEOOXiIHI HOAATKOBI JOCITIIKEHHS,
mo0 Kpaie 3pOo3yMiTH, OXapaKTepH3yBaTH 1 OLIHUTH
KOPHCHICTh OJIOKUEHHY B Tajy3i OXOpOHH 37I0pOB’sl.

B po6ori [14] mpeacTaBieHO CUCTEMATHUHHIA OTJISIT
HAaYKOBHUX JIOCIIIJPKEHb, IPUCBIYEHNX BUBYEHHIO 3aCTOCY-
BaHHiA Thb B ocsiti. BusBneno, mo 3acrocyBanus Th B
cepl OCBITH 3HAXOAUTHCS B 3apOJKOBOMY craHi. TexHo-
noris 6noxueiiH (Th) B 0cHOBHOMY BUKOPHUCTOBY€ETHCS AT
BU/Ia4i Ta NEPEBIPKM aKaJeMiYHUX aTecTaTiB, OOMiHY
3HAaHHAMHU Ta JOCATHEHHSMH Y4YHIB, OILIHKH iX mpode-
ciifHuX 3110HOCTEH.

Awnani3 nokasye, mo Benukuii iHtepec g0 TPP Ta
OJIOKYEHHY MPOSBIIIOTH OpraHizaiii ¢iHaHcoBol chepu Ta
JIFO/I, SIKI LIKaBJIATHCS KPUNTOBAMIOTOM. O/IHAK 3 MOSBOIO
TPP na ocuoBi DAG 6arato DOCHiIHUKIB BBaXKalOTh, 110
DAG e anbrepHaTHBOIO OJIOKYEHHY, KUl BUpIlIye BCi
Horo Henmoiiku. ToMy HEOOXiJHO 3PO3YMITH, IO TAKOTO
ocobnuBoro B DAG i uumM oprpad kpaiuii 3a GJIOKYEHH.
Bce 11e 1ae mijcTaBu CTBEPIHKYBATH, 11O JIOLILHUM € IPO-
BejieHHs nopiBHsuIbHOTO aHanizy DAG ta Th.

MerTa i 3aBaaHus J0CaiTKeHHS

MerTor0 JOCTIKEHHSI € MPOBEACHHS MOPIBHSUILHOIO
ananizy Th 1 DAG 3 ypaxyBaHHSIM HACTYITHUX (YHKIIIH:

2. Tpanzaxuis nepenaetbes B P2P-mepeixy, sika
CKJIAJIAE€THCSI 3 KOMII'FOTEPIB, KOTPi Ha3MBAIOThCS

HEe3MIHHICTh, Oe3meka i1 JemeHTpaji3alis, II0J0 BHKO-
PHUCTaHHS IUX TEXHOJOTIH MPU CTBOPEHHI PO3IIOILICHOTO
peectpy.

Jisi  MOCSTHEHHS  TTOCTaBJIEHOT
BUPILINTH HACTYITHI 3a1a4i:

METH HEOOXIIHO

® BUKOHATH OIJISAJ] MPUHIMIYY poOOTH JeleHTpa-
nizoBaHOro peectpy Ha ocHoBi Th i DAG;

e BHKOHATH MOpiBHAIbHMI aHanmi3 TPP Ha ocHOBi
6nokueiiny Ta DAG, BUSBHUTH ITepeBaru Ta HEJOMIKH Po3-
TIITHYTHX TEXHOJIOT1H.

AHaJi3 npUHUMIY Po0OTH JeUeHTPATi30BaAHMX
peecTpiB

AHnaniz npunyuny poéomu mexnonozii 6noxueiin

brnokueitn — 1e 6araTtod)yHKIIOHAIBHA 1 OaraTopiBs-
HeBa iH(pOpMaIliifHa TEXHOJIOTis, MpU3HAYCHA I HaIii-
HOTO OOJIIKY pi3HHMX akTHBIB. [IOTEHIHHO I TEXHOJOTIsS
OXOILTIOE BCi 03 BUHATKY chepr eKOHOMIYHOI JiSUTbHOCTI
Ta Mae 0e37114 raimysei 3actocyBanHs. Cepel] HUX: QiHAHCH,
€KOHOMIKa 1 T'pOIIOBI PO3PaxyHKH, a TAKOXK oreparii 3
MaTepiabHUMHU (peajibHa BJIACHICTh, HEPYXOMICTb, aBTO-
MOO1i TOIIO) 1 HemaTepialbHUMHU (TIPaBO TOJOCYBaHHS,
inei, pemyrariis, HaMmipH, MEAWYHI AaHi, ocooucra iH Op-
Mallisl TOIIO0) aKTHBaMH. BIIOKUEHH CTBOPIOE HOBI MOKIIH-
BOCTI 3 TOIIYKY, OpraHi3aiii, oliHKK Ta mepenayi Oy/b-
SIKUX JHACKPETHUX OAMHMIG. BracHe kaxydu, L€ HOBa
oprasizainiiiHa mapajurMa Jyisi KOOpJMHalii OyIb-sSKOro
BUJTY JIIOJICBKOT fisubHOCTI [15].

VY nitepatypi icHye 6e3niu pizHUX Bu3HaueHb TH i B
OaraTthox MyOUIiKallisiX Ha L€ MUTaHHS JAEThCs CBOE BIIaCHE
yHIKaJIbHEe BU3Ha4YeHHs. B craTTi Oyie BAKOPHUCTOBYBATUCS
TIIyMayeHHAM LBOTO BU3HAYEHHS, SKE IPOIOHYETHCS B
pobori [16]. BriokueiiH — e nipiHroBuit KpunTorpadivHo
3aXUINCHUI  pO3MOAUIeHHH, (NPaKTUYHO) HE3MIHHUI
peectp, SKMHA MIATPUMYE TiJIbKH J10AaBaHHS OJIOKIB 1
OHOBJIIOEThCS JIMILIE B Pe3yNbTaTi Yrogu (JIOMOBJIEHOCTI)
MiXk yciMa ydacHukamu. Ha puc. 1 nmpejcraBiieHO IPHHITHIT
pob6otu Th.

Konmu B OnokueilH HaaxoAuTh HOBa iH(popMaris, ii
MOBUHHI TMEPEeBIPUTH HA ICTHHHICTH 1 MIATBEPAUTH BCi
KOpHCTYBaui OJIOKUeitHy (B SKOCTI KOPUCTYBA4iB BUCTYIIA€

3. Banizmauis. Mepesxa i3 By3iB nepeBipsie
TpaHCAKIIIO 1 CTaTyC KOPUCTyBaya,
BUKOPHCTOBYIOYH BiIOMi alTOPUTMHA

By3JaMU _I
1. Xrock BUKOHY€E TPaH3aKIIito r = \ J
Pt

EFl

5. HoBuit OIOK HpUEAHYETBCA 11O
naHIoxkKa OnokiB. biok 3aiiMae yHikanbHE Micle B

6. TpaHzaxuist 3aBepIIeHa

] i >
\\mj / v

v RV

4. Tlicns minTBEepIHKCHHS
TpaH3aKLUisg 00'€AHy€ThCA
3 HIIUMH TPAH3AKIISAMH,
CTBOPIOIOYH HOBHI OIOK

ICHYI0YOTO

JIAHIIOXKKY OJIOKYEiHY 1 He MinaeThes 3MiHi

Puc. 1. [Ipunanun po6otu Th
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T KTFOYeHe 10 OJIOKYelHy oOJNagHaHHS, TOMY BCi OIe-
paii BUKOHYIOTbCS MUTTEBO). [lepeBipka i miaTBepKeHHS
iHpopmarii 3IIHCHIOETBCS 3a JIOMOMOTOI0 aJITOPUTMIB
koHceHcycy: Proof-of-Work (mokas BukonaHOi poOoTH,
PoW), Proof-of-Stake (noka3 Bomosints, PoS) Ta iHmm. Sk
TIJTBKM BCi KOPHCTYBadi MiATBEPIMIN iCTUHHICTH iH)Op-
Mallii, CTBOPIOETbCS OJIOK, IO MICTHTh KiJIbKa OJMHHIIb
iHpopMmaii (HanpuKiIaa, KijbKa Tpanzakniid). Koxxen 610k
Hece B co0l He TiTBKY 1H(POpMAIIito, 10 HAIHIIUIA, 8 TAKOK
MITKY Yacy i IIOCWJIaHHS Ha momepenaHii Onok. 3a momo-
MOTOI0 ITHOT'0 BMICT KOXKHOT'O OJIOKY MOKHa Oyne mepe-
BipHTH.

HoBuit 0Omok  TOCHIIOBHO  NPUETHYETHCS 0
JIQHIIOKKA TaKuX ke ONokiB. JIaHIIOXKOK OJOKIB MICTHUTB
iHpopMalio Mpo BCi BYMHEHI KOJM-HEOYAb omepauii B
0a3i. Becb NaHIIOKOK 3 OAHMUM 1 THM e HaOOpoOM
iH(popMaii 30epiraeTbcst y KOKHOTO YHacHUKA OJIOKYeHY
Ha 06araThbOX KOMIT'I0TEepax Mo BChboMy cBIiTY. [lepenucarn
iHpopMalito B Onomi He MOXKHa, 00 3MiHa OYIb-SIKOTO
OJIOKY MPH3BEIE 10 3MiH Y BCOMY JIAHIFOKKY. OCKUTbKA
JIAHIIOKOK  30epiraeTbcss Ha 0OaraThboxX KOMII FOTEpax,
iHdopMmarig B HboMy OyJe Bipi3HATHCH, 1 IHII Y4aCHUKH
JIQHIIOXKKA TPOCTO 11 MpOIrHOpYOTh (A1 HUX BOHa Oyne
HeBipHoI0) [17].

Kpunrorpadis nexuts B ocHoBi TPP, 30kpema nist
onmokueitH-pearizamiii. KokeH HOBUH 3amuc OaHUX, €
«XEUIOBAaHUMY», II0 O3Ha4ya€, M0 JI0 OPHIiHAJIBHOIO
NOBIJIOMJICHHSI 3aCTOCOBYEThCSl KpuNTorpagivyHa Xxe-
¢ynkuis. Xem-dyHkuis Oepe aaHi Oyab-1KOro po3Mipy i
BBOJUTH LU(POBUIT BIAOMTOK, MOAIOHUN HO JIFOJCHKOIO
BigOWTKA, KUl HEMOXKJIMBO 3MIHMTH, AKIIO caMi JaHi He
OynyTh 3MiHeHI. XelI-BUXij — 11 TaK 3BaHUH «JIaipKecT
BU3HAYEHOI IOBXKHUHU. BizbMeMo J1s IpUKIIANy alnropuT™
SHA-256 1 mnpomemoHCTpyeMO pOOOTY Xeui-(pyHKII.
Bi3bMeMo mpocTe CoBO «OJIOKYEHH», pe3yJIbTaTOM Xelll-
¢GyHKIIT s Takoro cinoBa Oyne HACTYIHHWI  Xel:
e6c5e23a4511292eff31ch44edc2c89394fbfc5d9d25a85fab
de02a4c0a4db90. Temep 3MiHMMO  BXiJHE  CJOBO
«bnokueiin», pesynbraroM Oyne HACTYIMHHMH — Xell:
Obf5b3c53e2da83eafd74b401d7b16c4c4a3dd4fa292f81ef

491734fe19c42c8. 1le o3Hauae, 1110 151 OJHOTO OPUTiHAIB-
HOT'O BBEJICHHSI MOXKJIMBUH JIMIIIE OAWH XeIl, 1 JJIs 1HIIOoro
BBE/ICHHSI MaJIOMOBIPHO MaTH T€ caMe XeIlI-3HaueHHs.

Ha puc. 2 npencraBnena cxema migTBEpKEHHS TIpa-
BOMIPHOCTI 3/{IHCHEHHS TPaH3aKIIi].

BrokueiH ckiagaeThes 3 MOCHTITOBHOCTI OJNOKIB, SIKI
30epiratoThcsl Ta KOIMIIOIOTHCS MiX 3araJlbHOIOCTYIHUMH
CepBepaMH.

KoxeH OJOK CKIIQJA€TBCS 3 YOTHPHOX OCHOBHHX
€JIEMEHTIB: Xelll ONePeJHFOro OJI0KY; BMICT JaHUX OJIOKY
(TOOTO 3amMcH KHWUTH); HOHSTTS, SKE BHKOPHCTOBYETHCS
JUISl HaJlaHHsI Xelry eBHOi (hopMH; Xell OJIOKY.

Brurroyaroun Xen morepesHboro 070Ky, KOKeH Ha-
CTYITHHI OJIOK TIOCHIIIOE 3asBKY Ha JOCTOBIPHICTH ITOIIE-
penHboro OyoKy. biioku Ha MmovyaTky JIaHIIOTa HE MOXYTh
OyTy 3MiHeHi 0e3 3MiHM BCiX HAaCTYNMHHX OJIOKIB. AHajo-
TiYHO, OJABaHHS JAHUX Y Xell PoOUTh JMaHi HeMomudi-
KOBaHMMU 0€3 MOPYIICHHS MOCITiTIOBHOCTI.

e onHi€r0 0COOIMBICTD OIOKYEHHY € BUKOPUCTAHHS
napy IUQPOBUX 3aKPUTOrO 1 BiAKpHUTOro KitouiB. KoxkeHn
YYaCHUK Mepexi Mae 3aKpUTHH KII0Y, SIKHH BHUKOPHC-
TOBYETBCS JUIs MAMUCY IIM(POBUX MOBIJOMIICHB 1 BiJIOMUIA
TUIBKM OKPEMOMY KOpHCTyBadeBi. Bigxpuruii wiou e
3arajibHOJIOCTYITHUM 1 BHKOPHCTOBYEThCS IS TIEPEBIPKH
oco0u BianmpaBHUKa NUGPOBOro moBimoMicHHs (puc.3) [S].

Kpim Toro, kpuntorpadis 3 BIAKPUTHUM KIHOYEM
Bifirpae QyHnameHTanbHy posb y Oesneni Onokueitny. B
JIaHWi1 4ac B OJIOKYEHH BHUKOPUCTOBYETHCS KpHUIITOrpadis
enintuaanx kpuux (ECC). Ti 6esnexa 6asyeThes Ha He-
PO3B’SI3HOCTI 331124l JUCKPETHOrO JIorapumy eninTHIHol
kpuBoi. OcHoBHI QyHKIIi KpunTorpadii BIAKPUTOrO KIIto-
Ya HOJAraloTh y HACTYITHOMY.

BukopucTanHsg NPUBATHOTO KJIIOYa VIS CTBOPEHHS
MI/IMKICY MTOB1IOMIICHHS, BifI SIKOTO MiJIIIUCAHT HE MOXE BiJl-
MOBUTHCS. 3aXHUCT BiJ 3JOBMHCHOTO ITiAPOOJIEHHS IOBi-
JIOMJICHHS TIPO TPAH3aKIIiIO.

[TyOniuHMi KIFOY BUKOPHCTOBYETHCS ISl y4acTi B
00MiHI ajipecamu, siK aJipeca MpUHoMY IIaTexKIB.

[IpuBaTHMIA K104 BUKOPHCTOBYETHCS IS 3aXHCTY Ta
YIIPABIIHHS KPUIITOBAITIOTOIO.

Tpanzaxiis 1

TXID nonepenupoi
TpaH3aKIi |

[Ty6niunuii Koy

Tpanzaxiiis 2

TXID nonepenHpoi
TpaH3aKIii

ITy6niunuii ko

Tpanzaxiis 3

TXID nonepenupoi
TpaH3aKIii

ITy6niunumit kirou

Bracauka 1 TepeBipka Bracuuka 2 N ) Brachuka 3
3 N 7 lepesipka 7
—>] Xem [ - —>] X | AR » X |
i (S11} Ny | (i1}
N AN
N
[ iz Bractnia O | - | 1T e Briacrka 1 _ ¥ Mignuc Brachuxka 2 |
— —~ " mignuc —

—

IIpuBaTHUi KiIHOY
Brnachuka 1

=
_ — — Tanuc

IIpuBaTHHI KIHOY
Brachuka 2

IIpuBaTHHIT KIFOY
Bnachuka 3

Puc. 2. Cxema miATBep/KSHHS IPABOMIPHOCTI 3/iIHCHEHHS TPaH3aKIil
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1. Amica Mae n1Ba KIIFOUi: BIIKPHTHH KIFOY, SKUM
BOHA [IIUTHCS 3 YCIEI0 MEpexero, 1 3aKpuTHi

KJIFOY, SIKUH BIIOMUAN JHie AJici. ® I:l
I P
[ )

! & if{%mm
LR

3akputuii Binkpurnii )
KoY @ WI:|
P

KJIIOY
Aurica

3. VYuacHuku Mepexi OTpUMYIOTh [U(pPOBE
TIOBITOMJICHHS 3 TU(POBUM ITiJ[TIHCOM.

L

oy

g

2. Artica BUKOPUCTOBYE CBiil 3aKpUTHH KIIFOY, MO0
3ammuQpyBaTH Xell IUQPPOBOTO MOBITOMIICHHS

IToBigomieHHsS
HE N

-

em a

X mmn

Autica

4. bo6 3a JOTIOMOTOI0 BIAKPUTOTO KIIFOUa AJICH
MOXKE TEpEeBIpUTH, IO LU(POBE MOBIIOMICHHS
OyJ10 miATHCcaHo 1 HagicIaHo AJTICOTO.

O
-

LSS

==ﬂ Bimkputuit  Bob

K04 AJjticu

Puc. 3. Hudposuii miamic B Grok4eiiH

B nanuii yac kiacW4Hi KpUNTOrpadivi aaropuTMH
BUKOpHCTOBYeTbcs B Th. 3axuieHicTh KJIacHYHOIO
KpUnTorpadivHOro aaropuTMy TOJIOBHUM YHHOM 3alle-
JKUTh BiJI HEPO3B’S3HOCTI 3a/ayi JUCKPETHOI Jorapud-
MIYHOI eJINTUYHOT KpUBOI a00 3aadi IIJI04MCIoBOi (ak-
TOpH3aLlii.

[pore, 3aBIsIKK JOCTIHKEHHSM B 00J1aCTI KBAHTOBUX
00YHCIIeHb, KBAHTOBHI KOMIT'IOTEP MOXKE MaTH IOTYXHI
MOXIIMBOCTI ~ MapajeilbHUX OOYMCIEHb, SIKI CTalOTh
BEJIMKOI0 3arpo30l0 Ul KIACHYHUX KpHITOrpadivyHmx
anroput™MiB. OCHOBHMMH QJITOPUTMaMH, SIKIi MOXYTh
CTAaHOBHUTH He0e3IeKy Ta BUKOPUCTOBYBATHUCS y KOHTEKCTI
KBAaHTOBHUX OOYMCIIEHb Ta KBAHTOBO-TIOCHIEHHX aTaK € JBa
OCHOBHI anroputMmu: AnroputMm ['poBepa Ta ANroputm
[Hopa. Ilepumwmii — e aNrOPUTM MOIIYKY BXIIHUX JaHHX,
1100 3HAWTH YHIKAJIBHUHN BX1J1 10 QYHKIIIT YOPHOT O SIIIUKA,
sKa TPAaLfoe 3HAYHO IMIBUIIE, HiX IOLIYK Ipy0oi cuiy,
TUM CaMHM KOMIIPOMETYIOUH Xell-QyHKIii HeloCTaTHhOT
noBxuHU. Jlpyruit 3a0esmedye MOMIYK TUCKPETHHUX
norapuMiB 1 QakTopu3arii HijAUX YUCET HA KBAHTOBOMY
KOMIT FOTepi, He IIPOCTO 32 MOJIiHOMiaJIbHUHN Yac, a 3a 4ac,
10 He HabaraTo mepeBeprye 4ac MHOKEHHS IUTHX JHCelT
(ToOTO TPaKTUYHO TaK CaMoO IIBUAKO, SK BigOyBaeThCs
came mmdpysanHs). L{i mpobdieMu nexxath B OCHOBI 3710My
anroputMiB RSA, DSA i ECDSA. ¥V cyKymmHOCTI jBa KBaH-
TOBI aJITOPUTMHU CTAHOBIISATH 3HAYHY HEOE3MeKy M CHC-
TEM, IO Peai3yroTh OJOKYEHH. ATEHTCTBO HaIliOHAIBHOI
oesmeku CHIA (AHB) i HamionanpHuil iHCTHTYT CTaH-
nmapriB i rexnomnorii (NIST) Bim3Ha4wIH, 0 HEOOXiAHICTH
Mepexoay OO0 KBAaHTOBO-CTiHKHX cxeM 3pocrae. Y 2015
NIST oronocus mpo cBiit IIaH MyOIIYHOTO BUKIHKY ITOCT-
KBAaHTOBHUX CXEM JUISl CTBOPEHHS HOBHMX CTAaHIAPTIB KPHII-
torpadii 3 BIIKPUTUM KITFOUEM.

o6 mporucrosTH arami KBAaHTOBHUX OOYHCICHB
MPOIIOHYEThCS MOCT-KBaHTOBa Kpunrorpadis. 3okpema,

HIMPOKO TMOIIMPEHa JyMKa, IO 3aCHOBaHAa Ha PEIiTIi
kpunrorpadiss 37aTHAa TNPOTUCTOATH aTakaM KBaHTOBUX
KOMIT IOTEPiB.

Ananiz  npunyuny  pobomu
ayukiunozo zpaga

DAG € ocHOBHOIO anbTepHaTHBOIO OJoKkueiiny. DAG
yBiOpaB B ceOe Bci mepeBaru OJIOK4YEiHYy 1 BoJHOYAC
MOKpAIlye HOro HEeJONiKU. AJle Mepil HiK MOBa IijJie PO
nepeBarn DAG HeoOXiTHO 3pO3yMITH, SIK MpAIIOe AaHa
TEXHOJIOTIS 1 YMM BOHA BiZIPI3HAETHCS B OJIOKYCHHY.

DAG - oprpad, B sIKOMY BIJICYTHI Opi€HTOBaHi
MKIIH, ajleé MOXYTh OYTH «HapajelbH» NUISXH, 10
BUXOJATD 3 OFHOT'O BY3JIa 1 PI3HUMH IIIAXaMH [PUXOAATH
B KiHIeBHid By30i1. Oprpad BiApi3HAETHCS BijJ OIOKYECHHY
CTPYKTYPOIO 3aMHKCIB 1 aCHHXPOHHICTIO. BinbIicTs Jroei
BBaxaroTh, 10 DAG — ne Tvn Onok4eiiHy abo sKuiich
HOBHIi KoHceHcyc. OnHak i onmokueitd, i DAG € pi3HuMH
pimmennsimu TPP. Ilpoctum npuknagom DAG € renea-
JIOTiYHE JIEPEBO.

Crtpykrypa DAG 36epirae TpaH3axiiii B By3nax (a He
B OJOKax), e KOXKEH BY30JI MICTHUTh OAHY TPAaH3AKILiIO.
Kpim miporo, Hemae morpebu B MaifHepaX, OCKiITBKH KOJKHA
HOBa TpaH3aKMisg MiATBEPIKYe IBI 1HII TpaH3aKILi.
BincytHicTh MaiiHepiB TaKOX 3HIDKYE BHTpPAaTH 3a
TpaH3aKIiIo 10 MiHIMyMy. Hu3bpKa KOMicCist 32 TpaH3aKIIiIO
BigkpuBae i DAG 1ie ofHy Ba)JIUBY OCOOJHBICTH —
MIKpOTpPaH3aKIIii.

Kpunrosamora IOTA BukopuctoBye DAG, Tangle,
0 B IMepeKiall — «KIydok» abo «mryraHuHaY». MeToro
Tangle € ctBopeHHs KpumroBamioTu mis iHycTpii loT.
OcuoBaumu ocobnuoctssmMu |OTA e BincyTHICTh 300piB i
HU3bKe eHeprocrnokuBaHHI. B IOTA BHKOPHCTOBYETHCS
TIPHHIIAT HEMPSAMOTO T ATBEPKEHHS TpaH3akitii (puc. 4).
KokHa HOBa TpaH3aKIlisl IOCHIIAETHCA HA TIIEBHI JBi
TIOTIepeHI TPaH3aKIIii.

CRPAMOBAHO20
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Tpanzakiis 8 6e3mocepeTHbO CXBATIOE TPAH3AKITIT 5 1
6. Taxkox BoHa MOOI4YHO cXBatroe Tpau3akii 1, 2 1 3. Takum
YMHOM, YTBOPIOETHCSI CAMOKEpOBaHA CHCTEMa, sika cama
cebe miarBepmkye [18].

Puc. 4. CxBaneHHs TpaH3aKIii

IlopiBHAILHMIT aHATI3 TexHOJIOril OJ0KYelH Ta
CNPAMOBAHOI0 ANMKJIIYHOro rpada

Ilepesazu ma nedoniku mexHonozii 010K4eH

CrBopenns Th npuHecio 110CTBY HOBI MOXITUBOCTI,
1 3HAMIITKCS JIIOJIM, SIKI BUCOKO OLIHHJIM BCI NEPCIIEKTHBU
iX BHMKOpHCTaHHS B peasibHOMY XuTTi. [lepeBaru maHoi
TEXHOJIOTIT OOrOBOPIOIOTHCS OaraTbMa eKcrepramu, 00
OJIOKYEHH yHIBepCaJbHUI i MOXKE 3aCTOCOBYBATHCS MPaK-
TUYHO Yy BCIX Traiy3sx, 3a0e3Meuyoun MiIBUIeHY Oe3MeKy
B CyMHIBHUX yMOBax. ToMy MOTpiOHO BU3HAYUTH OCHOBHI
nepesaru Th.

Jeyenmpanizayis i e6iomosa 6i0 nocepeoHuymaa.
KirouoBMM HOBOBBEIEHHSAM [JaHOI TEXHOJOIII € 3iiiic-
HEeHHS JISLIeHTPaJi30BaHUX TPaH3aKIiH, sKI HE MOTpe-
Oytots poBipu. Tpaguuiiinuii mocepenHUK (HAPUKIIAJ,
0aHK), sik1ii OW nepeBipsB TPaH3aKI] B IaHii CUCTEMI BXKe
He TNoTpibeH. 3aMiCTh LOrO KOPHUCTYBaui MOKIAJar0ThCS
Ha 3arajbHOJOCTYIHY pO3MNOAUIeHY 0a3y MAaHHX, IO
30epiraroThcsi Ha 0araThoX JACIEHTPATI30BAHUX BY3Jax i
MiATPUMYETHCS MaitHEpaMH.

Iposopicmv mpansaxyiti. Bcl yuyacHUKH Mepexi
MAaloTh JIOCTYIl 110 Bci€l ictopil TpaH3akmiid. besymoBHa
MPO30PICTh J03BOJISIE KOXKHOMY YYaCHHKY OQuuTH BCIO
ICTOpito TpaH3aKIliii CBOIX KOHTPAreHTIB, sIKa HIKOJIW HE
OYHIIAETHCS.

besnosopommnicme mpanzaxyiti. Y myOmiqHAX OIOK-
YyeiHaX KOXKHA [Iis 3alUCYETHCS B JIAHIFOKOK OJIOKIB 1
MIOBEPHYTH TpPaH3aKIii B MOYATKOBHN CTaH MiCIA Tij-
TBEPKCHHS — BKITIOYEHHS 1X 10 010Ky He MoxkHa [19].

Exonomia. JIns 3mificHEHHS TpaH3aKIii He MOTPiOHO
BIIABaTHCS 10 TOCIYT MOCEPEIHUKIB. 3 IbOTO BHUILIMBAE,
10 KOPHUCTYBavi He HECYTh BUTPAT, TIOB’ SI3aHMUX 3 POOOTOI0
MOCepeIHHKA.

Bucokuii pigenv 6esnexu. Bci TpaH3akmii KpumTo-
rpadivHO 3axuIleHi, oo 3a0e3ledye ITiCHICTh JaHUX B
Mepexi [16].

Ipuckopenns onepayiil. I TIOBHOTO NPOBENCHHS
TpaH3aKIii, K MMpaBmiIo, OaHKaM iHOAI MOTPiOHO KiJbKa
maiB. Lle moB’s3aHO 3 TPOTOKOIAaMU B OaHKIBCEKOMY
MPOrpaMHOMY 3a0e3IeueHHi, a TaKoX THM, IO OaHKH
MIPAIIOIOTH TUTHKK B 3BUYalHI poOOUi TONUHM, 11’ SITh JHIB

Ha TiknaeHb. Lo crocyeThes OJ0OK4elHY, TO JaHa TeX-
HOJIOT'isI TIpaIfoe 24 TOAWHU Ha JJ00Y, CiM JTHIB Ha THKJCHB.

VY knacunuHiit apxitektypi Th yrBOpmiocs Kiibka
npoonem. Ili mpobmemu i obOmexenns Tb 3mycwmn
JOCITITHUKIB 3amymMaTucs mpo ixmi Bapiantu TPP. [ami
OyIyTh PO3TJISIHYTI OCHOBHI OOMEXKEHHS KJIACHYHOI apXi-
TEKTYpH OJIOKUYEHH.

OnuHe 3 HaiOIMbII aKTyallbHUX MUTaHb, IO Mepe-
IIKOJKAE BIPOBADKCHHIO OJIOKYCHHY B TII00AIEHOMY
MaciiTtabi, € ioro MacmraboBaHicte. J[is Toro, mob TpaH-
3aKuis Oyna BKIIOYeHa B OJI0K, HEOOXiHO BUPIIINTH 3318~
yy PoW. Takum yiHOM, IBUIKICTH TPaH3aKIii 0OMexeHa
MEePIOAANYHICTIO, 3 SKOI0 CTBOPIOIOTHCS OJOKH, a TaKoX
po3mipom Ostoky. [1pu 301IbIIICHH] KiJTBKOCTI BY3JIiB B CHUC-
TEMi, 4aCTOTa CTBOPEHHsI OJIOKIB iCTOTHO HE 301IbIIYETHCS
gepes3 Te, MO CKIAJHICTh rojoBojoMku PoW € auHamiu-
HOO, 3aBJSIKH YOMY 4ac reHeparlii OJO0KiB 3BOAUTHCS 110
(hikcoBaHOTO 3HAUEHHSI.

VY Bitcoin 610k BuUmOOYyBaeThes MPUOIU3HO KOXKHI
10 xB 3 MakcUMabHUM po3MipoM Oioky 1 Mb, Tum camum
0oOMEXKYIOUM MBHAKICTh TpaH3akiii Bitcoin Bix 3 mo 7
TpaH3akIiii B CeKyHAy (3aJeXHO BiJl PO3MIpy OKpEeMHUX
TpaH3akiiii) [8].

B Ethereum 610k 1o1a€ThCs MPUOIN3HO KOXKHI 15 ¢ 3
JMHAMIYHUM PO3MIpOM OJIOKY, SIKM BHMIpIOEThCS HE B
Oaiitax, a B ra3i. ['a3 (Gas) — 11e OJMHUIISI OOYHMCICHHS, sKa
BUKOPHUCTOBYETHCS JUIs PO3PAXYHKY 1 CIUIATH KOMicii 3a
NeBHy Ait0 abo Tpanzakuito. Jlimit rasy (Gas Limit) — e
MaKCHUMallbHa KiJbKICTh ra3y, SIKy KOpPHCTyBad T'OTOBMIA
3aIUIaTUTH 33 TPOBEICHHS TpaH3akiil a00 BHKOHAHHS
Oynp-skoro nukiy onepauid [20]. B Ethereum 1e
3HA4YeHHs € JUHAMIYHMM 1 Oyzie ajganTtyBaTHCS IO YMOB
mepexi. Lle no3Bonsie Ethereum 3mificHoBaTH npuOINM3HO
Big 7 no 15 Tpanzakuiit B cexynay Ilepexin Ha PoS noBu-
HEH 3MEHIIUTH Yac reHepailii Onoky Ethereum 1o 4 ¢ abo
HIDKYE, aJie 11e Bee LIe JOCUTh OOMe)KeHa IBUAKICTh TeHe-
pauii 6m0kiB [8].

CepenHe 3Ha4yeHHs uYacy, SKe HeoOXijHe s
nomaBanHs Gioky B Bitcoin i Ethereum npencrasieHo Ha
puc. 5.

[Mpobnema MacmITabOBaHOCTI TAKOXK TPAE KIHOYOBY
poJib TIpH TIepeBaHTaXKeHHI OnokdeliHy. Hampuknan, B
kiHmi jucronana 2017 poky B mepexi Ethereum Oyna
3amyieHa rpa CryptoKitties. Y 3B’s3Ky 31 CTpiMKHM 3poc-
TaHHSAM MOMYJISIPHOCTI TPH Cepe]] WICHIB KPiNTOCHIIBHOTH
nepekasu CryptoKitties 3a mepmmii THX1€Hb CTAHOBHIIH 10
20 % Bin ycix TpaH3akuUiii Mepexi. B pesynbrari Ha min-
TBEP/DKEHHS BCIX IHINMMX TPaH3aKIiA cTanmo Wru Oarato
yacy. OCKUTbKH OCHOBHOIO MPOOJIEMOI0 € Hee(eKTUBHHIM
ANTOPUTM KOHCEHCYCY, BUTPATH Ta Yac, sIKi HEOOXiTHI s
3MIMCHEHHS [UX TMepeKas3iB, BUPOCIN 1 BHUHANUIH 3-TiJ
KOHTPOITIO.

Takox rpyaHeBui 3T minu Bitcoin mo pexopaanx
$19,783 mpuBiB M0 TOrO, IO HAa TOH TMEPIO MEMITYI
(Memmyn — Ha0ip BCiX TpaH3akKIif, $AKi OYIKYIOTH
MiATBEPIHKCHHS MaliHepaMu B Mepexi) OiTKoiHa BHpIC 10
200,000 mHemiATBEepIKEHMX TpaH3akKmid. barato mormy-
JSPHUX KPINTOOipK HE 3MOTNIM BIOpPATHCA 3 HABaHTa-
JKeHHSIM 1 mnu B oddmaiiH. B pesymprari KOopucTyBadi
Mepexi Oymum 3MyIIeHI IUIaTUTH BHCOKI KOMicii 3a
tpauzakiito (mo $32), mo6 yHUKHYTH 3aTpUMKH [ij-
TBepuKeHH: [21].
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Puc. 5. Yac nonaBanHs 010Ky

[HITMM BaXXJIMBUM HENOJIKOM € KOMICisS 3a TpaH-
3aKIilo IS TpaH3akiiii Oymp-skoi BaprocTi (puc. 6). 3a
npoBesieHHs Oy/b-sikoi Tpan3akuii B Ethereum crsiryerbes
KOMICIsl, SIKy OTpUMY€E MaitHep. MaitHepn Mepexi miaTsep-
JDKYIOTh TPaH3aKIlii i BUPIIIYIOTh, SIKi 3 HUX YBIHIYTh 1O
HOBOro Osioky Mepexi. Komicist 3a TpaH3akIiiro 00YHcIIio-
€Tbcsl B rasi, a omiauyersest B edipi. Edip (ETH) — ne
kpunroBasmoTa mepexi Ethereum. Lle poOuth #oro He-
e(eKTUBHUM JIJIsI CLIEHapiiB, B IKUX OEpyTh y4acTh MiKpo-
Tpan3akuii. TpaH3akiii, sKi CKJIQJal0ThCs 3 HEBEIHKOTO
IUIATEXKY MOXKYTh TAKOXK 3alHSTH KiJIbKa JTHIB, MEPII HiXK
BOHU OyJIyTh aBTOPHU30BaHi.

3aranbHy BapTicTh KOMicii 3a Tpan3akiito B Ethereum
MOXKHa pO3paxyBaTH caMmocCTiiHO. J[isi 1mporo moTpioHO
MOMHOXXUTH JIMIT ra3y Ha ioro uiny. JIiMiT 1 1iHy ra3y
BiJITIPABHUK BCTAHOBJIIOE JiIsi KOXKHOI Tpam3akuii. LliHa
ra3a (Gas Price) — e BapTicTb ozHiel opuHuLi ra3a B Gwei.
Gwei — e oaunuIst BuMipy edipy. Onun edip mopiBHIOE
onHOMY Minbsipay Gwei. SIKIO BUpa3HTH YHCEIbHO, TO
1ETH=1 000 000 000 Gwei. Hanpukiaz, SKIIO JiMiT Tasy
nopisatoe 50,000 oz, a mina razy — 20 Gwei, To 1ie 03Ha-
Yae, IO BiANPAaBHUK I'OTOBUH BUTPATUTH HA BHKOHAHHS
tpan3zakiii 0.001 ETH.

Hacrynaum wenonikom T € Te, mio micist nogaBaHHs
JIAaHUX B OJIOKYCHH 1X JAy)Ke CKIaJHO MOIU(IKyBaTH. 3MiHA
JaHux abo Kojy, SK NPaBHJIO, BUMArae BEJIMKUX 3yCHIIb 1
9acTo Jyisi 1poro HeoOxiauuii hard fork. ITpoBenenns hard
fork mpu3BOAMTH MO TAaKOro CTaHy, IIO CHCTEMa MOIi-
JSIEThCSL HA JIBI Pi3HI TIKKH. Y KOPUCTYBadiB € BUOIp BOHH
MOXYTh 3aJIMIIUTHCS B CTapiii Mepexi, He OepydH Npu
[bOMY MPaBUJI HOBOI, 200 % BOHH MOXXYTh MEPEHTH B HOBY
Mepexy, MPUHHSBIIK HOBI npaBuia [22].

EHeprozarpatHiCTh TaKOXX € TONOBHHM HEJOIIKOM
OnokueriHy. OCKiJbKM MaWHIHI BHUCOKOKOHKYPEHTHHH 1
KOXXHI JIECSTh XBHJIMH BUTPAE TUTBKH OIMH MaiiHep, podoTa
IHIIUX MaiHepiB BTpadaeTbcs. ToMy MaifHepH MOCTiIHHO
HAMararThcsi 30UIBIINTH CBOIO OOYHMCIIIOBAJIbHY IOTYX-
HicTh. OCKIJIbKM Ti 3aBJIaHHs, SIKI paHille MOXHa Oyno
BUKOHATH Ha 3BMYAallHOMY KOMII'IOTEpi, Tenep Mij CUiLy
BUPILIUTH TUILKY MaiiHIHTOBUM (epMam, sIKi CIOKUBAIOTh
KOJIOCalIbHI 00csry enekrpoeneprii [22]. 3rigHo 3 pocmia-
JKEHHsIM, SIKe TIpOBella KOHCANTHHroBa kommnadisi Bloom-
berg New Energy Finance, ButpaTu enekrpoeHeprii s
MaitHiHTy OiTkoiHa 3a 2017 p. nocsrnu 37 I'BT-ron B ieHs.
Ile exBiBasieHTHO mPHOIU3HO 30 sIEPHUM peakTopam
notyxHictio 1.2 I'Br, mo npaiorote Ha MakcumyMm [23].
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Puc. 6. CepenHsi KOMICis 32 TpaH3aKIIi 10
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MHOXHMHHE IyOJIOBaHHS IaHUX CEpel yJacCHHKIB
Mepexi € IIe OfHMM HenoNikoM OyokuelHy. OmHuM 3
OCHOBHHX ITepeBar OJIOKYelHy OYJI0 yCyHEHHS TPOMIXXKHUX
JIAHOK 1 BIIPOBA/DKCHHS MOJICTI CaMOBpSTyBaHHS. 3a ipo-
HI€IO 10N, YCYHEHHS IOCEPEIHUKIB MPU3BEIO O CTBO-
PeHHs MepeKi 3 HaAMIpHUM pe3epByBaHHAM. Ha momatok
JI0 IIEOTO POJIb TPETIX CTOPIH BCE IIE ICHYE Yepe3 BUMOTH
3aKkoHOmaBcTBa [7].

Ataka 51 % — me moreHuiiiHa ataka Ha OJIOKYEWH
Mepexy. SIKIIo aTaKyrouuii KOHTPOJIOE OLIbIIE TTOIOBUHA
00YHMCITIOBAJIFHOI TIOTY)KHOCTI Mepexi, BiH MOXe TeHe-
pyBatu OJOKH IIBUAINE, HDK iHIN. Bonomiroum moOTyX-
HicTo TIoHaa 50%, MaiiHep MO)Ke CKacyBaTH TPaH3aKIIii,
3aBaXaTH BCIM a00 JESKMM TpaH3aKIlisiM OyTH 00pod-
JICHUMU 1 TICPEIIKOXKATH BKITFOUCHHIO B OJIOKUCHH OJIOKIB
BiJl iHIIMX MaiiHepiB [24].

Arani 51 % Bxe mignanacs He oqHa Badrora. Y 2016
poui nyn «Komanna 51» arakyBanu Bifpasy JBi BaJIOTH
Krypton i Shift, nmpuOyrok 3moBmucHukiB ckira 22000
TokeHiB. Y TpaBHi 2018 poky Oyma mpoBelcHa BelMKa
ataka Ha Bitcoin Gold. HeBinomuii xakep 3aBonosiB 0iib-
IIOI0 YACTHHOIO MOTY)XXHOCTI MEPEeXi 1 THM CaMUM 3a TpH
nHi HakormuuB 388,000 BTG [25].

Hepesazu cnpamosanozo ayukniunozo zpaga

DAG mepexi yBiOpanu B cebe BCi OCHOBHI IepeBaru
OJIOKYEHHY 1 MOETHYIOTh iX 3 PSIIOM IOJIMIIEHb.

Macwmabosanicms. OCHOBHOIO MPUYHHOIO PO3BUT-
ky DAG crana HEeMOXJIMBICTh OJIOKUEHHY BIIOpaTHUCS 3
BEJIMKUMH HABAaHTAKCHHAMHU 1 3aBAaHTAXKCHICTIO MEPExi.
[Iporyckna 3patHicTh cucteM Ha ocHOBI DAG Moxe
nocsiraty 1 MiH Tpan3akuiit B cekynay. Ockinbku B DAG
HeMae MalHepiB, TO KOHCEHCYC IOCATAEThCA ILIAXOM
MaBYTHHH BepudiKaiii.

Hemae maiininey. BincyTHICTh OGJIOKIB MPU3BENO IO
BIJICYTHOCTI MaiHEpiB, II0 y CBOIO 4epry, MpU3BeNO 0
BiJICYTHOCTI BHCOKOIIPOAYKTHBHUX KOMII FOTEpIB, MIO
OepyTh yd4acThb B TOHII JUIS BUPIIICHHS MaTeMaTHYHUX
3aaad4 [26].

Biocymuicmv komicii. KopucryBadi MOXyTh BiJ-
MPaBJIATH TPaH3aKIii 3 MIHIMAJbHUMH KOMicisiMu a0o
30BciM 0e3 HHX.

LIsuokicmob. BrokyelH Mepexi CHOBLILHIOIOTHCS B
Mipy 30UIbIIIEHHSI 0231 KOPUCTYBAUIB 1 IS TTIATBEPIKESHHS
TpaH3akiiii morpioHo Oinbiie wacy. Mepexi DAG mpa-
LIOIOTh MPOTHJICKHAM YHHOM — YMM OiJIbIIleé BOHH BUKO-
PHCTOBYIOTHCS, THUM IIBUINIEC NpaIfooTh. Lle nosBose
KOpHCTYBa4aM 3iHCHIOBATH MUTTEB] TpaH3akKii [26].

Onip xeanmosum amaxam. 3 METOIO IiABHUIICHHS
piBHsI kpunrorpadiuHoi 3axwuineHocti po3podHuku IOTA
3anpornoHyBaiu HOBY xem-(yskuito Curl B TpiiikoBiit
CHCTEMI YHCIIEHHS, 3aCTOCYBAaHHSA SKO1 301IbIIIye KITbKICTh
MOXJIMBHX KOMOIHAIIIH 1 pOOUTH aarOpuUT™ OUTBII CTIHKUM
JI0 aTak METOIOM IpsiMoro mepedopy. Omnak gitom 2017
poky Curl mosenocs 3amiantu dyrkmiero Kerl (peamizamis
SHA-3). OckinbKki B MEPBICHOMY BapiaHTi BHSBWIIN KpPH-
TUYHY BPa3JIUBICTh, IO JO3BOJSIIA TMAPOOIATH IIiAMUCH.
Jna mignvcaHHS BXiMHUX TPaH3aKmid B KPUITOBAIOTI
IOTA 3acTOCOBYIOTH OMHOPA30Bi IU(PPOBI MiAIHCH
Binrepnuina (Winternitz One-time Signature), cTiliki 10
aTaKk 3 BUKOPHCTAaHHAM KBAHTOBHX KOMIT IoTepiB [27].
A Takox Oe3mevHui i 3ammdpoBaHnil 0OMIH JAaHUMHU MiX

JIBOMa By3Jnamu 3abe3nedye mporokol MAM (aHrum.
Masked Authenticated Messaging).

IlopiBHsIHHA TEeXHOJIOril
CNPSIMOBAHOTO ALUKJIIYHOr0 rpaga

[NopiBHSIEMO ABI MapagurMu Mi>k cOO0F0 1 BU3HAYHMMO,
sKa 3 HUX Halikpama. Y Ta0i. 1 mpencraBieHo MopiBHIHHA
6nokueiiny i DAG.

Cuif 3a3HaYUTH, 1110 OOMBI TEXHOIOTIT JOCUTE CXO0XKI1
1 ZI03BOJIAIOTH CTBOPIOBATH JELEHTPANIi30BaHI CHCTEMH 3
BHCOKHM CTyIIEHEM Oe3MeKH, aje 3a pi3sHUMHU ITPUHIUIIAMH.
ITepm 3a Bce, DAG Tak camo, sk OJOKYEHH, € PO3IO-
JUTBHAM PEECTPOM JIaHUX, aJie Ha BiMIHY BiJl OJIOKUCHHY
iHpOpMaIlist B HhOMY HE 3alMCYEThCS B CYBOPIH CIIPSIMO-
BaHocrti [28]. Kpim Toro, oouzaBi mnardopmu mpamiorTh
Yyepe3 CUCTEMY, 3aCHOBaHY Ha KOHCEHCYCI, e BY3JIH BHPi-
IYIOTh, [II0 CTAHEThCS. TaKUM YHHOM, TYT iCHYE MeBHA MO-
J00a IeMOKpaTii B MOPIBHAHHI 3 IIEHTPATI30BAHUMH CHC-
Temamu. Ha xaiib, Ha IIbOMY CXOXKICTh 3aKiHUyeThCS [4].

OOroBopeHHs1  pe3yJbTATIB  NOPiBHSJIBHOTO
aHaJi3y TexHoJorii OJOoKYelH Ta CHPAMOBAHOIO
alUKJIiYHOro rpaga

Y pe3ynbTaTi MPOBEACHHX JJOCITIDKEHb 3pO0JICHO
HACTYMHUI BUCHOBOK. He3Baxkatoum Ha Te, 1110 TEXHOJIOTis
DAG wmomnona Ta HenepeBipeHa BoHa Bike 3aTbMapuiia Th.
3 Tabn. 1 BUIHO, MIO CHPSIMOBAaHWH Tpad MPUHIUIIOBO
BIJIpI3HAETbCS BiJl OJOKYEHHY B TOMY, IIO CTOCYETHCS
CTPYKTYpH JaHMX. SIK 3a3Ha4eHO paHille, OJOKUeHH — Le
NPSMONIHIHHUI PO3MONUIEHHI peecTp, B SIKOMY BCi JaHi
XEUIpYIOTCs 1 3amucyloThesi B OJIOKM B CyBOpIid
nocIioBHOCTi. MiHyC L€l CTPYKTYpU B TOMY, IO BOHA
JIOIYCKA€ TUIBKU OJIMH JIAHIIOKOK y BCili Mepexi. Takuii
AJNTOPUTM il ICTOTHO CHIOBUIBHIOE MEPEBIPKY TPaH3aKIIiH,
OCKIJIbKM HE J03BOJISIE CTBOPIOBATH OJIOKHM MapajieibHo.
Hagnakwy, ines Texnosorii DAG 3acHOBaHa Ha napaeib-
HUX JIaHIIoX)KKaX. L{e 103Boiisie pi3HUM THIIAM TpaH3aKIii
OZHOYACHO BUKOHYBATHCS HA PI3HUX JIAHLIOKKAX.

Ile omHoro romoBHO BiamiaHicTIO DAG € Te, 110
JUISL BaJliTallii TpaH3akii He motpiOHi MaliHepu. /st Toro,
1100 HOBa TpaH3akiis Oyna miaTBeppkeHa B Mepexi DAG,
HEOOXIJTHO CXBaJIeHHsI JABOX IOINepeaHix Tpan3zakmiid. Lle
O3HA4ae, M0 TPaH3aKIlis TIOBUHHA OyJie rapaHTyBaTH, IO
JIBl 3 TIOMEpeHIX TPaH3aKIiii He MICTITh CyNepewInBy
iHpopmariiro. KoxkHa TpaH3aKIlisi CTBOPIOE ISl HUX Xellli Ta
BKJIIOUae ix 1o coro ckinamay. 1o crocyernest Onokueiiny,
TO TYT MallHEepH MiATBEPKYIOTh TPAH3AKIII] 1 BUPIIYIOTH,
SKi 3 HUX YBIMIyTh 10 HOBOro 610Ky Mepexi. Kpim Toro,
o Mipi 30iIbIIeHHST OJIOKIB B OJOKYEHHI BCe BaXKde CTae
BUPIIINTH CKJIAJHY MaTeMaTHYHy 3ajadyy Ta OTPUMATH
HOBUH Onok. TakuMm YMHOM, MaiHIHT cTa€ OLIBII €HEepro-
€MHHM, a OTKE, JOPOTHM.

3 oTpuMaHUX pe3yibTaTiB BUAHO, M0 DAG MoxHa
BHUKOPHCTOBYBATH IIPAKTHYHO CKpi3b, 1€ BHKOPHUCTOBY-
totbest iHm TPP. DAG ciif 3acTOCOBYBaTH B CLICHAPIsX,
SKi TOTPeOYIOTh MBHUIKUX i OE3KOIITOBHUX TPaH3aKITiH.

Jst IpoBeeHHS MOPIBHSUIBHOTO aHamizy Oymo 00-
paHo Tpu pi3Hi cucTemu Ha ocHoBi TPP: Bitcoin, Ethereum
1 IOTA. Ilpu pomy He posrisgaanucs inmi nomyssipai TPP
Ha ocHoBi DAG, 30kpema Nxt, Byteball m Nano. TTpwu mo-
PIBHSIHHI HE BpaXOBYBAJIHCS HOBI allbTEPHATHUBHI PIillICHHS,
SKi CIpSMOBaHI Ha YCYHEHHS HEIOJNIKiB OnokdeiiHy (Ha-
npukian, Hashgraph).

0JIOK4YeiiH i
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Tab6nuus 1 — IopiBHsiHus Grokueiiny i DAG

Kpurepii Brokueitn DAG

Tpanmzakuii Tpan3akuii rpymytoTscs B O10KH i 3rogoM gofaroThes B | TpaH3akmii He rpymyroTscs pa3soMm. Koxxa

JIAHIIIOKOK TpaH3aKILis 00pOOIAETHCS Bifl TPaH3aKIii 10
TpaH3aKIii

Koncencyc B jmammx wMepexax MaiiHepu —BiINoBigaroTh 3a | KoxkHa HOBa TpaH3aKIls MiATBEPXKYE IBI
MATBEPKCHHS TPaH3aKIlii 1 JOMaBaHHS HOBUX OJIOKIB | 1HIII TpaH3aKIlil
B OJIOKYEIH

IIBuakicTs CepenHiii yac MATBEp/UKEHHS TpaH3aKiii cTaHoBUTH | CepenHid Yac MiATBEp/DKECHHS TPaH3aKIil
osm3bko 10 XB craHoBuTh 30 ¢

Maiiniar Maiinepu npHuCyTHI Maiinepu BiacyTHI

Crio)xuBaHHS eHeprii

OCKiJTBKM TEXHOJIOTisI 3acHOBaHAa Ha MaWHIHTY JUIS
orpumanas Proof of Work mis koxsoro O6imoky

MaiiHiHT He 3aCTOCOBYETHCS 1, OTIKE, 3HAYHO
CKOPOYY€E KiJbKIiCTh CITOKMBAHOI €Heprii.

y OOHOr0O 3  Y4acHHKIB
004MCITIOBANIBHOT MOTYXKHOCTI Mepexi

TpaH3aKMIil, cucremi MOTpiOHO BHCOKE
€HeprocOKUBAHHS JUIsl BUIOOYTKY OJJHOTO OJIOKY.
KBanToBHii ormip Hi Tax
MacmraboBaHicTh He macmraGyerscst MacurrabyeTbes
Kowmicist 3a Tpan3zaknito | Kowmicii mist Tpan3akiii 6yab-sikoi BapTocTi DAG ne Brimouae komicito abo 30BciM i
BUKIIFOYAE
Haniiinicts I'pynu kopucryBauiB MOXyTh KOHTpomtoBaTH Oinbiry | Ctpykrypa DAG 3HmKye HIMOBipHICTBH
YacTHHY TOTYKHOCTI B MepexXi 1 MIJBUIIMTH | TOABIHHUX BHTpaT
HMOBIpHICTb MOJBIHHUX BUTpAT.
Ataku Artaka 51 %. bnokueitH crae Bpa3nuBuM, KO B pykax | Ataka 34 %. TeopermuHa BpasiHBICTH

BUABJISIETBCA

51 % | mounmHaeThed B)Ke Ha mosHauli B 34 % Ha

paHHii peanizamii (e it IOTA)

Mepexi, mo npamorors | Bitcoin i Ethereum

Ha matdopmi

NXT, IOTA i ByteBall

BucHoBku

Amnani3 apxiTekTypu OJOKYEWH IOKa3ye, IO JaHa
TEXHOJIOTISl BU3HAYAE €UHY TUIKY, B K MICTATBCS BCI
Tpan3akuii. Haromicts ctpykrypa DAG Oinblie cxoxa Ha
JIepeBo, Jie 0araTo JAHIIOTIB MEePeILTiTAI0TECS MIXK COOOIO.
Tpan3axuii 30epiratoTbcsi B By3JiaX, Jie KOXXEH BY30J Mic-
TUTH ONHY TpaH3akuito. Ha Binmminy Bin Onokueiiny, DAG
HEe BUMarae BiJi MaiHEepiB MiATBEPPKYBaTH CIPABKHICTH
KOXKHOT TpaH3akuii. J[Bi mornepenHi TpaH3akiil miaTBep-
JKYIOTh JJOCTOBIPHICTh MOJAJBIIOI TPAH3aKIIi1, 110 PHU3BO-
IUTh JO 3HAYHO IPHCKOPEHOro Ipolecy (TpaH3akmii
MPOXOMATh Maike MHUTTEBO). Kpim Toro, Oiok4eilH mae
HACTYITHI 0OMEXEHHS: eHepro3aTpaTHiCTh, MaiHIHT, 0OMe-
JKEeHa MPOITyCKHA 3/IaTHICTh, KOMICisl 3a TpaH3akilito. Bei 11
00MeXeHHsI BUPILIYIOThCS 32 gonomoro DAG.

[opiBHIOIOUM ABi MapaiurMy CTA€ OYEBHUIHHUM, IO
DAG e kpamum 3a Th. DAG € Ounblll THYYKHM 1
MacmrTaboBaHUM, a 3 4YacoM oprpad crae mBHAMAM i
MOTY)KHIIINM, TOHNI SK OJOKYEHH CTae MOBUIBHILINM 1
MeHIn nponykTuBHUM. DAG € 0e3KOMITOBHUM, By3Jiam
Mepexi HEemoTPiOHO IUIATUTH 32 MEePEeBipKY TPaH3aAKINH. Y
ONOKYEHHI KOMICisl 3a TpaH3aKI[il0 3aHAATO BHCOKa, abo
Opakye MaipeHiB [UIS TiATBEp/UKEHHS TpaH3akmin. B
pe3yabTaTi Ile MPU3BOAWTH TO TOrO, IIO By3JIaM Tpebda
IUTATATH BUCOKI KOMicii 3a TpaH3akKIito, 00 YHUKHYTH
3aTPUMKH ITiATBEPKCHHS.
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. Y. MALIK, V. Y. VOLOVSHCHYKOV, V. F. SHAPO, M. A. GRINCHENKO

TECHNOLOGY OF IDENTIFYING ANTIPATTERNS IN ANDROID PROJECTS WRITTEN IN
KOTLIN LANGUAGE

The problem of the lack of instruments for identifying the characteristics of low-quality code in Android projects that are written in the Kotlin language
is determined. A review of modern approaches for identifying antipatterns in program code is accomplished. The analysis of the methods used to find
problems with code in Android projects is performed. DECOR and Paprika approaches are considered. Conclusions are drawn about the importance of
finding design flaws in program code for the mobile software development and its further support. An antipatterns identification approach for Kotlin
language program code in Android projects is proposed. An algorithm for identifying low-quality Kotlin code is presented. The technology for detecting
poor quality code characteristics consists of four stages: collecting metrics about an analyzed software system, building a quality model, converting a
quality model into a graph representation, and identifying predefined antipatterns. The collection of metrics, including the search for both Android-
specific and object-oriented metrics of Chidamber and Kamerer, is proposed to be implemented through parsing source code and converting it into an
abstract syntax tree using the KASTree library. The implementation of KASTree library usage is offered through the Adapter design pattern. The
construction of a quality model is implemented using the Paprika tool, supplemented by a number of introduced metrics. Conversion of quality model
exactly into graph representation is used to identify antipatterns in order to ensure the speed and quality of complex queries execution for identifying
antipatterns. Antipatterns identification using database queries is based on various template rules, including the Catolino rules. Different features of
applying the Cypher query language to a graph database are used to represent the rules in form of queries. Results of the work can be used in development
of software for poor quality code identification in mobile applications written in Kotlin language, as well as in studies of mobile development antipatterns
for this language.
Keywords: antipattern, identification, graph model, low-quality code, Kotlin, Android, Adapter pattern

L 10. MAJIIK, B. I0. BOJIOBIIIHKOB, B ®. IIAIIO, M. A. TPHHYEHKO

TEXHOJIOI' IS ITEHTU®IKAIII AHTUIIATEPHIB B KOJII ANDROID ITPOEKTIB MOBOIO
KOTLIN

Busnadena mpobiiema BiICYTHOCTI MpOrpaMHOro 3a0e3nedeHHs s ifeHTH(iKalil XapakTepHCTHK HU3bKOSKICHOrO Komy B mpoektax Android, mo
po3pobiieHi 3 BUKOpUCTaHHIM MOBH niporpamysants Kotlin. [TpoBeneHo oriisig cyqacHUX MiIX0/iB /10 BUSIBIICHHS aHTU-IIA0JIOHIB B IPOrPAMHOMY KOJ.
BukoHaHO aHalli3 METOIB, 10 BUKOPUCTOBYIOTBCS JUISl 3HAXOJDKEHHs mpobieM 3 komoM juist Android mpoekTiB. PosrisHyTo Bimomi migxomu 1o
inentudikanii: DECOR Tta Paprika. 3po6ieHo BHCHOBKH PO BXXJIMBICTh 3HAXOPKEHHS HEAOMIKIB Y MPOrpaMHOMY KOAI JJIsI PO3POOKH MOOIIBHOTO
NporpaMHOro 3abe3neueHHs Ta Horo MaiOyTHHOro OOCIYroBYBaHHs. 3alpONOHOBAHO MiAXiA 10 iAeHTH(IKaLil aHTHIATEPHIB Y MPOrpaMHOMY KOZi
Kotlin s Android npoekris. IIpencTaBieHo aaroput™ igeHTUdIKALiT HeAKICHOro Koay. TeXHONOorisi BU3HAYeHHs XapaKTePUCTUK HESKiCHOTO KOy
BKJIIOYA€ YOTHUPHU eTamnu: 30ip METPUK PO MPOrpaMHy CUCTEMY, IO aHali3yeThbcs, MOOYA0Ba MOJEINi SIKOCTi, KOHBEPTAaLlis MOZeNi AKOCTi B rpadose
MPEACTABICHHS Ta iqeHTH(]IKallis Hamepe BU3HAUYCHHX aHTHIIATEPHIB. 30ip MEeTPHK, 110 BKiIOYae momyk sk Android-cnenudivnux, Tak i 06°€KTHO-
opieHToBanux MeTpuk Ymnambepa ta Kamepepa, npornoHyeTbcsi peai3yBaTi yepe3 CHHTAKCHYHUM aHaji3 BUXIIHOrO KOJAy Ta HOro KOHBEpTallilo B
a0CTpaKkTHEe CHHTAKCHYHE [epeBo 3 BuKopuctanusm 6ibmiorekn KASTree. BmpoBamkenns 6i6miotekn KASTree mpormonyerscs 4epe3 mabioH
npoekTyBanHs Ananrtep. [1o0ynoBa Mozerni sKOCTI peatizyeThes 3acobamu iHCTpymeHTy Paprika, 1o H1omoBHEHO HU3KOI0 BBEACHUX METPUK. 3 METOO
3a0e3neyeHHs MIBUAKOCTI Ta SIKOCTI BUKOHAHHS CKIAJHUX 3alUTIiB s ineHTH(dIKalii aHTUIATEPHIB BUKOPUCTOBYETHCS KOHBEPTALlist MOZENI SKOCTL
came B rpadoBe npencrasiieHHs. besnocepenupo ineHTH(diKalis aHTUIIAOIOHIB 32 JOMOMOIOI0 3alUTiB BUKOPUCTOBYE B SIKOCTI OCHOBH Pi3H OMaHITHI
mabJIoHHI paBuiIa, y TOMY uucii npaBuwia Karomino. [ npencraBieHHs NpaBuil y BUTIIA/ 3alIMTIB BUKOPUCTOBYIOTHCS MOMKIIMBOCTI 3aCTOCYBAHH 5
moBH 3anuTiB Cypher no rpadoBoi 6a3u gaHux. Pesymbraté poGOTH MOXKYTh OYTH BHKOPHCTaHi IMPH PO3POOLI MPOrpaMHOro 3abe3medeHHs Uit
izenTH diKarii HESKiCHOro KOay B MOGITBHIX 3aCTOCYHKAX, 110 HamucaHi MoBoro Kotlin, a Takoyx mpu gocumipkeH i aHTHIaTepHiB B MOO1IBbHIH po3pobii
3 BUKOPHUCTAHHSM JaHOI MOBH.
KuarouoBi ciioBa: antunareps, inentudikauis, rpagosa Mmoxens, HeskicHuit kon, Kotlin, Android, narepn Ananrep

U. I0. MAJTUK, B. I0. BOJIOBLIIUKOB, B. ®. IlIAIIO, M. A. TPHHYEHKO

TEXHOJIOI'USI UAEHTU®UKALIMU AHTUITATTEPHOB B KOJIE ANDROID ITPOEKTOB HA
A3BIKE KOTLIN

Onpenenena npodiaemMa OTCYTCTBUSI CPEACTB UACHTU(DUKALIMU XaPAaKTEPUCTHK HEKaYECTBEHHOTO Ko/ia B poekTax Android, KoTopble HanMCaHHbBI € Ha
szpike Kotlin. IIpoBeneH 0630p COBPEMEHHBIX MOAXOMOB K BBIABICHUIO AHTH-IIAOJIOHOB B HPOrPAMMHOM KOZC. BBINONHEH aHAnM3 METOAOB,
HCIIOJIB3YEMBIX U1 HAX0XKACHHS IIpobiieM ¢ kogoM B Android mpoekTtax. PaccMOTpeHbI H3BECTHBIC OAXO/BI 10 OOHAPYKEHHUIO aHTHIIATTEPHOB B KOJC:
DECOR wu Paprika. Cnenansl BBIBOABI O BaKHOCTH HAXOX/IEHHS HELOCTATKOB B IMPOrPaMMHOM KOZE Ul pa3pabOTKH MOOHIIBHOTO MPOrPaMMHOIO
obecrieyeHus U ero Oyayuieit mogaepxku. Ilpensioxkes moaxoa K uaeHTU(HKALUK aHTHIIATEpPHOB B iporpaMmmuoM koze Kotlin aist Android -mpoexTos.
IIpencraBiieH aaropuT™ HACHTH(YHKAIMN HEKaYeCTBEHHOTO Koza. TeXHOMOr st OIPECICHNS XapaKTePHCTHK HEKaueCTBCHHOT 0 KOZIa BKIIIOYACT 4 €THIPE
sTama: c6op MeTpuK 00 aHAIM3UPYEMOH IPOrPAMMHOI CHCTEME, MOCTPOCHHE MOACIN KadeCTBAa, KOHBEPTALMS MOAEIH KadecTBa B rpadoBoe
MpeNCTaBICHUE U UICHTU(DHUKALMS 3apaHee ONMpPEIeICHHBIX aHTUNaTTepHoB. COOp METPUK, BKIFOYArOUIMil monck kak Android -cennpuyeckux, Tak u
00BEKTHO-OPHEHTHPOBAHHBIX MeTpuK Ynaambepa u Kamepepa, mpeanaraercsi peann30BbIBATh 4EPe3 CHHTAKCHYCCKHH aHAIN3 MCXOAHOTO KOAA U
KOHBEPTALHMIO €r0 B a0CTPAaKTHOE CHHTAKCHYECKOE AepeBo ¢ ucnonb3oBaHueM oudamoreku KASTree. Buenpenue oudanorexkun KASTree nmpennaraercs
4epe3 mabIoH MpoeKTHpoBaHus Amantep. IlocTpoeHHe MOenn KadecTBa PealM3yercsi CPeACTBaMM MHCTpyMeHTa Paprika, MOMOIHEHHOrO psioM
BBEACHHBIX METPHK. C 11e/bI0 00eCIIedeHUsT CKOPOCTH H Ka4eCTBA BHITOIHEHHUS CIIOKHBIX 3a[IPOCOB JUTS HACH TH(QUKAIINY AaHTHIIATTEPHOB HCIIONIb3 yETCs
KOHBEPTALMsT MOJEIH KadeCTBa MMEHHO B rpadoBoe MpeacTaBieHHe. HemocpencTBeHHO MACHTH(UKAINS aHTHIIATTCPHOB C IIOMOIIBIO 3alpOCOB
HCIIOJB3YET B Ka4eCTBE OCHOBBI Pa3iHYHbIC MAa0IOHHBIC MPaBmiIa, B TOM 4ducie npasmia Katomuxo. [t MpeAcTaBIeHNs MPaBII B BHJE 3aIIpoO COB
HCIIOJIB3YIOTCS BOSMOXHOCTH npuMeneHus si3pika Cypher k rpadoBoii 6a3e gaHHBIX. Pe3ymbraTel paboThl MOIyT OBITh HCIIOJIB30BAHBI PH Pa3paboTKe
POrPaMMHOr0 00eCredeH s 1UI UACHTU(HKAIMN HEKa4eCTBEHHOr0 Ko/ia B MOOMIBHBIX TIPHIOKEHHUSX, HaMCAHHBIX s13bikoM Kotlin, a Taxke mpu
HCCIIEIOBAaHUSIX aHTHIIATEPHOB B MOOHIIBHOI Pa3paboTKe ¢ HCIIOIb30BAHUEM yKa3aHHOT'O SI3bIKa.
KiioueBble cJI0Ba: aHTUNATTEPH, HACHTH(UKALNS, TpadoBast MOJelb, HeKauecTBeHHBIH Ko, Kotlin, Android, marrepr Anantep
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Introduction. The field of information systems
development has existed for a long time. There are
currently projects that have been supported for over 10
years and systems are being developed that will be
maintained for a long time to come. In such circumstances,
it is important to maintain the quality of the software
product consistently. One of the main characteristics of
quality software (SW) is the quality of the source code. Its
readability, ease of understanding, simplicity of support
and refactoring play an important role in supporting the
project [1]. Therefore, writing quality code is an important
task of software engineering (SE).

Poor quality code characteristics are programming
patterns that indicate potential source code issues [2]. These
characteristics are different from software errors because
they do not affect the correctness of the application.
However, these patterns provoke the creation of a system
that is more difficult to develop and maintain, which can
make the software more vulnerable to errors.

At present, most studies related to the characteristics
of low-quality code focus on desktop and web-based
applications. However, nowadays, mobile platforms are
becoming more popular [3]. Therefore, it is an important
task to investigate the characteristics of poor quality code
specific to mobile development. It follows that one of the
most important tasks is to develop a detector that can
identify the flaws in the source code of mobile projects.

Analysis of literature and major achievements.
With the advent of mobile applications as new software
systems, many authors have begun to study mobile-specific
code problems. Reimann [4] proposed a directory of 30
high-quality factors of poor quality code for Android.
These factors cover various aspects such as software
implementation, user interface, and database usage. After
these, characteristics were identified and described by
Reimann. Scientists began to propose tools and approaches
for their detection [5, 6, 7].

Much of the research on code defects in Android
applications focuses on examining the effect of basic
factors of problematic code [2]. For example, Linarez-
Vasquez [8] used the DECOR tool [9] to detect object-
oriented antipatterns in mobile applications developed with
J2ME. DECOR, in turn, is based on peer inspections, DSL,
and automatic generation of identification algorithms.

Rasool [10] examined the existence of traditional
poor-quality code criteria [2] in Android applications
written in Java to determine whether they are more
common in the mainstream classes. Mainstream classes are
classes in the Android project that are inherited from
Android SDK classes, such as Activity, Fragments,
Services. The author states that the basic classes tend to
suffer from God class, Long method and Switch operator
because of their character, since they perform most of the
functionality of the software. The author also found that a
Long list of methods is less likely to appear in basic classes
because their methods are inherited from classes defined in
the Android SDK.

Hecht [5] developed a tool to detect poor-quality
Paprika code for 8 features for the Java programming

language. He created his own approach using a graph
model. The author searched for defects in 15 popular
Android applications, including Facebook, Skype and
Twitter. The author claims that traditional code smells are
as common in Android as non-Android applications.

Mannan [11] conducted a large-scale empirical study
to compare the prevalence and impact of antipatterns on
mobile and desktop applications. The author found that
while the density of code problems is the same in both
mobile and desktop systems, some of them are more
common in mobile applications. For example, Data class is
more common in mobile applications, while duplication of
code is more inherent in desktop systems.

Mohammed Ilyas Azeem in his work [12] analyzed
machine learning techniques that were investigated to
identify low-quality code. He concluded that most existing
studies use decision trees or the support vector method as
machine learning algorithms. However, the problem of
creating the optimal configuration has not been properly
solved.

Problems of identifying low-quality code in
Android projects. Analysis [5-9] found a large number of
studies devoted only to the Java programming language.
Java remains one of the most popular programming
languages in the world and for Android projects in
particular. However, nowadays, Kotlin programming
language is also becoming popular [13], which is being
developed rapidly and is supported by many developers all
over the world. Kotlin is included in the list of officially
supported languages for developing Android applications.
Since May 7, 2019 it is the recommended language for
Android application development. However, no tools were
found that could detect low-quality code written on Kotlin.
There is still a problem with the lack of methods,
technologies or algorithms for detecting poor quality code
characteristics for projects created using Kotlin. The main
cause of this problem can be considered the relative youth
of the language. The stable version was released only 4
years ago. Research into identifying code issues for Kotlin
is very important.

Another problem is the presence of non-identifiable
characteristics. Since the beginning of antipatterns studies
and their classification, there have been various attempts to
identify the characteristics available. However, a review [5,
6, 8, 10] confirmed that developed applications can only
detect some of the code issues described. Fig. 1 shows how
often different antipatterns have been studied in the
literature. From fig. 1 it follows that some characteristics
are studied more frequently, while there are still poor
quality code factors for which no relevant studies have been
conducted. Of all the characteristics of the bad quality code
identified by Fowler [2], there are still those that are not
determined by any identification technique. There are more
than thirteen different techniques in the literature regarding
21 code defects, and 16 methods have been developed for
the God class only. However, none of them shows the
above mentioned defects. It can be concluded that not all
code flaws are currently identifiable.

Bicnux Hayionanenoeo mexuiunozo ynigepcumemy «XI1Iy. Cepis: Cucmemnui

118

ananis, ynpaguinns ma ingopmayitini mexnonozii, Ne 1 (3) 2020



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

Large class

Shotean Feature envy

Other antipatterns
50% _ong

method

Fig. 1 Study frequency of individual characteristics

Analysis of existing methods. The literature [5, 9]
describes two main approaches to identifying the
characteristics of low-quality code in Android applications.
The first one is used in software called DECOR. Its main
idea is to use the expertise knowledge to build the
classification and taxonomy that generates the
identification algorithms. Another method was developed
for Paprika SP. It is based on the metrics of the application
being analyzed and the construction of quality and graph
models. Based on the latter, source code defects are
detected.

Fig. 2 illustrates a common algorithm for identifying
antipatterns in code. A key element is the identification
approach, which varies by tool. However, it receives input
on the characteristics of poor-quality code and software
metrics generated from source or compiled code.

Source code Anthattems
specification
2 ¥
it Identification Identified
Compilation T
approach entities
2 A
Compilated code »Software metrics

Fig. 2 General identification algorithm

The antipattern detection technology in DECOR uses
a four-step algorithm. At the first step, the experts analyze
the subject domain and identify the key concepts on the
basis of which the classification and taxonomy of all
characteristics of poor quality code are made. The second
step is the specification of factors using domain-specific
language (DSL). The key concepts are formalized in the
form of rule cards, where a card is a set of rules which
contains characteristics that describe a particular
antipattern. DSL allows to determine the links, properties,
and internal structure of the antipattern using metrics. The
rule cards then automatically generate an algorithms for
issue identifying with code using DSL and the source code
parser. In the last step, the generated algorithms are
automatically applied to system models and identify
suspicious classes.

DECOR is designed with features of Java language,
its syntax and corresponding code-writing convention.
Therefore, in the study [9], all metrics are calculated

according to this programming language. In addition, the
vocabulary and taxonomy were developed for only four
antipatterns. This means that DECOR can only identify
them. The disadvantage of this approach is a great
dependence on peer inspections. The first two steps of the
algorithm are not automated, and adding a new antipattern
for identification will be time-consuming and will require
experts.

The approach used in the Paprika tool contains a
three-step algorithm. The first step is to collect metrics.
Input is one APK files and related metadata. Output is a
Paprika quality model that includes entities, metrics, and
properties. At this step generates a mobile app model and
removes quality metrics from the input artifact. Paprika
builds the model based on 6 entities. 17 properties describe
entities and attach to them as attributes. Properties and
entities are united by connections. Paprika also pulls
metrics for each entity. There are currently 34 metrics
available. The method uses 2 types of metrics: object-
oriented and Android-specific. Unlike properties, metrics
require the calculation or processing of byte-code. The
quality model is built using the described parameters. The
second step is the conversion of the quality model into a
graph model. The input is a model received at the previous
step. The output is a graph model stored in the database.
Because graph databases are independent of the rigid
scheme, the graph model is almost the same as the first step
model. All entities are represented as vertices of a graph.
Attributes and metrics are properties of vertices. The
connections between the entities are represented by
unidirectional edges. The last step is the identification of
antipatterns. Input is a graph database containing a quality
model. Output is vertices, and therefore entities containing
antipatterns. Once the model is downloaded and indexed by
the graphical database, you can use the database query
language to identify common characteristics of poor-
quality code.

Because Paprika analyzes byte-code, this means that
this tool can only analyze Java-written applications. In
addition, the byte-code often fails to get accurate metric
estimates. This was stated by the author himself in his
research [5].

Formulation of the problem. An analysis of works
[5-10] designates two major problems with identifying
poor-quality code in Android projects: the lack of methods
and tools for Kotlin and the presence of unexplored
programming antipatterns. Kotlin [13] has been identified
by Google as being a recommended development tool for
Android, which is rapidly developing and gaining
popularity. Considering also that there are only four poor-
quality code unexplored factors, it can be concluded that
the first problem is more critical. In addition, it should be
noted that more than 8% [13] of all developers use Kotlin
all the time. Thus, it can be said that the topic of research
of the identification of problem code for Android projects
written in Kotlin is relevant.

According to the analysis [5-9], two main methods
for identifying poor-quality code were determined.
Because the DECOR approach is not fully automated, the
authors will not rely on it for research. The approach used
in Paprika is more promising, as the author revealed not
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only general characteristics, but also Android specific ones.
However, the results of the metric calculation, and
therefore the identifications will be more accurate when
analyzing the source code. It will also expand the list of
used metrics. This approach will increase the number of
identifiable antipatterns. Therefore, it is proposed in the
future to improve the Paprika technique by analyzing the
source code and to use it to identify Kotlin code flaws.

Thus, the purpose of the work is to investigate and
improve the method of identifying poor-quality code for
Android projects written in Kotlin.

Low-quality code identification technology.
Identification technology developed by the authors builds
on four-step approach. Generalized scheme of it is shown
in fig. 3. First step includes syntax analysis of project
source code. In contrast to Paprika [5], where byte code is
analyzed, it was decided to work with source code. This has
the following advantages: elimination if information loss,
higher accuracy of obtained results, ready-made source
code metrics can be used, original names of components are
preserved. In addition, byte code is stored in archives,
which imposes additional restrictions on operation with
system. Source data can be both a link to a project directory
and a link to a web hosting service where project is stored
(GitHub, Gitlab, Bitbucket etc.). It is suggested to use the
KASTree library for syntax analysis. It allows to present
the source code as an abstract syntax tree (AST). On the
next stage quality model is constructed based on the
obtained AST. The syntax tree provides information about
classes, methods, variables and relationships between
them. Unlike the Paprika quality model this approach also
includes object-oriented Chidamber and Kemerer metrics
[14]. In the third step after building quality model, it is
converted for saving into graph DB. On the last stage
identification is performed by calling prepared queries to
DB. Queries are needed for searching antipatterns. After
that, a report is created listing found code flaws and their
location. We briefly describe content of each of the steps in
the next sections.

Syntax analysis is a process of converting source code
into structured representation. It is needed for building an
AST, which can help quickly get needed metrics for
generating the quality model. AST is a tree representation
of the abstract syntactic structure of source code written in
a programming language.

AST is atree data structure which is a finite set T with
the following properties:

e There is only one root T of the tree — project
directory;

e Other nodes T; are syntactic constructions found
in the source code;

e All non-root nodes are distributed among disjoint
sets and each set is a subtree;

m m
r=Jn. [n=0

i=1 i=1

where m — number of syntax constructions.

AST can be obtained from a Kotlin project using
KASTree library. However, the result of this tool is a
syntax constructions list that are not a unified data format.

It is suggested to use Adapter design pattern to
provide flexibility and extensibility of the system, which is
shown in fig. 4. It converts KASTree library output to a
common JSON data format. In case of changing syntax
parsing instrument it is not needed to change logic of using
AST on the next stage.

QualityModel —> <<interface>>
AstConverter
- coverter : AstConverter
+ getJsonAst() : JSON
1
1
1
NodeListToJsonAdapter | _ _ _ _ 1 KASTreeParser
- kastreeParser: KASTreeP
|
+ getTsonAst(): ISON + parseFile(String file): List

Fig. 4. Adapter design pattern for converting AST

Quality model generation. This model is based on
the quality model which used in Paprika instrument [5]. It
includes 6 entities: Package, Class, Method, Attribute,
Variable and Argument. Each entity is described by
attributes, such as full name, access modifier, type and
others. The model provides 7 types of relationships
between entities: Package Has Class, Class Has Method,
Class Has Attribute, Method Has Argument, Inherits, Calls,
Uses. Relationships exist between two determined types of
entities. For example, relation Inherits can exists only
between two entities of type Class. In addition to attributes
entities has source code metrics. Model provides 34
metrics. They are dived into object-oriented (OO) and
Android-specific metrics. OO metrics consists of simple

! Prepared Cypher :

1. Syntax 2. Quality model 3. Model conversion o 4. Antipattern
analisys generation 1Quality! = = r Graph detection
- 1 onvert onvert del -
- Ueries

Chidamber and
Kemerer metrics

' Android- 1

ispecific metrics
I
1

Fig. 3. Low-quality code identification technology for Android projects written in Kotlin
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and computational values. Simple measures can be
obtained directly from the AST, e. g. number of methods in
a class, number of parameters in a method and so on. On
the other hand, computing metrics requires additional
calculations.

Authors propose to supplement this data with
Chidamber and Kemerer metrics. Their usage expands the
range of code flaws that can be identified and improves the
accuracy of the results. We briefly describe these metrics.

Weighted Methods per Class (WMC). Consider class
C with set of methods m,,m,, ...m,,, which are defined in
this class. Let cy,c,,...c, cyclomatic complexity of

methods. Then:
n
WMC = Z C; .
i=1

Cyclomatic complexity is computed using the control
flow graph of the program: the nodes of the graph
correspond to indivisible groups of commands of a
program, and the directed edge connects two nodes if the
second command might be executed immediately after the
first command. Then:

Ci=Ei_Ni+29iEHy

where  E; —number of edges in graph for i-th method;

N; — number of nodes in graph for i-th method.

Depth of Inheritance (DIT). This metric is used to
determine the location of a class in the inheritance
hierarchy. DIT shows how many class ancestors can
potentially affect the class. DIT is defined as a maximum
number of ancestral classes per class. It is needed
recursively bypass the inheritance tree before reaching the
first ancestor class to find this metric. The number of
attended classes is DIT.

Coupling Between Objects (CBO) for a class is a
count of the number of other classes to which it is coupled.
Coupling between two classes is said to occur when one
class uses methods or variables of another class. COB is
measured by counting the number of distinct non-
inheritance related class hierarchies on which a class
depends. Let class C with set of methods m,,m,, ...m, and
set of variables p,,p,, ... px, Which are used in this class.

Herewith m; & C,p; € C, i = 1,n, j = Lk. Then:

n k
i=1 j=1

Response for a Class (RFC) is the count of the set of
all methods that can be invoked in response to a message to
an object of the class or by some method in the class. This
includes all methods accessible within the class hierarchy.
RFC is defined as follows:

rrc = 3| Jr,

where  {R;} — set of methods called by i—th method;
{M} — set of methods, which belong to class.

Lack of Cohesion in Method (LCOM) measures the
extent to which methods reference the classes instance data.
Consider a class C with set of methods m,,m,, ...m,,. Let
{I;} is set of instance variables used by method m;. There
are n such sets {I;,1, ....I,}. Let P = {(I.;|; n I; = 9)},
and Q = {(I.;|I; n I; # @)}. If all n sets are empty then let
P also is empty. Then:

IPl = 1QL.IP] > @l

LCOM ={
0, 1P| < 1Ql.

Catolino described [15] rules for determining code
flaws using described metrics. As shown below, it is
possible to identify code smells by converting these rules
into database queries.

Transformation into a graph representation.
Model must be presented as a graph for convenient and
efficient operation of it. If entities of the quality model are
considered as vertices of the graph, relationships between
entities as edges, and attributes and entity metrics as
properties of vertices, then the quality model can be
converted to graph form. This graph is stored in memory
using a graph DB. This solution is flexible and efficient,
because such approach of data storage does not depend on
a rigid scheme. Thereby converted model (fig. 4) is the
same as that described in previous section. In addition,
graph repositories show high performance with datasets up
to 235 nodes and relationships. This allows to identify
antipatterns even on large systems.

Method Has Variable i
— »| Variable

Class_Haf Method

Method

Method Has Argument

Class

Full name
Number of methods
WMC

Fig. 4. Schematic representation of a graph model

Antipatterns search. It is suggested to identify code
smells based on the model stored in DB. Information about
the structural parts of the code which implement
antipatterns can be obtained by querying graph DB. A
report is built based on this information. Let show
searching code flaws on two widespread antipatterns: God
Class as object-oriented and Internal getters and setters as
Android specific.

God class is a class that contains a large number of
fields and methods. It is responsible for different logic, its
attributes are related to different processes, which implies
strong connection with other classes. Such classes are
difficult to maintain and increase the complexity of
software modification. Author [15] proposes to use metrics
such as WMC, LCOM, number of methods (NM) and
number of fields (NF) for identification God Class cases. If
for any class € LCOM > 15 and WMC > 9 or NM > 12
and NF > 8, then it is considered as God Class. The graph
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DB query in Cypher notation for identification such
antipatterns is shown in fig. 5.

MATCH (cl:Class)
WHERE
cl.lack of cohesion_in methods > 15
AND cl.weighted methods per class > 9
OR cl.number of methods > 12
AND cl.number of attributes > 8
RETURN cl

Fig. 5. Cypher query to search for God class

In Android, class fields should be available directly
for performance reasons. Usage of internal getters and
setters turns into a virtual call, making the operation three
times slower than direct access. Internal getters and setters
can be identified using the graph model. Query for this
antipattern is shown in fig. 6. This query looks for two
methods from one class, when one calls the other,
designated as a getter or setter.

MATCH (ml:Method)-[:CALLS]->(m2:Method),
(cl:Class)
WHERE
(m2.1is setter OR m2.is getter)
AND cl-[:CLASS OWNS METHOD]->ml
AND cl1-[:CLASS OWNS METHOD]->m2
RETURN ml

Fig. 6. Cypher query to identify Internal getters and setters

Conclusions. This work describes a technology of
identifying poor-quality code for Android projects written
in Kotlin. It is based on the work of Hecht [5] and is an
option to improve the Paprika tool and adapt it to the Kotlin
programming language. The proposed approach uses
source code instead of byte-code and complements the
object-oriented metrics offered by Hecht. This will increase
the number of antipatterns of identification and, using the
work [14, 15], improve the accuracy of the results. The
implementation of the described technology will
effectively identify both object-oriented and Android-
specific characteristics of poor quality code. As a future
extension of the study, authors suggest to use proposed
approach in developing software of antipatterns
identification in Kotlin web-based applications or adapt it
for Swift language, which is used in developing projects for
iOS platform.
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V. 1. ZYBIN, I. V. LIUTENKO

DESIGNING INFORMATION SUPPORT FOR EVALUATING THE QUALITY OF EMBEDDED
SOFTWARE

This article presents a system for evaluating the quality of embedded software using a decision system based on fuzzy logic. These approaches will
improve the assessment of software quality, due to its features. This article defines the main criteria for software quality used in assessing the quality of
the software. The main literature was examined, in which fuzzy logic was described, decision-making systems using fuzzy logic, as well as software
quality assessment systems, including software for embedded systems. The main characteristics and properties of embedded systems were considered.
Based on the considered characteristics and properties of embedded systems, the ranking of criteria was made, which will be further used in the software
quality assessment methodology. The main criteria that are used to evaluate the quality of software were considered, and the criteria presented were
distributed according to the degree of influence on the assessment of the quality of software of embedded systems. Fuzzy logic was considered, and
more precisely: the basic properties of fuzzy logic and fuzzy numbers, the basic mathematical operators applied to fuzzy numbers. The system for
constructing rules for the rule base, as well as the defuzzification process, built on the basis of the centroid method, is analyzed. An example of software
evaluation for embedded systems was considered. In this example, linguistic variables were determined, as well as their numerical ranges, which were
used for the initial assessment of the quality criteria of this software. Each range of ratings was distributed according to the influence of a criterion on
software quality. The output linguistic variable and its numerical value were also determined. In the end, based on the set values, an estimate of the set
software was derived. The theoretical result obtained in this article is the basis for constructing a system for evaluating software quality for embedded
systems.
Keywords: decision-making, fuzzy logic, embedded systems, software quality, software assessments, software testing.

B. I. 3UbIH, 1. B. TIOTEHKO

MPOEKTYBAHHS IHOOPMAIIAHOI'O 3ABE3INEYEHHSI 1JIS1 OLIHKU AKOCTI I13
BBYJIOBAHUX CUCTEM

V naHiit cTaTTi MpeACTaBIeHa CUCTEMa I OL[IHKM SKOCTi IPOrpaMHOro 3abe3rnedeHHs BOyJIOBaHHX CHCTEM 3 BUKOPHCTAHHSAM CHCTEMM MPHIAHATTS
pilleHb Ha OCHOBI HewiTKOI Joriky. JlaHi MiaXix JO3BONHTH MOMIMIIMTH OLIHKY SKOCTI MPOrpaMHOro 3abe3meveHHs, 3a paxXyHOK ypaxyBaHHs iforo
ocobymMBoCTei. Y fAaHil CTaTTi BU3HAYEHO OCHOBHI KpHTEpii SIKOCTI NMporpaMHOro 3abesreueHHs, BUKOPHUCTOBYBaHI NpPH OIHI SKOCTi JaHOTO
nporpaMHoro 3abesneueHHs. Bynma ornsHyTa OCHOBHa JiTepaTypa, B siKiii Oysia onMcaHa HeWiTKa JIOTiKa, CHCTEMH TNPHHHATTA pilleHb, IO
BHKOPHCTOBYIOTh HEUITKY JIOTiKy, @ TAKOX CHCTEMHM OLIHKH SIKOCTI MPOIPAMHOr0 3a0e3MedYeHHs, B TOMY YMCIi i IPOrpaMHOr0 3a0e3MedeHHs s
BOY/IOBaHUX CHCTeM. By po3risHyTi OCHOBHI XapaKTEPHUCTHKH Ta BIACTHBOCTI BOymoBaHMX cucteM. Ha mifcraBi posriasHyTHX XapaKTepUCTHK i
BJIACTUBOCTEH BOYZIOBAaHUX CHCTEM BHPOOMIIOCS PAHXXKYBAaHHsS KPUTEPIiB, AKi B MOJaIbLIOMY Oy1yTh BUKOPHCTOBYBATUCS B METOMMIII OL[IHKU 5 KOCTI
MporpaMHoro 3adesnedeHHs. bynu po3riisiHyTI OCHOBHI KpuUTepii, SKi BUKOPUCTOBYIOTHCS ISl OLIIHKH SKOCTI MPOIPAaMHOTO 3a0€3MEUEHHs, a TaKOX
MpeJICTaBIeH] KpUTepii, sAKi OyJM PO3MOAUIEHI 32 CTyNEHEM BIUIMBY Ha OLIHKY SKOCTI NPOrpamMHOro 3a0esneueHHs BOynOBaHMX cucreM. Byna
PO3IJIsIHyTa HEYiTKa JIOTiKa, a TOYHIIIE: OCHOBHI BIACTUBOCTI HEUYITKOT JIOTIKH 1 HEUITKUX YHCEJl, OCHOBHI MATEMAaTHYHI OIIEPATOPH, 1110 3aCTOCOBYIOTHCS
JI0 HeuiTKUM ymciax. Po3iOpana cuctema noOy 0B mpaBuil AJ1st 0a3u MpaBull, a Takoxk mpouec aedasudikanii, modysoBaHui Ha MiACTaBi LEHTOITHOTO
MeToy. Byno po3ryisiHyTo npukiaz OuiHKM IPOrpaMHOro 3adesneyeHHs A1 BOyJIoBaHUX cucTeM. B naHoMy npukiani Oynu BU3HA4EHI JIIHIBICTHYHI
3MiHHI, @ TAKOX 1X YMCIIOBI Jllala30HHU, SKi BAKOPUCTOBYBAJIMCS [ MEPBICHOT OLIIHKM KPUTEPIiB AKOCTI JaHOrO mporpamHoro 3adesnedyeHHs. Koxen
Jliara3oH OLIHOK OYB PO3MOIIEHUH 3riJHO BIUIMBY KPUTEPIIO Ha SAKICTh MpOrpamMHOro 3adesnedeHHs. Takox Oyia BU3HaYeHa BMXi/IHA JIIHIBICTHYHA
3MiHHa 1 11 yucioBe 3HAa4YeHHA. B KiHILI, HA OCHOBI 3aJJaHUX 3Ha4eHb OyJa BUBEJEHA OLIHKA 33JaHOr0 NporpaMHoro 3abdesneuyeHHs. OTpumaHuii
TEOPETUYHUH Pe3ysIbTaT B JaHiil CTAaTTi € OCHOBOIO JIs TOOYI0BH CUCTEMHM ISt OL[IHKU SIKOCTI ITPOrpaMHOr0 3a0e31eueHHs 111 BOYJOBaHUX CUCTEMH.

KarouoBi cioBa: mpuilHATTS pilleHb, HEWiTKa JIOrika, BOYIOBaHI CHCTEMH, SKICThb NPOrPaMHOr0 3a0e3NEUEHHs, OLHKAa IPOrpaMHOro
3a0e31eueHHs, TECTYBaHHS IPOrPaMHOro 3a0e3neyeHHs.

B. H. 3bIbHH, U. B. TIOTEHKO

IMPOEKTUPOBAHUE HTHOOPMAIIMOHHOI'O OBECIHIEYEHMUA VIS OHEHKH KAYECTBA ITO
BCTPAUBAEMBIX CUCTEM

B maHHO# cTaThbe NpeACTaBlieHAa CHCTEMa A7 OLEHKH KauecTBa IPOrPAMMHOrO OOeCredyeHHs BCTPAaHBAEMbIX CHCTEM C HCIOIB30BAHHEM CHCTEMBI
MIPUHATHS PEIICHUI HA OCHOBE HEYETKOM JIOTMKH. JJaHHBIE MOAXO0 MO3BOJIMT YIIYUIIMTh OLICHKY Ka4yecTBa IPOrPAMMHOI0 00eCIedeHus, 3a cYeT yuéra
ero ocobenHocTeil. B maHHOM cTaThe ompeeneHbl OCHOBHBIC KPHTEPHU Ka4eCTBA I POrPAMMHOIO 00ECIIeueH s, HCIIOIb3yeMble IIPH OLIEHKE KauecTBa
JTAHHOTO IPOrpaMMHOro obecredeHus. bblma ocMoTpeHa OCHOBHas JHMTEpaTypa, B KOTOPOH Oblia OmMcaHa HEYETKAs JOTHKA, CUCTEMBI HPHHSITH S
PCIIeHHUH, UCIONB3YIOMHUe HEUETKYIO JIOTHKY, a TakK)Ke CHCTEMBI OLCHKH KauecTBa IPOrPaMMHOIO OOECIedeHHs, B TOM YHCIE M HIPOrpaMMHOTO
obecredeHnsl IJIsI BCTPaUBAEMBIX CHCTEM. BBITH paccMOTpeHBI OCHOBHBIE XapaKTEPHCTHKH H CBOHCTBA BCTpaHBaeMbIX cucTeM. Ha ocHoBaHHM
PAcCCMOTPEHHBIX XapaKTEPUCTHK M CBOICTB BCTPAaMBAEMBIX CHCTEM IPOU3BEIOCh DAHKHPOBAHHE KPHUTEPUEB, KOTOpPHIE B HajbHeimeMm OymyT
HCIOJIb30BAThCS B METOIMKE OLICHKH KadecTBa MPOrPaMMHOTO oOecredeHusl. Bpu paccMOTpEeHbI OCHOBHBIC KPHTEPHH, KOTOPBIC UCIIONB3YIOTCS IS
OIICHKH KadecTBa IPOrpaMMHOr0 o0ecHedeHus, a TakKe MPEACTaBICHHbIe KPHTEPUH OBLIH paciipe]] eJIeHbl 0 CTENCHH BIHMSHUS Ha OLEHKY KauecTBa
MIPOrPaMMHOT0 00€CIIeUeHHsI BCTpaMBaeMbIX CUCTEM. bblia paccMOTpeHa HeuéTKast JIOTHKA, & TOYHEE: OCHOBHBIE CBOMCTBA HEUETKOI JIOTUKY M HEYETKUX
4HCell, OCHOBHBIE MATEMaTHYECKHE OLEPAaTOPbL, IPHMEHsIeMbIe K HedéTKuM unciaaM. Pa3oOpaHa crcTeMa IOCTPOCHHS IPaBUII A7 0a3bl IPaBHIL, a TAKKE
nponecc gedasu(uKaniy, IOCTPOCHHBIH Ha OCHOBAaHMH METOZa IEHTPOUAOB. BBIT pacCMOTpeH mpHMep OLEHKH HPOrpaMMHOrO OOecmedeHus st
BCTPaHBaeMbIX CHCTEeM. B maHHOM mpmMepe OBUIM OHpe[eleHbl JMHTBHCTUYECKHE MEPEeMEHHBIC, a TakKe HX YUCIOBBIE AMANAa30HBI, KOTOPBIE
HCIHONIB30BANNCH JJIs HEPBOHAYATNHPHONW OLEGHKHM KPUTEpHEB KadecTBa JAaHHOTO HPOrpaMMHOro obecredeHns. Kakaplii OHANa30H OLEHOK OBLI
pacrpezieiéH COTAacCHO BHIIIHHIO KPHTEPUEB Ha KaduecTBO HPOTrpaMMHOro obecredeHms. Taike ObUI OIpeneleHa BBIXOAHAS JIMHIBHCTHYIECKAS
mepeMeHHas H e€ YHCIOoBOe 3HAaueHHe. B KoHIle, Ha OCHOBE 3aJlaHHBIX 3HAYCHHI ObLTa BEIBEIEHA OI[HKA 3aJaHHOTO IIPOrPaMMHOrO 00eCIedeH Hsl.
IMomydeHHBIH TEOPETHYECKHH pe3ylbTaT B JAHHOHW CTaTbe SBIIETCS OCHOBOI Ul IOCTPOGHHS CHCTEMBI [JISI OLEHKHM KadecTBa HMPOTrPaMMHOIO
obecredeH s JJIs BCTPaHBAEMbIX CHCTEMBI.

KiioueBble c10Ba: MpUHATHE DEIICHHH, HEUETKas JIOTUKA, BCTPaMBAaeMble CHCTEMBI, Ka4eCTBO IPOTPAMMHOIO OOECIIEeUeHHs, OLEeHKa
IIPOTPAaMMHOT0 00ecIedeH s, TECTHPOBaHUE IPOrPAMMHOT0 00ecIed eHus.

© V. 1. Zybin, 1. V. Liutenko, 2020
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Introduction. Test automation solution — is a rea-
lization (implementation) of a test automation architecture,
i.e., a combination of components implementing a specific
test automation assignment. According to 1SO 25010,
quality software meets the following criteria [1]:

e Functional Suitability;

Performance efficiency;,
Compatibility;
Usability;

Reliability;

Security;
Maintainability;

o Portability.

Embedded systems are used everywhere, including in
such areas as medicine, astronautics, etc. In this regard, the
quality of embedded software is very important. After all,
poor-quality software can cause huge losses.

Due to the growth of device functionality and,
accordingly, the growth of software code sizes, quality is
becoming an increasingly urgent problem. The literature
uses many different ways to evaluate software quality. The
main problem of all the proposed solutions is that they do
not take into account the specific features of embedded
software (for example, a small amount of memory in
devices). To solve the problem of software quality, it is
proposed to use fuzzy logic. The advantage of using fuzzy
logic is that this approach will allow you to take into
account the features of this type of software.

In this article, to solve the problem, we use literature
describing fuzzy logic and the 1SO 25010 standard to
determine the main criteria for software quality. Zade [2]
was one of the first to describe the basics of fuzzy logic.
Gieseckea [3] examined various architectural constraints
that should have served as the basis for software quality
assessment. Siavvas [4] created the QATCH framework,
which allows you to evaluate software quality based on
customer requirements. Pasrija [5] used the choquet
integral Approach to evaluate software quality. Ahrem [6]
illustrates an example of the use of fuzzy logic in the
decision-making system. Gorbachenko [7] is considering
an 1SO standard to create a software testing system. In the
work of Klyuyev [8], fuzzy logic is used for a general
assessment of the quality of software.

The advantage of fuzzy logic is that it allows you to
take into account the features of a particular type of
software. Such an approach has the advantage over others
that increases the accuracy of the assessment.

The aim of this work is to develop a method for testing
embedded software based on fuzzy logic.

This article consists of such sections. Introduction —
where basic information is presented. In literature review
discusses the main sources that was used when writing the
article. Methods, the methodology of building a system is
considered in this section. The results section discusses the
results for the methods section. The conclusions section
contains conclusions regarding to this work.

Literature review. In an age when embedded
systems are becoming an increasingly large part of our
lives, its quality should never be lower than ever. Now there
are many new approaches to assessing the quality of
software.

Zade [2] is one of the first to describe fuzzy logic.

Gieseckea [3] considered various architectural
constraints that can be used for reuse and to improve the
quality of software. He proposed to use two classes of
architectural restrictions: Pattern-based concepts and Style-
based concepts. The disadvantage of this approach is that it
is always applicable. Since there are many programming
languages and types of software, these architectures are not
always possible to implement.

Siavvas [4] in his work proposed an adaptive
framework for assessing the quality of the software
QATCH (Quality Assessment Tool CHain). Based on the
criteria of the 1SO 25010 standard, this framework allows
software evaluation. The disadvantage of this approach is
that it is embedded in the program code. This approach does
not take into account the limited resources of embedded
systems and cannot be effectively used in such systems.

Pasrija [5] in his work suggested using Choquet
Integral to evaluate software quality. This approach uses
fuzzy numbers. But in this paper, a generalized example is
used that does not take into account the features of each
software.

The work of Ahrem [6] describes examples of the use
of fuzzy logic in the decision-making system.

Gorbachenko [7] described the
methodology for assessing software quality.

Klyuyev [8] uses fuzzy logic to evaluate software
quality.

Garusi [9] gave a full review of the literature on
evaluating the quality of embedded software. In his work,
Google scholar and scopus were used as the main source of
articles. As a result, the sample articles were classified by
this type:

. Test-case design;

. Test scripting;

. Test execution;

. Test evaluation;

. Test-result reporting;

. Test automation;

. Test management;

. Other test engineering activities;

As a result, five of the most cited articles were
highlighted.

The Minhas [10] in his article uses Regression testing
to determine the quality of embedded software. The main
idea of this approach is that it does not value the software
of embedded systems itself, but rather shows the influence
of the new functionality on the quality of the system.

Seo [11] in their article developed a system for
evaluating the performance of embedded system software
based on a kernel hack. This system is only capable of
evaluating performance; therefore, it is not inconvenient to
show possible errors in the software of the embedded
system and other problems. An additional disadvantage of
this system is that it requires output to connect the system
and evaluate it.

Burakov [12] described the criteria and methodology
for assessing software quality. The downside of this work
is that some criteria are not suitable for embedded systems.

The work of and Pronina [13] describes examples of
the use of fuzzy logic in the decision-making system.

criteria  and

O©ooO~NOOULh~WE
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Rudkovska [14] and Grinyaev [15] describe additional
information about fuzzy sets. Those works describes the
basic laws of fuzzy logic.

This article uses 1SO 25010, on the basis of which
linguistic variables are taken. The disadvantage of this
approach is that it does not take into account the features of
the programming language and the type of system.

Methods. The quality of a system is the degree to
which the system satisfies the stated and implied needs of
its various stakeholders, and thus provides the value. Those
stakeholders' needs are precisely what is represented in the
quality model, which categorizes the product quality into
characteristics and sub-characteristics. To test the quality
of testing, special quality criteria are used. One of the
sources of such criteria is the 1ISO25010 standard. ISO/IEC
25010 comprises the eight quality characteristics [1] shown
in the following fig. 1.

According to the 1ISO standard, these criteria have the
following meaning:

Functional Suitability. This characteristic represents
the degree to which a product or system provides functions

under stated conditions. This characteristic is composed of
the following sub-characteristics: time behavior, resource
utilization and capacity.

Compatibility. Degree to which a product, system or
component can exchange information with other products,
systems or components, and/or perform its required
functions while sharing the same hardware or software
environment. This characteristic is composed of the
following sub-characteristics: co-existence, interopera-
bility.

Usability. Degree to which a product or system can be
used by specified users to achieve specified goals with
effectiveness, efficiency and satisfaction in a specified
context of use. This characteristic is composed of the
following sub-characteristics: appropriateness recogniza-
bility, learnability, operability, user error protection, user
interface aesthetics and accessibility.

Reliability. Degree to which a system, product or
component performs specified functions under specified
conditions for a specified period. This characteristic is
composed of the following sub-characteristics: maturity,

SOFTWARE
PRODUCT
QUALITY

Compatibility Usability

Functional Suttabiliy Performance Efficiency

Reliability Security

Maintainability Portability

Fig. 1. Software quality criteria

that meet stated and implied needs when used under
specified conditions. This characteristic is composed of the
following sub-characteristics: functional completeness,
functional correctness and functional appropriateness.
Performance Efficiency. This characteristic represents
the performance relative to the amount of resources used

availability, fault tolerance, recoverability.

Security. Degree to which a product or system
protects information and data so that persons or other
products or systems have the degree of data access
appropriate to their types and levels of authorization. This
characteristic is composed of the following sub-
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characteristics: confidentiality, integrity, nonrepudiation,
accountability, authenticity.

Maintainability. This characteristic represents the
degree of effectiveness and efficiency with which a product
or system can be modified to improve it, correct it or adapt
it to changes in environment, and in requirements. This
characteristic is composed of the following sub-
characteristics: modularity, reusability, analysability,
modifiability, testability.

Portability. Degree of effectiveness and efficiency
with which a system, product or component can be
transferred from one hardware, software or other opera-
tional or usage environment to another. This characteristic
is composed of the following sub-characteristics: adapta-
bility, installability, replaceability.

For a more effective assessment of software quality,
each criterion should be divided according to the degree of
influence. To separate the criteria, the basic properties of
the software of embedded systems should be determined.

An embedded system is a controller programmed and
controlled by a real-time operating system (RTOS) using a
special function in a larger mechanical or electrical system.

The main features of the embedded systems are:

o real-time work (almost always);

e various, often difficult, operating conditions;

e autonomy of work (lack of operator, power

restrictions);

e high requirements for reliability and safety of

operation;

o limited resources;

e critical applications (Dependable Applications)

related to human health and life.

Based on the features of embedded systems, quality
criteria can be divided into the following categories:

e Criteria of high importance: Performance
Efficiency, Usability, Reliability;

e Criteria of medium importance: Functional
Suitability, Maintainability;

e Criteria of low importance: Compatibility,

Security, Portability.

Fuzzy logic is used to evaluate the criteria. This
approach is able to take into account how much each of the
criteria is significant for determining the quality of software
in embedded systems.

A fuzzy set is a class of objects with a continuum of
grades of membership. Such a set characterized by a
membership (characteristic) function that assigns to each
object a grade of membership ranging between zero and
one. The notions of inclusion, union, intersection,
complement, relation, convexity, etc., extended to such
sets, and various properties of these notions in the context
of fuzzy sets are established. In particular, a separation
theorem for convex fuzzy sets proved without requiring
that the fuzzy sets be disjoint. L. A. Zadeh represented
fuzzy sets algorithm in 1965. In that work for mathematical
definition use X, which a space point (objects), with a
generic element of X denoted by x. Thus, X = {x}. A fuzzy
set (class) A in X is characterized by a membership
(characteristic) function f,(x) which associates with each
point 2 in X a real number in the interval [0, 1], with the

value of f,(x) at x representing the "grade of membership"
of x in A. Thus, the nearer the value of f,(x) to unity, the
higher the grade of membership of x in A. When A is a set
in the ordinary sense of the term, its membership function
can take oil only two values 0 and 1, with f,(x) =1 or 0
according as x does or does not belong to A. Thus, in this
case f,(x) reduces to the familiar characteristic function of
aset A [2].

In the theory of fuzzy systems, fuzzy sets are those
that are on the axis of real numbers. Fuzzy number can
determine the set 4, which is on the set of real numbers A <
R, the membership function of which has the value
u: R[0, 1] and meets the conditions:

1. sup, cg Ha(x) = 1, in other way the fuzzy set 4 is

normalized,

2. uyfAky + (1 — Dxmin{p, (cg), 14 (x2)3], in other

way the fuzzy set A is convex;

3.y (x).

Fuzzy sets can be divided into positive and negative.
A fuzzy number is positive when p,(x) = 0 for x < 0 all,
negative when u,(x) = 0 for all x > 0 [14].

Fuzzy numbers have their own binary operations,
which are defined through generalizations of operations for
clear numbers. These operators meet the conditions:

o addiion ()= max (w,(x)Ap ()
Vx,y,z € R,

e subtraction p, _z(x) = Zr:nxa§y(pA(x) Aug(y);
Vx,y,Z € R,

e multiplication Ha.p(x) =
max (Ha(x) Aup(¥)); VX, ¥,z € R;
zZ=x-y

o division max  (pa(x) A pg(¥));

z==,y#0
R

HA/B(X) =

vVx,y,Z € R.

These algebraic operations have a very large volume
of calculations, so often fuzzy numbers are represented in
LR form, where L is the left part of the number, R is the
right part of the number. The fuzzy number in LR form has
form:

m — x
L( );a>0;VxSm,
o

)

m— x
R( 5 );B>0;Vx£m.

Where L and R are functions that have the properties:

L(—x) = L(x),
L(0) = 1. @

The function L decreases monotonically on the
interval [0, +oo]. m is the mean value of the fuzzy number,
a is the deviation from the mean value on the left, {8 is the
deviation of the value on the right. If a = B = 0, then the
fuzzy number A becomes clear. Thus, fuzzy numbersin LR
form can be represented as A = {my, oy, B4}, and the
operations have the form:
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e addition operation: A + B = (mmy, oy, By)
(mp, a5 Bp) = (my + mp, 0y + ap By +
Br);

e subtraction operation: A—-B
(mAa oy, BA) - (mB7 A p, BB) = (mA -
mp,ay — g By — Br);

o multiplication operation:

(my, 0y, B4) - (mp, ap Bp) = (my -
mpg, mpay + myag mpB, + myPp) [15];

To solve the problem of choosing an automated
testing system, using a fuzzy inference, which determines
the non-linear mapping of the input data vector into a scalar
output value using fuzzy rules. A fuzzy logic output with a
multidimensional output considered as a set of independent
fuzzy logic outputs with a multidimensional input and a
one-dimensional output.

A-B

A defuzzifier maps a fuzzy output set to a fuzzy set
containing a range of output values. Defuzzifier converts to
a single numerical value, convenient for further use. There
are several methods of defuzzification: centroid, maximum
and maximum centeroid method. In this paper, the centroid
method is used.

In the centroid method, the center of gravity (centroid)
is determined, which is the result of y. For continuously and
discretely defined values of fuzzy numbers of a set,
respectively:

fbayu(y)dy S _ 2l yin(y;)
I, u@)dy RS TCA N

y= (6)

The scheme of the mechanism of logical conclusion is
shown in fig. 2.

Rule base

Misleading
(fuzzification)

X Clear

4

Bringing clarity
| (defuzzification)

Y Clear
Value

Value

‘ A fuzzy logical
‘ conclusion

Fig. 2. Mechanism of logical conclusion

Fuzzy inference consists of three components: a
fuzzifier, a logical inference mechanism, and a defuzzifier.
The fuzzifier determines the degree to which input values
belong to fuzzy input sets — linguistic variables.

The core of the inference mechanism is a rule base
containing linguistic rules derived from static numeric data.
Rule base consists of a set of rules in the format:

Rule = if x; has Txalny

. any
andif x; hasT,, ™~ ...

any
Txm
any

thenyhasT,™,

®)

and if x,, has

where x;,X,,X,, is linguistic variables, T,;~
T," is rules, y is linguistic output.

If more than one condition is used, then it is necessary
to use a fuzzy operator to determine the result of applying
this rule, that is, determine the degree of membership for a
fuzzy set of outputs. To do this, use the minimum operators
(3) and products (4):

any any
> sz > Txm >

() = min(uCe;), nGrz), s 10m)), (4)

®)

where p(x;) - p(xy) - ... - u(x,) — degree to which the
input values and the application result belong to the
corresponding fuzzy sets of linguistic variables.

D) = p(eq) - 1lxg) - s 1O,

Results. An example of software evaluation is given
as a result. To start the assessment, linguistic variables and
their value of a fuzzy number should be determined.

Each of the criteria has such linguistic variables:

x, = {bad, normal, good}, where n = 1,2,...,n,
where n is total number of criteria.

Each criterion has its own range of values depending
on the importance of this criterion. The ranges of values are
presented in table 1.

Table 1 — Range of values for linguistic variables
in different group

Bad Normal Good
Criteria of high
importance [1, 4] [5, 8] [9, 10]
Criteria of medium
importance [1, 3] [4, 7] [8, 10]
Criteria of low
importance [1, 2] [3, 6] [7, 10]

The assessments of experts according to table 1 are
converted from numerical variables to linguistic ones.
Based on linguistic variables, a rule base is constructed
according to formula (5). Based on these rules, a final grade
is derived. The final grade is also a linguistic variable and
has its own meanings: y = {bad quality, low quality, normal
quality, above normal quality, high quality}. These
linguistic variables have the following numerical values:
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bad quality — 2, low quality — 4, normal quality — 6, above
normal quality — 8, high quality — 10. For example, software
that has such ratings:

e Functional Suitability — 8;

o Performance Efficiency — 6;
o Compatibility — 2;

e Usability — 6;

o Reliability — 8;

e Security — 9;

e Maintainability — 6;

o Portability — 4.

According to Table 1, these criteria have the
following linguistic variables:

e Functional Suitability — Good,;

Performance Efficiency — Normal;
Compatibility — Bad;

Usability — Normal;

Reliability — Normal,

Security — Good;
Maintainability — Normal;
Portability — Normal.

According to the rule base, based on these values, the
output score of this software is equal to: above average or
in a garble value of 8.

Conclusions. Thisarticle describes the quality criteria
and their impact on evaluating the quality of software for
embedded systems, the basics of fuzzy logic and at the end
describes an example of software evaluation. The described
approach is noteworthy in that it allows to get an
assessment of the quality of software based on its features,
which allows you to improve the assessment of software
quality.

This approach can be used not only to assess software
quality. For example, in article [13], a system for spinning
a solution based on fuzzy logic is used.

As a future work, writing a framework that, based on
this issue, will evaluate the system.
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