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MODIFICATION OF THE DECOMPOSITION METHOD OF CONSTRUCTING MULTIVARIATE
POLYNOMIAL REGRESSION WHICH IS LINEAR WITH RESPECT TO UNKNOWN COEFFICIENTS

The authors created a universal method of constructing multivariate polynomial regression given by a redundant representation. The method is synthetic,
it organically combines a decomposition method and the modified group method of data handling. First, the decomposition method is implemented, it
consists in the decomposition of the multivariate problem into a sequence of subproblems of constructing univariate polynomial regressions and the
corresponding systems of linear equations, the variables of which are estimates for the nonlinear terms of the multivariate polynomial regression. Partial
cases that guarantee the finding of estimates with a predetermined value of their variances were considered. The formal algorithm for constructing
coefficient estimates for nonlinear terms of the multivariate polynomial regression stops working on the first coefficient whose estimation with a
predetermined accuracy is not achieved under the specified limitations on the number of tests. The estimation of all coefficients that were not found by
the decomposition method is done by a heuristic method, which is an efficient modification of the group method of data handling. The increase in the
efficiency of the synthetic method is achieved primarily by finding such new theoretically substantiated algorithmic procedures (aggregated operators)
of the decomposition method, which significantly, in comparison with its previous version, increases the number of coefficients for nonlinear terms of a
multivariate polynomial regression that can be found in advance given accuracy. The authors showed that this effect is achieved due to new theoretical
provisions used in the visual analysis of the structure of the multivariate polynomial regression given by the redundant representation by a professional
user. The given illustrative example facilitates the use of the presented results when solving practical problems.

Keywords: regression analysis, multivariate polynomial regression, redundant representation, decomposition method, individual algorithm, least
squares method.

1. Introduction. Construction of a multivariate re-
gression based on the results of an active experiment is still
theoretically and practically relevant as shown, in particu-
lar, in [1-15]. As noted in the abstract, the authors proposed

dition for finding estimates with a given accuracy), E isa
random variable, its mathematical expectation is ME =0,

its variance Var(E)=o’ <. o2 is known or its efficient

a universal synthetic method for constructing a multivariate
polynomial regression (MPR) given by a redundant repre-
sentation. The originality and efficiency of the method were
protected by relevant publications. In this paper, we
propose to qualitatively increase its efficiency by
expanding the theoretical and practical capabilities of the
decomposition method, which is a part of the synthetic
method.

1.1. The problem statement. An MPR is given by the
following redundant representation [14]:

Y (%)= b2 ()" (%) +E @

V(il ..... i()EK,V(jl,.“,j()eK(il,m,i,)

where X =(X,..., X, )T is a deterministic vector of input

variables, x, [c;,, d,], 0<¢ <d; (this is the strictest con-

upper estimate is known. The values of the coefficients
bl:-% are unknown (b is an unknown constant).

We need to estimate the unknown coefficients at non-
linear terms of the MPR according to the results of an active

experiment (xi >V, i :1,n).

1.2. Basic provisions of the decomposition method
[1]. The decomposition method [14] implements a method-
ology of reducing the finding of estimates for nonlinear terms
of the MPR (1) to the sequential construction of univariate
polynomial regressions (UPR) and the solution of the
corresponding systems of linear equations. Variables in these
equations are estimates for nonlinear terms of the MPR (1).
The general formal algorithmic procedure for obtaining
estimates of all coefficients for nonlinear terms of the MPR
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(1) consists in the sequential execution of the first and then
the second subalgorithm. The first subalgorithm is
implemented step-by-step for all members of the MPR, each
of which contains at least one scalar variable of power
greater than or equal to two.

Remark 1. The procedure for choosing nonlinear terms
and choosing for each of them a single coefficient of the form

(xip )Jp » §, > 2, is substantiated in [1].

At each step of the first subalgorithm, the scalar varia-
ble x; is replaced by a virtual scalar variable z :

X, =8 z+b . (2)

The coefficients a , b are found according to [1].

T

The values x

i, 1=1n, of the real input variable x; are
found according to (2) by the given in advance values of the
virtual variable z . Other input variables take fixed values.
The results of the active experiment on the obtained real uni-
variate regression are transformed as the result of the virtual
active experiment on the virtual UPR relative to the virtual
scalar input variable z .

Remark 2. It is substantiated in [1] how many virtual
UPRs are built at each step of the first subalgorithm. Their
number determines the dimension of the systems of linear
equations, which variables are the estimates of the coeffi-
cients at the nonlinear terms of the MPR (1).

Remark 3. It is shown in [1] that the reduction of real
UPRs to virtual ones in the case when a system of linear
equations has only one variable allows one to efficiently find
the variance of the estimate for the nonlinear term of the
MPR (1) before conducting a real experiment and to find the
necessary number of repetitions of the main experiment to
obtain the variance of the given value. If this quantity is
excessive, the corresponding coefficient cannot be found
with the specified accuracy by the decomposition method.

The steps of the second subalgorithm [14] relate to

finding nonlinear terms of the MPR of the form b.fll‘ . For

this case it is proposed in [1] to replace all input variables
included in this term by the virtual variable z, other input
variables take fixed values in the experiments.

It was proved in [1] that the implementation of the first
and second subalgorithms formally allow obtaining es-
timates of the coefficients for all nonlinear members of the
MPR (1).

1.3. The main drawback of the formal algorithmic
procedure of the decomposition method. The theoretical
substantiation of the decomposition method guarantees that
the successive use of the first and second subalgorithms at
the preliminary stage of the problem analysis leads to the
guaranteed obtaining of estimates of all coefficients at non-
linear terms of the MPR. But with the limited number of
experiments given in advance, the specified accuracy (by the
variance value) is not guaranteed. When finding the es-
timates of the following coefficients, the estimates of pre-
viously found coefficients at nonlinear terms of the MPR are
used. Thus, the result obtained may be unsatisfactory in
general. Therefore, when solving practical problems, the al-
gorithm of the decomposition method stops working on the

first nonlinear term of the MPR that has the estimate of the
coefficient significantly different from the given one by
variance at the stage of the preliminary analysis.

2. Methodology of qualitative improvement of the
efficiency of the decomposition method. The methodol-
ogy of qualitative improvement of the efficiency of the de-
composition method is that a qualified user, analyzing the
structure of the MPR, the coefficients of the nonlinear terms
of which have to be estimated (by the variance value) with a
given accuracy, using extended theoretical possibilities of
the decomposition method (see Section 3), finds by himself
the step by step sequence of the algorithm at the stage of the
preliminary analysis of the problem solution (before
conducting real experiments). That is, in what sequence will
the active experiment be implemented to construct the found
number of UPRs for a user-defined sequence of nonlinear
terms of the MPR, which guarantees at each step finding the
coefficient estimates with a given accuracy. Conducting an
active experiment for each UPR in the found order after the
preliminary analysis stage is used to build the estimates of
the coefficients at the highest degree of each UPR. This
sequence of steps can be obtained by a formal procedure only
by enumerating all possible options, which is obviously
unconstructive.

3. Expanding the theoretical possibilities of the de-
composition method for the efficient construction of an
individual algorithm for the preliminary analysis of the
problem solution. Section 3 describes four different theo-
retically substantiated methods (aggregated operators) of
constructing an UPR for estimating the coefficients at non-
linear terms of the MPR at the stage of preliminary analysis
of the individual algorithm of the decomposition method.
The sequence of their use is set by the user as a result of their
analysis of the MPR structure. As a result of the im-
plementation of the previous stage, the individual algorithm
(the second stage) becomes fully formalized, namely, the
sequence of active experiments to be conducted (with known
values of the input variables) is specified, the result of each
of the experiments is the estimate of the coefficient at the
highest degree of a specially designed UPR, which allows to
estimate with a specified accuracy the coefficient at the
corresponding nonlinear term of the MPR.

3.1. The first human-computer algorithmic proce-
dure (the first aggregated operator (AO)). The user selects
the nonlinear term of the MPR

ot ()" (5 )" (x ) ©

that contains his chosen input variable x, in the power of

Jx = 2. Algorithmically, the verification of the following
condition is carried out: there should not be any nonlinear

term of the MPR containing (xik )]' Vj, > j, . If such terms

are present, the coefficients for them with the specified ac-
curacy will be found as a result of the implementation of an
active experiment in the previous steps of the second stage
of the individual algorithm. In the main active experiment,
the variable x, will take the value x ;=a z +b,,

i =1,n, where the coefficients a, , b , and the value z;,

Bicnux Hayionanvnoco mexuiynozo ynisepcumemy «XI1». Cepis: Cucmemruti
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i=1n, of the input virtual scalar variable z of the spe-
cially constructed virtual UPR [1] are given by formulas
(7), (8) [1]. Other input variables x;, i=1,m, i=i,, take
fixed values in the active experiment, and the input varia-
bles included in (3) take maximally large modulo values
(all others take minimally small modulo values). At the
same time, according to [1], the statistical data of the results
of the virtual active experiment are given in the form

(zi 95 = % I ()" (x,)" j (4)

g -+ iy

where the coefficients b, will be found with the speci-

fied accuracy in the previous steps of the second stage of
the individual algorithm. In this case, according to [1], the

variance of the estimate of the coefficient biljfjji'("‘ (see (3))
has the form

Dbk = ‘D7, ®)

where, according to [1], 7; is an estimate of the

coefficient at z of the maximum power j, of the virtual

UPR (for simplicity, both the random variable and its
realization are denoted by 7; ).

As shown in [1], for the virtual variable z, which in the
virtual active experiment takes the value z, <z, <...<Z,

where Vi z,—z,_, =const, n=10, z, =-50, z,, =50, the

variances of the estimates of the coefficients of the virtual
UPR are the following:

D7, =17-10°0", Dy, =4.7-10°0",
Dy, =2.6-10"c°, Dj; =4.5:10"6",

that is, the variance of each subsequent term decreases by
three orders of magnitude. The analysis of expression (5)
allows at the previous stage of the individual algorithm to
set the values of the input variables in the active experiment
(considering possible repetitions of the main active experi-
ment [1]). This allows us to obtain an estimate of the coef-
ficient (3) with the given accuracy or conclude that the co-
efficient (3) cannot be obtained with the given accuracy by
the individual algorithm of the decomposition method.

3.2. The second human-computer algorithmic pro-
cedure (the second AO). The user selects the nonlinear term

of the MPR
2 () (5 ) () ©

sets the input variables X o X v X which in the main

experiment will take values

vix i=a z;+b ,i=1n, O]

IlI

where, as in Subsection 3.1, coefficients a, bit. are setac-

cording to formulas (7), (8) [1]. Other input variables in the
active experiment take fixed values, as in Subsection 3.1.
Algorithmically, the following condition is checked: there
should not be any nonlinear term of the MPR containing
input variables X, , ..., X, or their subset, the total degree
of which is greater than or equal to Z::l Ji,- 1f such terms
exist, then their coefficients must be found with the speci-
fied accuracy in the previous steps of the second stage of
the individual algorithm of the decomposition method.

If this condition is fulfilled, the description of the se-
quence of steps repeats Subsection 3.1 completely. In this
case, according to [1], we obtain the variance of the coeffi-

cient estimate bif%jji'l"‘ at the stage of preliminary analysis:

D7, . ®

i=1 m=1

in#h,-.h

As well as in Subsection 3.1, the analysis of expression
(8) allows at the preliminary stage of the individual algorithm
of the decomposition method to set the input values of the
active experiment (considering possible repetitions of the
main experiment [1]). This allows us to obtain an estimate of
(8) with the given accuracy or to conclude about the
impossibility of implementing such an active experiment.
3.3. The third human-computer algorithmic proce-
dure (the third AO). The user selects the nonlinear term of
the MPR
BEtx X e X 9)

T T i

In the main active experiment, the input variables will take
the values X, ; =z, +b, ,1=1ti=1n; a , b, , z areset

as in Subsection 3.1. Other input variables in the active ex-
periment take the minimum possible values. Algorithmi-
cally, the verification of the following condition is carried
out: there should not be any nonlinear term of the MPR

containing input variables x; , | =1,t, or their subset, the to-

tal degree of which is greater than or equal to t. If such
terms exist, then their coefficients with the specified accu-
racy must be found in the previous steps of the second stage
of the individual algorithm.

If this condition is fulfilled, similarly to Subsec-
tions 3.1, 3.2, we obtain the variance of the coefficient es-

timate of b, (8) at the preliminary stage of the individual

algorithm:

1

Dﬁiij_li[ =" Dy.,. (10)

t

[1(a)

1=1

Remark 4. Implementation of Subsection 3.3 is real if
the values of all positive coefficients a; [1] are close to or

exceed one. For example, if in [1] z,,—2, =100, then the

Bicnuk Hayionanvnoeo mexuniunozo ynisepcumemy «XI1». Cepia: CucmemHui
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values of d. —c,,i=1,10, should be close to or greater than
100.

3.4. The fourth human-computer algorithmic proce-
dure (the fourth AQO). The user selects the nonlinear term of
the MPR

BEdx X X (11)

I A i

A subset of its input variables i, ,...,i, ,m<t, m>2,inthe

ty?

main active experiment will take the value X; ;
"

=a, 7+
+b, I=1m, m<t, i=1n, as in the previous Subsec-

tions 3.1-3.3, according to [1]. In the main active experi-
ment, the other input terms of (11) take maximally large val-
ues, and the rest take minimally possible values. The fulfill-
ment of the following condition is checked: there is no non-
linear term of the MPR containing input variables X o X

I[m

or their subset, the total degree of which is greater than or
equal to m . If there are such terms, then their estimates will
be found with the given accuracy in the previous steps of the
second stage of the individual algorithm.

When this condition is met, the variance of the estimate
of the coefficient (11) is equal to

1 1
(a) 11

11 11
Vireliy ool |

Db = (12)

2 Dym

(%i4)

Remark 5. According to [1], the estimate of the coef-
ficient at the corresponding term of the virtual UPR accord-
ing to the results of the main virtual active experiment is
given by the expression

fi:iVin(zi)'

where Qj(z) are normalized orthogonal polynomials of

Forsythe (NOPF) found by the values z;,i = 1,n, of the vir-

tual input variable z . Thus, the estimates of coefficients,
based on the results of real active experiments, are found
using only a single set of NOPFs, the coefficients of which
are found in advance with a given accuracy.

Remark 6. Estimates of the coefficients for nonlinear
terms of the MPR are found by the formulas:

a) for the first human-computer algorithmic procedure
(Subsection 3.1):

(13)

1 A

; ax (14)
(aik) ' H (Xi,,¢)

6]1]1 —
- g t
1=, I#iy

b) for the second human-computer algorithmic proce-
dure (Subsection 3.2):

Bilj.l::i;j( =7 i 1t i '7;| ) (15)
e 1T () %
Vi #t o0y

c) for the third human-computer algorithmic procedure
(Subsection 3.3):

~ 1 A
b, s =7 (16)

1=1

d) for the fourth human-computer algorithmic proce-
dure (Subsection 3.4):

Sl 1 ~

(N m

t
Hai‘.' IT x.
1=1 1=1

V(i -y |

Formulas (14)—(17) are a consequence of the equation
expressing the coefficient at the maximum term of the virtual

UPR through its corresponding coefficient b/~*. The

corollaries of these equations are also the formulas for the
variances of the coefficients (5), (8), (10), (12).

Remark 7. If there are input variables, the range of ad-
missible values of which contains zero, then using the pos-
sibility to fix a zero value for an input variable in an active
experiment can increase the number of coefficients for non-
linear terms of the MPR, the estimate of which is the solution
of a linear equation with a single unknown (see the
illustrative example in Section 4).

Remark 8. The redundant representation of the MPR
may contain input variables of a power greater than the
maximum degree of the NOPFs, the coefficients of which are
found in advance with a given accuracy. Then, the values of
such variables should be fixed in all active experiments.

4. llustrative example. Let us set a redundant repre-
sentation of the MPR in the form:

2,3 2,2
Y(xi,xz,xs,x4,x5,x6)=bo+b1x1x3x2+b2x1x2x4+
2 2,2 3y2 3
+0,%5 X, X, + B, X5 X X, 4+ B XX, X + DX X, X, X +

+o, XK + XXX, + DX X, X, X, X, + E, (18)
where ME=0, DE =4, E distributed according to the
normal law.

The true values of the coefficients are as follows:

b,=1,b,=2,b,=0,b,=1,b,=0,b,=2, b,=1,
b,=2,b,=1by=2.

Thus, the true representation of the MPR lacks the
terms with coefficients b,, b, .

Areas in which input variables can take values are as
follows: x, €[1,10], x,e[110], x,e[L10], X, €
IS [1, 10], X e[O, 5] , X e[l, 5].

Remark 9. The values of the input variables, which take

different values in the simulation of a real active experiment
at each step, are set according to formulas (7), (8) [1]:

d —-c d —c,
a=——-=b=c,-———=12
Iy~ 4 Iy —4

1)
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X; =z, +b;,1=110.

Remark 10. The MPR (18) does not contain linear
components because, according to the theoretical provisions
of the decomposition method, their estimate is inefficient and
is found using the modified group method of data handling
[1], and the presence of a linear part in an MPR does not
affect the accuracy of coefficient estimates for nonlinear
terms of an MPR.

Remark 11. The maximum degree of a NOPF is equal
to five.

The user visually sets the sequence of steps of the in-

the first step for the coefficient b, (the second AO, Sub-
section 3.2), the second step for b, (the second AO), the
third step for b, (the second AO), the fourth step for b, (the
first AO, Subsection 3.1), the fifth step for b, (the first AO),
the sixth step for b, (the first AO), the seventh step for b,
(the second AO), the eighth step for b, (the second AO), the
ninth step for b, (the fourth AO, Subsection 3.4). The results

of the calculations are given in tables 1-4.
Remark 12. Due to the limited size of this article, the
values of the input and output variables in the simulation of

dividual algorithm at the preliminary stage of the analysis:

Table 1 — Realizations of the random variable E used according to steps 1-9 in the simulation of the main active experiment

Step 1 Step 2 Step 3
—-1.0659694104455328 —2.195369811977885 0.807950141301234
3.7710681456850645 —-0.12063419142686603 2.6127415396270233
—0.7377368040485024 —1.7907751802465064 1.9923563564870557
-0.0769108594611502 —2.1026649535817645 —0.005506315074662242
1.659240003527758 —-1.5447658191004847 1.2290579479034371
0.6385687090711256 —0.2002561262551154 0.1419919936945139
1.393884665512836 2.6798399955112573 0.7288220117347707
—0.9162780984774989 —2.7977613703718434 —0.5038414467160576
—4.381571522845034 2.4754704037663915 —0.24207886186565378
—5.414570636039612 1.056266088850859 1.4330913734546347
Step 4 Step 5 Step 6
—0.6893135072283657 —0.6893135072283657 1.540866648948249
—1.1931899114947138 —1.1931899114947138 1.869030207418431
3.0249102665371534 3.0249102665371534 —2.4896342020289994
0.5270108534316472 0.5270108534316472 —1.3621035826330083
1.7601025580636376 1.7601025580636376 —1.3059043929109533
2.666542829364775 2.666542829364775 2.3330867000197006
3.0458456722762604 3.0458456722762604 0.12292969415601586
2.130621053328643 2.130621053328643 1.6969924752545953
—2.6190016516637336 —2.6190016516637336 0.5081198977551179
—0.2229956051703742 —0.2229956051703742 1.0298668767026709
Step 7 Step 8 Step 9
—1.0904479093952715 —-1.789867368121218 -1.789867368121218
0.9699664610876225 1.6833116410256515 1.6833116410256515
3.2737368583418776 —0.8595534529753378 —0.8595534529753378
0.6159984517967693 —0.7063717798945163 —0.7063717798945163
—-1.4712753850010287 —0.5767283796110184 —0.5767283796110184
1.7289268018974024 —0.8432436883496297 —0.8432436883496297
—1.2971084475562134 —1.2037914210764402 —1.2037914210764402
—0.7872578872282519 1.1739094496264404 1.1739094496264404
0.7516094848925081 —3.719826795861956 —3.719826795861956
0.3787300161358095 2.5730133007139497 2.5730133007139497
Table 2 — Found coefficients of the NOPFs
QO Q1 Qz Q3 Q4 Q5
5 0.31622776601683 |0 —0.3590304652533|0 0.37601029391503|0
794 0308508 510256
q;1 0.00990875675817 |0 —0.0237237389744|0 0.04073337742261
27680483 04719567 610065
a5 0.00035250853500 |0 —0.0012936966199|0
849863344 861974775
Qs 0.00001311694894 |0 —0.0000674335625
4919936589 32976568096
U4 5.11168934494366 |0
79076-1077
Qs 2.11434860415668
52428-10°%
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Table 3 — Calculation results for the illustrative example

Step The maximum degree of The coefficient variance at the maximum Estimates of the corresponding
number virtual UPR degree of virtual UPR coefficients of the virtual UPR
! 5 D7, =4-45-10" 7. =0.000118172133464
2 4 D7, =4-2.6-10" 7, =—0.00000022924202
8 4 Dy, =4-26-10" 7, =—0.0000000981927
4 2 D7, =4-1.7-10° 7, = 0.80686953376847
> 3 Dy, =4-47-107 7, =0.36436409237099
6 3 D7, =4-4.7-10° 7, = 0.72882533637497
! ° Dy, =4-45-107° 7. =0.1845281295144
8 5 Dy, =4-45-10" 7, =0.0000117372678
9 2 Dy,=4-17-10"° 7, =8.09982106030674

Table 4 — Calculation results for the illustrative example (continued)

Step number, coefficient, input variables Equation for estimating the Estimate of the The estimate
which do not take a fixed value in the coefficient at the nonlinear coefficient at the variance
active experiment term of the MPR nonlinear term
Ly, X, X b,-a2-al-10=7, b, =2.001 5.128473-107
2,by, X, %, b,-a2-a’-10=7, b, =—0.0003 2.428001-10°°
3,b,, %, %, 0, -a%-a2-10=7, b, =—0.0001 2.428001-10°°
4,1, X, 0, -a2+10-10 =7, 9, =0.9961 1.096121-10°°
5,b;, X, %5, =0 0, -a2+10-10-5=7, 0, =0.9996 1.420843-1077
6, b, X, 0, -ad 10 5= 7, %, =1.9995 1.420843-1077
7,b;, X, X, 0, -a2-ad 5% =7, b, = 2.0000 2.100622-107"
8, by, X, Xg 0, -a2-al-10=7, b, =1.0062 1.314371-10°°
9,0y, %, X, b, -a,-a,-10-10-5=7, b, =1.9999 4.384485-10”

areal active experiment at each step are not presented. Below
are the tables for NOPFs and intermediate results of
calculations necessary to obtain estimates of coefficients
b,,...,b

The NOPFs were built for z,, i=110, z =-50,

z,, =50, and their coefficients were found with an accuracy

of up to 17 decimal places (Table 2).
Formulas for finding coefficient estimates of the virtual
UPR:

9-

7;1' :Zyin(zi)v ] :(TS;

Y = Wsls; +...+W;q;, | =0,5,

where Y, is the value of the output variable of the virtual

active experiment (given by formula (4)), y; is the value

of the output variable of the corresponding real main
experiment.

Remark 13. In all experiments, the minimum values of
the fixed input variables are equal to one.

Remark 14. If the formal procedure of the first subal-
gorithm [1] were used to find coefficient estimates, then their

estimates would be the solution of the corresponding linear
systems of algebraic equations of the dimension 2x2. The
coefficients at the variables of these equations depend on the
choice of fixed values of the corresponding input variables
from the area of their definitions. But, in contrast to equations
with a single variable, there is currently no strategy for the
efficient selection of their values to minimize the variance of
estimates of unknown coefficients.

Conclusions.

1. The possibility of using the theoretical provisions
of the decomposition method to estimate unknown
coefficients at nonlinear terms of an MPR is being
investigated in order to build an individual algorithm cre-
ated by a user based on the analysis of the structure of the
MPR given by a redundant representation.

2. Four aggregated operators are proposed, which al-
low solving the formulated problem. The first two general-
ized operators are used to estimate the coefficients at non-
linear members of the MPR which contain at least one var-
iable to the power greater than or equal to two; the last two
ones are for the case when all variables in the nonlinear
term of the MPR are to the power of one.

3. An example is given that illustrates the efficiency of
building an individual algorithm for estimating coefficients

Bicnux Hayionanvnoco mexuiynozo ynisepcumemy «XI1». Cepis: Cucmemruti
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at nonlinear terms of an MPR in comparison with the formal
algorithmic procedure of the decomposition method.
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MOJIUPIKAILIA JEKOMIIO3UIIMHOIO METOJIY MIOBYJIOBA BATATOBUMIPHOI
MOJITHOMIAJIbHOI PETPECII, JITHIHHOI BITHOCHO HEBIJIOMHX KOE®IIICHTIB

ABtopamu OyB CTBOpPEHHI YHiBEpCaJbHUII MeTOJ| MOOYIOBU 0araTOBUMIpHOI MOJIIHOMialbHOI perpecii, 3amaHoi HaIJIHIIKOBHM OIHMCOM. MeTox €
CHHTETUYHHM, IO OPraHIYHO IIO€JHY€ NEKOMIIO3ULIHHUHM MeTon Ta MoAu(iKOBaHHII MeTOJ TpPYIOBOTO ypaxyBaHHS apryMmeHTiB. CrodaTky
peaiti3yeThesi JeKOMITO3UIIHHUA METOI, 110 MOJrae B ASKOMITO3HLIT 6araTOBUMIpHOI 3a7adi HA MOCIIIOBHICTD MiA3aAad MOOYIOBH OIHOBHMIPHUX
MOJTIHOMIaNIbHUX PErpeciii Ta BiANOBITHUX CHCTEM JIHIMHUX pIBHAHb, 3MIHHUMM SKHUX € OLIHKM IpPU HENIHIHHUX wWieHax OaraToBUMipHOI
nosliHoMianbHOI perpecii. Po3risHyTi 4acTKOBI BHIAIKM, IIO TApaHTYIOTh 3HAXOJUKEHHS OLHOK 3 Halepe] 3aJaHOI0 BEIMYHHOIO IX JHCIEpPCii.
@DopManbHUIT anropuT™ MoOyA0BH OLIHOK Koe(illieHTIB MpPH HENiHIHUX 4ieHaX 0araToBUMIPHOI IOJiHOMianbHOI perpecii mpunuHsie podoTy Ha
nepioMy KoedilieHTi, OliHKa SKOTr0 3 Hanepe/ 3/1aHOI0 TOUHICTIO He 0CATAETHCS IIPH 3aJaHNX OOMEKEHHSX Ha KUIbKICTh BUIIPoOYBaHb. OmiHKa BCiX
koe(irieHTiB, mo He OyiM 3HaNACHI IEKOMIIO3UI[IMHIM METO/IOM, 3HAXOJUTHCS €BPUCTHYHUM METOJOM, II0 € eeKTUBHOK MOAH(IKaIi€r0 METoaa
TPYNOBOrO ypaxyBaHHs apryMeHTiB. I1ifBuIeHHs eeKTHBHOCTI CHHTETHYHOTO METOJY JOCSTa€ThCs B IIEPIIy YEpry 3a PaXyHOK 3HAXOKCHHS TaKHX
HOBUX TEOPETUYHO OOTPYHTOBAHHUX aJITOPUTMIYHUX NPOLENYp (arperoBaHiX ONepaTopiB) AEKOMIIO3ULIHHOTO METOY, 1110 CYTTEBO, B OPiBHSIHHI 3 HOTO
HIOIIEPETHBOI0 BEpCi€ro, 30iMblIye KiNbKicTh KOe(iLi€HTIB IpH HENHIHHUX WieHaX 0araToBHMIpHOI IOJMiHOMianbHOI perpecii, IO MOXYTb OyTH
3Hali/IeHi 3 Hamepes 3a/laHOI0 TOYHICTIO. ABTOPH MOKa3adH, W0 Leil eeKT nocsaraeTbcs 3a PaXyHOK HOBHX TEOPETHYHHUX IOJOKEHb, IO
BUKOPHCTOBYIOTBCSI TIPU Bi3yalbHOMY aHanlizi OpoeciiHUM KOPHUCTyBa4eM CTPYKTypH OaraTOBHMIpHOI IIOJIHOMIanbHOI perpecii, 3amaHol
HaJIMIIKOBYM omricoM. HaBeneHuii imocTpaTHBHAI IpHKIIA] MOJIETITYE€ BUKOPUCTAHHS IPUBEACHUX PE3yIIbTaTiB IIPU PO3B’sI3aHHI MIPAaKTHYHUX 3a1ad.

KurouoBi ciioBa: perpeciitnuii anani3, 6araroBuMipHa nojtiHOMiajbHA PErpecis, HaUTUILIKOBUIT OUC, IEKOMITO3ULIIHUI METO, iHAMBI Ay aTbHUH
QITOPHUTM, METO/ HAMCHIIINX KBaJPATiB.
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ANALYSIS OF THE APPLICATIONS OF THE DATA-DRIVEN APPROACH IN EVALUATING THE
THERMAL-PHYSICAL PROPERTIES OF COMPOSITES

This research analyzes the potential and prospects of a data-driven methodology for examining the thermo-physical properties of composite materials.
The research is to provide an analysis of the potential and benefits of employing data-driven procedures, especially in contrast to conventional methods.
The analysis examines fundamental principles and advanced machine learning approaches utilized in materials science, highlighting their ability to
improve the knowledge, optimization, and overall quality of composite materials. This study thoroughly examines the application of neural networks in
forecasting thermal characteristics, highlighting its predictive skills and potential to transform the analysis of thermal properties in composite materials.
Additionally, the research underscores the growing reliance on big data analytics in addressing complex challenges in material behavior, particularly
under variable environmental conditions. A comparison assessment is performed between the data-driven methodology and traditional analytical
methodologies, emphasizing the distinct advantages and drawbacks of each. This comparison elucidates how data-driven methodologies can enhance
and refine the precision of thermo-physical analysis. The convergence of machine learning and material science is shown to not only facilitate more
accurate predictions but also reduce experimentation time and costs. The report also delineates contemporary techniques for measuring and forecasting
the thermo-physical properties of composites, emphasizing the advancements in new technologies in recent years. The function of computational tools
and computer technology is elaborated upon, especially with the modeling of thermo-physical properties and the simulation of production processes for
composite materials. This paper highlights the growing significance of these technologies in enhancing both theoretical and practical dimensions of
material science. The research provides novel insights into composite manufacture, thereby advancing the future of materials science and the practical
applications of composite materials. The results have significant implications for enhancing production processes, fostering innovation, and progressing

the research of composite materials across diverse industries.

Keywords: data-driven approach, composites, thermo-physical properties, data analysis, mathematical modeling, machine learning, process

optimization, simulations.

Introduction. The thermophysical properties of
composites govern their ability to transmit, dissipate, and
conduct heat, consequently impacting their efficacy in
diverse technical and engineering applications. These
parameters include thermal conductivity, heat capacity,
thermal expansion coefficient, and others that are important
for heat transfer processes and stress analysis in structural
elements. Composites, which are made up of two or more
components with different physical properties, provide a
challenging field for investigating thermophysical proces-
ses. In contrast to homogeneous materials, which have
thermal conductivity and thermal expansion specified by
scalar parameters, composites have these qualities descry-
bed by second-rank tensors. Performing actual physical
investigations to ascertain all the constituents of these
tensors is not always viable or pragmatic. Predicting the
physical properties of composites using theory is typically
more effective.

The study of thermophysical characteristics has gai-
ned significance in materials science and engineering due
to the progress in novel materials and technologies. Both
the precision of measurements and the effectiveness of data
analysis methods are vital in this setting. This underscores
the need for enhancing information processing methods,
which becomes particularly relevant in the context of
employing a data-driven approach [1].

There has been an increasing interest in using data-
driven methods in scientific and engineering research, such
as materials analysis, in recent decades. The data-driven
approach involves the use of machine learning algorithms

Research Article: This article was published by the publishing house of NTU **KhPI"* in the collection
"Bulletin of the National Technical University "KhPI" Series: System analysis, management and
information technologies." This article is licensed under an international license Creative Common

and other data processing techniques to identify patterns,
trends, and predict outcomes based on large datasets [2].
This opens new avenues for improving the accuracy and
efficiency of analyzing the thermophysical properties of
composites.

The data-driven approach offers advantages over
traditional research approaches in terms of efficiency and
cost-effectiveness. It enables the automation of analysis
processes, facilitates the rapid identification of intricate
linkages, and allows for prediction based on current data.
This holds great importance in the current scientific
landscape, since the growing amount of data requires novel
methods for its analysis and interpretation.

Examining the thermophysical characteristics of
composites using a data-driven methodology can result in
the identification of novel patterns and the enhancement of
forecasting techniques. This approach facilitates a more
precise comprehension of thermal processes in intricate
materials and promotes the advancement of cutting-edge
technologies in materials science and engineering. This
literature review will analyze the fundamental elements of
adopting a data-driven approach to analyze the thermo-
physical properties of composites. The focus will be on
current research and important discoveries that could influ-
ence the future direction of this area.

Fundamental principles of data-driven analysis in
materials science. Data-driven analysis in materials scien-
ce is a novel method for studying and optimizing material
properties. It is crucial to have a thorough comprehension
of the fundamental ideas of this technique in order to
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comprehend its principles and possibilities in scientific and
engineering research. This notion entails the utilization of
analytical and statistical techniques to derive insights from
vast amounts of data. Data-driven research allows for the
discovery of intricate linkages and patterns that may go
unnoticed when employing traditional methods [1].

Big data processing methods are essential in materials
research, where there is a large volume of experimental and
computational data. These methods aid in the examination
and identification of patterns within extensive datasets [3].
Clustering algorithms are utilized in data-driven analysis in
materials science to group materials that have similarities,
while classification methods are used to assign these mate-
rials to specific groups. This methodology facilitates the
comprehension of the disparities in structure and characte-
ristics between different materials [2]. The use of visuali-
zation becomes an effective means of representing complex
data, with data-driven analysis incorporating graphical
tools to make the results of the analysis more accessible [4].
Regression analysis is used in data-driven approaches to
identify the relationships between distinct material para-
meters. This helps in predicting the qualities and behavior
of these parameters under different scenarios.

Machine learning in materials science involves the
utilization of algorithms and models that have the ability to
adapt and enhance their performance by analyzing and
learning from data. Machine learning approaches are essen-
tial for data-driven analysis in materials science. Machine
learning in this field [5] includes both supervised learning
techniques, where models are trained based on input-output
pairs, and unsupervised learning methods, where algo-
rithms analyze data without a clearly defined training set.
Machine learning allows the automated processing and
analysis of vast amounts of data. Algorithms have the
ability to rapidly identify intricate connections and create
models that can anticipate outcomes [3]. Machine learning
approaches provide accurate prediction of thermophysical
properties of materials by leveraging existing data and
considering several aspects [2]. Machine learning enables
the efficient investigation of thermophysical qualities as
well as other material aspects, including structure and com-
position. This enhances comprehension of the interconnec-
tedness within the field of materials science.

This article provides an analysis of the basic
principles of data-driven analysis and the use of machine
learning methods in materials science. It emphasizes the
promise of these approaches in studying and improving
composite properties. Continuing study in this direction is
of utmost importance in order to attain novel scientific
breakthroughs and technological progress in the field of
material development.

Thermophysical properties of composites and
their measurement and prediction. The thermophysical
properties of composites play a crucial role in determining
their behavior and usefulness in different operating circum-
stances. An examination of the primary thermophysical
characteristics is an essential requirement for compre-
hending and managing thermal processes in composite
materials.

Thermal conductivity is a fundamental property that
governs a material’s capacity to transmit heat. The property

of composites is contingent upon the specific type and
amount of components, their microstructure, and the inte-
ractions that occur between them. Thermal conductivity in
composites exhibits distinct characteristics that can result
in unforeseen consequences and fluctuations when compa-
red to uniform materials.

Heat capacity is a measure of how much heat a
material can absorb as its temperature changes. The
property of composites is governed by the mass content and
heat capacity of each component. Heat capacity can be
altered by phase transitions or other thermodynamic inte-
ractions in the system.

The coefficient of thermal expansion quantifies the
extent to which the dimensions of a material alter in
response to changes in temperature. The variation of this
feature in composites is contingent upon the orientation and
relative positioning of the components.

Aside from the primary thermophysical parameters, it
is crucial to take into account the thermal stability and
durability of composites under severe temperatures. Altera-
tions in the microstructure and chemical composition can
have an impact on the durability and effectiveness of
composite materials when exposed to high temperatures.

Composites might get dampness, chemicals, harsh
environments, and other elements in actual operating set-
tings. Considering these factors is essential for a compre-
hensive comprehension of the thermophysical character-
ristics of composites.

In addition to experimental approaches used to
determine these characteristics, theoretical prediction plays
a crucial role in research. The utilization of contemporary
computational technology to simulate and analyze the
thermophysical characteristics of composites is of utmost
significance [6]. The abundance of experimental data
enables the creation of novel theoretical models that can
accurately forecast the characteristics of composites under
different situations and mixtures. The focus on employing
advanced computational approaches allows for accurate
forecasting and enhancement of the thermophysical charac-
teristics of composites across many applications.

In addition, the study in reference [7] employed a
continuous material property model to analyze hardened
composites. Thermocouples were used to assess tempera-
tures inside the composite, and controlling them was an
important part of the production process to assure the cor-
rect thermophysical properties.

The advancement of materials science and compu-
tational technology enables the utilization of efficient
techniques to forecast the thermophysical characteristics of
composites, hence creating new opportunities for enhan-
cing and extensively utilizing them. Accurate prediction
techniques for thermal conductivity and thermal expansion
are crucial in the development of materials tailored for
specific technological applications and operating environ-
ments.

An advanced field is the application of molecular
dynamics modeling techniques to forecast the thermophy-
sical characteristics of composites on a molecular scale.
These techniques enable the examination of atomic and
molecular motion, which is crucial for comprehending heat
transport and material effectiveness.
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By utilizing computational methods and materials
science databases, it is possible to make predictions about
thermal conductivity and thermal expansion by considering
the properties of the constituent components of a com-
posite. Utilizing this data can enhance forecasts for intricate
composite systems [8].

The utilization of artificial intelligence (Al) and ma-
chine learning techniques for examining the thermophy-
sical characteristics of composites is gaining popularity. Al
models possess the capability to scrutinize vast quantities
of data and discern intricate connections among many
elements, hence playing a crucial role in making precise
predictions [2].

Computer modeling of composite structures enables
the consideration of multiple aspects, including fiber
arrangement, porosity, and material architecture. This
allows for the estimation of thermal conductivity and
thermal expansion based on the geometric and chemical
properties [4].

In [9], a method for quantitatively determining
nonlinear uncertainty and propagation based on data for
studying the stochastic characteristics of unidirectional
(UD) carbon fiber-reinforced polymer (CFRP) composites
was presented. This method allows for the determination of
nonlinear uncertainty and propagation using data. The
suggested methodology integrates the study of microscopic
images, the reconstruction of stochastic microstructures,
and the implementation of efficient multiscale finite ele-
ment modeling. This is further enhanced by the utilization
of self-consistent clustering analysis (SCA). The UQ
approaches suggested aim to represent intricate variations
in microstructure by considering sources of uncertainty that
are not Gaussian. This is achieved by a sampling metho-
dology that does not rely on specific distribution assump-
tions, but instead utilizes non-parametric and asymptotic
statistical tools. A hierarchical conditional sampling
technique enables the simultaneous selection from various
sources of uncertainty. This approach allows for the comp-
rehension of the influence of microstructural alterations on
the nonlinear reactions of unidirectional carbon fiber
components when subjected to gradual compression loads,
ultimately impacting failure rates over time. Accurately
identifying the duration of failure is crucial for making
reliable predictions about the performance of Carbon Fiber
Reinforced Polymer (CFRP) designs.

The study in [10] investigated the practicality of using
thermal conductivity and thermal expansion prediction
techniques to analyze an automotive crash box. The
analysis was based on data collected during the assessment
of the building blocks. An automotive crash box is a vehicle
component specifically engineered to dissipate energy in
the event of a collision. An assessment was conducted to
evaluate the overall efficacy of the crash box across various
thicknesses and testing velocities. It can be concluded that
when the thickness and testing speed are the same, the
specific energy absorption (SEA) and peak load values are
similar for both the construction block and the crash box.
Hence, it is feasible to employ thermal conductivity and
thermal expansion prediction techniques for assessing the
design of intricate structures, hence streamlining the testing
process. Nevertheless, it is crucial to prioritize the evalu-

ation of testing speed, since the proportion of damaged
fibers can fluctuate based on it when subjected to quasi-
static conditions.

Combining experimental data with computational
methods is increasingly proving to be a powerful tool for
making predictions. This methodology enables the
improvement of models by utilizing actual data acquired
from experiments, hence facilitating the development of
precise forecasts. A viable option to just relying on expe-
rimental techniques for determining the thermophysical
properties of composites is to use theoretical calculations
based on the known properties of the structural compo-
nents. A thorough numerical method was introduced in [6]
to determine the components of the thermal conductivity
and thermal expansion tensors of fibrous composites. This
method offers a unified approach and utilizes specialized
software. A technique was introduced in [11] to ascertain
the thermal conductivity properties of composites with a
periodic structure. This method is applicable to composites
with any number of phases and inclusion shapes. The
method relies on employing Fourier series to depict
temperature fields and heat fluxes that exhibit periodic
variations. A study conducted in [12] utilized multilevel
modeling to analyze the thermal expansion of silicon
carbide matrix composites reinforced with carbon fibers,
while also considering the presence of ceramic porosity.

The study in [13] explored an experimental technique
using a multiscale methodology to identify connections
between global stress and local material reaction at the fiber
scale. The technique of high-resolution optical digital
image correlation was employed to detect regions of low
and high strain in woven composite samples that were
subjected to uniaxial tension. The measured full-field
strains were utilized to develop a relationship between the
overall and localized deformation characteristics based on
the orientation of the fibers. In addition, the stress-strain
curves of samples with varying fiber orientation angles
were examined. The correlation between overall stress and
strain created at a specific location, along with the inco-
rporation of a plasticity model, enables the creation of a
phenomenological model that considers both the overall
and local elements of deformation in composite samples
under off-axis tensile loading.

A three-dimensional multiscale finite element model
was created in [14] to forecast the effective thermal
conductivity of CNT/Al composites. A comprehensive
investigation was conducted to examine the impact of
carbon nanotube (CNT) arrangement, direction of heat
transmission, interfacial thermal resistance, and volume
fraction. Five topologies of carbon nanotubes (CNTSs) were
generated, which included randomly organized, uniformly
orientated, multilayered, bundled, and networked arrange-
ments. The findings validate that the arrangement of carbon
nanotubes (CNT) plays a vital role in determining the
thermal conductivity of CNT/aluminum composites. Addi-
tionally, the interface between the CNT and aluminum, as
well as the direction of heat load, have a substantial impact
on the thermal conductivity of these composites. Ultima-
tely, the projected effective thermal conductivity was
juxtaposed with empirical findings.
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Ultimately, the thermophysical characteristics of
composites, in conjunction with sophisticated computa-
tional techniques, are crucial in the manufacturing and
utilization of novel materials across many industries. By
employing these techniques in conjunction, it becomes
possible to conduct a thorough examination and make
precise forecasts regarding the response of materials under
various circumstances. An integrative approach, encom-
passing both empirical and theoretical methodologies, has
the potential to offer novel insights in the field of materials
science and engineering. Comprehending and precisely
forecasting thermophysical qualities are essential for the
advancement of new materials, enhancement of current
ones, and guaranteeing their efficacy in practical applic-
ations.

Analysis of the applications of the data-driven
approach for analyzing the thermophysical properties
of composites. In today’s world, where the amount of data
is rapidly expanding and scientific research is getting more
advanced, employing a data-driven methodology in materi-
als science is acknowledged as a viable strategy for inves-
tigating the thermophysical characteristics of composites.
This section will provide a comprehensive examination of
the key elements involved in utilizing data-driven techni-
ques for analyzing the thermophysical properties of compo-
site materials.

Neural networks have emerged as a potent method in
current materials research for accurately predicting the
thermal properties of composites [5]. Neural networks,
which imitate the functioning of the human brain system,
are becoming a crucial element of the data-driven method.
They allow for the analysis and prediction of thermal
properties of materials without explicitly establishing
physical equations [1, 6].

Neural networks are computational models designed
to mimic the intricate connections and interactions among
neurons in the human brain [3, 5]. Neural networks are
composed of stacked layers of neurons, with each neuron
being interconnected to others by weighted connections.
The primary concept is that the network has the ability to
acquire knowledge about intricate connections between
input and output data.

Predicting the thermal conductivity is a crucial
component in studying the thermophysical properties of
composites. Neural networks possess the ability to adjust to
intricate nonlinear relationships and have demonstrated
their efficacy in simulating heat transfer in composite
materials [8].

When developing neural networks, selecting the
correct architecture is of utmost importance. In the field of
materials science, many structural designs are employed,
such as conventional layered networks, recurrent networks
for analyzing sequences, and deep networks for handling
more intricate jobs [2].

The collection of large volumes of experimental data
is critical for the successful training of neural networks.
The accuracy and efficiency of a neural network model
directly depend on the quality and representativeness of the
training set [15].

Neural networks possess both benefits and const-
raints. The benefits encompass the capacity to comprehend

intricate interconnections and handle substantial volumes
of data. Nevertheless, there are certain constraints associa-
ted with this approach, such as the requirement for a
substantial volume of data for training and difficulties in
elucidating the outcomes of the model [3].

In general, the utilization of neural networks in
forecasting the thermal properties of composites introduces
new possibilities in the field of material research [15]. This
methodology is especially efficient in situations when
conventional analytic approaches fail to offer the required
precision or when handling substantial volumes of data.

Examining the thermophysical characteristics of com-
posites using data-driven methodologies and comparing
them to traditional approaches is an important undertaking
in contemporary materials science. Traditional methodolo-
gies, relying on physical models and empirical measu-
rements, and contemporary data-driven techniques, emplo-
ying machine learning and big data analysis, are distinct
approaches for investigating and enhancing the thermo-
physical characteristics of composite materials.

The conventional approach involves employing expe-
rimental techniques to quantify thermophysical parameters,
such as thermal conductivity and thermal expansion [8]. It
is usual to use theoretical models, such as compatibility
models and macroscopic model theory, to anticipate the
behavior of composites. Conventional techniques offer
significant precision in numerous scenarios, but their
effectiveness can be hindered by the intricacy of measure-
ments and the exorbitant expense of research.

The data-driven technique is employed to reveal
intricate relationships between thermophysical properties
[2]. Machine learning, neural networks, and big data ana-
lysis are utilized to discover trends and forecast composite
features without relying on explicit physical models. They
can be particularly advantageous in circumstances when
conventional approaches may be unattainable or costly.

Conventional techniques can offer exceptional
precision for particular operational circumstances and
substances. Conversely, data-driven techniques, because of
their capacity to adjust to intricate connections in extensive
data sets, may demonstrate to be more adaptable yet may
necessitate a substantial quantity of training data to attain
ideal accuracy [3].

Data-driven approaches exhibit a reduced suscep-
tibility to fluctuations in input data and operating conditi-
ons as compared to conventional methods. This is due to
their ability to incorporate unforeseen or intricate patterns
that may not be accounted for in traditional models.

Utilizing data-driven methods can enhance the
flexibility of forecasting thermophysical properties in novel
settings and with different materials. These algorithms have
the ability to adjust to new patterns if there is a enough
amount of data available [16].

Conventional approaches can incur significant expen-
ses and consume a considerable amount of time,
particularly when dealing with a substantial number of
tests. Conversely, the data-driven method can be more
easily understood and effective, particularly when there is
a substantial amount of preexisting data that can be
analyzed [17].
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The article [18] presents a macro-micro model that
accurately predicts the thermophysical properties of fiber-
reinforced composites, including their nonlinear plastic
behavior. The current micromechanical model, which is
based on two-stage orientation averaging, is utilized at the
tiny level. This model is capable of including several
microstructural factors, including constitutive parameters
of the matrix and fibers, fiber volume fraction, and fiber
aspect ratio. The micromechanical model takes into
account several interactions, such as Voigt, Reuss, and self-
consistent assumptions. Subsequently, this micromecha-
nical model is incorporated into a finite element model to
enable macroscopic simulation of actual composite struc-
tures and samples.

This method of studying the thermophysical characte-
ristics of composites focuses on creating a comprehensive
model that combines both micro and macro elements.
When comparing it to classic methods like experiments and
physical models, as well as the latest data-driven approa-
ches like machine learning and big data analysis, we can
observe the distinct advantages and characteristics of each
approach. This paper discusses the accuracy, adaptability,
sensitivity, and predictive capacities of different methods
used to optimize the thermophysical properties of compo-
sites. It also considers how these methods are affected by
input data and operating conditions.

The study [19] examines how microstructural factors
affect the macromechanical properties of composites
reinforced with short fibers. The suggested modeling
methodology takes into consideration the variety of these
characteristics, including the volume percentage of fibers,
the aspect ratios of fibers, and the distributions of fiber
orientations. The micromechanical model described here,
which was built using finite element analysis and
orientation averaging, can be used to forecast the
thermophysical properties of composites. When analyzing
and optimizing composite qualities, it is crucial to give
weight to microstructural features, rather than relying
solely on old methodologies or new data-driven appro-
aches.

The study [20] introduces a novel micromechanical
model that accurately predicts the nonlinear elastic-plastic
characteristics of composites reinforced with short fibers.
The model is constructed using a two-stage orientation
averaging technique and is capable of incorporating a broad
spectrum of microstructural characteristics. During the ini-
tial phase, a finite element analysis is conducted on a basic
unit known as an elementary cell, which consists of a single
fiber surrounded by a matrix. Next, the reaction of the basic
unit is adjusted by calibrating its response to an elastic-plas-
tic surrogate constitutive model. In the subsequent phase of
homogenization, a self-consistent interaction system is put
forward. The predictive capacity of the resulting two-stage
homogenization scheme, as well as versions employing
more conventional averaging schemes (Voigt and Reuss,
which give upper and lower limits, respectively), is subse-
quently evaluated by comparing it with experiments and di-
rect numerical modeling of realistic representative volume
elements.

When comparing traditional and data-driven metho-
dologies, it is crucial to take into account their strengths and

weaknesses, as well as the specific circumstances and
objectives of the study. Both methodologies are valuable in
the scientific investigation of the thermophysical charac-
teristics of composites, and their synergy can result in novel
findings and advancements in materials research.

Conclusions. This article examined the application of
the data-driven approach in assessing the thermophysical
characteristics of composite materials. The research fin-
dings emphasize the substantial impact of this methodology
on the progress of contemporary materials science and its
utility in forecasting the thermal properties of composites.

Neural networks have demonstrated high efficacy in
forecasting the thermal conductivity of composites.
Machine learning has facilitated the development of models
capable of adjusting to intricate thermal processes and
considering non-linear connections between various mate-
rial characteristics.

The research demonstrated that selecting the suitable
neural network design is essential for achieving high
accuracy and versatility in the model. Different designs,
such as recurrent and deep networks, are employed based
on the individual characteristics of the materials and the
task being performed.

Analyzing extensive datasets was a critical process in
researching thermophysical characteristics. The utilization
of statistical methodologies, machine learning, and compu-
tational techniques has facilitated the attainment of more
precise outcomes and a more profound comprehension of
patterns in heat transfer and other characteristics.

The data-driven approach offers more adaptable and
pliable models in comparison to traditional approaches.
The efficacy of such models relies on the abundance of
extensive data, although their prediction prowess is notably
enhanced under specific circumstances. Data-driven
solutions mitigate the impact of fluctuations in input data
and operational conditions. This attribute renders them
highly efficient instruments for forecasting material perfor-
mance in diverse settings.

The research findings demonstrate promising poten-
tial for employing the data-driven approach in future
investigations of the thermophysical characteristics of
composites. Additionally, they aid in identifying avenues
for future research and development in this field.

Exploring the field of multimaterial systems and
composites composed of diverse materials has the potential
to become a significant focus of research. Utilizing data-
driven approaches offers the capacity to accurately model
thermophysical parameters for a wide range of material
combinations. Future advancements in data-driven me-
thods could prioritize the optimization of thermophysical
characteristics in composites. Employing machine learning
algorithms to automatically seek for optimal material
configurations helps streamline and expedite the design
process. Enhancing the synergy between data-driven
models and experimental research is crucial for achieving
precision and verifying outcomes. This will enable the
validation and augmentation of models with empirical data.

The data-driven method can effectively be utilized in
various domains, including energy, medicine, and the
aviation industry. Modifying and expanding models to
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various domains can potentially result in novel applications
and findings.

Further investigation into the influence of micro-

structure on the thermophysical characteristics of compo-
sites could be a significant avenue to explore. Utilizing
data-driven methodologies can assist in the identification
and modeling of intricate linkages.

The establishment of open databases and the imple-

mentation of standardized data processing methods have
the potential to promote community development and
improve the accuracy and dependability of outcomes. This
stage is crucial for the development of collective expertise
in the topic.

The primary objective of future research is to further

advance the data-driven technique as a highly efficient tool
for assessing the thermophysical properties of composites
and integrating it into other sectors and scientific domains.
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AHAJII3 3ACTOCYBAHbB DATA-DRIVEN INIAXOAY AJIs1 OIIHIOBAHHS TEPMO®I3UYHUX
BJACTUBOCTEN KOMITIO3UTIB

Lle mocmimKeHHs aHaTI3y€ MOTEHIIA 1 IepCeKTHBU BUKopucTanHs data-driven migxomy [uisi BUBYCHHS TEIUIO(I3UYHUX BIACTHBOCTEH KOMITIO3UTHHX
MmatepianiB. JloCHi/pKEHHs: Mae Ha MeTi HaJary aHali3 MOTeHHiany i mepesar 3acrocyBanHs data-driven meroposoriif, 0co6IMBO B MOpIBHSHHI 3
TpamuLifHUMKH MeToJaMH. AHaji3 OXOIUIIOE OCHOBHI NPUHIMIM Ta CydYacHi MiOXOAM MAIIMHHOTO HAaBYaHHS, SIKI BHKOPUCTOBYIOTHCS B
MaTepialo3HaBCTBI, MiKPECIIOIYH TX 3/]aTHICTh IOKPAIlyBaTH PO3yMiHHS, ONTHMI3allil0 Ta 3arallbHY SKICTh KOMIIO3UTHUX MaTepiatiB. Y AOCTIDKEHHI
JIETaTbHO PO3IIINAETECS 3aCTOCYBAaHHS HEHPOHHHX MepexX Ul NPOTHO3YBAaHHS TEIUIOBHX XapaKTEPUCTHK, MiJKPECIIOIOYM X HPOTHOCTHYHI
MOJKJIMBOCTI Ta MOTEHIIaN Ul TpaHcopMallii aHali3y TEIUIOBUX BIACTHBOCTEI KOMIIO3UTHHX MarepiaiiB. KpiM Toro, mociipKeHHs IiaKpecioe
3pocTady 3alIeKHICTh Bij hig-data anamiTuky y BUpilIeHH] CKIaAHUX MPoOJIeM y MOBEIIHII MaTepiatiB, 0OCOOIMBO B 3MiHHUX YMOBaX HABKOJIHIITHHOTO
cepeoBua. [IpoBoIUTHCs MOPIBHAIBHA OIiHKa Mix data-driven miaxomoM Ta TpauiitHIME aHATI THYHUMU METOIAMH, TTiIKPECIIOI0YH YiTKi TIepeBaru
Ta HEIOJIKH KOXHOro. Lle mopiBHIHHS BHCBITIIOE, sik data-driven MeTomomnorii MOXKyTh MOKDAIIMTH TOYHICTH TEINIO(I3UYHOr0 aHalmi3zy. 30IMKEeHHS
MAaIIMHHOTO HABYAHHS Ta MAaTEePiaJO3HABCTBA CIIPUSIE HE JIMIIE TOYHILIIMM ITPOTHO3aM, ajle i 3MEHILEHHIO Yacy Ta BAPTOCTI EKCIIEPUMEHTIB. 3BIT TAKOX
OKpPECIIFOE CydJacHi METOJH BHMIPIOBAaHHS Ta IPOTHO3YBAHHS TEINIO(I3HMYHUX BJIACTHBOCTEH KOMIIO3HTIB, IMiJKPECTIOIOYH JOCSTHEHHS B HOBHX
TEXHOJIOTISIX OCTaHHIX POKiB. OKPEeMO PO3IIIIAETHCS POJIb OOUMCITIOBAIBHUX IHCTPYMEHTIB 1 KOMIT IOTEPHHUX TEXHOJIOTiH, 0COOJIMBO B MOJIEITIOBaHHI
TemI0(pi3MYHMUX BIACTUBOCTEH 1 CUMYJIALIT BUPOOHNYMX MPOLECIB A1 KOMIIO3UTHUX MaTtepiaiiB. Y CTaTTi MiAKPECTIOETHCS 3pOCTAI0UE 3HAYCHHS IIMX
TEXHOJIOTIH IS MOKPAIEHHS K TEOPETHYHHX, TaK i MPaKTHYHUX acHeKTiB MaTepiano3HaBcTBa. JOCIiPKeHHS HaJa€ HOBI MOTVISAN Ha BHPOOHHIITBO
KOMIIO3MTIB, CIIPHSIOUH PO3BHTKY MaTepiaJo3HABCTBA Ta MPAKTHYHUX 3aCTOCYBaHb KOMIIO3UTHHMX MarepianiB y MailOyTHpoMy. Pesynbraté MaioTh
3HAYHUH BIUIMB Ha MOKPAIICHHS BUPOOHMYUX MPOILECIB, CTUMYJIIOBAHHS IHHOBALil Ta MPOrpec y IOCHIIKEHHI KOMIIO3UTHUX MaTepiaiiB y pi3HHX
ramys3sx.

Kurouosi ciroBa: data-driven mizxiz, KOMHO3HTH, TerUIO(I3HYHI BIACTHBOCTI, aHaNI3 JaHUX, MATEMaTHYHE MOJICIIOBAHHS, MAllIMHHE HABYaHHS,
ONTHMI3allis MPOLECIiB, CUMYJIALIL.
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METO/I BUSIBJIEHHSI HASEMHHMX OPIEHTHUPIB JIJIsI HABITAIIII ABTOHOMHUX MOBLJIbHUX
POBOTIB 3 BUKOPUCTAHHSIM OCOBJIMBOCTEM PO3MOJLITY CEPEIHBOI IHTEHCUBHOCTI
KOJIbOPIB

3acTocyBaHHs BileOKaMep MpH HaBiraiii aBTOHOMHUX MOOUIBHUX POOOTIB € OJMH 3 MOXJIMBUX LULIXIB pealti3alii MacCuBHUX JAUCTAHLIHHUX METOJIB
BUSIBJICHHSI HA3EMHHUX Opi€HTHPIB. Byiio 3anmpomnoHOBaHO METO[] BUSIBJICHHS HA3eMHUX OPIEHTUPIB MPU HABIrarii aBTOHOMHHX MOOLIEHHUX POOOTIB, IIO
IPYHTYETHCS Ha BAKOPUCTAHI 0COOIMBOCTEH pO3NOALTY CEpPEAHBOT IHTEHCUBHOCTI KOJIbOPIB B CTOBIIIISIX MATPHIII BiZIeOKaMepH aBTOHOMHOT'O MOOLIEHOTO
pobora. I'ooBHA 0COONIHMBICTS PO3MOLLY IPOSBISETHCS B TOMY, IO IIPY IOSIBI B 30HI OISy BileOKaMepH CTOBIIONOAIOHOTO 00’ €KTY SIK MOXKIIMBOTO
Opi€HTHPY B HHOMY 3 SIBISIETHCS CTPHOOK 200 MPOBaJI, aMILTITY/a SKUX MOXKE CITY)KUTHU B SIKOCTI KPUTEPIi0 BUSIBICHHS OpieHTHPY. B po6oTi mokasamno,
11O 1} ONEepaliio MOKHA e()eKTUBHO BUKOHATH HA OCHOBI aHANi3y MATPHILi 300pa)KeHHs, SKIIO KOJIP OPIEHTHPY ICTOTHO BiAPI3HAETHCS Bill KOJIBOPY
(oHOBOTO 300paxkeHHs. B iHINX BUNA/KIiB 3aIIpONIOHOBAHO BUKOPHUCTOBYBATH YCEPEIHEHHS IHTCHCHBHOCTI YePBOHOT'0, 3€JICHOTO Ta CHHBOT'O KOJILOPIiB
[0 CTOBMIIIM MAaTpHIi Bigeokamepu. BkasaHuil MeToA Ui MiABHINCHHS WMOBIPHOCTI BUSBICHHS ODi€HTHPY B LIMPOKMX YMOBAX 3aCTOCYBaHHs
BiZIeOKaMepH aBTOHOMHOI'O MOOLIBEHOTO pOOOTY 3aIIpOIIOHOBAHO B SIKOCTi KPUTEPIIO BUSBICHHS 3aCTOCOBYBATH J00YTOK MOJYJIsl HOXiZAHOT BiJ pO3MOiTY
CepeNHIX KOJILOPIB B CTOBIIIISIX MAaTPHIIi HA MOJYJIb Pi3HUII 3a3HAYEHOT0 PO3IOALTY i HOro cepeHbOr0 3HaUSHHS 0 BCIM CTOBIIIAM. Byio BctaHOBIICHO,
o JOOYTOK MOJyJIsS 3a3HA4YEHOI MOXiAHOI HA MOJYJIb PI3HHII MiX PO3IOIIIOM CEpelHIX KOJbOPIB 1 cepeHIM 3HAYEHHSAM LIbOT0 PO3MOJTY, SIKHH
Ha3BaHO BH3HAYAJIBHUM JOOYTKOM, MOXE CIY)KHTH B SIKOCTI KPHUTEPIil0 [UIsl BHSBICHHS Ha3eMHOTo opieHTHpy. IToka3aHo, IO MEPEBHILCHHS
MaKCHMaJbHOIO 3HAUCHHs] BU3HAYAIILHOTO NOOYTKY Haj IIOPOTOBHM 3HA4YEHHSIM, SIK€ BH3HAYAIOTh HA OCHOBI aHANi3y CTATHCTUYHUX NAaHHX, B OyIb-
SIKOMY 3 KaHaJiB YEpPBOHOIO, 3€JICHOTO i CHHBOIO KOJBOPIB CBIMYUTH MPO BHUSIBJICHHS HAa3eMHOTO OpieHTHPY. JlaHi TOCIIDKEHHS MOKa3yloTh, L0

BH3HAYAIbHUH JOOYTOK 3a CBOIM BIUIMBOM Ha HMOBIPHICHI XapaKTePUCTUKH BUSBICHHS CXOXKMUI 3 BiJHOIICHHSM CHIHAI-IIYM B PaIioioKarii.
KutrouoBi c;10Ba: aBTOHOMHMIA MOOITBEHHIT POOOT, Ha3eMHUI OPIEHTHP, KOJILOPOBICTh, CTPHOKHU ITAPaMETPiB, PO3IOLI IHTCHCHBHOCTI KOJIBOPY.

Beryn. IIpu po6oTi mo JikBigamii HaCTiIKIB KaTacT-
pod i1 aBapiif Ha MiCIIEBOCTSX, KOJH iCHY€e HeOe3meKa s
JKUTTA 1 370pOB’S JIOACH, MiNBHIIYETHCSI KOPHCHA POIb
aBTOHOMHHX MOOUTEHUX poboTiB (AMP), siKi MOXYTh BH-
KOHATH YaCcTUHY poOiT Ha 3a3HaUeHMX MicueBocTax. Hasi-
raiist poOOTIB Ha MICIIEBOCTI 3[IIHCHIOETHCS, K MTPABHJIO, 3
mporomororo GPS. Onnak, epeKTUBHICTS 1€l HaBIraIidHOT
CHUCTEMH MOJKE 3HAYHO 3HUKYBATHCS BHACIIIOK IEPEKPHUT-
TS 00JIaCTi, ICTOTHOI JUIsl TIOIIMPECHHS EJICKTPOMArHITHIX
XBHUJIb, 3pyHHOBAHUMH EJIEMEHTaMHU OYIiBEIb, PEIbEPOM
MmicueBocTi Tomo. Kpim Toro, MokinBa noctaHoBKa 3aBajl
npuiiMabHuUM enementam GPS, mo posminieni Ha AMP.
OTXe, HarajgbHOI HEOOXITHICTIO CTa€ BUKOPUCTAHHS
aBTOHOMHHX MOOUTRHHX POOOTIB, sSIKi 37aTHI 3 ICHIOBATH
HaBiraimito 6e3 BukopuctanHsi GPS. ABToHOMHA HaBiraris
poboris 6e3 GPS moxmuBa o mudpoBiii KapTi KOHKPETHOT
MICIICBOCTI, 51K, OJIHAK, [TPH 3HAYHUX PYHHYBaHHAX 00’ €K-
TiB Ha MICIIEBOCTI MOXE BHUSBHUTHCS MaJIONPHUAATHOIO.
OCKIJBbKM CHTyallis Ha MICIEBOCTI MOXE IifgaBaTHcCs
3MiHaM BHACIHIZIOK MOKEX, BUOYXIB Ta iHIIMX (akTopis,
CTBOPEHHSI HOBOi KapTH MICLEBOCTI B yMoBax Ae(diuury

yacy € HeaominmsHuUM. TakuMm ymHOM, AMP camocriitHO
MIOBMHEH 3HaXOJUTH HEPYXOMi 00’ €KTH Ha MiCIIEBOCTI, JI0
SIKUX BiH MOJKE€ «IIPHUB’I3YBaTHCS.

[ocTranoBka npodaemu. «IIpus’s3ka» AMP moBuH-
Ha 3IiHACHIOBaTHCSA 1O 00’€KTiB, fAKi OymeMo Ha3MBaTH
HazeMHumu opientupamu (HO). Sk mpaBuiio, HazeMHUiA
ODIEHTHP MOBHHEH OyTH BHUCOKMM O00’€KTOM 3 MaJUMH
JNHIHHUMHU PO3MIpaMU Yy TOPH30HTAIBHIH IUIONMHI. BiH
3a0e3neuye Npu HaJEKHUX YMOBaxX BHCOKY KyTOBY TOY-
HICTB «ITpUB’SI3KM» poOOTa B TOPU30HTANIBHIH MI0IKHI. SIK
MpaBUJIO, MOTPiIOHO MaTH nekinbka HO is cTBOpeHHs
AMP cBo€i cucTeMu KOOpAMHAT Ha MICIEBOCTI, e pOoOOT
BUKOHYE€ TTocTaBiieHe 3aBianus. JlanmpHicts 10 HO Moxe
BU3HAYATUCS AKTHBHUMHU 3aco0aMy BHIIPOMIHIOBaHHS.
IIpn BuKOpMCTaHHI poOOTOM aKTHUBHHX 3aco0iB (pamap,
YIBTPa3BYKOBHI JaIEKOMIp, JTa3epHA CHCTEMa TOIIO) Ha-
3eMHHI OPIEHTHP EKPaHYETHCSl HEHABMUCHUMH 3aBaJlaMHy,
mo o0yMOBIIEHI BiJOWTTSIM XBWJIb Bif 00’€KTIB, IO OTO-
yytoth HO [1]. OTxe, npu HasBHOCTI (OHOBOTO BiAOUTTSI
BiJl €JIEMEHTIB MICIICBOCTI JAOIIIbHO BUKOPHUCTOBYBATH JIJIst
aBTOHOMHOI HaBiranii AMP HeBUIIPOMIHIOIOUI CHCTEMH,
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IO SIKUX HalexaTb, 30KpeMa, BiEOKaMepH Ta KaMepH
HiYHOTO OayeHHs. B crarTi aHamizyerbcs €(peKTHBHICTDH
BuKoprcTanHs B AMP Bizeokamep 11st CBITIIOr0 Yacy 100u
MIPY HAsIBHOCTI CKJIaHUX POHOBHUX 300paxkeHb. SIKIIo xk 3a
opieHTHpOM € ()OHOBI 300pakeHHs, L0 OJIM3bKI 3a
konbopoM 3 HO, To 3aBnaHHS BUSIBIICHHS BiJI€OKaMeporo
HA3eMHOTO OPIEHTHPY HE 3aBXKIU MOXKE OYTH BHPIIICHO
ycmimHo. OTxe, Ha el yac npoOiieMa BUSIBJICHHS 1 po3-
Mi3HaBaHHsI HA3€MHOTO OPIEHTHPY BileoKaMepaMu poOoTa
MpU HASBHOCTI IMUTBHUX (DOHOBUX 300pa’keHb 3aUIIIA-
€ThCS BHPINICHOIO TITBKH YACTKOBO 1 TOMy moOTpelye
O3B’ I3aHHS.

AHaJni3 ocTaHHIX JocaixKeHb i my0aikauii. barato
METOiB 00pOOKHU KOIBOPY 300pakeHb [2] € eheKTHBHUMU
B MPUKJIAJHUX 3ajlayax, KOJU IPOBEAeHa MOMepeans 00-
poOka 300pakeHHS TIpH HAaJIEKHOMY BHOOpI XapakTe-
puctHk Bineo kamepu [3]. s po3miznaBanns HO uacto
BUKOPHCTOBYIOTHCSI IIa0JIOHU [4], @ HAIEXKHICTh pealbHAX
300pakeHb 0 [IA0JIOHIB OIHIOETBCS 3 JIOTIOMOTOIO
HEYITKUX MHOXUH. JIIf MigBUINEHHS IOKA3HUKIB
PO3ITi3HaBaHHS 3aCTOCOBYIOTHCS JICKUIbKA BiZlcOKaMmep B
oJHOMY Toui orsAny [5]. IcToTHO MOXKe MOKpaNTUTH Xapak-
Tepuctuky BusABieHHs HO ampiopHa iHpOpMaIis mpo
opierTtup [6]. Bei cydacui anroputmu 06po6ieHHs 300pa-
JKEHB IPAIIOIOTh, SIK IPABUJIO, B PEATTBHOMY Yaci, IPUIOMY
HaBiTh IPH 00POOITi 306pakeHb Bi pyXoMux 00 €KTiB [7].
VY pob6ori [8] cunTe30Bana cucrema aAudepeHiiHuX piB-
HSHb JJIs1 BUSIBJICHHS, PO3II3HABAHHS OPIEHTHPIB 1 IS
ONTHUMAJBHOTO BU3HAYCHHS IMX MapaMeTpiB Ta X awuc-
nepciit. Jlnst 3anayu BusiBnenHs i posniznasanus HO noun-
HalOTh BHKOPHCTOBYBATHUCS IHTEIIEKTYaJbHI CHCTEMH Ha
OCHOBI HEWpOHHUX Mepex [9] Ta rmrmboKoro MamMHHOTO
HaByaHHS B XxMapax To4ok [10]. ¥V [11] 3ampononoBano asa
MeToau BusBieHHsA croBmomonioHux HO. Omun 3 HuX
IPYHTYEThCS Ha HAKOIMYCHHI 3CYHYTHX B Yaci CHTHAIB
KOJIBOPOBOCTI TIPM CKAaHYBaHHI BiJIGOKaMEpPOI0 B a3UMYy-
TaNbHIN TUIOMWHI, a APYTHA BHUKOPHCTOBYE MOIM [iib-
Oepra — XyaHra, siki MICTATh iH(pOPMAIIO PO CTPUOKH
KOJIbOPOBOCTI.

Buginennss HeZOCHiIKEHHMX 4YACTHH 3arajbHoOi
npo6yaemu. [l po3mi3HaBaHHSA OO0 €KTIB Ha MaTpPHIl
300paxkeHHst B [11] BUKOPUCTOBYETBCS IBOMIpHA KapTHHA
PO3MOAUTY IHTEHCUBHOCTI KOJILOPIB, B SIKif 31iHCHIOETHCS
ycepeqHeHHs iHTeHCHBHOCTeH (200 KOOpAMHAT) KOJIBOPiB
nmo croBmisiM Matpumi. lle o3Hadae, 1m0 37iMCHIOETHCS
BiZIOOpa)XeHHS IBOMIPHOTO PO3MOALUTY KOJIBOPIB MaTpHI
300pakeHHSI B OJHOMIPHHUHA PO3MOJIT CKIaJOBHX YEpPBO-
HOTO, 3€JICHOTO Ta CHHBOTO KombopiB R(X),G(x), B(x),

TOOTO 3aJISKHOCTEH IUX MapaMeTpiB BiJ TOPH30HTAIBHOI
KOOpJMHATH X Marpuui Bigeokamepu. [IpuitHaTHHMI Ha-
3eMHHMH OpIEHTHUD, SIK NPAaBHUIIO, € BUTATHYTUM y BEPTHU-
KaJbHIA IDIOMIMHI 1 Mae MPHOJM3HO OIHAKOBUI KOJIp,
IHTEHCHUBHICTb SIKOTO Maii)Ke CITIBIIaa€ 3 CEPEAHIM 10 THM
CTOBIIISAIM, IO OXOIUTIOIOTH I OpieHTHp. YcepemaHeHi
3HAYCHHS KOJhOPiB R,G, B B IHIIMX CTOBMIAX Kaapy 3
HeomHOPiMHUM (oHOM y OLIbIIOCTI BHNAIKIB Bigpi3HS-
I0ThCA Bifl mapameTpiB R, G, B opientupy. Lli ycepenneni
3HAYCHHS IHTEHCHBHOCTI 200 KOOPAWHAT KOIBOPiB Oy1eMo
HA3WUBATH MapaMeTpaMH KOJIbOPOBOCTI 300paKeHHSI.

ITpn ckaHyBaHHI HaBKOJHMIIHBOTO IPOCTOPY Bizxeo-
KaMepoo B 30HY OINIAAY, € € Ha3eMHHH Opi€HTHp, AJIA
KOKHOro MomeHTy yacy HO Oyne po3milieHuii B pi3HUX
vyactuHax kaapy [11]. [lpu BBeaeHHI BiAMOBiAHOI 3aTpHUM-
KA B PO3MOILI KOJBOPOBOCTI, SIKUH € (QDyHKLIEI0 a3umy-
TaJIbHOT KOOPJIWHATH Ta 4acy CKaHyBaHHs, CTPHOKH abo
MPOBAJIH KOJIBOPOBOCTI, 110 00YMOBJIEH] HAsIBHICTIO Opi€H-
THpa, OyIyTh CKIIafaTcs B (asi, a B IHIIUX HANPsIMKaXx, J1e
Hemae HO, — noBineHO. Taka ¢isnyna kapTuHa crocrepi-
Ta€ThCS, SKIIO paaiyc KOpemsmii (iykryamii KoIbopo-
BocTi (poHOBOTO 300pakeHHs R(x),G(x), B(x) € neBenu-
kuM [11]. B iHmmx BuMagkaXx HAKOIMMYECHHS CTPUOKIB 4u
MIPOBANIB KOJBOPOBOCTI TaKOXX BiIOYBA€ThCS, ajie iCTOT-
HOTO TIEPEBHUIIEHHS CTPHUOKA UM MPOBaIy KOJIHOPOBOCTI
HaJ (OHOBOIO KOJTBOPOBICTIO HE BiIOyBaeThes. CKiTaganHs
napaMeTpiB KOJbOPOBOCTI B KYTOBHX HampsiMKax, e
OpIEHTHp BIACYTHIH € XaOTHYHHM 1 TOMY Ja€ JesKy
yCcepeHeHy aMIUTTyqy HapaMeTpy KoibopoBocTi. Cyma
sanexunocteii R(X) mns pisHMX KyTOBHMX HampsMKiB €
(dyHKIi€r0 paaiycy Kopemnsmii ¢uykTyamiii mapamerpis
KOJIEOPOBOCTI. 3Bi/ICH BHIUIMBAaE€ HEOOXiTHICTH PO3POOKH
MeToxny BusBieHHs HO, mo He 3aneXuTh BiJ 3a3HAYCHOTO
paniycy Kopesitii.

MeTo10 €TATTi € po3poOKa METOAy BUSBIEHHS Ha-
3eMHHX OPIEHTHUPIB BillEOKaMEpPOI aBTOHOMHOT'O MOOLIb-
HOTO po0OTa, IO cIa0KO 3ATCKHUTH BiJl PAIiyCy KOPEIIil
(iryKTyaniii KOJIbOPOBOCTI B HMIMPOKOMY Jialla3oHi yMOB
(hOHOBOTO OCBITJIEHHS Ta KOJBOPIB, BIUIMBY 3aBa)KalO4nX
(haxTOpIB TOIIIO.

Buxknajx ocHOBHOro mMaTepiajty. AHaii3 MOXKIMBOC-
TEH 3 BUSIBIICHHS HA3€MHOT'O OPIEHTHPY MPOBEIEMO 3 BUKO-
PHCTaHHSAM CEpEeIHBOI0 3HAYCHHS KOJNBOPIB B CTOBIIISX
MaTpuIi 300pakeHHs, TOOTO KoibopoBocTi. s 300pa-
’KEHHsI, IO TpPHBEJCHE Ha pHcC. 1, PO3MOALT CKJIaJOBUX
KOJILOPOBOCTI R, G, B B3I0BX T'OPU30HTAIBHOT KOOPIH-

HATH MaTpHIIi, TOKa3aHO Ha pHC. 2.

Puc. 1. Ilpuknan 300paxeHHs

Sk BUmIIMBaE 3 puc. 2, CKIAJ0BI KoIbopy R,G,B
MaroTh OJM3BKMHA 332 XapaKTEepOM pPO3MOALI 1 ToMy amami
Oymemo B OaraThOX BHITaJKaX OOMEXYBATHUCS TUTBKU
PO3IIOALIOM OJHOTO 3 KOJBOPIB, HaifuacTiiie, Y4epBOHOTO.
B ycix TppOX KpUBUX € OIHMH BEIUKUHN MPOBAJ PO3MOALTY i
JeKinpKa MeHIuX. [TopiBHAHHS puc. 2 3 puc. 1 CBIAUUTH,
IO i MPOBajiX OOYMOBJICHI HAsBHICTIO OKPEMHUX JIEpEB,
SIK1 B SIKOCTi OPIEHTHPIB € HE AyKe 3pYIHUMH, OCKLIbKU HE
30Cepe/KEH] B TOPU30HTANIBHIN muIommHI. J[1s CTBOpEHHS
MoJieneld By3bkux B Wil miuomuHi HO po3poOienuii kox
MPOrpaMu BCTAHOBJICHHS MOJICJIeH CTOBIIOMOAI0OHIX Opi€H-
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TUPIB OyIb-sKUil po3MipiB Ha Oyb-sike 300pakenHs. 1106
BCTAaHOBUTH (Di3MYHI 3aKOHOMIPHOCTI ITPOIIECIB BUSABJICHHS
HO, mMozei Bubupasvcs pisHUX PO3MIpIB 1 KOJIBOPIB.

250 CepegHE 3Ha4YEHHA KONLOPY B KOMHOMY CTOBMU NiKcenis
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Puc. 2. Po3mopin cepenHix 4epBOHOTO, 3€IEHOTO Ta CHHBOTO
KOJIBOPIB B3/I0BXK TOPH30HTAIBHOI KOOPAUHATH MATPHII
BiJIcOKaMepH

[pukian opieHTHPY YEPBOHOTO KOJBLOPY, 10 HAKIIa-
JIeHWi Ha 300pakeHHs (puc. 1), mpuBeneHo Ha puc. 3.

Puc. 3. 300paxxeHHs 3 HAKJIaAEHOIO MOAEIUTIO Ha3eEMHOTO
OpiEHTHPY

POSHO,Z[iJ'I KO.]'IBOpOBOCTi JUIS CKJIaJIOBO1 YCPBOHOTO
KOJIbOPY NTOKAa3aHE Ha puUcC. 4,

Cepe/IHE 3HA4YEHHA YEPBOHOTO KONLOPY B CTOBMLUAX MATDHU
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Puc. 4. Po3nozin ckiramoBoi 4epBOHOTO KOJIBOPY B3IOBXK
TOPU3OHTAIBHOI KOOPJWHATH MaTpPULli BiieokamMmepu

[TopiBHAHO 3 MpOBajgaMH KOJBLOPOBOCTI Bix IepeB
MIPOBAJT BiI MOJICJIi CTOBIIA HE CIIOCTEPIra€ThCsI,  HABIAKH,
3aMICTh MPOBANY PEECTPYEThCS BEIMKUN cTpuOOK. Cutif
3a3HAYUTH, IO nepeadaynTu cTpudok un nposain Big HO
Ba)XKKO, ayie 1I¢ He IOTPIOHO, OCKUIBKU KPUTEPIEM BUSB-
JICHHSI MOKe OYTH SIK CTPHOOK, TaK 1 MpoBaJl, IPUYOMY B
po3monini TppOX KOMbOpiB R,G,B nesiki MOXKYyTh MaTu
CTpUOOK, a iHIII KOTBOPH — MpOBaNH, 9d HaBmaku. Ctpu-
00K KOIBOPOBOCTI Ha pHcC. 4, TIO-TIepIe, Maii)Ke MMOBTOPIOE
(hopMy MozeTi cTOBIIa, a, MO-APYTe, BiH Ma€ BEJUKY aMII-
JITYAy MOPIBHSIHO 3 KOJOPOBICTIO (poHy. [ CKIaToBHX
3€JICHOT0 Ta CHMHBOTO KOJILOPIB CIIOCTEPIrarOThCsl aHAIO-
riuHi CTPUOKH, X04Ya iX BiHOCHA aMILIITYAa MEHINA, HiXK
JUIL 4epBOHOTO KoJbopy. [IpwymHa 1pOTO 3pO3yMina:
MOJIETIb CTOBIA € YEPBOHOIO. 3BiJICH BUILIMBAE BUCHOBOK
PO MO>KJIMBICTH BUKOPHCTAaHHS CTPHUOKIB 200 MpoBaiB
KoJbpopoBocTi it BusiBieHHs HO, omHak, Ha MpakTHIN
TIePEBHUIICHHS KOJIEOPOBOCTI B Micti po3mimienns HO Han
KOJIbOPOBICTIO ()OHY HE 3aBKIHM € BeaukuM. Ocb YoMy
moTpiOHI iHIN MiAXOMH, SIKi TO3BOJSIOTH AOCSTHHU IIPHIA-
HATHOI KMoBipHOcTi BusBiaeHHs HO B ymoBax, Koiu
CTpUOKH ab0 MPOBAJIN KOJIBOPOBOCTI MAJIO BiIPi3HAIOTHCS
BiJl (HOHOBOT KOJILOPOBOCTI.

JloriuHO NPHUIYCTHTH, IO MOXIiAHI B THX TOYKax, B
SKHX BiJIOYBArOThCSl Pi3Ki 3MiHM KOJBOPOBOCTI, MalOTh
OyTH BETMKMMHU, IO MiATBEPIKYE pHC. 5.

MoxigHa Bif cepeHLOND KONbLOPY N0 CTOENUAM
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Puc. 5. IToxinHa Bix po3noAiTy CKi1ag0BOI 4epBOHOTO KOJIBOPY,
sIKa MOKa3aHa Ha puc. 4

Sx BummmBae 3 puc. 5, y micui posmimenas HO
MOXiJIHA € BENUKOK i1 (DPOHTY 1 Chamay pO3MOILTY
KOJIbOPOBOCTI, ajiec Mae pi3Hi 3Haku. LI o3Haka Moxe
BUKOPHCTOBYBATHCS JUIS PEECTpamii Mmo4yatky 1 KiHIS
cTprbKa 4M mpoBaity KojbopoBocTi. [ToXiaHi s KOJIbo-
POBOCTI, 1[0 omucye (OHOBE 300parKeHHS, € MEHIIUMH,
HDK B Mici po3mimieHHs opieHTHpy. Ile oO0ymoBieHO
YCEpeIHEHHSM KOJNBOPIB B CTOBMILIX, LIO MPUBEIO MO
3MIIaKyBaHHS QIIYKTyarii KonsopiB. B nanomy npukiani
NoXiJHa Bix ctpubka xonpoposocti Big HO € Benukotro, a B
OKpEeMHUX CHUTYalisiX BOHa MOXke OyTH HabaraTo MEHIIOIO.
OTXe, TOTIYHO BUKOpPUCTATH [uisi BUsBIeHHI HO sk
aMIUTITyau CTPHOKiB (IIPOBaJliB) KOJIBOPOBOCTi, TaK i
3HAYEHHs MOXIMHMX BIJ PO3NOAULY KOJBOPOBOCTI. Y

Bicnux Hayionanvnoco mexuiynozo ynisepcumemy «XI1». Cepis: Cucmemruti
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3B’S3Ky 3 LIUM B SIKOCTI KPUTEPIH0 BHUSBICHHS OPIEHTHUPY
JIOLILHO BUKOPHUCTATH JNOOYTOK MOJYJs TOXIJHOI Bil
PO3IOTy KOJBOPOBOCTI Ha MOJIYJb PI3HULI PO3MOALTY
KOJIbOPOBOCTI 1 CEPEeIHbOr0 3HAYCHHS Ii€i KOJIHOPOBOCTI
mo BciM croBmusaM. [l ckopodeHHs 3amucy Oymemo
Ha3MBaTU L€l NoOyTOK BH3HAYaJbHUM, OCKUIBKH IIPH
MOPIBHSIHHI OTO0 MaKCHMANbHOTO 3HAYEHHS 3 MOPOTOBUM
3HAUCHHSIM BU3HavaeThcs HasBHicTh HO B 30HI ormmsmy
BificokaMepu. sl pO3MIISHYTOTO TMPHKIANY 3aJCeKHICThH
BU3HAYAIBHOTO JOOYTKY BiXl HOMEpY CTOBII MAaTpHII
300pakeHHsI TOKa3aHo Ha pHc. O.

TyT cTBOpeHi yMOBH JUIS SIBHOTO BHSBIICHHS 1
BUJIJICHHSI HA3eMHOTO OpieHTHUPY Ha (oHI 300pakeHHs

(puc. 1).

[ oGYTOK NOXigHOI Ha BIAXMNEHHA CepPeaHLOr0 KONLopY
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Puc. 6. 3anexHicTh BU3HAYAIBLHOTO JOOYTKY BiJl HOMEpY
CTOBIILS MaTPUIIi BileoOKaMepu

SIKuro koJip cToBHa 3MIHMTH Ha 3€JIEHUH, TO BU3HA-
YaJbHUI J00YTOK 3MIHHUTBCS JWIIe He3HayHo (puc. 7),
npore yMoBH (ikcaiii cTpubka sk 1mo (ppoHTy, Tak i 1o
crajy, IOMITHO MOKPAITyIOThCs, 110 Crpusie Ol cTa-
O1TbHOCTI CHCTEMU.

DNofyTok noxigHol HA BiAXWNEHHA CEpedHBOrD KONbOPY
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Puc. 7. 3anexHicTh BU3HAYAIBLHOTO TOOYTKY BiJl HOMEPY
CTOBIILS MaTPHUL 300pa>keHHs ISl MOZIEII CTOBIIA 3€JICHOTO
KOJIbOPY

PosrisiHemo Tenep peasbHUiT CTOBI 3aMICTh MOZEIb-
Horo (puc. 8).

Puc. 8. 300paskeHHs peaIbHOTO CTOBIA Ha (hOHI TipChKOi
MICIIEBOCTI

Posmofin BU3HAYaIbHOTO JOOYTKY [Tl IIbOTO 300pa-
JKeHHS Ma€ BUTIAA (puc. 9).

3 puc. 9 BUIIMBAIOTh MOKJIMBOCTI BUSIBIICHHS HA3EM-
HOTO OPIEHTHPY 3@ KPUTEPIEM MEPEBHUIIEHHS MaKCHMAIlb-
HOTO 3HAYEHHS BH3HAYAIBHOTO JA00YTKY HaJ IOPOTOBUM
3HAYCHHSIM.

[obyTok noxigHoi Ha BiAXMNEHHA CepPeJHbLOID KONbLopY
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Puc. 9. Po3nozin BU3Ha4JIbHOTO TOOYTKY B3JJOBX
TOPH30HTAJILHOI KOOPANHATH MATPHIIi BiflcOKaMepH IJIst
300paxeHHs (puc. 8)

Hapemri, po3misHEMO MOXIHMBICTh — BUSIBICHHS
OaraTbOX JepeB, SKi MOXYThb CIYTyBaTH HaJIiliHUMH
Ha3eMHUMHU OpIEHTUPAMK 3aBISIKM CBOid MPUPOIHIN
PO3TaIIOBAaHOCTI Ta Bi3yalbHill MOMITHOCTI y pi3HHX

ymoBax (puc. 10).

Puc. 10. 306paxeHHs 1epeB K MOMKIIMBHX HA3EMHUX OPIEHTHPIB

Po3mofin  KOMEOPOBOCTI I IIOTO 300paKCHHS
XapaKTePU3YEThCS CTPUOKAMHU ISl 3€JICHOTO 1 CHHBOTO
KOJIBOPIB Ta MPOBAJIAMH JIJIs YePBOHOTO KOJIBOpPY (prc. 11).
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CepeHe 3HAYEHHA KONLOPY B KOMHOMY CTOENLI MiKcenie
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Puc. 11. Po3moain cepeiHiX MO CTOBMIAX CKIAI0BUX YEPBOHOTO,
3€JICHOTO 1 CHHBOT'O KOJIbOPIB B3ZI0BXK TOPU30HTAIBHOT
KOOPIMHATH MaTpHIIi BileOKaMepH

Busnravaneamit 106yTOK s 300paxkeHHs (puc. 10)
Mae BHIJISI, HaBeJleHni Ha puc. 12. Bin xapakTepusyeTbcest
MKOBHUM PO3MOJIIJIOM, & KUTBKICTb JIOKaJIbHUX MaKCUMYMIB
PO3MOALTY IPUOIU3HO CIIBIANAE 3 KUTBKICTIO IEPEB.

OcCKibKM O/IMH 3 MiKiB Ha0araTo TepeBUIye iHIII
(rmobansHUH MaKCUMYM), TO JIEPEBO, 1110 HOMY BiIOBiAAE,
MOXKHa NPUHHATH B SIKOCTI Ha3€MHOTO OPIEHTHPY, SIKIIO
aMITITyla IIbOT0 MaKCUMyMy II€pPEBHUIIY€E IOPIr BHUSB-
neHHs1. 300pakeHHs 3 baraTbMa OpieHTHpaMH MOKa3aHo Ha
puc.13.

[obyTok noxigHoi Ha BigXWNEHHA CepeqHLOrD KoNbOPY
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Puc. 12. Po3nofin BU3HAYATBHOTO JTOOYTKY B3IOBK
TOPU30HTAILHOI KOOPAWHATH MATPHUII BiICOKaAMEPH IS
300paxenHs (puc. 10)

Puc. 13. 300pakeHHs 3 6araTbMa MOXKIIMBHMH Ha3¢MHUMU
opieHTHpaMu

s 300pakennst (puc. 13) KUIBKICTH MOMKIHBHX
HA3€MHHMX OPIEHTHPIB CTA€ BEIMKOI 1 BU3HAYAIBHUH 110-
OyToK (puc. 14) xapakTepH3y€eThCsi 301IbIICHOI KUIBKICTIO
MIKiB, IO B CBOIO Yepry HOPOIKYE CKIAIHICTh Y BHOOPI
HEOOXIiTHOro Ha3€MHOTO OPIEHTHUDY.
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Puc. 14. Po3nozin Bu3Ha4aIbpHOTO TOOYTKY B3TOBXK
TOPU30HTAIBHOT KOOPANHATH MATPHIli BilEOKaMepH ISt
300paxkeHHs (puc. 13)

3p03yMijio, 110 IS MiJBUINCHHS HaIIHHOCTI 3ampo-
MOHOBaHOT'O METO/1y MOXYTh 3aCTOCOBYBATHCS JOIATKOBO
iHIII 3acO0M BUSIBJIICHHS, B TOMY YHCIIi IHTEJIEKTYaJIbHI.

OOrpyHTYBaHHsSI MOPOTY BHUSBIICHHS SBIISIE COOOIO
OKpeMe 3aBJaHHS, sIKe BHKOPUCTOBYE CTATHCTHYHI JaHi
I10/10 BU3HAYAJIBHOTO 100YTKYy. Ha meit yac takmx maHmx
He icHye. [X OTpMMaHHA He € CKITaIHUM 3aBJaHHAM, OJTHAK
BOHO BHMarae BUTpaT yacy Ha 30ip Ta 0OpoOKy pe3yiib-
taTiB. CTaTUCTHYHI aHI MOXYTh TaKOXX BHKOPHUCTOBY-
BaTHCS JUI1 MAIIMHHOTO HABYAHHS 3 BUKOPHCTAHHIM
MITyYHAX HEHPOHHUX MEPEX, IO MiABUIIUTH B MaiOyT-
HbOMY e()eKTHUBHICTh PIllIeHb II0JI0 BUSBJICHHS Ta PO3Mi3-
HaBaHHs Ha3eMHUX OpieHTUpIB 11t AMP.

3 mpoBeAEHHX JIOCITIKEHb BHILIMBAE, L0 BU3HA-
YaJpHUM J00YyTOK 3a CBOIM BIUIMBOM Ha HMOBIpHICHI
XapaKTEPUCTHKU BUSBIICHHSI OPIEHTHPY CXOXKHH 3 BiIHO-
IICHHSAM CUTHAN-IIyM B pamionokarii. Y [11, 12] anano-
TIYHUM TTOKa3HUKOM € BiJHOIICHHS 3HAYEHHS KOJIbOPO-
BocTi B oOmacti cTpuOka 4 TpoBayry a0 (HOHOBOTO
3HA4YCHHS 1 po3paxoBaHi #MoBipHOCTI BusBieHHs HO npu
(hikcoBaHOMY 3HAUEHHI XMOHOI TpUBOTH. B maHiif crarti
PO3paxyHKH € aHAJOTIYHUMH 3 €JHHOI0 PI3HHUIEIO, IO
aHaJOroM BITHOIIEHHS CUTHAJI-(OH BHKOPUCTOBYETHCS
BU3HAYAJIbHUNA J00YTOK. BiH BHKOPHCTOBYE IT00YTOK
MOJyJsl TOXiJHOI Ha Mapamerp, IO CXOXHUH 3 eHep-
TeTUYHUM TI0Ka3HUKOM, TOOTO MOXIyJb PI3HHLI MiX
PO3IOJIIOM CepeHIX KOJBOPIB 1 CepelHiM 3HAYeHHSIM
LOT'O PO3MOALULY 1O BCiM cToBHUSAM. OTXKE, pe3yibTaTH
PO3paxyHKiB HMOBIPHOCTI BHSIBJICHHSI OpPiEHTHPIB MOXKHA
BBAXATH TaKMMHU X, sk B [11, 12], omHak 3a paxyHOK
BUKOPHCTAaHHS BU3HAYAJILHOTO H00YTKY BAAETHCS PO3IIN-
pHUTH 007acTh 3aCTOCYBAaHHS METOJY, 30KpeMa B yMOBax,
KONK pajiyc Kopewsmii KombopiB (OHY B TIKCENsIX €
CYMIPHHUM 3 TOPU3OHTAJIBHUMH PO3MipaMu MaTpHIIi BiJeo-
kamepu. KpiM TOro, 3ampornoHOBaHHA METO € MPOCTIIINM
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IUIS TEXHIYHOI peaizallii, Hi>K METOJI, 1[0 MPUBEIACHUA B
[11, 12]. Otxe, MeTOx He 3aJIEKUTH Bl pamiycy KOpessiii
(hayKTyamiif KOIbOPOBOCTI 1 € yHIBEPCATHHUM B IIHPOKOMY
Jiara3oHi yMOB 3actocyBaHHs AMP.

BucHoBKH. 3acToCyBaHHS BiJjleoKamep Ipy HaBiraii
aBTOHOMHHX MOOUIBHUX POOOTIB € OJMH 3 MOMKJIHMBHX
NUIAXIB peaiizaiii MaCHBHHUX IWCTAHIIIMHUX METOJIB
BUSIBJICHHSI HA3€MHUX Opi€HTHPIB. B crarTi mokasaHo, 1o
II0 OIEpaIlif0 MOXKHA S(PEKTHBHO BUKOHATH HAa OCHOBI
aHaNizy MaTpHuili 300pa)KeHHSA, SKIIO KOJIp OpIEHTHpPY
ICTOTHO BIAPI3HAETHCA BiJ KOIBOPY (POHOBOTO 300paKeH-
HA. Jlns iHMMX BHUMAAKiB 3allPONOHOBAHO BHUKOPHCTO-
BYBaTH yCEepEeIHEHHS IHTCHCHBHOCTI YepPBOHOTO, 3€JIEHOTO
Ta CHHHOTO KOJBOPIB IO CTOBIIIISIM MATPHIIi BiI€OKaMEpH.
BceranoBneno, mo u4uM Onamkde O0’€KT CXOXUH 3
WIHIPOM abo CTOBIOM 3a (OPMOIO, THM Kpalle BiH
BUIUIAETHCS HA PO3MOILUTI CEPeIHIX KOJBOPIB B3IOBK
TOPU3OHTAJILHOI KOOPAMHATH MaTpHLli 300paxeHHs. [Ipu
bOMY B MicCli PO3MIIIEHHS OPIEHTUPY HAa PO3IOIiNax
cepenHiX KOJIbOPiB BUHUKA€E CTPHOOK a00 MpOBaJ 1 KOXKHUH
3 HAX MOXC BHKOPHCTOBYBATHCS B SIKOCTI O3HAaKH IS
BUSBICHHS opieHTHpY. s (ikcarii moxoxxeHHs GpoHTY
Ta cmagy cTpuOka abo MpOBaly PEKOMEHIOBAHO 3aCTO-
COBYBaTH TOXITHY Bil PO3MIOMALTY CEpeIHiX KOJIbOPIB.
Bcranosneno, mo 100yTOK MOZYJSI 3a3HAYEHOI MOXiAHOT
Ha MOJYJIb PI3HUII MiXK PO3MOALIOM CepeIHIX KONbOPIB i
cepelHIM 3HAUYeHHSM IOTO PO3MOALLY, KWl Ha3BaHO
BU3HAYAIIBHUM J00YTKOM, MOXE CIY)XUTH B SIKOCTI KpH-
TEpio Ui BUSBJICHHs Ha3zeMHoro opientupy. IlokazaHo,
10 NEPEBUIIECHHS MaKCUMaJIbHOTO 3HAYEHHS BH3HAUYaJlb-
HOTO JIOOYTKY HaJ NOpPOTOBHM 3HA4YCeHHSM, SIKE€ BH3Ha-
4aroTh Ha OCHOBI aHaJi3y CTATUCTUYHHUX AAaHHUX, B Oynb-
SIKOMY 3 KaHaJIiB Y4epBOHOT'0, 3€JIEHOTO i CHHBOT'O KOJIEOPIB
CBIYMTH PO BUSIBJICHHS Ha3eMHOTo opieHTHpy. IIpoBe-
JIeH1 TOCIiIKEHHS TIOKa3YIOTh, 10 BI3HAYAIEHUH 100y TOK
3a CBOIM BIUIMBOM Ha MMOBIpHICHI XapaKTEPUCTUKN BUSB-
JICHHA CXOXKHH 3 BiTHOIICHHSM CHTHAJ-IIYM B pajio-
JoKaii.
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METHOD OF DETECTING LANDMARKS FOR NAVIGATION OF AUTONOMOUS MOBILE ROBOTS
USING FEATURES OF AVERAGE COLOR INTENSITY DISTRIBUTION

The use of video cameras in the navigation of autonomous mobile robots is one of the possible ways of implementing passive remote methods of detecting
ground landmarks. A method for detecting ground landmarks during the navigation of autonomous mobile robots was proposed, which is based on the
features of the distribution of average color intensity in the columns of the video camera matrix of the autonomous mobile robot. The main feature of
the distribution is manifested in the fact that when a pillar-like object appears in the field of view of the video camera as a possible landmark, a jump or
dip appears in it, the amplitude of which can serve as a criterion for landmark detection. The work shows that this operation can be effectively performed
on the basis of the image matrix analysis, if the color of the landmark is significantly different from the color of the background image. In other cases, it
is proposed to use the averaging of the intensity of red, green, and blue colors along the columns of the video camera matrix. The specified method to
increase the probability of landmark detection in the broad conditions of application of a video camera of an autonomous mobile robot is proposed to
use as a detection criterion the product of the modulus of the derivative of the distribution of average colors in the columns of the matrix by the modulus
of the difference of the specified distribution and its average value across all columns. It was established that the product of the module of the specified
derivative by the module of the difference between the distribution of average colors and the average value of this distribution, which is called the
determining product, can serve as a criterion for identifying a landmark. It is shown that exceeding the maximum value of the determining product above
the threshold value, which is determined based on the analysis of statistical data, in any of the channels of red, green, and blue colors indicates the
detection of a ground landmark. Research data show that the determining product in its influence on the probabilistic characteristics of detection is
similar to the signal-to-noise ratio in radar.
Keywords: autonomous mobile robot, landmark, parameter jumps, color intensity distribution, color intensity distribution.
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SYNTHESIS OF DESIGN PARAMETERS OF MULTI-PURPOSE DYNAMIC SYSTEMS

Two problems related to the optimization of linear stationary dynamic systems are considered. A general formulation of the multi-purpose problem of
optimal control with the choice of design parameters is given. As a special case, the problem of multi-objective optimization of a linear system according
to an integral quadratic criterion with a given random distribution of initial deviations is considered. The solution is based on the method of
simultaneously reducing two positive-definite quadratic forms to diagonal form. Analytical results have been obtained that make it possible to calculate
the mathematical expectation of the criterion under the normal multidimensional distribution law of the vector of random initial perturbations. The
inverse problem of stability theory is formulated: to find a vector of structural parameters that ensure the stability of the system and a given average
value of the quadratic integral quality criterion on a set of initial perturbations. The solution of the problem is proposed to be carried out in two stages.
The first stage involves deriving a general solution to the Lyapunov matrix equation in terms of the elements of the system matrix. To achieve this, the
state space is mapped onto the eigen-subspace of the positive-definite matrix corresponding to the integral quadratic performance criterion. It has been
established that this solution is determined by an arbitrary skew-symmetric matrix or by the corresponding set of arbitrary constants. In contrast, when
the system matrix depends linearly on the vector of design parameters, a linear system of equations can be formulated with respect to the unknown
parameters and arbitrary constants present in the general solution of the inverse stability problem. In general, such a system is consistent and admits an

infinite number of solutions that satisfy the initial requirements for the elements of the symmetric matrices in the Lyapunov.
Keywords: stability, integral quadratic functional, Lyapunov matrix equation, inverse stability problem, multi-purpose dynamic systems, linear

stationary systems, parametric optimization.

1. Introduction. The problem of optimizing the
parameters of stable dynamic systems based on integral
quadratic functional (IQF) of transient processes has been
studied and solved in various theoretical and applied
contexts. Fundamental results in this area were obtained in
[1, 2, 3]. These results have been regarded as classical for a
long time.

They differ somewhat in the formulation of the
problem of optimal control for dynamic systems combined
with the selection of design parameters. The mathematical
formulation of the optimal control problem with parameters
based on the maximum principle is addressed in [4, 5]. The
issue of parametric optimization of the 1QF with a known
statistical distribution of initial perturbations is discussed in
[3]. This work also formulates and proposes a solution to
the problem of selecting the elements of the matrix of a
linear stationary dynamic system that optimize the mathe-
matical expectation of the IQF. The general solution to this
problem is expressed in terms of matrix algebraic equations
involving several parameters and a set of auxiliary
variables. Analyzing the entire spectrum of research in the
field of theory and practice of ensuring the stability of
dynamic systems, the field can be divided into two primary
classes: problems of analysis and problems of synthesis of
stable systems, corresponding to the direct and inverse
problems of stability theory. Direct problems focus on
determining whether a system with specified parameters is
stable. In contrast, inverse problems aim to identify a vector
of parameters that ensures the stability of the system to be
constructed.

Among the methods for solving inverse problems of
stability theory, two fundamental directions can be
distinguished. The first direction is related to the control of
the distributed roots of the characteristic equation of the
system of differential equations. These methods are
indirectly related to the control of the coefficients of the
characteristic equation by selecting the appropriate design
parameters [6]. The theory of modal control is closely
related to this direction [7]. Information on the distribution
of roots also makes it possible to find indirect
characteristics of transient processes, such as the degree of
stability and the degree of oscillation of the synthesized
system but does not make it possible to calculate direct
indicators: the time of the transient process and the degree
of oscillation.

The second direction gained significant momentum in
the second half of the last century and is associated with the
works [8-10], particularly in the context of the Lyapunov
matrix equation, as well as related studies [11,12] on IQF.
The direct stability problem, based on Lyapunov equations,
involves evaluating the solutions for given parameters of
the dynamic system matrix. The inverse problem can be
formulated as the task of finding the parameters of the
dynamic system matrix that satisfy the Lyapunov matrix
equation.

2. Formulation of a parametric multi-criteria opti-
mal control problem. Among the variety of formulations of
optimal control problems for continuous dynamic systems,
there exists an important problem that has been formulated
and solved in general form. Let us briefly outline the mathe-
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matical formulation. A stationary dynamic system of the
following form is given:

x = f(x,u,a), D

where: X € X — is the state vector of the system, dim X =n;
ueU — vector of control parameters,dimU =m; a € A—
vector of design parameters, dim A = s. Vector function f

and its partial derivatives a@_f ? are assumed to be conti-
X' Oa

nuous at ueU and any X, a. The control objective is defi-
ned by a target vector

€ =Xy, X, 7), 3

where x, € X —is the vector of the initial state, x, € X —the

vector of the final state, r— is the time of transition of the
system from x, to x,.The quality criterion of the controlled

process is expressed as
J(c,u,a) = jo’ f, (x, u,a)dt. @)

The problem of optimal control of a system (1) with
variable parameters is formulated as follows: for a given
system objective, find the constant vector « and the func-

tion u(t) that minimizes the quality functional (3). In works
[4, 5], necessary conditions for solving the formulated
problem were obtained based on the maximum principle. It
follows from these conditions that the optimal functions a
and u(t) are functions of the vector ¢, and the explicit
form of these functions in general is unknown.

Let the system being constructed be multi-criteria,
i.e., a subset is given:

Cc XxXxT, Te(0,x) (4)

defines the set of objectives of the form (2) that can be a goal
for the control system and let a probability measure p(c) be

defined on the subset C that defines the probability of
achieving the given objective. It would be natural to pose the
following parametric optimization problem for the multi-
objective system (1) and a set of objectives (4), find a
parameter ¢ vector that minimizes criterion (3) at each point
of the set C. In general, such a formulation of the problem is
not correct, since the vector of parameters that is optimal for
one of the goals of the system will not be optimal for another.
In this regard, we will optimize a certain average criterion for
all permissible goals of the system. Let's introduce the
function:

Y(c,a) = nunun J(c,u,a) (5)

which is the minimum value of criterion (3) with a fixed
vector of constructive parameters a and a fixed target

vector c. Let's find the mathematical expectation of
function (5):

(@)= [ p(e)¥(e,a)dC, (6)

determining the average quality of the system with a fixed
parameter vector.

Now the formulation of the parametric optimization
problem can be proposed as follows: for the system (1), the
set of goals (4) and criterion (3), choose a vector of design
parameters ¢ that minimizes the average quality (6). The
vector of design parameters determined in this way
provides optimization of criterion (3) on average for a set
of system goals. In many important practical cases, the
system is designed for a single use. In these cases, the
criterion of the form (6) loses its physical meaning, since it
presupposes the repeated use of the system. In this case, it
is proposed to optimize the worst conditions of the system's
functioning, i.e., instead of functional (6), to optimize the
functional

I(a) = max p(c)¥(c,a).

The formulation of the optimization problem in this
case is similar to the previous one. In the implementation of
the above-mentioned formulation of the problem, the main
difficulty is to determine the function ¥(c,«) for the finding

of which at each point (c,a«) it is necessary to solve the

problem of optimal control, which in most cases does not
have an analytical solution. However, in many cases, and
particularly the problem of optimal stabilization, it is pos-
sible to obtain an analytic dependence ¥(c,a)

3. Multi-purpose stabilization of a linear dynamic
system. Let us consider a dynamic system of the form
x = F(a)x, @)

where F(a) —nxn is the matrix-function of the s-dimen-

sional vector a of the constructive parameters. Let the
control objective be defined as

c=(x, € X,0,7 =0). (8)
In other words, a set of stabilization problems under
arbitrary initial conditions and infinite time is considered.

The perturbed motion of the system caused by the deviation
X, from the zero-equilibrium point will be evaluated using

the IQF.
| = j: X" ()Qx(t)dt, 9)

where Q — given positive symmetric matrix. In this case

[8] the value of the criterion | is in the formof | = Xj Sx,,
where S — positive solution of the Lyapunov matrix equ-
ation
F"(«)S+SF(a)+Q=0. (10)
It should be noted [13], that the positivity of the matrix
S for arbitrarily positive matrix Q is a necessary and suf-
ficient condition for the matrix F(a) in the context of Hur-
witzness criteria.
Let the initial perturbations x, be distributed accor-

ding to a normal law with zero mathematical expectation
and a covariance matrix P:
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() = b e 2" 1)
" o)™ IP]

It is known [13], that there exists a coordinate
transformation z = Hx, such that the quadratic forms in
| = x]Sx, and V =x;P'x, the coordinate system z,,
Z,,...,z, Will have a diagonal form | = z;Az,, V =z, z,,
where A =diag(4,4,,...,4); 4, — solutions of the
characteristic equation of a bundle of quadratic forms

(1, V) [13]:
|s-4P7|=0. (12)

In coordinates z,,z,,...,z, the mathematical expec-

tation of the IQF on the set of initial perturbations with
distribution (11) will take the form

1 n
- o ‘*Z(Zok)z n
J:kLﬁZH > 2,(2,;)2 02y, 02, ... 025, (13)
i=1

1

here K=———.
W (27[)”l2|P|n/2

The ratio (13) is equivalent to the following:

J= kzn:ﬂ,j I: 238
j=1

It is not difficult to show that the integral in (14) can be

n

calculated by the formula (27)2, which after substituting in
(14), will give the following result:

15 2
’EZ(ZOK )
=3

dzy,dzy,,...,dz,,,. (14)

JP[™ > 4. (15)
j=1
Ratio (12) can be written in the equivalent form
|PS—AE |=0, (16)

from which it follows that the numbers 4,, 4,,..., 4, coin-

cide with the eigenvalues of the matrix PS. Therefore, the
average values of the IQF on the set of random initial per-
turbations (15) will take the form

J =P [ tr(PS). 17)

Thus, the problem of optimal stabilization of a linear
dynamical system over the mean value of the IQF on a set of
initial states distributed according to a normal law can be
formulated as follows: minimize the criterion (17) at S,
satisfying equation (10) and the given dependencies for
F (a) where a € A. ltis not difficult to see that the solution

of such an optimization problem in a general form is
impossible and quite difficult in numerical formulation. In
this regard, let us consider a slightly different approach to
solving the problem of stabilization based on the inverse
problem of the theory of stability.

4. Inverse problem of stability theory. Let two sym-
metric positive-definite matrices Q and S be given, which,

as before, represent the matrices of the IQF and the solution
to the Lyapunov equations

F'S+SF+Q=0. (18)
It is necessary to find a solution to equation (18) with
in terms of the matrix F. Since the matrix equation (18) is

n(n+1)
2

equivalent to a system of linear equations for n

unknowns, such a system will generally be compatible and
have an infinite number of solutions. To find these
solutions, we will proceed as follows. Find the coordinate
transformation

y = Rx (19)

such that the matrices S and Q simultaneously take a
diagonal form E and A, where A=diag(4,4,,...,4,),
Ay Ay,- ., A, arethe solutions of the equation |Q — AS |=0.

In [13] the algorithm for finding the transformation
(19) is given. Since the matrix R satisfies the ratio:

R'SR=E, (20)
then from (20) it follows
S=(R")'R™ (21)
Substituting (21) in (18), we get
FT(RD)'R*+(R")'RF+Q=0. (22)

Multiplying (22) on the leftby R™ and right by R, we
get

FT+F =-4, (23)

where F =R™FR. According to the general theory of

solving systems of linear equations, the solution (23) can
be representedas F = F, +F,, where F, —partial solution

of the inhomogeneous system (23), and If2 — general solu-
tion of the corresponding homogeneous system

F'+F =0. (24)

Let's present an arbitrary skew-symmetric matrix K,
as a linear combination of basic skew-symmetric matrices

K;, consisting of zeros, except for the elements

ky =—k;; =1. Then the matrix K will take the form

n n(n-1 .
K= Z c; K, Where ¢; = (2 ), are arbitrary cons-
i,j=li<j
tants.

From (23) it follows directly that IE1 = —%A, and from

(24) it follows that F, = K . Thus

1

ﬁ:—EA+K. (25)
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Let's move on to the initial basis by converting the
inverse to (24)

F =RFR™. (26)
After substituting (26) in (25), we get the final form of
the set of solutions of Lyapunov's equations in terms of the
matrix F :
F:—%RAR*+RKR? 27)
As a partial solution of equation (18), we can also take
the matrix
F =—%S‘1Q, (28)
which is not difficult to verify by the direct substitution of
(28) in (18). It is also evident that the general solution
corresponding to (18) of a homogeneous system has the
form F, = S7'K.
Thus, the general solution of the Lyapunov equation in
terms of the matrix F can be written as

F=sl(—%Q+K). (29)

Finally, (29) let us present it in the form of

1ey a
F :_ES Q+(izj‘;cij|:ij, where F; = S7'K,.
Now the problem of choosing a vector of parameters
a of a dynamical system that provides the specified
dynamic characteristics based on the IQF is reduced to
solving the system of equation (30) in terms of the a and
Gt
F(a)=F + ) c,F;.
(.7
Confine ourselves to the case of a linear matrix F (a)

(30)

in terms of parameters a: F(a):F°+ZaiFi, where
i=1

F° F',...,F™ are the given fixed matrices. In this case, the

problem of synthesis of a stable system under consideration
is reduced to the solution of a linear system of equations:

2%P—%%ﬁ:ﬁ—ﬂ.

(1)

System (31) can be represented as a system n’ of linear

n(n-1)
2

equations in context of m+ unknown a; and c;.

The condition for the compatibility of such a system is the

n(n-1)
2

condition m+ > n?. The number of unknowns must

be not less than the number of equations. The last inequality
can be rewritten as

mzm_
2

In the general case, let us assume that instead of (32)
there is a strict inequality. Let us also assume that the

(32)

system of matrices F; and F', included in (31), has a

maximum rank. Let's vectorize the matrices in (31). As a
result, we get a linear system of the equation

Az =b, (33)

where 2" = (e, @,;,Cyp1---,Cyyy) — Vector of unknown

constants, and the matrix A and vectors are constructed
from the elements of the matrices F', F; and F° in

accordance with the matrix equation (31). Since the matrix

A is rectangular, of n? x[m +@j dimensions, then,

in accordance with the general theory of systems of linear
equations, the general solution of the system of equations
(33) can be found in the form:

1=2,+Y &z, r:M—m,
i=1

5 (34)

where z, — partial solution of the system (33). z, — linearly

independent solutions corresponding to a homogeneous
system, & — arbitrary constants.

The ratio (34) sets a set of parameters of the system «
that ensure stability (7). To select specific values
a,,a,,...,a, it is necessary to consider the system of

restrictions on their values, but this issue is not the subject of
investigation in this work.

Conclusions. The paper presents a general formulation
of the multi-objective optimal control problem with the
selection of design parameters for the controlled system. As
a special case, the problem of selecting the average value of
quality is formulated based on the integral quadratic
functional over a set of initial deviations from the zero
equilibrium position, distributed according to a normal
distribution.

The inverse stability problem for linear dynamic
systems is considered, which involves finding a set of system
matrices that satisfy the Lyapunov equation, given the
matrices of intensive quadratic forms that appear in the
equation. A general expression for the set of the sought stable
matrices of the dynamic system is derived.
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CHUHTE3 KOHCTPYKTUBHUX ITAPAMETPIB BAT'ATOIIJIbOBUX TMHAMIYHUX CUCTEM

Posrisinatoreest 1Bi 3ajadvi, TOB’s3aHi 3 ONTUMI3AI€l0 JTiHIHHUX CTAllilOHAPHUX JWHAMIYHUX CHCTEM. 3allpONIOHOBAHO 3arajbHy MOCTAHOBKY
0araTolinboBOi 3a/7a4i ONTUMAJBHOTO KEPyBaHHS 3 BHOOPOM KOHCTPYKTMBHHMX MapaMeTpiB. SIK OKpeMHH BHINAJOK, aHaNI3yeThCs 3ajaya
OaraTokpHTepiabHOI ONTHMi3alii JIHIHOI cHCTeMH 3a iHTErpaJbHMM KBaJpPaTHYHUM KPHTEPIEM 32 YMOBH 3aZaHOTO BHIIAJKOBOTO PO3IOILLY
MOYaTKOBHX 30ypeHb. PO3B 130K IPYHTY€EThCS Ha METOJIi OJJHOYACHOTO 3BEJCHHS JBOX BHPA3HO MO3SMTUBHMX KBAaAPAaTHYHHX (HOPM 10 JiarOHAIBHOTO
Burany. OTpUMaHO aHANITHYHI BHMpa3u, IO JAIOTh 3MOTYy OOYMCIMTH MaTeMaTHYHE OYiKyBaHHS KpPUTEPIlO JUIsl BUMAJAKY OaraTOBHMipHOTO
HOPMAJIBHOTO PO3IOALTY BEKTOpa II0YaTKOBHX BUIAAKOBUX 30ypeHb. ChopMyIp0BaHO 0OEpHEHY 3aady Teopii CTIKOCTi: HEOOXiTHO BiTHAWTH BEKTOP
CTPYKTYpPHHMX TTapaMeTpiB, 110 3a0e3euye CTiHKICTh CHCTEMH Ta 3a]1aHe CePEIHE 3HAYCHHS IHTErPaJIbHOI 0 KBaAPaTHYHOTO KPUTEPIIO SKOCTI HA MHOXKHHI
MOYaTKOBHX 30ypeHb. PO3B’A3aHHS NMPOIOHYETHCS BUKOHYBaTH y JBa eramu. Crepily BUBOIAMTBCS 3arajbHUH PO3B’SI30K MATPUYHOTO DPIBHSAHHS
JlamyHOBa B TepMiHaX €JIEMEHTIB MaTPHI cUCTeMH. JIJI bOTO MPOCTIp CTaHIB BiOOpaXkaeThCs Ha BIACHUH MiANPOCTIP JOJATHOO3HAUCHOI MATPHIIi,
IO BiJMOBiZae iHTErpaJbHOMY KBaJpaTHYHOMY KpHTepito. BcTaHOBIEHO, 1O 3araibHUN PO3B’SI30K 3yMOBIICHHIl JOBIIBHOK KOCOCHMETPHYHOIO
MaTpuIeo abo BiANOBITHUM HAOOPOM JOBUIBHUX CTaIMX. 3 IHIIOrO OOKY, KOJIM MAaTPUIsl CUCTEMH JIHIHHO 3aI€KUTh BiJl BEKTOPAa KOHCTPYKTHBHUX
IapaMeTpiB, MOXIINBO C(HOPMYITIOBATH JIIHIHHY CHCTEMY PIiBHSHb BITHOCHO IUX HEBIZOMHX IapaMeTpiB Ta IOBUIBHHUX CTAIHX, IO (IrypyroTs y
3arajibHOMY PO3B’S3Ky OOEpHEHOI 3ajadi CTiHKoCTi. 3arajom, Taka CHCTEMa € CyMIiCHOIO Ta JIONyCKae HECKiHYEHHY KiJIbKiCTh PO3B’S3KiB, SKi
3a/I0BOJIbHSIOTH I0YaTKOBI BUMOTH JI0 €IEMEHTIB CUMETPUYHUX MATPHIlb, IPUCYTHIX Y piBHAHHI JIsmyHOBa.

KrouoBi cioBa: CTiliKicTh, IHTerpaJbHUM KBaJpaTHYHHN (yHKIIOHAN, MaTpHuHe piBHAHHS JIsmyHoBa, obepHeHa 3amada CTIHKOCTI,
6araToniiboBi IMHAMIYHI CHCTEMH, JIiHIHHI CTAlliOHaPHI CHCTEMH, MapaMeTPUYHa ONTHMI3allis.
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A SOFTWARE SOLUTION FOR REAL-TIME COLLECTION AND PROCESSING OF MEDICAL DATA
FOR EPILEPSY PATIENTS

The rapid development of computer technologies has significantly impacted various sectors, including healthcare. The ability to collect, process, and
visualize medical data in real time is becoming increasingly important, especially for managing chronic conditions such as epilepsy. This paper presents
a web-based application designed for real-time monitoring of health indicators, enabling healthcare professionals to track patient data efficiently. The
system automates the process of collecting data from fitness trackers, transmitting it via a mobile device to a server, and visualizing it in a web application.
Its architecture employs a thin-client model with Node.js for backend logic and React.js for the user interface, ensuring scalability and responsiveness.
Key features include real-time data visualization, historical trend analysis, and the ability to export health metrics for further examination. The system
architecture follows a modular approach, with a clear separation of concerns between the client-side, server-side, and database components. MongoDB
is used as the database provider, offering flexibility in handling large volumes of health data. The system underwent extensive testing in two stages.
During the first stage, real-world data collection demonstrated an average data transmission time of less than 112 ms, ensuring compliance with real-
time requirements. In the second stage, stress testing with up to 100 simultaneous users showed an average server response time of 145.8 ms and a 95th
percentile response time of 167.1 ms. These results confirm the system’s robustness and suitability for deployment in medical facilities. Future work
aims to enhance the system by incorporating advanced real-time alert mechanisms and additional health metrics, such as oxygen saturation and activity
levels, to provide comprehensive monitoring. The presented solution showcases the potential of integrating modern web technologies into healthcare,

contributing to improved patient outcomes and more efficient workflows for medical professionals.
Keywords: real-time monitoring, medical data processing, automation, health indicators, software, system architecture, development

technologies.

Introduction. The development of contemporary
society is characterized by the substantial impact of
computer technologies, which have found application
across all areas of human activity. Information technologies
facilitate the dissemination of information within society,
thereby forming a global information space. Consequently,
they have become a crucial driving force in the deve-
lopment of the global economy and other spheres of human
activity. It is challenging to identify sectors where infor-
mation technologies are not currently utilized. The primary
domains of their implementation include construction,
mechanical engineering, education, banking, and, notably,
medicine. In numerous medical studies, the use of
computers and specialized software is indispensable. In
today’s context, proficiency in computer use is becoming
one of the most vital professional skills for medical

workers. Data collection and analysis methods, particularly
in the realm of intellectual analysis, although relatively
young among computer sciences, are gaining increasing
relevance. This trend is driven by the growing volume of
information and the enhancement of methods for its col-
lection and processing. The relevance of this work lies in
the ongoing development of the field of medical data col-
lection and processing, especially in real-time scenarios.
Epilepsy is a highly significant issue within modern
neurology and psychiatry. According to the World Health
Organization (WHO), the lack of comprehensive epide-
miological data on epilepsy across various countries results
in notable deficiencies in the organization of medical care.
Seizures associated with epilepsy may be attributed to brain
trauma or hereditary factors; however, in many cases, the
etiology remains unknown. Individuals with epilepsy
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frequently exhibit multiple seizure types and may also
suffer from other neurological disorders. Recurrent epilep-
tic seizures are often exacerbated by specific external and
internal factors. For instance, it is well-documented that
seizures can be triggered by sensory stimuli such as
exposure to bright, flashing lights or cardiovascular stress.
The management of these seizures presents significant
challenges, and preventing their consequences without the
employment of specialized (auxiliary, invasive) monitoring
devices is virtually unfeasible.

Fitness trackers represent a cornerstone of trends
within the field of healthcare web applications. The
synchronization of these devices with mobile platforms and
their integration into personalized dashboards significantly
aids in the collection of patient data. These trackers
facilitate the monitoring of variables such as heart rate,
blood glucose levels, among others. Notably, 49% of the
North American population utilizes smart devices, high-
lighting the remarkable proliferation of such trends within
healthcare.

The primary objective of this work is to enhance the
existing approach to data collection from fitness trackers,
focusing on the analysis and presentation of final data to the
physician of a specific patient.

Analysis of recent research and publications. The
creation and maintenance of modern computer databases
concerning patients' health status, disease progression,
laboratory tests, and treatments no longer pose significant
challenges for information technology specialists. Howe-
ver, a more complex issue is the lack of effective informa-
tion technology for the processing and analysis of medical
data, which would enable medical analysts to identify
patterns and correlations between various medical indica-
tors that are not immediately apparent. This, in turn, would
enhance the efficacy of treatment by selecting therapy
intensity that is adequate to the patient’s condition, assessed
based on a combination of identified risk factors [1]. The
determination of specific features in the processing and
analysis of statistical data from medical research, as well as
the improvement of information technology that accounts
for these features, remains critical. The application of
traditional statistical methods in medical data analysis has
a long history [2, 3]. Despite their significant utility and
importance, it is essential to acknowledge their limitations
concerning medical data. The specific nature of medical
data used in causal relationship analysis does not allow for
the correct application of many existing mathematical
methods currently used for data processing and analysis.
The primary reason for this is that classical statistical
methods work well for testing pre-formulated hypotheses,
which is rarely achievable in medical practice. Additio-
nally, various limitations of statistical methods related to
specific distribution laws of samples, data types, sample
sizes, and other factors must be noted.

Methods of data mining developed in the late 1990s,
such as neural networks of various types, fuzzy logic,
genetic algorithms, etc., can address the limitations of
statistical methods. Examples of versatile software systems
based on these methods include Intelligent Miner (USA),
Knowledge Studio (Canada), SAS (USA), MineSet (USA),
Clementine (UK), ST: Neural Networks, among others.

However, this versatility becomes a drawback in medical
applications, as it does not account for all the specific
characteristics of medical data. These characteristics
include extremely large data volumes, the selection of the
most informative features, the development of decision
rules considering risks, and the evaluation of the validity of
information.

Medical information systems (MIS) are employed to
automate tasks at each stage of the diagnostic and thera-
peutic process. The creation of a medical information sys-
tem serves several purposes:

e improving the quality of work of healthcare
workers and institutions by organizing the comprehensive
processing of medical information that aligns with the level
of utilized technical means, including the enhancement of
management and planning processes;

o facilitating the labor of healthcare workers by
eliminating labor-intensive and inefficient manual proces-
ses of medical data processing and analysis;

e ensuring effective information exchange with
other information systems.

Based on their purpose, MIS are classified into:

e systems whose primary function is data accumu-
lation (automated data and/or information processing sys-
tems, automated information and reference systems);

o diagnostic and consultation systems;

o systems that provide medical services.

In Ukraine, public healthcare institutions can choose
any medical information system provided that it has suc-
cessfully passed testing, is connected to the central database
of the Electronic Health System (EHS), has the necessary
functionality, and meets the technical specifications defi-
ned by the Ministry of Health. Nowadays, medical informa-
tion systems are a crucial means of establishing interaction
between healthcare facilities and patients. Recently, the
demand for acquiring information systems in hospitals has
increased more than ever, leading to heightened compe-
tition among developers of medical information systems.
Therefore, to compete with other MIS, developers must
improve their systems or create them with a level of func-
tionality that allows healthcare institutions to provide a
better level of service to their patients [4].

Let us consider the most popular medical information
systems operating in Ukraine.

“HELSI” is a modern, convenient, and reliable elect-
ronic medical system designed for both public and private
medical institutions, doctors, and patients. The system fea-
tures a data center certified by the State Service for Special
Communication and Information Protection of Ukraine
(SSSCIP) for comprehensive information security (CSIS).

The system automates the majority of processes
within healthcare institutions, including the work of doctors
and registration departments. It maintains electronic medi-
cal records for patients and manages doctors’ schedules.

Additionally, the system ensures the accounting of
payments and medications, the generation of statistics and
reports, and includes a form constructor [5].

Among the advantages, it can be noted that the system
automates numerous processes, records user actions, and
sets access rights while maintaining data confidentiality.
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However, the system has a very low rating in online
surveys, with most negative reviews indicating that the
system does not effectively interact with healthcare institu-
tions. Appointments made in the system do not correspond
to those in the hospital. The MIS also faces issues with
patient registration, user interface convenience, and overall
design.

The company “eLife” has been operating in the field
of process automation for nine years. This company has
developed a medical information system called “Medeir”.
Among its advantages, the system is noted for planning
interactions with patients, optimizing the operations of
healthcare institutions, and easily scaling data manage-
ment. The MIS promises high reliability, optimization of
staff working time, and cost optimization [6]. Reviews of
the system are available only on its own website, making it
difficult to evaluate its overall rating. By examining the
system’s images, the main disadvantages identified include
inconvenient, complex, and outdated interface, making it
challenging to assess the functionality in detail at this stage.

“Medstar Solutions” is a medical information system
that automates medical processes, ensuring comfortable
patient care. It is the first cloud-based MIS in Ukraine with
a state security certificate for the protection of personal and
medical data. The system has been operating in the market
for nearly eight years, improving the patient care process
[7]. The MIS has a decent rating, with approximately half
of the reviews on social media being positive. Most
negative reviews focus on the slow processing of requests
and the creation of episodes, diagnoses, etc.

“Doctor Eleks” is the medical information system has
been providing services for 17 years and has extensive
experience working with over 1,400 healthcare facilities.
The system automates all business processes within
institutions and ensures the creation of reports based on the
data entered into the system and their analysis. Among the
advantages, it is noted that the MIS, due to its extensive
experience in this field, has a better and more detailed
understanding of all healthcare facility processes.
Additionally, the MIS can store data both in cloud storage
and on servers, ensuring data security in accordance with
the comprehensive information security system (CSIS) [8].
Among the disadvantages are slow request processing,
slow creation of medical leave documents, the presence of
errors, a non-user-friendly interface, and unsatisfactory
customer support service.

“Health 24” allows any patient to quickly make an
appointment or consultation with any doctor without
spending much time. To receive quality medical services,
there is no need to stand in long queues at hospitals or
clinics. The comprehensive service provides online doctor
searches, selection of the best clinics, online registration,
access to electronic medical records, and price comparison
for services [9]. The majority of reviews about this product
are positive, making this MIS the highest-rated among
those listed. Customers highlight the convenience and
clarity of the program, well-organized document flow, and
the implementation of standardization in record-keeping.
However, it faces challenges in working with
multidisciplinary healthcare institutions.

Let us consider the most popular medical information

systems operating abroad. England has developed systems
such as NHS Director, which allows for advice and
consultation directly from the National Health Service. The
National Center for Emergency Medical Services performs
numerous tasks related to patient treatment at home.
However, the issue is that the work of these services is not
integrated with the activities of other health services and
the health management system throughout the United
Kingdom.

The Danish automation of the healthcare system
serves as an exemplary model. In 1994, Denmark
established a healthcare network system, which was later
portalized in 2004. Currently, Health Net is an essential
resource for citizens, professionals, and general
practitioners, facilitating home treatment. The system
operates on three levels: national (National Health Board),
primary (nursing homes, pharmacies), and secondary
(hospitals). All levels are integrated into a unified portal
infrastructure, enabling participants at any level to access
all types of information.

The implementation of a hospital automation
information system in Austria is exemplified by the project
carried out at the Vienna General Hospital. One of the
operational principles of this institution is the integration of
therapeutic, educational, and research activities,
necessitating the implementation of an information system
that supports clinical processes as well as research and
teaching activities, serving approximately 8,000 users.
Consequently, the hospital introduced electronic medical
records, a patient administration module, a content
management system for the general clinical repository
(including medical device data, multimedia data, scanned
documents, videos), a planning and documentation module
for operations, a data migration system, integration of
existing subsystems, a clinical drug trial system, and a
research integration platform (to combine clinical data and
research data, such as phenotype and genotype) [10].

Electronic Medical System in Canada. The Ministry
of Health of the Canadian province of Alberta decided to
distribute medical information through a secure network to
ensure informed decision-making by healthcare
professionals regarding the provision of medical care. To
implement this project, an integrated medical system
(Wellnet) was developed. This system supports decision-
making and ensures the availability of accurate and up-to-

date information on population health and current
medication information  (including evidence-based
medicine).

It is evident that the primary task of information and
communication technologies in healthcare is to ensure
patient safety. Based on this premise, healthcare
informatization in European Commonwealth countries
follows the path of creating decision support systems for
physicians, establishing a new informational environment
for their activities. This environment allows access to
professional information resources (information and
reference systems and thematic forums) and navigation
between professional associations and recognized experts.
It creates a continuous education environment for
physicians through regular monitoring of the latest
achievements in medicine and pharmacy. Computerized
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physician order entry systems can reduce medication errors
by nearly 80% and adverse side effects by 55%. In some
countries, physicians cannot obtain a license to practice
without appropriate knowledge in information technology
(e.g., in the Netherlands) [10].

Experts, based on many years of experience in
creating and using medical information systems for
working with visual images obtained from radiological,
tomographic, mammographic, ultrasound, and other
studies, assert that the benefits of automating instrumental
diagnostics departments are evident. This automation
significantly expands the professional capabilities of
physicians across various specialties.

The automation of clinical laboratory studies is of
great importance in improving the quality of medical care.
It significantly enhances laboratory productivity and
creates a unified database of research results, which, when
integrated with the medical information system of
healthcare facilities, becomes immediately accessible to all
necessary medical professionals. According to most
experts, the most adequate indicator of the system’s
organizational efficiency is the reduction of medical
personnel’s working time spent on preparing reporting
documentation. The preparation of a large number of
various documents and reports has become a bottleneck in
the operation of healthcare facilities, which inevitably
impacts the quality of treatment. Therefore, the benefit of
automation is currently linked to solving this issue. As the
MIS continues to develop, this aspect of work can be
completely removed from the responsibilities of medical
personnel. The system should automatically retrieve all
necessary information from medical documentation and
transmit it to specialists responsible for report preparation.
The implementation of an MIS can be considered

successful if, after a period of time — which may span
months or years—practically all medical personnel at the
healthcare facility are using the system, at which point the
question of quantitatively evaluating efficiency arises [10].

Proposed solutions. The article examines a
developed web application that allows physicians to
monitor patient health indicators in real-time, thereby
automating the data monitoring process, as well as the
overall data control process through the use of a dashboard.
The software product can be utilized in various medical
institutions. The web application includes patient search,
patient information, and infographics. The primary user of
the software is the physician.

We have a device in the form of a fitness tracker that
transmits user data via Bluetooth protocol to an Android
operating system device, storing this data in local storage.
There is also a server entity that receives real-time data
from the mobile device and transmits this data to the web
application through a WebSocket connection. The data
flow diagram is shown in fig. 1.

Functional requirements for the software:

o the doctor has the ability to log into the system;

o has the ability to log out of the system;

e the doctor has the ability to create a new patient
profile;

o the doctor has the ability to interact with patient
data;

o has the ability to edit patient data;

e has the ability to delete patient data from the
system;

o the doctor has the ability to view patient health
indicators;

o display of indicators for a specific time;

3anws afo
HUTEHKA QAHHL
3anuT
uapea HTTPS
Locel Storage
Bafi-capesn | X .
™ Napagaqa nosasmmxin Sanue abo
Tt 0o AP 3A0poe's NauleHTa Bef-nooatok S\Mryeam;;l i
KOHTRANNGE uspes WabSockel
—
~_ @/
Flapenases nokasHuxion
Inarkmx wepea WebSocket
SEAHANHA
I D
Sanuc alio Local Cache
FMTYRAHHR QAHAX Storage
—
Mepeaa-“a noKaIHIKIR AaHW
MoblnsHmit nprcTRIR NAYEHTS HBpes
Bluetooth Frotocol FPP
b

Fig. 1. Data Flow Diagram for proposed information system
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o real-time display of indicators;

o real-time display of charts;

o display of indicators for the entire monitoring
period;

e export of health indicator data for the entire
period;

e export of health indicator data for a specific
period.

The chosen architecture is a “thin client,” with
information processing tasks performed on the server [11].
The deployment diagram is shown in fig. 2. Development
technologies include NodelJS as the web application
framework for user interaction with the website. The
programming language is JavaScript (JS), with the
React.JS library used for creating user interfaces. The
platform utilized is Node.js. HTML5 is used for the
external interface, and CSS3 is used for web page design.

The main components in the diagram are:

e “UserClient” — a computer or laptop used by a
doctor or administrator.

e “Web Browser” — a browser installed on the
computer or laptop used by the doctor or administrator.

e “Engine V8” — the browser engine for compiling
and translating JavaScript code.

e “React.JS” — a component library for project
initialization.

e “Client-Side-App” — a component for server-side
rendering of application pages.

e “webpack.js” — a component library for
optimizing the project bundle during compilation.

o  “WebServer/LocalServer” — a device or machine
leased for deployment.

o “Node]S” — a framework component for creating
the server-side application.

o “ExpressJS Application” — a component library
for additional functionality and handling application
services.

For data management, we have chosen to utilize
MongoDB, an open-source NoSQL database that offers
flexible data modeling without the need for predefined
table schemas. Its ability to efficiently handle large
volumes of diverse medical data makes it particularly
suitable for healthcare applications [12,13]. The data model
is illustrated in fig. 3.

As a result of developing the software system, all
necessary functionality was implemented, including the
user interface and data retrieval from the mobile device.

The system was tested in two stages. In the first stage,
data collection and analysis were conducted under real
conditions.

A sample of the collected data, shown in fig. 4,
includes key parameters such as pulse rate, number of steps,
calories burned at specific moments, and an indicator of the
presence of an episode based on sharp deviations in pulse
rate from the patient’s historical data. System logs were
also analyzed, revealing that the average data transmission
time from the fitness tracker to the web application was less
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Fig. 2. Deployment Diagram for proposed system
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Fig. 4. Generated report with collected data

monitoring systems [14]. The average server request
processing time was less than 71 ms.

As a result, the system visualized heartbeat rate
changes as an interactive chart, enabling the doctor to
assess the patient’s condition in real-time or over a specific
period and identify potentially critical situations. fig. 5
presents the chart.

In the second stage of testing, load testing was
conducted using the K6 Load Testing Tool, simulating up
to 100 concurrent patient devices sending medical

indicators. Under load, the average server request time was
145.8 ms, and the 95th percentile time was 167.1 ms. These
metrics confirm the system’s ability to operate stably even
under high levels of concurrent requests, ensuring reliable
performance in real-world medical settings.

Conclusions. The developed system provides real-
time monitoring of health indicators for patients with
epilepsy, enabling early detection of critical conditions and
timely medical response. The system utilizes historical
patient data to identify deviations in heart rate trends, which

Bicnuk Hayionanvnoeo mexuniunozo ynisepcumemy «XI1». Cepia: CucmemHui

ananis, ynpagiinua ma ingopmayiini mexnonoeii, Ne 2 (12) 2024

35



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

< T1o0yaysaTn roadik aaHux KopieTysaya : test

BeepiTh 3HaUEHHA

o Ao
10.01.2021,10:32 00 10.06.2021,10:30 D

A BIIVANIGYBATH

=

SRS U SN—

9-
/ 2021:05-13T02:11 50,0002
hewtRale : 75
S

Fig. 5. Interactive chart of heartbeat rate changes for Real-Time patient monitoring
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IMPOT'PAMME PIINEHHA JJ151 3BOPY TA OBPOBKHA B PEAJIBHOMY YACI MEJUYHUX JAHUX
XBOPUX HA ENUIEIICIIO

CTpiMKHH DPO3BUTOK KOMIT'IOTEPHUX TEXHOJIOTiHl CYTTEBO BIUIMHYB Ha YHCIEHHI c(epH CYCIIIBHOTO JKUTTS, BKJIIOYAIOYHM OXOPOHY 3HOPOB’S.
MosxnuBicTh 300py, 00poOKH Ta Bisyasi3auii MEAUYHUX JAHUX Y PEXKUMI peanbHOro yacy HaOyBae aeaati OUIbLIIOro 3HaUYeHHs, 0COOIMBO B KOHTEKCTI
YIpPaBIIiHHS XPOHIYHHMH 3aXBOPIOBAHHSAMH, 30KpeMa eIijienciclo. Y cTaTTi IpelcTaBlIeHo BeO-70JaTOK, CTBOPEHHI JUI MOHITOPHHIY IOKAa3HHKIB
3[I0pOB’sl y peaJIbHOMY Yaci, KM 103BOJIsIE MEANYHHUM IpaliBHUKaM e()eKTUBHO BiICTEXKyBaTH JaHi nauieHTiB. CucreMa aBTOMaTH3ye mpouec 300py
naHux 3 ¢iTHec-TpekepiB, iX mepenadi yepe3 MOOLIbHHI MPUCTPii Ha cepBep Ta mojanbLIol Bidyaumisawil y Be6G-iHTepdelici. ApXiTeKTypa CHCTEMH
no0y/oBaHa Ha OCHOBI MOJEJi TOHKOrO KIIiEHTa, 0 BHKOpUcTOoBYye Node.js aist cepBepHOi joriku ta React.js s po3poOKH KOPHCTYBaLbKOTO
iHTepdeiicy, 3abe3nedyroun NpH [bOMY BHCOKY MacIiTaboBaHIiCTh i amanTuBHiCT. OCHOBHI (DYHKIIOHAJIbHI MOMJIMBOCTI CHCTEMH BKIIOHYAalOTh
Bi3yani3allilo aHHX y PEXHMI peaJbHOro 4acy, aHaji3 iCTOPHYHHMX TECHICHIIH Ta MOXIMBICTh €KCIOPTY KIIIOYOBUX ITOKa3HHKIB 3/J0pOB’s I ix
MOJANBIIOrO JIOCII/DKEHHS. APXITEKTypHa MOJENb CHUCTEMH Iependadac MOIYJIbHHH MiAXiJ 13 WiTKHM PO3MEKYBAHHSM BiNIOBiNaIBHOCTEH Mixk
KJTIEHTCBKOIO YaCTHHOIO, CEPBEPHOIO0 CTOPOHOIO Ta KOMIIOHCHTaMH 0a3H JaHuX. Y siIkocTi 6a3M JaHMX BHKOPHCTOBYEThCs MongoDB, 1o 3abe3neuye
BHCOKY THYYKICTb B YIIPaBJIiHHI BEJIMKUMHU oOCsiraMu MeTMuHUX 1aHuX. Cucrema OyJia miajiaHa KOMIUIEKCHOMY TECTYBaHHIO Y JiBa etanu. Ha nepriomy
eTari 30ip peajbHUX JaHUX MPOJSMOHCTPYBAaB CEpelHii yac mepenadi, mo He mepesuirye 112 mc, mo BianoBigae BUMoraMm (YHKIIOHYBaHHS Yy
peanbHOMY 4aci. Ha npyromy erarmi, mig yac crpec-TecTyBaHHs 32 yuacTio 0 100 ofHOYaCHUX KOPUCTYBadiB, OyI10 3adikcOBaHO cepeHii yac BiamoBii
cepBepa Ha piBHi 145,8 mc, a 95-if mporeHTHIb Yacy BinmoBiai ckiaa 167,1 mc. OTpumaHi pe3yabTaT MiATBEPKYIOTh BUCOKY HAIiHHICTh CHCTEMH Ta
1l TOTOBHICTB 10 BIIPOBADKCHHS y MEJIMYHHX yCTaHOBaX. [loqanbInmii po3BHTOK CHCTEMH Iepedadae iHTerpamito po3MIpeHHX MEXaHi3MiB CIOBIICHHS
y peaJbHOMY 4Yaci Ta JOAATKOBUX IMOKa3HUKIB 3[0POB’s, TaKHX SK PiBEHb HACHYCHOCTI KHCHEM Ta PiBeHb (DI3UYHOI aKTHBHOCTI, IO JO3BOJIUTH
3a0€3MeUYNTH KOMIUIEKCHUI MOHITOPUHT CTaHy Malli€HTiB. 3alipONOHOBAHE PIllIEHHS IEMOHCTPYE MEPCIEKTHBY IHTErpallii CydacHUX BeO-TEXHOJIOTii B
OXOPOHY 3I0POB’Sl, CIPHSIOYH iIBUIIEHHIO e(heKTHBHOCTI MEANYHHX IIPOLECIB Ta IIOKPAIICHHIO Pe3yJIbTaTiB JTiKyBaHHS IAIli€HTIB.

Ku11040Bi cJI0Ba: MOHITOPHHT y peaibHOMY 4aci, 00poOka MEANYHUX JAQHUX, aBTOMATH3aLlisl, [IOKa3HUKH 3[J0POB’s, IpOrpaMHe 3a0e3neyeHHs,
apXiTEeKTypa CHCTEMH, TEXHOJIOTii pO3POOKH.
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MPOEKTYBAHHA IHOOPMAIIAHOI CRM-CUCTEMM Y C®EPI CTOMATOJIOTTYHOI'O
AJIMIHICTPYBAHHSA

V cTarTi JOCTIIKYIOThCS OCOOIMBOCTI ONTHMI3alii Ta aBTOMATH3aMLil aAMiIHICTPATHBHUX MOCIYTr y CTOMATOJNOTiYHMX KiiHikax. Ha ocHOBI anamizy
CY4YacCHHX MiJIXOMIB IO YIPaBIiHHSA MEJUYHUMHM 3aKJIaJaMd BH3HAYEHO OCHOBHI HAampsIMKM BJOCKOHAJEHHS POOOTH aAMiHICTPATUBHOTO NEPCOHAIY,
BKJII04Yato4H BrpoBapkeHHss CRM-cHcTeM, BUKOPUCTaHHS SJIEKTPOHHOIO JJOKYMEHTOO6Iry Ta UH(POBHUX PillleHb ISl YIPABIiHHS AaHUMH IAL{i€HTIB.
BaxuBUM acrekToM € 3abe3IeueHHs BUCOKOT SKOCTi a[MIHICTPaTHBHHUX MOCIYT 3a KIIOYOBUMH KPUTEPisIMH, TAKUMH SIK ONIEPATUBHICTh, TOUHICTb Ta
nocTynHicTh iH(opmanii. J[ocmiKeHHS MOKa3yloTh, MO e(QeKTHBHICTE pOOOTH KIiHIKM 0arato B 4OMy 3aJieXHMTh BiJ| OpraHi3auii IpoueciB, IO
CTOCYIOTBCS 3aITHCY TALi€HTIB, YIPaBIiHHSA PO3KIANOM JIiKapiB, 30epiraHHs MEAMYHUX JaHUX Ta KOMyHikawii 3 xiuienTamu. Pasom i3 Tum, y nporeci
poOOTH BHHHUKAIOTH YHCICHHI BUKIMKMA. Ha piBHI opraHizamii OCHOBHHMH Hpo0OjieMaMy € MOMHIKH aIMIiHICTPATHBHOTO MEPCOHANY Ta HEAOCTATHS
iHTerpauisi cyyacHHX TexHoJjoriii. Ha TexHiyHOMy piBHI 3ycTpid4aroTbcsi MPOOJIEeMH, MOB’s3aHI 3 3aTpUMKaMu Iepefadl JaHuX, HEeCYMICHICTIO
IPOrpaMHOro 3abe3neueHHs a0 pu3nKaMu BTpaTu iHdopMmaii yepe3 TexHiuHi 3601. Ji1s po3B’si3aHHs LUX NPoOJIeM BIPOBAKEHO IHTErPOBaHi CHCTEMHU
YIpaBIiHHS Ta BIOCKOHAICHO iCHYIOUi mporecH. BoaHovyac BayKJIMBO JOTPUMYBATHCS OaTaHCy MiXK CKIAJHICTIO CHCTEM 1 IXHBOIO (DYHKI[IOHATIBHICTIO.
HanmipHo ckiaziHi pillieHHS MOXYTh CTBOPIOBATH 0ap’€pH AJIsi HEPCOHANY, a HaJ]MipPHO NPOCTi — He 3a0e3neuyBaTi HeOoOXiIHII piBeHb €(DEKTHBHOCTI.
VY cTarTi NpomnoHyeThCs MiJXiJ 10 MPOEKTYBAaHHS aAMiHICTPATHBHMX MOCIYT, KU MO€IHY€E BUKOPHCTAHHS Cy4acHHUX TEXHOJOriH, Takux sk CRM-
CHCTEMH, aBTOMATH3aLlis 00Ky MAlieHTiB Ta aHami3 podounx mpouecis. Lle 103Bossie MABUIUTH €(EKTHBHICTh YIPABIIHHA Ta 3a0€3MCYUTH SIKICHE

00CIIyroByBaHH:I MalLi€HTIB.

Kuro4dosi ciioBa: nporpamue 3a0e31eueHHs, KApTKH KIII€HTIB, IIPOEKTYBAaHHs CUCTEMH, 0a3H JaHUX, CTOMATOoNOriuHe agMinictpysanHs, CRM.

Beryn. [HpopMaTika B CTOMATOJNOTIi MpENCTaBISE
3aCTOCYBAHHS KOMIT FOTEpiB Ta iHGOPMATUKH IJIsI MTOKpa-
IICHHS CTOMATOJIOTiYHOT IPAKTHKH, TOCIIIKEHb, OCBITH Ta
ynpaBiriaHA. OCTaHHIM YaCOM CTOMATOJIOT19HI KITIHIKH BCe
YacTille BUKOPUCTOBYIOTh €JIEKTPOHHI KOMIT IOTEPH30BaHI
MEIWYHI 3alMCH TAI€HTIB, SKi 3aMiHWIA TONEpeIHE
pyune ympasiinHs [1]. Komm’torepuzoBane yrpaBiiHHS
KJIIHIKOIO CKJIaac€ThCA 3 ABOX €JIEMEHTIB: JOCIIKEHHS Ta
MPaKTUYHOTO 3aCTOCYBaHHs B KiiHini. Enement mociin-
JKEHHSI € HACNIZIKOM aHaJi3y Ta OL[HKH JJaHUX, CTBOPEHHX
y 0a3l mig 4Yac SKICHOrO 3acTOCYBaHHS CHCTEMH Ha
NpakTHLi. Y TMOPIBHSIHHI 3 KOMIT FOTEPU30BAHOIO0 CHCTe-
MO0, py4YHE YIIPaBIiHHS KIIHIKOIO Ma€ YUCICHHI HEIOo-
JIKH, X04Ya TaKOX ICHYIOTh IIEBHI IT€peBary.

[lepeBarn KOMI’IOTEPU30BAHOTO YNPABIIHHS BKIIIO-
YarOTh MBHUIKICTh, HU3BKY ILiHY, e()EeKTHBHICTH, TOKYMEH-
TOBaHI peKOMEHAaIii, MiHIMi3aIio 3alHATOCTi, OJHOYAC-
HUH TOCTYII ATt KUTBKOX JIiKapiB a00 KOPUCTYBadiB, aCHH-
XxpoHHicTh [1]. OCHOBHUMHM TMOTEHIIHHIUMHU HEIOJIKAMH €
HEOOXIIHICTh HaBYAHHS MEPCOHANYy Ta TEXHIYHI BUMOTH.
Xoua mepeBara y HIBHIKOCTI HU(PPOBHX CHCTEM € OYe-
BUJIHOIO, y HAIIII¥ KpaiHi HEMA€E KITIHIYHUX JOCITIDKEHb, SKi
0 moxaszyBaJli TOYHHMH Yac, 3eKOHOMJICHHUH 3aBISKH 3aCTO-
CYBaHHIO ITUX CHCTEM Yy MOPIBHSHHI 3 TpaIuIiiHUMU pyd-
HUMHU MeToaamu [2—4].

Exonomist yacy € npsiMuM (iHAaHCOBUM 3HCKOM JUISI
CTOMATOJNOTIYHOI  KJiHIKH. OCKUIBKH  BUKOPUCTAHHS
KOMII'FOTEPiB y CTOMATOJIOTIUHIN MPaKTHIl CTaJO OiIbII
TOIIMPEHNUM, alle BCe IIe AANCKHM BiJl PO3NOBCHOKEHOT
npaktuku (y 2007 poui nue 25 % cromatosoriB y Cro-
aydenux lllTaTax BHKOPHCTOBYBAJIM KOMII'IOTE€PU LA
yrpaBiiHHs cBoiMHU KitiHikamu) [5]. HeoOximHo uiTkO po-

3yMITH TIE€PeBard BHKOPHCTAHHSA KOMII FOTEPH30BAHOTO
YIIPaBIIIHHSA 3 TOYKH 30py eKoHOMIT yacy. L{e MoxHa j1erko
po3paxyBaTd y BUIIISII poOOYMX FOAWH Ta 3a0LIAIKCHUX
KOWITiB, IO CTAaHe JOJATKOBHUM CTHMYJOM  JJIA
CTOMATOJIOTiB 3aCTOCOBYBAaTH IO TEXHOJOTIIO Y CBOIH
pobori.

OTxe, BIPOBAPKEHHS KOMII IOTEPU30BAaHUX CHCTEM
VIpaBIiHHSA y CTOMATOJIOTIYHHMX KIIHIKaX € BaXKJIMBUM
KPOKOM [0 MiABHUIICHHS e€(EKTHBHOCTI Ta SIKOCTI HATaHHS]
nociyr. AHajii3 eKOHOMii Yacy, 3MEHIIEHHS BHUTpaT Ha
aJMiHICTpaTHBHI Ipoueck Ta 3a0e3nedYeHHs Kparioro
JocTymy 10 iH(opMallii MoXe CIyryBaTH OCHOBOIO ISt
MIMPOKOTO BUKOPHUCTAHHS Takux cucrteM. OKpiM OodeBHI-
HUX [epeBar AJIs JiKapiB Ta MAIli€HTIB, I[i TEXHOJOTIl
BiJIKPHBAIOTH HOBI MOJIMBOCTI JUISL AOCIIKEHB, aHAII3Y
JAaHWX Ta BIOPOBADKCHHS iHHOBAIiH y chepi cromaTomorii,
II0 JO3BOJIUTH ONITUMIi3yBaTH pOOOTY KIiHIK Ta TIOKPAIATH
3araJbHUN PiBeHb MEIMYHHUX MOCIYT.

Merta Ta 3agayi xocimKeHHsl. MeTolo 1aHoT cTaTTi
€ aHaJTi3 METOIB ONTHMI3allil aIMIHICTPaTUBHUX TOCIYT y
cdepi cromarosorii, po3poOka Mojeni iH(opMaIliiHOT
cUCTeMH /It €pEKTUBHOTO YIPABIIHHS KIIIHIYHUMH IPO-
1[ecaMy Ta MOKpaIIeHHst 00CITyroByBaHHS HAlliEHTIB.

JJis mOoCATHEHHST METH TOCTaBIJICHI HACTYIHI 3amadi
JIOCITIJPKCHHSI:

1) mpoBecTn aHaIi3 iICHYIOUMX MEPENIKO Y BIIPOBaI-
JKeHHI 1H(QOpMAIifHUX CHUCTEM JUI YIpPaBIiHHA aaMiHic-
TPATUBHUMH MTOCTYTaM{ B CTOMATOJIOTiYHUX KIIIHIKaX;

2) OOCHIIUTH METOOW YCYHEHHsI LHX IEePemIKon i
3a0e3medeHHs ¢PeKTHBHOTO BHKOPHCTaHHS iH(OpMAIIii-
HHMX TEXHOJIOTIH;
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3) po3pobutH MozAenb iHQOPMAIIHHOT CUCTEMH, SKa
BpaxoByBaTHMe crienndiky aaMiHicTpyBaHHs B cdepi cTo-
MAaTOJIOTIYHHX IOCIYT Ta COPUATHME X ONTHUMI3aIlii.

AHani3 Ta BHpilIeHHs1 Mpo0JjeM CTOMATOJOTIY-
HOTo aaMiHicTpyBaHHs. Y npoueci ineHTudikamii iHIu-
JICHTIB, MOPIBHSAHHI Ta BUIUICHHS TeM OyJIO BH3HAYCHO
IIICTh OCHOBHUX KaTeropiil, KOXeH 3 SIKMX IPEeACTaBIIse
nependadyBanuii kpurtuuHuid Qakrop ycmixy (CSF):
«3pPYYHICTh BUKOPHCTaHHSI CUCTEMI», «BUHHKaro4ya MoBe-
IIIHKa», «YTPaBIiHHSA 3MiHAMI», OPTaHIi3aIlisd MPOCKTY»,
«HAaBYaHHA» Ta «aHaNi3 BHUMOI» [6]. 3py4HICTH BHKO-
pucTaHHs iHPOPMALIHHIX CHCTEM 3 TOUKH 30pY KiHIIEBHX
KOPHUCTYBaYiB € 3araJlbHUM ITOKa3HUKOM, SIKUH BHKOpPHC-
TOBY€THCS JJIS1 BU3HAYCHHS yCHiXy BripoBamkeHHs. Chepu
3aHETMOKOEHHS, HABKOJIO SIKMX YYaCHUKH BHCIIOBIIIOBAJIN
CXOI TyMKH, BKIIIOYaJIM: BIICYTHICTh aJamnTaiii CHCTeMH
JI0 TOTped CTOMATOJIOTIYHOTO BiJUIUICHHS; TPYMOMICTKI
MpOLIeCH; HaIMIpHY KUTBKICTb KIIKiB; JOJaTKOBE HaBaHTa-
JKEHHSI Ha KIIHIIMCTIB; HE3PYYHICTh Y KOPUCTYBaHHI;
nepioJ| aganTauii KOPUCTYBaYiB; OMip KOPUCTYBayiB; Bif-
CYTHICTB JIOBIpH IO CHCTEMH Ta MPOOJIEMH 3 JOCTYIIOM JI0
JIaHUX.

3 TOYKH 30py BIIACHHUKA ITPOAYKTY Ta IIOCTAYAIbHHKA,
aHaJIi3 BUMOT /10 CUCTeMH OyB BU3HAYCHUH K KPUTUYHUH
(hakTop yCcmixXy Ta BOJHOYAC BHKIUK, i3 TPYAHOIIAMH, SIKi
CIOCTEepirajucs Ha eTamax BH3HAYCHHA Wi mepen
BIIPOBAPKEHHSIM, ITHOPYBaHHS MOTPeO KiHIIEBUX KOPHUCTY-
BayiB Ta HEBIAMOBIMHOCTI Y BUMOTrax [6].

HaBuanus Binmirpae QyHIaMeHTalbHY pOJb Y BIIp-
OBaJPKEHHI 1HQOpMaLiHHUX CHUCTEM, OCKUIBKH CIIOCiO, y
SIKMH JIIOJY BIIEpIle 3HAHOMIISTHCS 3 HOBOIO CHCTEMOIO Ta
BYaThCsl 1I BUKOPHCTOBYBATH, BIUIMBAE Ha IXHIO 3aiy-
YEHICTh, MOTHUBAI[i}O0 Ta TOTOBHICTH [0 3MiH.

Jnst yeniniHoro BIpoBa/KEHHs! iHPOPMAIIHHUX TeX-
HOJIOTiH Y CTOMATOJIOTIYHHX KIIIHIKax Ba)kKJIMBO BPaxXoBY-
BaTH TEXHIYHI, OpraHi3amiiHi i aMiHICTpaTUBHI aCIEeKTH.
[epenycim, amanrariiss CHCTEMH 0 MOTPeO KIIIHIKK Mae
Oa3yBaTuCsl Ha 3aJy4CHHI CIIBPOOITHHKIB, SIKi IIpaIlio-
BaTUMYTh 13 HEO IOAHS. Lle 103BONUTH CTBOPHUTH IPO-
rpaMHe 3a0e3MeueHHs], 10 BiIOBigae pearbHUM BHKITH-
KaM Ta 3aJjauaM.

Oco06snBoi yBaru motTpedye MiAroToOBKa MEPCOHANY.
[TpoBeneHHsT TPEeHIHTIB 1 PO3pOOKa MPOCTUX IHCTPYKIIH
JIOTIOMOXYTh NPAI[iBHUKAM OCBOITH HOBI IHCTPYMEHTH 0Oe3
3aiiBUX yckiagHeHb. [Ipu 1boMy HaBYaHHS Ma€ BpaxoBy-
BaTH pi3HUH piBEHb BOJOJAIHHS TEXHOJOTiIMH, 00 yci
CHiBPOOITHUKY MOYYBAJUCS BIIEBHEHO.

Takox HE0OXiTHO YITKO KOOPIUHYBATH CaM IIPOIIEC
BIpoBapKeHHs. [lmaHyBaHHS eramiB peaizalii, po3moain
poJel cepell YIaCHUKIB Ta PETyJLIpHi 3ycTpidi amis ooro-
BOPEHHS IPOTPECY MO3BOJIATh YHHKHYTH HETOPO3YMiHb.
[MocrifiHa kKOoMyHiKamis MiX aaMiHicTpariero, [T-crermia-
JicTaMM Ta MEAWYHUM MEPCOHAJIOM 3HAYHO MiJBHIIHUTH
e(eKTUBHICTH IPOEKTY.

JonatkoBo moTpiOHO BpaxoBYBaTH (DiHAHCOBY CKIIa-
JI0BY. MOKHa pO3IJIaaT MOXKIIMBICTh 3aTy4€HHsI TPaHTIB
a0o mapTHepiB, FOTOBUX 1HBECTYBaTH y PO3BUTOK KIIHIKH.
Lle mosermuTs BIPOBa/KEHHS Ta JIO3BOJIUTH BUKOPHUCTO-
BYBAaTH Cy4acHi pimenns [7].

Jist 3a0e3medeHHs Oe3MeKn JaHUX HEOOXITHO BIIPO-
BaJANUTH IIU(PYBAHHSA, PETYIIPHO CTBOPIOBATH PE3EPBHI

KOIii Ta HaBYATH NPAIiBHUKIB OCHOBaM 3axucTy iH(pOp-
marii. [le JonomMoxke yHUKHYTH BUTOKIB JJaHUX Ta 30eper-
TH KOH(DIACHIIHHICTD.

Hapemri, BaJIMBO JOTPUMYBaTHCh 3aKOHOJABUMX
HOpPM i crannapTiB y cdepi oxoponu 31p0pos’si. CriiBparns
3 PEryJIATOPHUMH OpraHaMH JI03BOJINTh YHUKHYTH IITpa-
¢iB 1 3abe3meunTH MOBHY BIJIIOBIJAHICTH HOBUX pIllICHb
BCTaHOBJICHUM BUMOTaM.

Cepen icHylOUMX pillleHb € HacTymHi iH(opmamiiHi
CHCTEMH:

1. Cucrema ynpaBiiHHS CTOMATOJIOTTYHUMHE KJIIHIKaM

Dentrix, sika Hagac MOMIMBOCTI JJI BEACHHS
KapTOK TamieHTiB, (iHAHCOBOrOo OONIKy Ta
iHTerpamii 3 IHOIMMH CepBiCaMH, TaKOX Mae
HEOJIKK: BHCOKA BAapTICTh JiLEH31i, CKJIaIHICTh
y HaBYaHHI HiepcoHany [8].

2. Binkpure nporpamue 3abe3nedens Open Dental 3
IIUPOKUM  (PYyHKLIOHAIOM Ta  MOJKIJIHUBICTIO
ajamnTamii, OIHaK 3 OOMEXCHOI MiJTPUMKA
iHTerpauii 3 iHMUMHU 1aTHOPMaMH, YCKIIATHIOE
poboTy Benukux KiiHik [9].

3. ITnardopma Eaglesoft 3 noTyxuum GyHKITIOHATIOM
JUIA  YOpPaBIiHHSA 3aldCaMH  TAIli€HTiB  Ta
¢iHaHCAaMU Mae HEJOJIKM y BHUIVAAI YacCTHX
TexHIYHUX 300iB [10].

4. CRM-cucrema Salesforce 3 mnenrtpamizoBanum
YIOPaBIIHHSAM, ane 3aJIe)KUTh BiJl 1HTEpPHET-
3’eqnanns [11].

TakuM 4uHOM, HEOOXiIHE BIPOBAHKEHHS KOMITICKC-
HOTO MiAXiy 10 BIPOB3KEHHS TEXHOJIOTIH, 10 J103BO-
JUTh HE JIMIIE ONTUMI3yBaTH pOOOTY KIiHiKM, ane i
CYTTEBO MOKPAIUTH SKICTh TIOCITYT JIJIS MAIIEHTIB.

Mopean cucreMu JJisi onTuMizanii agMminHicTpy-
BaHHS CTOMATOJIOTIYHHUX mocayr. Cucrema Mae 3abe3re-
YyBaTH MaHIMyJIIOBaHHS JaHUMH y KapTKax Kimientis [12].
OcHOBHUMH (QYHKIISIMH MAaHIMYJIIOBaHHA JaHUMH €
CTBOPEHHS, TOTIOBHEHHS, 3MiHA i BUJAICHHS KapTOK KIIi-
€HTIB, & TAKOX TMOIIyK Ta Meperyisai. Yci JaHi KapToK
KJIIE€HTIB TMOBHHHI 30epiratucs y 0a3i ganux. JlaHi, 1o
noBuHHI 30epiratucs: [11b, Homep TenedoHy, HamaHi mo-
CIIyTH, HyMepallist 3y0iB, 1aTa IpuioMy, 1iHa TOCIYT, CTaH
TOCITYT.

Takoxx y mnporpamHOoMy 3a0e3rnedeHHi MOTPiOHO
CTBOPUTH KaJICHJIAp, JI€ aAMIHICTPAaTOp 3MOXE 3aIMCyBaTH
MAIi€HTIB HA IPUHOM, a OTIM ITeperisiiaTy iHhopMario 3
SKOTO Ta Mo sKUi 4yac Oyzme Bectucs npuiiom. [TorpidHO
TaKOX peanizamis BUIaJeHAS JaHUX 3 KaJeHIaps.

VY cucremi He TOBHHEH OYyTH MepeHaBaHTaXCHUH
inTepdeiic, BiH MOBHHEH OyTH 3p03yMIiJIHiA 3BUIaifHOMY HE
MiATOTOBIICEHOMY ~ KOPHUCTyBady, 1€ 3MEHIIUTH 4Yac
HaBYaHHS IEPCOHAITY, 1[0 CIIPOCTUTH BITPOBAKEHHSI.

Bumorn mig vac oOroBOpeHHs i3 3aMOBHHKOM,
KOMaH/IOI, Ul BJIACHOTO aHallizy, IiJ 4ac PO3POOKH
0a)xaHO TPENCTaBIATH y TpadiyHOMY BUIIISIL. 3py4YHUM
JUIsl IIbOTO € JiarpaMa BUMOT. Jliarpama BHMOT J103BOJISIE
Bi3yaJIbHO MOJEJIOBATH BHMOTH, NOKa3ylOUH, K BUMOTH
MOB'I3aHI MK CO0OI0 1 SK BOHM MOB'A3aHI 3 IHIIUMH
eneMeHTaMu Mozeni. Ha puc.1 306pakeHa giarpama BUMOT
IUIS  pO3pOOJIOBAaHOI CHUCTEMH, IO ONTHUMI3ye aiMi-
HICTpYBaHHS CTOMATOJIOTIYHUX MTOCIYT.
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custom Requirements Model /

REQ001 -
MawinynioeaxHs
HAPTKOK KNiEHTa

REQ008 - Mowyx
KapTH KNiEHTa no
ne

REQOOT -

36epirauHs
RE _ wr::: 3MiH
MNepernag s
KapTKH
KnigHTa RECHN =
CTeopexHs Ta

2MmiHa zanucie

REQ002 -
CreopeHHA
KapTKM KNiEHTa

REQ003 -
BuganeHus
KAPTKH KNiEHTA

REQ004 - 3mina
BAHWX Y KapTUi
KRiEHTa

REQ005 -
LenoeHeHHA
KapTKM KNiEHTa

REQ010 -
3Bepirae
iHbopmaui
Npo KNieHTIE

Puc. 1. [liarpama BUMOT JUIsl CHCTEMH, IO ONTUMI3Y€E aJIMiHICTPYBaHHS CTOMATOJIOTTYHUX MOCITYT

BucnoBku. Bukopucranus cydacHuX iHpopmarrii-
HHUX CHCTEM y CTOMATOJIOTIYHHX KITIHIKaX CTa€ KIIOYOBUM
(hakTopoM y MmiJBHUINECHHI e(heKTUBHOCTI IXHBOT poboTH. L{i
TEXHOJIOTIi JO3BOJIIOTH aBTOMATU3YBAaTH 3HAUHY YACTHHY
aJIMiHICTPaTHBHUX MPOILIECIB, 110 3MEHIIY€ HABAaHTa)KECHHS
Ha IIepCOHAJ, EKOHOMUTH Jac 1 3a0e31edye BUCOKHUI piBeHb
oOciyroByBaHHs manieHTiB. CepeJ] OCHOBHHMX IepeBar
TAKUX CHCTEM MOYKHA BUIUIMTH IIBHUIKICTE 1 TOYHICTH
00poOKM 1aHMX, 3pY4HUIA JocTym 10 iH(opMallii, a Takox
MOXJIMBICTh IHTErpauii 3 iHIIMMHM BHYTPIIIHIMH TpoIe-
caMH KITHIKH.

OnHak ympoBa/pKEHHS iHPOpMalifHUX CHCTEM Cy-
MPOBO/KYETHCSI HU3KOK TpyAHOLIB. Yacto BHHHUKAE
HEOOXiMHICTP Yy J[JONAaTKOBOMY HaBUYaHHI II€pPCOHAIY,
TEXHIYHIA amanTamii CUCTEMH 10 CHEIU(pIKA MEIHIHOTO
3aKJaJy Ta po3B’s3aHHI IHTaHb, ITOB’S3aHMX i3 KibepOes-
nekoro. KpiM TOro, HOBOBBEJEHHSI MOXXYTh CTHKATHCS 3
oropoM 3 OOKy CHiBpOOITHHKIB, SIKi 3BHKJIM 1O Tpajau-
iitHUX MeToniB poOoTu. [yt YCHIIIHOTO BIIPOBAKEHHS
TaKUX CHUCTEM BAKJIMBO 3a0€3MEUUTH SKICHY MiATOTOBKY
MepCoHaly, Y3rOJWTH HOBI DILIEHHs 3 ICHYIOYMMH IpO-
[[ecaMy Ta PETEeNbHO MPOAyMaTH NMHUTAHHS 3aXHCTy Mep-
COHAJIbHUX JIaHUX.

[IpaBwibHO cIIaHOBaHE BIPOBAKEHHS iH(OpMAaITiii-
HUX CHCTeM 3HA4YHO TOKpAIlye€ SAKICTh YIPaBIiHHS
kiiHikoro. Lle mocsraerbest 3aBAskU epEeKTUBHOMY OOMiHY
iH(OpMAIIi€l0 MK yCiMa YJacCHUKAMH IPOIECY, YiTKOMY
po3mo Ty 000B’SI3KiB 1 OpieHTAIlil HA OTPeOH MALiEHTIB.
Takuil miAXig cHpuse MOKPANICHHI0 MEIUYHUX MOCIYT,
MiZBUIICHHIO JOBIPU TAIIEHTIB J0 KJIIHIKK ¥ JT03BOJISIE
3aKJIaly 3QJIMIIATHCS KOHKYPEHTOCIIPOMOXKHHM Ha PHHKY.

Omxe, cydacHi iH(opMauiliHI TEXHOJIOTT BiIKpH-
BalOTh HOBI TEPCHEKTHBU JUII CTOMATOJIOTIYHOI Taiysi.

[xHe BHIpOBaIKEHHS 1a€ 3MOTY He JIMIIE aBTOMATH3yBaTH
PYTHHHI TIpOIIECH, a W CHIpHS€E CTPATETIYHOMY PO3BHUTKY
KJIHIK, ()OPMYBaHHIO ITO3UTUBHOTO IMIJKY Ta BJOCKOHa-
JICHHIO CUCTEMH YIIPABITiHHSI MEINYHIUMH ITOCTYTaMH.
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DESIGN OF CRM INFORMATION SYSTEM IN THE FIELD OF DENTAL ADMINISTRATION

The article examines the features of optimization and automation of administrative services in dental clinics. Based on the analysis of modern approaches
to the management of medical institutions, the main directions for improving the work of administrative personnel have been identified, including the
implementation of CRM systems, the use of electronic document management and digital solutions for managing patient data. An important aspect is
ensuring high quality administrative services according to key criteria, such as efficiency, accuracy and availability of information. Studies show that
the efficiency of the clinic largely depends on the organization of processes related to patient registration, doctor's schedule management, medical data
storage and communication with clients. However, numerous challenges arise in the process of work. At the organizational level, the main problems are
errors of administrative personnel and insufficient integration of modern technologies. At the technical level, there are problems associated with data
transmission delays, software incompatibility or risks of information loss due to technical failures. To solve these problems, integrated management
systems have been implemented and existing processes have been improved. At the same time, it is important to maintain a balance between the
complexity of the systems and their functionality. Overly complex solutions can create barriers for staff, and overly simple ones may not provide the
necessary level of efficiency. The article proposes an approach to the design of administrative services that combines the use of modern technologies,
such as CRM systems, patient registration automation and workflow analysis. This allows you to increase management efficiency and ensure high-
quality patient care.
Keywords: software, customer cards, system design, databases, dental administration, CRM.
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CUTYAUIMHA MOJEJb MEJUYHOI'O BIBHEC-ITPOLIECY

IIpenmeToM HOCITIDKEHHST € MeanyHi Oi3Hec-miporiecH. Mera po0OOTH mossirae y po3poOLi CHTYal[iiHOro MiAXoAy D0 MOJCIIOBAHHS y3araJlbHCHOrO
MeanYHOro Oi3Hec-nporecy. JIOCATHEHHS METH Ja€ MOKIIMBICTh 3a0€3MEYNTH 3a1aHHi PiIBeHb MEMYHUX ITOCIYT P HAIBHUX PECYPCHUX OOMEKEHHSX
MeauuHoro OisHec-mponecy. [t NOCATHEHHS METH BHPIIIYIOTBCS Taki 3ajadi: CTPYKTypH3allis MEIWYHHX Oi3Hec-IpoIeciB 3 ypaxXyBaHHIM
BIIMIHHOCTE# JTiKyBaHHs B KIIiHilli, OISy, Ta HOBHOTO TIPOLECY JiKyBaHHS NAlli€HTiB; po3poOKa CHTYaliifHOT MOENi MEANYHOro Oi3Hec-npoLecy.
BukoHaHO CTpYKTypu3aLio MeauuHuX Oi3Hec-npoueciB. [1oka3aHo, 10 Taki NPOLECH CKIAJAIOTHCS i3 KIiHIYHOIO LUIIXY, HUIAXY AOTJIAY Ta IUIAXY
JKyBaHHS 3aXBOpIOBaHHA. KiiHIUHMI NUIAX peamizyeTbcs B MeXaxX OJHOTO MeAWYHOro 3akiamy. lIImsix mormsay BH3HA4ae KOMIUIEKCHHH OIHC
TOCITIIOBHOCTI JIOTJIsAY T JiKyBaHHs. [I0BHUI NUISAX JIiKyBaHHS 3aXBOPIOBAHHS IHTErpye pi3Hi 3aKi1anu oxopoHH 310pos's. Lnax ikyBaHHS BKIIFOYae
KIHIYHUHA OUTX Ta LUISX JOIVISAAY B SIKOCTI HiJmpolieciB. 3amporoHOBaHO CHUTYaUiifHY MOJENb y3arajJbHEHOr0 MEIMYHOro Oi3Hec-mpolecy, Mo
CKJI[JA€ThCS 13 HOCTITOBHOCTI cutyaniil. Koxxna curyanis nependauae Bubip 3 ypaxyBaHHSIM PeCypCHUX, (piHAHCOBUX Ta TEMIIOPAILHIX OOMEKEHb, Ta
NOZaJIbLiIe BUKOHAHHS NOCTiIOBHOCTI il Mequ4HOro Oi3Hec-nporiecy. Mozels, y BIAOBIJHOCTI 10 IPEACTaBICHOI CTPYKTYpHU3aLil MeAnuHuX Gi3Hec-
HpOLECiB, HA BEPXHbOMY PiBHI IPEACTABICHHS MICTHTb (Da3u INEPBUHHOI MEIMYHOI TOHNOMOTH, aMOYJIaTOPHOTO JiKYBAaHHS, KIIHIYHOrO LUIAXY Ta
BUITHICKHU i peaOimitamii. Mozxens cTBOpIo€ yMOBH I BHOOpPY iHAMBIAYai30BaHOTO IIPOILECY JIKYBAaHHS 3 ypaxyBaHHSIM IOTpe0 IMamieHTa Ta
TEMIIOpPaJIbHUX i pecypcHUX oOMexeHb. THITOBA MOCHIIOBHICTD il MEIMYHOroO Oi3HEC-TIPOIeCY BU3HAYAEThCSA HA PIBHI MHOXWHH CUTYaIlill, a BHOIp
aNbTEPHATUB 3MIHCHIOEThCA B Mekax cuTyalil. [TocmioBHICTE cuTyalliil 3ajae 3aralnbHUN CTaHAAPT JOTJSIY a0o JIKYBaHHS, a iHAMBIRyasi3amis

BUKOHYETBCS B paMKaxX OKPEMHX CUTYalliil 3 ypaxyBaHHIM MOTpeO namieHTa Ta (iHaHCOBUX 0OMEKEHb.
KutrouoBi cioBa: MequuHui Oi3HeC-Tpoliec, CUTYyaI[iiHa MOJIeNb, KIIHIYHUN IUIX, NUTIX TOTILY, IUIAX JIKYBaHHS 3aXBOPIOBaHHS, PECypCHI

00MEeXEHHS, TeMITOpajbHi 0OMEKCHHS, 1HMBIAyali30BaHe JIKYBaHHSI.

Beryn. Bisuec-mporiec npezacraBisie co00I0 MOCITI-
JIOBHICTh B3a€MOIMOB’SI3aHUX MPOLEIYpP, L0 CTBOPIOIOTH
OPOJYKT (MOCIYTY), KA Ma€ IiHHICTh TS crioxkuBaya [1].

VYupasninas Oi3Hec-mporiecamu, abo MPOIECHHUI
MiX1J 710 yNpaBIiHHS BKJIIOYA€E aHaJli3 IissIbHOCTI opra-
Hi3amii, moOy10By Ta IMIUIEMEHTaLil0 Mojenei Oi3Hec-
MPOIIECIB, a TAKOXX MOHITOPHHI TIPOLECIB Ta MOJajblle
YAOCKOHAJICHHS MPOIecHUX Mojeneit [2]. Mogeni GizHec-
MpoIieciB BiOOpaXkaloTh B3a€EMO3B’S3KH MiXK HPOIETypa-
MU (IisIME) TIPOTIECY 3 ypaxXyBaHHAM HasiBHUX PECYPCIB.

Mennuni 6i3aec-iporiecu (MBII) inTerpyrots Oara-
TOACIIEKTHI i1 3 HaJaHHd MEIWYHOI JOINOMOTH, MOYKHA-
FOYH BiJ peecTpailii MmarfieHTa Ta 10 BUIUCKU i MOAaIbII0-
ro crocrepexxeHHs 3a namientoM [3]. MBI BkiodaroTs
JIiarHOCTWYHI, JIIKYBaJbHI, peabiiTamiifHi Ta aaMiHicTpa-
TUBHI NPOLIEYPH, 110 OPi€HTOBaHI 3a0e3Me4YeHHs SKiCHOT
Mean4yHOI oroMoru. OcoOIMBICTE METUYHUX Oi3HEC-TIPO-
IECiB TOJIsTae y HEOOXITHOCTI BpaxyBaTH iHIUBIAyallbHI
0c00JIMBOCTI KOXKHOTO Malli€eHTa, Mo noTpedye ix ananra-
il y mporeci JikyBaHHA [4].

[Tobymosa MBII 3 mo3umiii SIKOCTI MOCIYT OPi€HTO-
BaHa Ha 3MCHIICHHIO MEANYHHX ITOMWJIOK, CKOPOYCHHS

Yacy O4iKyBaHHS MMOCIYT MallieHTaMH, MATPUMKY KOOp/IHU-
HAaIlil MDK MEIUYHUMH 3aKjJaJaMd Ta MiJABHUIICHHS PiBHS
3aj0BoJieHocTi manientiB. MozaentoBanust MBI y ¢inan-
COBOMY acCIICKTi OPIEHTOBAHO HA BHUPIIICHHS 33]a4i ONTH-
Mi3alii BUKOPHUCTAaHHS PECypciB 3akiaay OXOPOHH 370-
POB’sl, 3MEHIICHHS ONEpaLiHUX BHUTPAT, IMiJBUIICHHS
e(eKTUBHOCTI pOOOTH IEPCOHATY Ta NOKpaIleHHs (iHaH-
COBHX ITOKA3HUKIB B IIiomy [5].

TakuMm YMHOM, MOOYZOBa Ta MOAANBIIE BHKOPHC-
TaHHS MoJeNnell MeOTUYHUX Oi3HeC-TPOIeCiB Ta€ MOXKIIH-
BICTh MiIBUMIATH €(EKTUBHICTh HATAHHSA MEIUYIHUX ITO-
CIIYT, Y3TOJMBIIM BHMOTH KOpPHCTyBauya Ta MOJJIMUBOCTI
MEIUYHOTO 3aKiary.

AHani3 ocTaHHiX J0caiIKeHb i my6aikamiii.

CyyacHi miixoau 10 MOJENIOBaHHS Oi3HEC-TIPOLIECiB
opieHTOBaHI Ha (JOPMyBaHHs HAOOPY MO>KJIMBHX MOCITiT0B-
HOCTEH Aid, Mo 3a0e3NeyyloTh JOCSATHEHHS Pe3yJIbTaTiB
npouecy. IlocminoBHiCTh Aiif Gi3Hec-Tpolecy 3a3BUYAi
MOJIETIFOEThCS SIK HaOip akTUBHOCTEH (mpouenyp) Ta miji-
nporeciB. JKUTTeBHUiT UK IIpoliecy BKIIIOYA€ BU3HAYCHHS
LiNel, IUIaHyBaHHSA, BUKOHAHHS, TECTYBAaHHS, BIIPOBAaJ-
JKEHHS Ta MOHITOpHHT [6]. [ Bizyamizalii mpomeciB Bu-
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KopucToByeThest HoTatist BPMN, sika npencrasisie co601o
CTaHJAPTU30BAaHY MOBY ISl OIUCY CKJIAIHHUX MpoIeciB [7].
[Ipm MomenmioBaHHI MOCTIZOBHOCTEH  MpPOIEXyp
Oi3HeC-TIPOIIeCiB 3a3BUYAN BUAULIIOTH OA30BHH IUIAX,
aJIbTepHATHBHI MOCIIOBHOCTI il Ta BapiaHTU BHHSTKIB.
bazoBuii 1UIAX BigoOpaskae THIIOBY CTaHJApTH30BaHY
MOCHIZIOBHICT i, ska Oyae peayizoBaHa y OiIbLIOCTI
IMIUIEeMEHTalii Oi3Hec-mpouecy. AJNbTEpHATUBHI IUIIXH
OMHKCYIOTH TUTIOBI BiIXWJICHHS BiJl CTAHIAPTHOTO MPOIIECY
BapianTu BUHSATKIB OIMCYIOTH Pa30Bi BigxmieHHS [§].

JUJIs OIiHKY CUTYAIIi i3 aJbTepHATUBHUMH CIICHAPI-
SIMH Ta 1X TMOTEHIIHHUX Pe3yJbTaTiB MPH MOO0YIOBI MOze-
neil Oi3Hec-TpoIeciB BUKOPUCTOBYIOTHCS KOHTP(AKTH,
TOOTO aJIbTepHATHBHI (QaKTH, SIKi MOXKYTh OYTH PO3TIITHYTI
SIK BXIJHI Ta MPOMDKHI JaHi GizHec-mporecy. KonTpdak-
TUYHUH aHaII3 1a€ MOXKJIMBICTh BUSIBUTH IPUYUHH BHOOPY
MOCTITOBHOCTI Iifi mporiecy [9].

MenuuHi Oi3Hec-TipoliecH 3a0e3NedyroTh CTaHAapTH-
3aIlif0 IPOLECIB JIIKyBaHHS MEXaxX OJHOTO 3aKjajy, CTaH-
JapTH3aLi0 JOTJISAY Ta CTaHAApTHU3allilo Mpolecy JiKy-
BaHHS, 10 BiIOYBAETbCA y PI3HUX MEAWYHHX 3aKianax [2,
5, 10].

[IpoBeneHuit B [2] aHami3 mMoKa3aB BaXKIIMBICTH BIIOC-
koHaseHHs MBIl 3 ypaxyBaHHSIM pecypcHHUX Ta (iHaH-
COBUX OOMEXKEHb.

HexmapatuBHuii niaxin 1o monemoanas MBI 3 Bu-
KOPHCTAaHHAM TEXHOJIOTil Process mining, sampomoHo-
BaHuil B [1], MOKa3aB MOYJIMBICTh agamTallii MPOIECHUX
MoJieNiell 3 ypaxyBaHHSM TEMIIOPAIbHUX Ta PECYPCHUX
00OMEKEHb.

TakuM 4MHOM, HasiBHE MPOTUPIYYS MIXK MOTPEOOIO
3abe3neveHHs SIKICHOT OXOPOHHM 37I0POB’Sl 3 YpaxyBaHHIM
(hiHAaHCOBUX Ta PECYpCHHX OOMEXEHb Ta MOXKIMBOCTSIMH
ICHYIOUMX METONIB 3 MOOYZOBH >KOPCTKO BH3HAUCHHX
nociigoBHocTer mii MBII motpedye po3poOKHM THYUKHIX
CUTYaUiHUX MOJENIeH TaKuX MPOLECiB 3 MOXKIMBOCTAMH
OIIHKHY Ta JUHAMIYHOI 3MIHHU ITIOCIIIOBHOCTI A HA OCHOBI
KOHTP(HAKTHYHOTO aHAi3y. 3a3HaUYCHE CBIIUUTH PO aKTy-
ANBHICTH TEMU JAHOI'O JOCIIIHKEHHS.

Merta Ta 3aga4i qocaixkeHHs. Merta poboTH mOJIs-
rae y po3pooOili CUTYaI[iifHOTO MiIXOAy JO MOJICITIOBAHHS
y3araJbHEHOTO0 MEIUYHOr0 Oi3HEC-IpoIecy 3 TUM, 100
BpaxyBaTl MOXKJIMBOCTI BHOOPY ajlbTEPHATUBHHX pPillICHb
IpU KJIIHIYHOMY JIiKyBaHHI, JOJIAALI Ta y MpOLeEci JiKy-
BaHHS 3aXBOPIOBAHHS B LIUIOMY.

Bupinienns wmiei 3agadi opieHTOBaHO Ha BHOIp pari-
OHAJIFHOTO pIllIEHHS, IO A€ MOXJIMBICTH 3a0e3MeYnTH
3a1aHMil piBeHb MEIMYHUX IOCIYT NPU HasBHHUX pecypc-
HUX 00OMEKEHHIX METUTHOTO Oi3HeC-TIpoIiecy.

Jnst NOCSTHEHHST METH BHPILIYIOThCS HACTYIHI
3ajaui:

— CTPYKTYypH3allis MeANYHUX Oi3Hec-NpoleciB 3 ypa-
XyBaHHSIM BIZIMIHHOCTEH JIIKYBaHHS B KJIIHiLi, OISy Ta
MOBHOT'O MPOIIECY JIIKYBaHHS MAIlI€HTIB;

— po3po0Ka CUTyaIiitHOT MOJIeNli MEIUYHOro Oi3Hec-
IpoLecy.

CTpykTypHu3alis MeAn4HuX 0i3Hec-mpoueciB.

Bi3nec-tiporiecu y cdepi 0XOpOHH 3I0POB’S BKIIIO-
4aloTh: KIiHIYHMI mu1sx (clinical pathway); nuisix normsmgy
(care pathway); nuisx JiKyBaHHs 3axBOpIOBaHHA (trans-
mural pathway). Li 6i3Hec-Tiporiecu peani3yrTh pi3Hi 3a

MacIiTaboM IiAXOAW A0 HAaZaHHA MEIUYHOI IOIOMOTH.
[MopiBHsIIbHA XapaKTEPUCTHKA WX Oi3HEC-TIPOIIECiB Ipea-
cTaBieHa B Tabu. 1.

Kniniunuii misx BU3HA4Yae Ta peanizye MyIbTHANC-
MUIUTIHAPHUH TUTaH JOTIISMY AUl KOHKPETHUX KITIHIYHHIX
mpobJeM B MeXax OJHOTO MeAWYHOro 3axiany. Lleit mpo-
[[eC MICTUTh CTaHJapTH30BaHy IOCIIJIOBHICTh KIIHIYHUX
npoueayp Uil KOHKPETHOTO 3aXBOPIOBaHHI Ta €
KOpOTKOTpUBaIUM. KIIHIYHMH UDIIX peani3yeTbcs B
MesKax 0JJHOr0 MEIMYHOTO 3aKJIa Iy, TAKOTO SIK JIikapHs a0o
KITiHIKA.

nsax morusiay BU3HAYa€ KOMIUIEKCHE PIllIeHHS 111010
MOCTITOBHOCTI JOTJIAAY Ta OpraHi3aimii mporeciB MeInd-
HOTO OTJISAY, BKITFOYAI0Ud aMOyIIaTOpHE JIiIKyBaHHS, peadi-
JITALIIO Ta MOJAIBIINI HATJIA.

Ingx mormsmy € JOBFOCTPOKOBHM IIPOLIECOM Ta
pearizyeTses B Al 3aKiIaiB, BKIIOUAIOYH JiKapHi, aMOy-
JIATOPHI 3aKJIaIy Ta 3aKjIaau peadimiTarii.

Tabnums 1 — BiaMiHHOCTI KITIHIYHOTO NIIIXY, HUIIXY TOTIISAY
Ta NUBIXY JIKYBaHHS 3aXBOPIOBAHHS

Onuc
1) kaiHiYHMI IUISIX — B MEKax
OJJHOTO MEANYHOTO 3aKNIajay, HalpH-
KJIa/1 JTIKapHs, KIIiHiKa;
2) mJIAX 0TSy — B MEXaXx JEKilb-
KOX MEIUYHHX 3aKJIA/iB — JTIKapHS,
amMOyJaTOpHi 3aKJay, 3aKaagy peadi-
JIiTanii;
3) nuIsIX JTiKyBaHHS 3aXBOPIOBAHHS
— Me/IMYHI 3aKJIa/IU Ta JOMAIIHE JIiKY-
BaHHS: JIIKapHs, aMOyJIaTOPHI 3aKia-
I, 32Ky peadimiTarii, nepBUHHA
MeIUYHa IOTIOMOTa, TOMAIIHIH 10-
IS
1) kaiHiYHMI HUTISIX — KOHKPETHU
KIIIHIYHUH emi3o/;
2) HUISIX JOTJISIy — MOBHHM MPOIIEC
JOTJIS/IY 32 Mal[i€eHTOM;
3) wIsAX JiKyBaHHs 3aXBOPIOBAHHS
— MiKOpraHizauiifHuit mporec, 1o
IHTETpY€ IOTIISI MK PI3SHUMH PiBHA-
MH MEJITYHO{ JOTIOMOTH.
1) kaiHiYHUI HUISIX — KOPOTKOCTPO-
KOBa;
2) HUISIX JOTJISIIy — JOBIOCTPOKOBA;
3) wIsAX JiKyBaHHS 3aXBOPIOBAHHS
— JIOBTOCTPOKOBA.
1) kaiHiYHU UUISIX — CTaHAApTH-
3aIlist TIKyBaHHSA B MEXKaX MEIIMIHOTO
3aKyIajy;
2) HUISIX JOTJISIY — MiJATPEMKA KOOp-
JMHALIi Ta KOMYHIKaIlii BIPOIOBK
MEANYHOTr0 00CITyroOByBaHHS,
3) muIAX JiKyBaHHS 3aXBOPIOBAHHS
—iHTerpamis OISy MK pi3HUMH
3aKJIaJaMH OXOPOHH 37I0POB’sL.

XapakTepucTHKA
1. 3aknaau, ne
BUKOHY€eThCss MBI

2. OxXoruIeHHs Ha
PiBHI mimporecis

4. TpuBaiictb

5. 3aranbHe
MIPU3HAYEHHS

[Insx JTiKyBaHHS 3aXBOPIOBAHHS PEICTABIISE COOOIO
IHTETPOBAHMIA IUIAX JOTJISAY, 10 OXOIUTIOE Pi3Hi 3aKiau
oxopoHu 310poB’s. Lleit mixxin 3abesmeuye Oe3nepeps-
HICTB JIOTJISTY MK PI3HUMU PiBHSIMHU MEIMYHOI IOTIOMOTH,
BKJIFOUAIOYU [EPBUHHY, BTOPUHHY Ta TPETHUHHY JIaHKHU.
[Insx JIiKyBaHHS € JOBFOCTPOKOBUM MPOLIECOM Ta Xapak-
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TEPU3YETHCS OPTaHI3aIli€l0 MDKIUCIUIDIIHAPHOI  CITiB-
mpamni. Bin peamizyeTbcs B TaKuX 3aKiagax, sK JKapHi,
aMOyIaTOpHI 3aKiIagu, 3aKiIagu pealiniTamii, JJaHKA Tep-
BHHHOI MEIUYHOI JOITOMOTH, a TAKOK BKJIFOYAE JOMAIIHIK
JIOTJISA.

Curyaniiina mMofenb y3arajabHeHOTO MeIHYHOIO
Oi3Hec-npouecy.

CxeMy TMOCIIZOBHOCTI MpPOIEAYp Y3aralbHEHOI'O
MEIUYHOro Oi3Hec-mpolecy HaBeneHo Ha puc. 1. Takuid
MpoIleC BKIIOYAE IUIAX JIKYBaHHS 3aXBOPIOBAHHS, IO
MICTHTB IIISX JAOTJISIY B AKOCTI MiAMPOIECY.

B cBoro uepry, nuisx JOTIISAY B SKOCTI MiANPOLECY
MICTHTD KIiHIYHAH mrisax. OCTaHHIN BKIIIOYae mepenorne-
paliifHuH, onepamiiHuil Ha micIsSonepaiiHui eTamu.

BinmosimHo o HaBenmeHoi cTpykrypu MBII, npomec
Ha BEpXHBOMY PiBHI IpeACTaBICHHS MICTUTh 4 CHUTYyAIlil:
nmepBUHHA MeandHa pomomora (1), amOymaTtopHe JiKy-
BaHHA (2), KmiHIYEAN IULIX (3) Ta peabimitaris (4).

Curyauiiina mozenr B y3sarampreHoro MBII Ha
nepioMy (BepXHbOMY) PiBHI MIPEACTABICHHS CKIIAIAETHCS

3 YHOPSAOKOBAHOTO HAOOpy CHUTYyarii Si1 , IO MaroTh

3aJJ0BOJILHATH 00OMexeHHsIM @ , a TaK0oK MHOXKUHH JaHHX
Ipo TalieHTa A0 TOdYaTKy JiKyBaHHA X Ta TMicis
JikyBaHHS Y !

B={X,(S},5},53,5;|®),Y}. 1)

O6MexenHss @ BKIIIOYAIOTh TEMITOPaTbHI T , pecyp-
cHi R Ta dinancoBi F ckmamosi:

®={T,R,F}. @)

[pu neramizarnii MBI koxHa 3 HABEICHUX CHTYaIlil
Moke OyTH TpeJICTaBICHA Y BHINISAAl YHOPSAKOBAHOTO

Ha0Opy CHUTYyaIlii HIKHBOTO PiBHS {Sf} .

KiroyoBa BiIMIHHICTH TAKOTO CHTYAlidHOTO TPE-
cTaBiieHHs Bij Tpaautiinoro Workflow — onmcy nosnsirae B
TOMy, II0O THUIOBA MOCHIZOBHICTH Jili BH3HAYa€ThCS Ha
piBHI cuTyamiii, a BHOip aJbTEpHATHB 3JIHCHIOETHCS B
Mekax curyarii. Tomi TOCHIIOBHICTH CHUTYyaIlid 3amae
3arallbHUA CTAHAAPT IOTIIALY a0o JKyBaHHS, a IHIWBI-
ITyaji3allisi BHKOHYEThCS Ha PiBHI CUTYyaIlil 3 ypaXyBaHHIM
HAsSBHOTO JIOCBimy, TOTped mamieHTa Ta (HiHAHCOBUX
obmexxeHnb. KoxkHa cutyalliss Moxke OyTH MpecTaBieHa K

Habip mocmigosnocteit D, niit d, 3 omiHKOI TOTPed B

pecypcax W, 3a yMOBH TeMIOpajibHHX OOMEXEHB T, :

1 .
st ={D, :(v)aw, [T,}. ©)

PosrnsHemMo mpuKiag BUKOPHCTAHHS HaHOI MOJEi
it pparmMeHTty cromatonorivHoro MBII. B manomy
BUIIAIKY BXigHI HaHi OyQyTh MpEACTaBIEHI XapaKTepHC-
TUKaMU CTaHy 3y0iB MaIie€HTa, Mo MOTPeOyIOTh JiKyBaHHS
abo nporesyBanns. Curyailis MiCTUTh anbrepHarueu D, |

OB ’s13aHi 13 MpOTe3yBaHHAM a00 JIKYBaHHSIM Pi3HOI Bap-
TOCTI, HAPUKJIAJ 3 BHUKOPUCTAHHSM TEXHOJIOTIH Pi3HUX
MOCTaYaJbHUKIB (KOPOHKH, IMIUTaHTH Tomlo). KoxkHa Tex-
HOJIOTisl Tiepeadadae CBOIO IMOCIHIJOBHICTh NIl B paMKax
BU3HaueHoi curyanii. i xoxHOi TexHomnorii Moxe 0yTH
Ha/laHO OLIHKY BapTocTi Ta yacy. BuOip BapiaHTy miKy-

BaHHS 3[IHCHIOETHCS HA OCHOBI OLIHKH BapTOCTI 3 ypaxy-
BaHHSIM OOMEKEHb Ha Yac JIIKyBaHHS, SKi 3aJOBOJNBHAIOTh
TAIli€HTA Ta SKi MOXKE peai3yBaTH KIiHiKa.

Hlnsx
JIKY8aHHS
3aX60PIO6AHH

/
A\

=

[ Ambynamopne

\\ JIKYBAHHA

Kniniunui
WISIX

Ilepsunna
MeduuHa 0onomo2a

Curyanis 1

NIL-¥
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Puc. 1. CutyauiiiHe peCcTaBICHHS Ta MOCTIJOBHICTh IPOLIEAYP
y3arajbHEHOTO MEIMYHOTO Oi3HEC-TIPOIIECy

BucHoBkHn. BUKOHaHO CTPYKTYpH3aLil0 MEJINYHUX
Oi3nec-mpoueciB.  [lokazaHo, 1m0 Taki  mOpouecH
CKJIaZal0ThCs 13 KJIIHIYHOTO LUISXY, LUISXY JOTIISIAY Ta
IUISIXY JIIKyBaHHS 3aXBOPIOBAaHHS, NPHYOMY OCTaHHIN
BKIIIOYA€ KIHIYHUN NUBIX Ta NDIAXY JODISALY SIK TiJ-
HPOLIECH.

3anporoHOBaHO CUTYyaliiHy MOJEINb y3araJlbHEHOTO
MeIN4YHOTO Oi3HEc-Tpolecy, IO CKIATAEThCS 13 TOCIHi-
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SITUATIONAL MODEL OF A MEDICAL BUSINESS PROCESS

The subject of the research is medical business processes. The aim of the work is to develop a situational approach to modeling a generalized medical
business process. Achieving this goal makes it possible to provide a specified level of medical services within the existing resource constraints of the
medical business process. To achieve the goal, the following tasks are solved: structuring medical business processes considering the differences in
treatment in the clinic, care, and the full process of patient treatment; development of a situational model of the medical business process. The structuring
of medical business processes has been carried out. It is shown that such processes consist of a clinical pathway, care pathway, and disease treatment
pathway. The clinical pathway is implemented within a single medical institution. The care pathway defines a comprehensive description of the sequence
of care and treatment. The complete disease treatment pathway integrates various healthcare institutions. The treatment pathway includes the clinical
pathway and care pathway as subprocesses. A situational model of a generalized medical business process is proposed, consisting of a sequence of
situations. Each situation involves a choice considering resource, financial, and temporal constraints, and the subsequent execution of a sequence of
actions of the medical business process. The model, in accordance with the presented structuring of medical business processes, at the top level of
representation contains phases of primary medical care, outpatient treatment, clinical pathway, and discharge and rehabilitation. The model creates
conditions for choosing an individualized treatment process considering the patient's needs and temporal and resource constraints. The typical sequence
of actions of the medical business process is determined at the level of a set of situations, and the choice of alternatives is made within the situation. The
sequence of situations sets the general standard of care or treatment, and individualization is performed within individual situations, taking into account
the patient's needs and financial constraints.

Keywords: medical business process, situational model, clinical pathway, care pathway, transmural pathway, resource constraints, temporal constraints,
individualized treatment.
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SOFTWARE DEVELOPMENT AND RESEARCH FOR MACHINE LEARNING-BASED STRUCTURAL
ERRORS DETECTION IN BPMN MODELS

The most important tool for process management is business process modeling. Business process models allow to graphically represent the sequences
of events, activities, and decision points that make up business processes. However, models that contain errors in depicting the business process structure
can lead to misunderstanding of a business process, errors in its execution, and associated expenses. Thus, the aim of this study is to ensure the
comprehensibility of business process models by detecting structural errors in business process models and their subsequent correction. During the
analysis of the Business Process Management (BPM) lifecycle, it was found that the created business process models do not have a stage of control for
the presence of errors in them. Therefore, the paper analyzes and improves the BPM lifecycle using the proposed approach. In the improved BPM
lifecycle, it is proposed to take into account the correctness validation stage of business process models using the developed software. The paper proposes
to process created BPMN (Business Process Model and Notation) models as connected directed graphs. To detect errors in business process models, one
of the Machine Learning methods, K-Nearest Neighbors, is chosen, which is a fairly simple and effective classification method. The study also includes
the software design and development, its performance validation, and usage to solve the given problem. To analyze the obtained results, the confusion
matrix was used and the corresponding quality metrics were calculated. The obtained results confirm the suitability of the developed software for
detecting structural errors in business process models. This web application, which is based on the created classification model, allows all interested

users to upload business process models in BPMN 2.0 format, view the uploaded models, and analyze them for structural errors.
Keywords: business process models, structural errors, BPMN structural analysis, machine learning.

Introduction. Modern organizations are constantly
improving their business processes to make them as
efficient and cost-effective as possible. Business process
modeling is a tool that businesses use to assess their current
operations. In addition, business process modeling allows
analysts to visualize a more efficient business process
planned for implementation in the future. Business process
modeling provides opportunities for improving the
activities of the entire enterprise [1]. Business process
modeling involves creating a visual representation of a
business process. This is usually achieved with the help of
business process modeling tools, such as flowcharts or
specialized business process modeling notations, such as
Business Process Model and Notation (BPMN) [1].
Business process modeling is wused to identify
improvements in business processes. This is done by
depicting two different versions of a particular business
process: the process as it exists now without changes (AS-

IS); the process as it will be after improvements are made
(TO-BE) [1].

Business process models containing structural errors
may indicate errors in the actual processes they describe
[1]. Timely detection and elimination of such errors will
allow avoiding both financial losses and much more
dangerous consequences of errors in critical business
processes that may pose a threat to society, business, the
state, and the environment. Thus, this study solves the
relevant problem of identifying structural errors in business
process models to ensure their quality and suitability for
use.

The rest of this paper is organized as following:
Section 2 includes literature analysis of recent studies,
limitations, and approaches; Section 3 describes the object,
subject, and considered research methods; Section 4 out-
lines the research results and analysis, Section 5 includes
conclusions on the study.
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Related work. Recent studies focused on business
process model quality consider different structural metrics
[2], application of fuzzy logic [3], clustering techniques
based on complexity metrics [4], and verbal business
process modeling guidelines extended by the various
metrics and corresponding threshold values [5]. The IDEFO

Business process
modeling notation

corresponding indicator values are produced. The BPM
lifecycle is shown in more detail in the decomposition
diagram in fig. 2.

The demonstrated decomposition diagram (fig. 2)
complements the inputs and outputs with a cyclic
dependence — the obtained values of business process
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Fig. 1. The context diagram of the BPM lifecycle

methodology [6] is used to analyze the BPM lifecycle. The
analysis of the “AS-IS” BPM lifecycle state starts with the
IDEFO context diagram (fig. 1), which defines inputs, ou-
tputs, controls (regulations, rules, policies, standards, etc.),
and mechanisms (performers of activities and the required
tools for this).

According to the presented context diagram (fig. 2),
information about the business process is used as an input,
and as a result of the business process execution, the

Business process
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indicators are used to analyze its efficiency and, accor-
dingly, create a new model of its future improved state.
Moreover, fig. 2 shows the activity on creating business
process models, business processes implementation and
monitoring. The governance and mechanisms (e.g.,
business analyst, modeling notation, etc.) that regulate and
support the relevant stages of the BPM lifecycle are defined

(fig. 2).

Business
process KPls

Business
process
model

\.

Implement
a business process k-

Business
process
data

o Business process
Monitor a busines / Indicators

process

50

Business
analyst

Business process
modeling software

BPM Suite Business

Intelligence Suite

Fig. 2. The decomposition diagram of the BPM lifecycle
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A detailed examination of the decomposition diagram
(fig. 2) of the BPM lifecycle allows us to identify a
“weakness” — the created models are immediately used to
implement new business processes or planned changes in
existing business processes without first checking for errors
in these models (fig. 3).
Business process
modeling notation

Business process
insights
——— = Create a business
process model

| Business
process
model

Implement
a business process [

Fig. 3. The identified “weakness” of the BPM lifecycle

Thus, it is necessary to develop the algorithm and
software to solve the problem of detecting structural errors
in business process models.

Formally, a business process model given using the
BPMN notation can be represented by a connected directed

graph [7]:

N is the set of nodes — elements of a business process
(events EC N tasks T < N, gateways G c N, etc.);

A is the set of arcs — sequence flows of a business
process that connect elements.

Since BPMN business process models are actually
XML (eXtensible Markup Language) documents [8]
created according to a special scheme, these models can be
processed by computers relatively easily. Thus, the
transformation of the BPMN model into a connected
oriented graph (1) is possible by considering the
“sequenceFlow” tags as graph arcs, and the “task” tags for
actions, “event” for events, and “gateway” for gateways as
graph nodes. A corresponding example of processing a
BPMN file of the order processing business process model
is shown in fig. 4.

High-quality business process models that do not
contain errors must meet the following requirements [9]:

- use as few elements as possible in the business
process model — if the business process model contains
more than 50 elements, it should be decomposed into
several simpler models;

- use one initial event;

- use one final event;

- do not use OR gateways.

Hence, formally, these rules of business process
modeling can be represented as follows:
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Fig. 4. The graph-based representation of the BPMN business process model
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where:
- E® isthe set of start events of a business process,
E°CE;
- E°® isthe set of end events of a business process,
E°cE;
G is the set of “OR” logic gateways (inclusive)
of a business process, G* = G.

Therefore, if a business process model violates these
rules (2), such a model can be classified as containing
structural errors that make it difficult to understand and use
by stakeholders. Furthermore, it can lead to errors in the
business process itself, which is why these modeling errors
must be detected and fixed.

Thus, each BPMN business process model from the
training dataset can be assigned to one of the classes “has
errors” (€ =1) or “has no errors” (8 = 0) according to (2).
It is proposed to detect structural errors in business process
models using one of the well-known Machine Learning
(ML) methods — K-nearest neighbors [10].

K-Nearest Neighbors (K-NN) is one of the simplest
ML methods based on the supervised learning technique.
The K-NN method determines the similarity between a new
object and existing objects by adding the new object to the
category that contains the most similar existing objects. The
K-NN method stores all existing data and categorizes the
new data object based on similarity. This means that when
new data becomes available, it can be easily categorized
using the K-NN method. The K-NN method can be used for
both regression and classification, but it is mainly used for
classification tasks. The K-NN method is based on a lazy
learning method, because during the training phase it
simply stores the dataset, and only when it receives new
data for classification does K-NN assign it to the category
that is most similar to the new data [10].

To apply the K-NN method to the problem of
detecting structural errors in business process models, it is
proposed to take as a basis the essential structural metrics
of business process models:

- |N| is the number of elements of a business

process model (events, tasks, etc.);
- |A] is the number of sequence flows that connect

business process elements.

Hence, the distance between business process models
is proposed to be measured using the following expression
based on the Minkowski metric (3), which at p=2 turns

into the Euclidean distance, and standardization [11]:

[|N* -u(|N1|....,|Nm|)J_
o (IN],- [N, )

_{|Ni|—u<|Nl|,..-,|Nm|)j‘;(A* —u(lAil,.--JAml)]_
o (INy],- [N, [) o(|Al,-]|A)

Plp

d(BP",BR)=

_[IAl—u(lAil----,lAnl)]
a(|Al - ]A)

i=1m, 3)

where:

- BP” is the graph of the new BPMN model to be
classified;

- BPR s the graph of the i -th BPMN model from
the training data set, i = 1_m :

- N
model;

- N; the set of elements of the i -th model from the

is the set of elements of the new BPMN

training set, i =1m;

- A" isthesetof sequence flows of the new BPMN
model,

- A is the set of sequence flows of the i -th model
from the training set, i = 1Lm;

- p isthe arithmetic mean (4):

= @)
- o is the standard deviation (5):

m
o1X)= 356~
. ®)

- m is number of business process models in the
training set.

The algorithm for detecting structural errors in
business process models based on the K-NN method is
shown in fig. 5 [10].

@
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Fig. 5. The K-NN algorithm for detecting structural errors in
business process models
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Regarding the choice of the parameter, it is usually
taken as K =5 [10]. Thus, the algorithm based on the K-
nearest neighbors method (fig. 5) is proposed to solve the
problem of detecting structural errors in business process
models and fixing them.

Materials and methods. This paper addresses a
relevant problem of detecting structural errors in business
process models to ensure their quality and suitability for use
in organizational improvement or software development
projects. Business process models that contain structural
errors can cause difficulties in understanding them by
stakeholders, which can result in the loss of all the benefits
of modeling, analyzing, and improving of the real business
processes.

The aim of this study is to ensure the comprehend-
sibility of business process models by detecting structural
errors in business process models and fixing them.

The research object is the process of detecting
structural errors in business process models.

The research subject is the algorithm and software for
detecting structural errors in business process models.

The decomposition diagram of the BPM lifecycle in
the “TO-BE” state, which takes into account the need to
control the quality of business process models and improve
them using the proposed algorithm and software for solving
the problem of detecting structural errors in business
process models, is shown in fig. 6.
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modeling notation process process KPIs
Business modeling
process rules
X r
insights Create a business El;f:sgs
» rocess model i
P process model Improved
business
.. process
| mocel
implement , Business
a business process ji, Process
= | data
S0 L Business
= 4 .. process
Monitor a busines indicators
_— process
Business 30
- process
model
Business Business process analysis Business
analyst modeling software software BPM Suite Inteligence Suite
()
Fig. 6. The proposed improvement of the BPM lifecycle
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Fig. 7. The decomposition diagram of the business process model validation and improvement stage

Bicnux Hayionanvnoco mexuiynozo ynisepcumemy «XI1». Cepis: Cucmemruti

50

ananis, ynpagninna ma ingopmayiini mexnonoeii, Ne 2 (12) 2024



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

The proposed changes (fig. 6) provide the interme-
diate stage to the BPM lifecycle, related to the validation of
business process models and their improvement in case of
structural errors. The decomposition diagram of the
business process model validation and improvement stage
(fig. 6) is shown in fig. 7.

Such validation is proposed to be carried out using a
formal representation of BPMN models as connected
directed graphs (1). The models from the training sample
should be checked based on the rules (2) [9], and the rest of
the business process models that will be checked by the
software tool later, should be checked using the K-nearest
neighbors method (fig. 5) to classify these models as having
structural errors or not.

The proposed stage involves the following activities:

- analyze business process models using the
developed software;

- plan changes in the business process model
according to the identified errors;

- make changes to the business process model and
re-analyze it;

- approve the business process model for further
use if no errors were found during the last check.

users to allow them validate uploaded BPMN models and
detect possible errors.

An activity diagram [12] demonstrating the process of
user interaction with the software to detect structural errors
in business process models is shown in fig. 9.

Let us demonstrate the results of using the created
software “BPMN Assistant” t0 detect structural errors in
business process models.

Results and discussion. The user starts working with
the software by uploading a BPMN 2.0 model file that
contains a description of the business process.

As an example, let us use the goods dispatch business
process model, which is shown in fig. 10. This BPMN
model was obtained from the public Camunda’s GitHub
repository, which contains several thousands of business
process models for research purposes [13].

The initial version of the considered business process
model (fig. 10) shows that it contains certain structural
flaws:

1) branching is used incorrectly (A, B);

2) the task is not connected to the process (C);

3) there are no end events, instead the workflow is
completed by tasks (D, E, F).

Client

Application Server

Database Server

% Web Browser o

MySQL Database
il

v

}g NodedS Application | | }

A

% ExpressJS Framework

]

Python Script
e % yt p
BPMN 2.0 Files T

Workstation

v
g ScikitLearn Framework

Fig. 8. The deployment diagram of the developed software components

The application “BPMN Assistant” is developed for
end-users, responsible for BPMN models design and
quality assurance. A deployment diagram of the software
components [12], designed to validate business process
models is shown in fig. 8.

As demonstrated in fig. 8, Python and Scikit Learn are
used to detect structural errors in BPMN models using the
K-NN algorithm and evaluate the obtained results,
BPMN.IO is used to process BPMN 2.0 files, MySQL is
used to store required data, Node JS and Express JS are
used to build a client-server web application for business

The comparison of primary metrics of the initial and
modified versions of the considered BPMN model is given
in table 1.

Table 1 — The comparison of initial and modified BPMN model

versions
BPMN S . or
model’s | N | E E G |A|
version
Initial 10 1 0 0 8
Modified 13 1 1 0 14
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Fig. 9. The activity diagram of the user interaction with the developed software
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Fig. 10. The goods dispatch business process model with the detected structural errors

The modified version of the considered BPMN model
is given in fig. 11.

To validate the performance of the developed
software for detecting structural errors in business process
models, we used the dataset of the Business Process
Management Academic Initiative (BPMAI) project [14],
which contains descriptions of 18812 BPMN models of
various business processes.

Thus, using the data about business process models
and their features, the possible presence of errors for each

BPMN model was determined using formula (2). The
original dataset was divided into 2 samples — training and
test sets, which contain 75% (14109 models) and 25%
(4703 models) of records respectively (fig. 12).

Further, using the Python programming language [15]
and the Scikit Learn library [16], a model was built to detect
structural errors in business process models based on the K-
nearest neighbors classification method based on the
BPMAI project training data set [14]. According to formula
(3), the primary structural metrics of business process
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Fig. 11. The goods dispatch business process model with the modifications to eliminate structural errors

models used for classification are the number of elements
IN| and the number of sequence flows |A).

The classification results are shown in fig. 13. The
green color (category “1”) represents BPMN models that
have been identified as containing structural errors. To
analyze the performance of the developed software for
detecting structural errors in business process models, we
will use the confusion matrix (table 2) [17].

Based on the obtained confusion matrix (table 2), the
next measures were found [17]:

- true-positive (TP) results — 2716 models;

- false-positive (FP) results — 379 models;

- false negative (FN) results — 476 models;

- true-negative (TN) results — 1132 models.

Therefore, the following quality metrics [18] of the
trained Machine Learning model were computed:

- precision (the share of correct answers within a

15000 14109 class):
. TP
10000 Precision = =0.88;
4703 TP+ FP (6)
5000 -, . - g -
- - recall (the share of true-positive classifications):
0 TP
Training set Test set Recall = =0.85;
TP+FN 7)
Fig. 12. The distribution of BPMN model data by training and
test sets - accuracy (share of correct answers):
TP+TN
Accuracy = =0.82;
TP+TN +FP+FN (8)
- summarized performance metric:
z Precisionx Recall
2 F —score=2 — =
£ Precision+ Recall ©)
3
5 Table 2 — The confusion matrix for K-NN performance analysis
@
” Does a business Correct
process model have answers Yes No
structural errors?
Classification Yes 2716 379
results
0 2 4 6 8 10 No 476 1132
Elements (Nodes)
Fig. 13. The results of BPMN models classification using
the K-NN method
Bicnux Hayionanenoeo mexuiunozo ynieepcumemy «XI1I». Cepis: Cucmemmuil
53

ananis, ynpaguinua ma ingopmayiini mexnonoeii, Ne 2 (12) 2024



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

The obtained values of precision (4) and recall (5), as
well as accuracy (6) and F-measure (7) are quite high,
which makes it possible to consider the developed
algorithm and software as suitable for use in detecting
structural errors in business process models.

Conclusions and future work. This study addresses
the relevant problem of ensuring the correctness of business
process models by detecting structural errors in business
process models. Thus, the following tasks were solved in
the paper:

The stages of the BPM lifecycle are analyzed and the
“weak spot” is identified — the created BPMN models tend
to be immediately used to implement new business
processes or planned changes in existing business processes
without first checking for errors in these models

The algorithm for solving the problem of detecting
structural errors in business process models is proposed — it
is based on the K-NN Machine Learning method, taking
into account primary BPMN model’s size features: the

number of elements (events, tasks, etc.) |N| and the
number of sequence flows (i.e. arcs) |A|.

The appropriate changes to the BPM lifecycle are
proposed — it is proposed to be appended with the
intermediate stage, provided to validate business process
models and assume their improvement in case of structural
errors detection.

The software architecture is designed and respective
software components are developed using Python and
Scikit Learn to use K-NN method, BPMN.IO to process
BPMN 2.0 files, MySQL to manage data, and Node JS with
Express JS to create the client-server web application for
business users. The use of the developed software called
“BPMN Assistant” to solve the problem of detecting
structural errors in BPMN models is demonstrated — as a
result of the performance validation of the developed
algorithm and software, a sufficiently high quality of the K-

NN classifier: Precision =0.88 (6), Recall =0.85 (7),
Accuracy =0.82 (8), and F —score=0.88 (9) was

obtained, which makes it possible to consider the proposed
software solution as suitable for use in detecting structural
errors in BPMN 2.0 business process models.

Future work assumes using other metrics and ML
algorithms to achieve more accurate results of structural
shortcomings detection in BPMN business process models.
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PO3POBKA TA JOCJIIIKEHHSA ITPOT'PAMHOI'O 3ABE3IIEYEHHA )15 BUSBJIEHHSA
CTPYKTYPHUX IOMUJIOK Y BPMN-MOJEJISIX HA OCHOBI MAILIMHHOTI'O HABYAHHS

HaiiBaxuBIIIMM 1HCTPYMEHTOM YIIPaBIIiHHSA MpOLECaMH € MOJENOBaHHs Oi3Hec-mporeciB. Mogeni Oi3Hec-poueciB JO3BOJSIOTh TpadiuHO
TIPE/ICTABIISATH TIOCIIIOBHOCTI MOJIH, Aiif 1 TOYOK NMPUHHATTS PillleHb, 3 AKUX CKIaJaoThes OisHec-npouech. OHAK MOZENI, SKi MICTATh IIOMUIIKH B
HPE/ICTaBICHHI CTPYKTYpH Oi3HEC-Ipolecy, MOXKYTh HMPH3BECTH IO HEINPaBUILHOTO PO3yMiHHs Oi3Hec-mpolecy, HOMHJIOK Yy HOro BHKOHAHHI Ta
MOB’S3aHUX 3 UM BUTpAT. TakuM YMHOM, METOIO JaHOTO JOCII/DKEHHS € 3a0e3MeueHHs 3p03yMIUIOCTi MoJienel Oi3HeC-TPOLECiB LUIIXOM BUSBICHHS
CTPYKTYPHHX IIOMHIJIOK Yy MOJEJISIX Oi3Hec-IIpoIieciB Ta IX M0oaIbIIoro BUIpasieHHsL. [1if yac aHai3y XKUTTEBOTO MUKy YIPaBIiHHS Oi3HeC-TporecaMu
(Business Process Management, BPM) BusiBIieHO, 110 /ISl CTBOPEHUX MOJENE Oi3Hec-TIPOLECiB He nepedayeHo eTaiy KOHTPOJIIO Ha HassBHICTh Y HUX
NOMHJIOK. TakuM YMHOM, B CTATTi aHAJNi3Y€ThCS Ta BIOCKOHATIOETHCS JKUTTEBUI 1MKI BPM, BHKOPHCTOBYIOYM 3ampONOHOBAaHHMW mimxin. Y
BIOCKOHAICHOMY XHTT€BOMy IHKIi BPM mnpomnoHyerbcs BpaXyBaTH eTanl IHEpeBIpKH KOPEKTHOCTI Mojened Oi3Hec-TpomeciB 3a JOINOMOIOI0
PO3pO6IEHOro MporpaMHoOro 3abesmneyeHns. Y CTaTTi NponoHyeThes: 06pobista ctBopeni mopeni BPMN (Business Process Model and Notation) y
BUTIJIAIL 3B’ s13aHUX OpieHTOBaHUX TpadiB. 15 BUSBICHHS TIOMIIOK Y MOJEINSX Oi3HEC-TIPOLIECiB BUOUPAETHCS OJIMH i3 METOIB MAIIHHHOTO HAaBUAHHS
K-Nearest Neighbors, sikunit € mocTaTHBO TIPOCTHM i epeKTUBHIM MeTOIOM Kiacudikarii. JIOCTiKEHHST TAKOXK BKIIIOYAE MPOEKTYBAHHA Ta PO3POOKY
MPOTPaMHOTO 3a0e3Me4eHHs, NMEPEeBipKy HOro MPOAYKTHBHOCTI Ta 3aCTOCYBAaHHS JUIS PO3B’SA3aHHS IOCTaBJCHOI 3amadvi. J[ig aHadisy OTpHUMaHUX
pe3ynbTatiB 0yi0 BUKOPHCTAHO MATPUIIIO MOMHJIOK Ta PO3Pax0BaHO BiIOBiHI METPUKH SKOCTi. OTpUMaHi pe3yabTaTH MiATBEPUKYIOTh IPUAATHICTD
PO3pOOIEHOr0 MPOrpaMHOro 3a0e3NedeHHs 10 BHABICHHS CTPYKTYPHHX IIOMHIJIOK y MOZAENSIX Oi3Hec-TponeciB. Be6-3acTocyHOK, sikuif 6a3yeThes Ha
noOynoBaHii mMoneni kiacudikariii, 103BoJIsE BCIM 3alliKaBICHUM KOPHCTyBayaM 3aBaHTa)XyBaTH Mogelni OisHec-mporeciB y ¢opmari BPMN 2.0,
HeperisAaTH 3aBaHTaXEHI MOJIEII Ta aHANI3yBaTH iX Ha HASIBHICTh CTPYKTYPHHX IIOMHMIIOK.
Kurouosi c1oBa: Mozeni 6i3Hec-IIpoIeciB, CTPYKTYpHI IOMHIIKH, CTPYKTypHUii anani3 BPMN, mammnaHe HaBYaHHS.
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INTELLIGENT TECHNOLOGY FOR SEMANTIC COMPLETENESS ASSESSMENT OF BUSINESS
PROCESS MODELS

In this paper, we present a method for comparing business process models with their textual descriptions, using a semantic-based approach based on the
SBERT (Sentence-Bidirectional Encoder Representations from Transformers) model. Business process models, especially those created with the BPMN
(Business Process Model and Notation) standard, are crucial for optimizing organizational activities. Ensuring the alignment between these models and
their textual descriptions is essential for improving business process accuracy and clarity. Traditional set similarity methods, which rely on tokenization
and basic word matching, fail to capture deeper semantic relationships, leading to lower accuracy in comparison. Our approach addresses this issue by
leveraging the SBERT model to evaluate the semantic similarity between the text description and the BPMN business process model. The experimental
results demonstrate that the SBERT-based method outperforms traditional methods, based on similarity measures, by an average of 31%, offering more
reliable and contextually relevant comparisons. The ability of SBERT to capture semantic similarity, including identifying synonyms and contextually
relevant terms, provides a significant advantage over simple token-based approaches, which often overlook nuanced language variations. The
experimental results demonstrate that the SBERT-based approach, proposed in this study, improves the alignment between textual descriptions and
corresponding business process models. This advancement is allowing to improve the overall quality and accuracy of business process documentation,
leading to fewer errors, introducing better clarity in business process descriptions, and better communication between all the stakeholders. The overall

results obtained in this study contribute to enhancing the quality and consistency of BPMN business process models and related documentation.
Keywords: business process modeling, BPMN, semantic similarity, SBERT, text comparison, business process optimization, natural language

processing.

Introduction. In today’s world, business process
modeling plays an important role in improving manage-
ment and optimizing organizational activities. However,
creating appropriate business process models is a task that
requires significant efforts and resources. Comparing busi-
ness process models with their textual descriptions proves
to be a crucial task, as it can help to ensure the accuracy of
the model, identify discrepancies, and improve the quality
of both the models and the textual descriptions of business
processes [1].

In this context, the relevance of evaluating the align-
ment of business process models with their textual descrip-
tions is evident. Business process modeling, especially
using the BPMN standard, provides a tool for representing
business processes in a graphical format, making them
easier to understand and analyze. However, ensuring con-
sistency between the model and the textual description is
essential to avoid errors and inconsistencies in business
processes [2].

Comparing business process models with their textual
descriptions not only ensures accuracy and consistency but
also helps to identify potential shortcomings and ambigui-
ties in the textual descriptions, which can lead to improve-
ments in the quality of business processes. Additionally,
this approach fosters a shared understanding among all
business process stakeholders, regardless of their level of
expertise in process modeling [3].

Research Article: This article was published by the publishing house of NTU **KhPI** in the collection
"Bulletin of the National Technical University "KhPI" Series: System analysis, management and
information technologies." This article is distributed under a Creative Common Creative Common

Related work. A systematic literature review was
used to explore current methods for text comparison.

A Systematic Literature Review (SLR) identifies, se-
lects, and critically evaluates studies to answer a clearly
formulated question. The systematic review must follow a
well-defined protocol or plan that clearly outlines the crite-
ria for conducting the review. It involves a comprehensive
and transparent search, conducted across multiple data-
bases and grey literature, which can be replicated by other
researchers. This requires a well-thought-out search stra-
tegy aimed at answering a specific question. The review
identifies the type of information that was searched, cri-
tiqued, and reported over a known period of time. Search
terms, search strategies (including database names, plat-
forms, search dates), and limitations must all be included in
the review [4].

To answer the research questions, the following SLR
objectives were defined:

1. Review articles to identify existing methods for
text comparison;

2. Highlight weaknesses in the methods with the aim
of addressing them through further research;

3. Gain new insights into text comparison methods
that can be applied in future research.

4. The following search string was used for the
study: (“allintitle:” + “text” + “similarity” + “site:” +
“ieeexplore.ieee.org”).

© Rudskyi O. V., Kopp A. M., Goncharenko T. Ye., Gamayun I. P., 2024
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Search using search string

Studies dublicates

Studies excluded based on title and abstract

Studies excluded based on full text

Fig. 1. General systematic literature review scheme

Paper count = 8

Paper count = 107

Paper count = 85

Paper count = 39

The initial search using only the keywords yielded
107 academic articles related to text similarity in various
languages. After thoroughly reviewing the articles, those
that were not directly related to the research topic but
appeared due to keyword matches were excluded. Addi-
tionally, articles were excluded due to duplication, lack of
full text, or if the research did not address any of the re-
search questions. After all exclusions, 8 academic articles
remained (fig. 1).

State-of-the-art. The first article analyzed was [5],
which presents the results of applying various methods for
measuring semantic text similarity. The goal of the article
is to assess the degree of semantic equivalence of multi-
word sentences [5].

One of the methods discussed in [5] is Bag-of-Words
(BOW), a technique used to represent fixed-length vectors
from which features are extracted for modeling. One of the
drawbacks of this method is that the word order is lost,
leading to identical vector representations for different
sentences with the same words [5].

Another method presented is word2vec. The neural
network model “Word2Vec” based on skip-gram predicts
surrounding words in sentences without using hidden neu-
rons. Here, the artificial neural network (ANN) is trained
on word pairs extracted from documents, considering the
window size as a critical parameter of the algorithm. The
skip-gram neural network model consists of weights and
biases that are updated with each iteration of the input data
set, and training on a large set of words would be a time-
consuming task [5]. The main idea behind the skip-gram-
based Word2Vec algorithm is that a vector is initially ran-
domly initialized for each word in the vocabulary. Then, for
each position t, the central word at this position is deter-
mined as C, and its context word as 0. To identify the con-

P(we_s | w,) -

text words, a window size of m is defined, meaning that
the model will consider words in positions from t—m to
t+m as context (fig. 2).

To calculate the probability of a context word by a
given central word, each word is represented by two sets of

vectors: U, and V,,. U, is used when w is a context
word, and V,, when W is a central word. Using these two

vectors, the probability equation for the central word 0 and
the context word c is as follows:

exp(ugvc)

Z:expiul,vC i

weVocab (1)

PO=0|C=c)=

In the numerator (1), there is the dot product of words
0 and ¢, which reflects the similarity between these two
vectors. The higher the similarity, the higher the pro-
bability. The denominator (1) normalizes the probability
values across the entire vocabulary so that the overall sum
equals 1.

The next article analyzed was [6]. This paper dis-
cusses a method called Word Vector Distance Decentrali-
zation (WVDD), which can handle complex semantic rela-
tions, including sentence components and word order [6].
Based on the popular Word2vec model, the WVDD method
is proposed for transforming word vectors into sentence
vectors and implementing the merging of word vectors to
measure sentence similarity, taking into account word or-
der, weighting parameters, and semantic relations. For text
clustering, it suggests using the Apache Spark clustering
algorithm, which employs the K-means algorithm on the
Spark architecture for parallel computing to speed up the
text clustering process [6].

Pz | W)

T PWey W) N Py (W) N

i/ ' Sy k] ¥
problems  turning ﬁ banking  crises as

T . T

T
outside context words center word outside context words
in window of size 2 at positiont in window of size 2

Fig. 2. Process of learning surrounding words in Word2Vec [5]
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The following article was [7]. This paper examines
the Siamese Neural Network (SNN) and the self2self-
attention (S2SA), which is introduced into a Convolutional
Neural Network (CNN) to build a new Siamese neural
network, specifically the S2SA-SNN.

In S2SA-SNN, self2self-attention is used to learn the
varying importance of words and complex syntactic
features within a single sentence. Semantic text similarity
at the sentence level involves having two sentences. With
one sentence X and another sentence Y, the goal of the
proposed model is to learn the semantic representations of
sentences X and Y and compute a score to measure their
similarity or obtain the output of the activation function
through these semantic representations.

The next article analyzed was [8]. This paper proposes
a short text clustering algorithm based on the fusion of
BTM and GloVe similarity (BG & SLF-Kmeans). These
are used to model pre-processed short texts. To calculate
text similarity based on GloVe word vector modeling, an
improved word weighting method (IWMD) is employed.
Afterward, the two similarities are linearly combined and
used as a distance function to implement clustering via the
Kmeans method. The results indicate that BG & SLF-
Kmeans significantly improves clustering accuracy
compared to TF-IDF & Kmeans, BTM & Kmeans, and
BTF & SLF-Kmeans [8].

The next article analyzed was [9]. This paper reviews
the limitations of the traditional TF-IDF algorithm and
proposes an improved PTF-IDF algorithm. Also, a text
classification algorithm based on PTF-IDF and cosine
similarity is proposed. Compared to the traditional TF-IDF
algorithm, based on an experiment for finding the optimal
keyword, the paper finds that text classification accuracy
reaches a stable value when the category keywords reach a
certain proportion [9].

The next article analyzed was [10]. This paper
explores text similarity using a two-stage model for fine-
tuning Bidirectional Encoder Representations from
Transformers (BERT). Text similarity, as a vertical task in
natural language processing, can achieve performance
improvements through the two-stage model proposed in
this paper [10].

BERT is an abbreviation for Bidirectional Encoder
Representation from Transformers, which is a transformer-
based machine learning technique for pre-training natural
language processing (NLP) developed by Google [10].

BERT can be defined as a function:

. Nxh

where:
- h is the size of the hidden level;
- N=512 is the maximum sequence length

supported by the model.
As an output, BERT (2) receives a paragraph p € P

.. iy
and decomposes it into a sequence e N tokens (p’)jzl.

After that, the sequence (3) is supplemented with N
elements by adding special CLS (Classification), SEP
(Separator), and PAD (Padded) tokens [10].

This token sequence can be written in the form:

P =(CLS,(pj |1 SEP,..., PAD).
®)
In BERT, all tokens are embedded using three
functions: embedded tokens, positions, and segments,
denotedas T, O, and G, respectively. Token embedding
converts unique token values into intermediate vectors
T(Ip)e RV position embedding encodes the token
positions into a single space, O(l p)e RN Segment
embedding is used to associate each token with one of two
sequences G({O,l}N)e RN [10]. The block diagram of
the BERT model is given in fig. 3.

81% | MNotspam
Output

19% | Spam

i

[ FFNN + Softmax ]

12 !

Input

[CLs] |

love  folk

Fig. 3. Block diagram of the BERT model [10]

The next article analyzed was [11]. This paper pre-
sents two different models for article categorization. These
models consist of two key components: text semantic
representation and similarity calculation. First, they repre-
sent the text document (article) and then classify it into one
of the predefined categories. Afterward, the models dyna-
mically match the output category with the user-defined
category. The first model uses TF-IDF features as the
semantic representation method, a classifier trained on the
BBC dataset, and GloVe to compute category similarity.
The second model is an improvement of the first [11]. The
GloVe model is an unsupervised learning method used to
obtain vector representations of words. GloVe represents
words in a multi-dimensional space, placing related words
closer to each other in this space. As a result, GloVe
implicitly models complex relationships between words in
a large vector space. To compute the similarity between
different words, GloVe uses cosine similarity and the
vector difference between the given words; it associates
more than one value for a word pair. The vector difference
is needed to better differentiate between words [11].

The next article analyzed was [12]. This paper
analyzes the relationship between the true similarity of
words and the similarity obtained by various word
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embedding methods. The following methods are analyzed
in this paper:

1.  Word2vec. Word2vec includes two different
models: Continuous Bag Of Words (CBOW) and Skip-
gram. Both of these methods are neural networks with a
hidden layer of N neurons, where N is the dimensionality
of the generated word embeddings. The first method,
CBOW, is a neural network where the context of words
serves as the input. The task is to predict the current word
as the network’s output. The second method, Skip-gram, is
a neural network where the input is a one-hot encoding of
a word, and the output is the predicted context of the word,
i.e., the surrounding words [12].

2. FastText. The FastText model directly derives
from the Skip-gram Word2Vec model. The authors claim
that by using a clear vector representation for each word,
the Skip-gram model ignores the internal structure of
words. For this, they proposed a different scoring function
that considers the internal structure. Their subword model
represents each word as a bag of character n-grams. Special
symbols < and > are added at the beginning and the end of
words to distinguish prefixes and suffixes from other
character sequences. The word is also included in its set of
n-grams to learn a better representation of each word. This
model allows sharing representations between words, thus
enabling a more robust representation of rare words [12].

3. GloVe (Global Vectors for Word Representation).
GloVe is a logarithmic bilinear regression model for
unsupervised word representation learning, which
combines the advantages of two families of models: global
matrix factorization and local context window methods.
The overall idea is that the relationship between any two
words, i.e., the frequency of words co-occurring in each
other's context, encodes information about the words. It
captures meaningful linear substructures by effectively
using global word co-occurrence statistics. The model is
optimized so that the scalar product of any word pair
vectors equals the ratio of the corresponding words'
occurrences [12].

4. LexVec is based on the idea of factorizing the
PPMI matrix using a reconstruction loss function. This loss
function does not weigh all errors equally, unlike SVD, but
penalizes frequent co-occurrence errors more heavily while
also handling negative co-occurrence cases, unlike GloVe.
The authors argue that the performance of word similarity
and analogy tasks shows that LexVec compares favorably
with state-of-the-art methods and often surpasses them in
many of these tasks [12].

Algorithm based on the SBERT model. To solve the
task of analyzing the alignment of business process models
with their textual descriptions, the software application

must generate texts T; and T, based on data extracted from

the BPMN and text files. To generate text T;, the

application must extract all the names of “task” elements
and related action elements from the BPMN file:

- “Service Task” is a task that uses a service, which
can be a web service or an automated application [13];

- “Send Task” is a simple task designed to send a
message to an external participant. As soon as the message
is sent, the task is completed [13];

- “Receive Task” is a simple task designed to wait
for receiving a message from an external user [13];

- “User Task” is a typical task of a business process
in which a human executor performs a task with the help of
a software application and is scheduled through some task
list manager [6];

- “Manual Task” is a task that is supposed to be
performed without the help of any business process
execution mechanism or any program [13];

- “Business Rule Task” is a task that involves a
mechanical process to provide input data for the business
rule mechanism and obtain the output data of calculations
that the business rule mechanism can provide [13];

“Script Task” is a task that is executed by the
business process engine. When the task is ready to run, the
engine will execute the script. After completing the script,
the task will also be executed [13].

The following algorithm, presented in the UML

activity diagram in fig. 4, can be used to generate text T; .

®
‘ '

Extract the next word from the
BPMN file

l

Check if the word for belonging
to the name of elements of
type "task"

Ne

This is the name of an
element of type "task"
and related action
elements

Yes

Yes

l

[ Add a word to text T4 ’

Are there any unchecked
words left in the BPMN file

No

Text T4

1s formed

Fig. 4. Algorithm for generating text from the names of business
process model tasks

Next, we will use Sentence-BERT (SBERT), a
modification of a pre-trained BERT network to measure the
degree of semantic textual similarity between two texts.

BERT is used to solve various tasks, such as sentiment
analysis or question answering, and it is becoming
increasingly popular for creating word embeddings — vector
representations of words that reflect their semantic mea-
nings [14].

Representing words as embeddings has provided a
huge advantage, as machine learning algorithms cannot
work with raw text but can work with vector embeddings.
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This allows different words to be compared based on their
similarity using standard metrics, such as Euclidean or
cosine similarity [14].

Transformer-based models expect a sequence of
tokens as input. Therefore, the very first step is to transform
the input text into a sequence of tokens, or tokenization.
BERT accepts the token [CLS] and two sentences separated
by a special [SEP] token as input. Depending on the
maximum token sequence length, which is predetermined,
a set of [PAD] tokens will also be added after the [SEP]
token. Depending on the model configuration, this
information is processed 12 or 24 times by multi-head
attention blocks. The output is then aggregated and passed
to a simple regression model to produce the final label [15].
fig. 5 shows the architecture of the BERT model.
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Fig. 5. Architecture of the BERT model [15]

The main problem with BERT is that whenever two
sentences are passed and processed simultaneously, it
complicates obtaining embeddings that independently
represent only one sentence [14].

loss valve

T
_ loss function
1
output
T T

model

T i}
nput A input B

SBERT introduces the concept of a Siamese network,
which means that two sentences are independently pass
through the same BERT model each time. The Siamese
network architecture allows splitting fixed-size vectors for
the input sentences [14].

Fig. 6 shows a comparison between the non-Siamese
and Siamese architectures. As can be seen in the figure, the
key difference is that on the left, the model processes both
inputs simultaneously, while on the right, the model
processes both inputs in parallel, meaning the outputs are
independent of each other.

After the sentence passes through BERT, a pooling
layer is applied to the BERT embeddings to obtain a lower-
dimensional representation: the initial 512 768-
dimensional vectors are converted into a single 768-
dimensional vector. Mean pooling is chosen for the pooling
layer [14].

Once both sentences are passed through the pooling
layers, we obtain two 768-dimensional vectors, u and v
(fig. 7). After obtaining the vectors u and v, the similarity
between them is directly computed using cosine similarity.
The predicted similarity score is compared with the true
value, and the model is updated using the MSE loss
function [14]. Fig. 7 presents the SBERT architecture for
calculating the similarity score.

similarity score

T
similarity metric
¢ 1 s
pooling pooling
T T
token
embeddings embeddings embeddings
1 Py
BERT BERT
T 0
npot sentence A sentence 8

Fig. 7. SBERT architecture for similarity score calculation [15]

By using a similarity measure such as cosine
similarity, semantically similar sentences can be found:

loss volve
)
] ] loss function
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model b 72 model
R the same T
inpot A model input B

Fig. 6. Comparison of non-Siamese and Siamese architectures [15]
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D AB;
i=1
\/Z A JZ B
i=1 i=1 (4)

where A; and B; are coordinates of vectors A and B,

respectively.

This similarity measure (4) can be efficiently
computed on modern hardware, allowing SBERT to be
used for both semantic similarity search and clustering [14].

Results and discussion. To evaluate the effectiveness
of the proposed method, it was compared to the set
similarity method, which consists of the following steps:
tokenization;
stop-word removal;
word stemming.

The similarity of word sets in this method is
calculated using the Jaccard coefficient.

The performance of these methods was tested on four
business process models.

The first model considered is the business process
called “Dispatch of goods” [16]. The text of this process is
provided below, and the BPMN model of the business
process is shown in fig. 8. First text: “If goods shall be
shipped, the secretary clarifies who will do the shipping. If
you have large amounts, special shipping will be necessary.
In these cases, the secretary invites three logistic companies
to make offers and she selects one of them. In case of small
amounts, normal post shipment is used. Therefore, a
package label is written by the secretary and a parcel
insurance taken by the logistics department head if
necessary. In the meantime, the goods can be already
packaged by the warehousemen. If everything is ready, the
packaged goods are prepared for being picked up by the
logistic company”.

cos(6)=

Based on this model, the following names of the tasks

were defined:

“Insure parcel”;

“Write package label”;

“Clarify shipment method”;

“Get 3 offers from logistic companies”;
“Select logistic company and place order”;
“Package goods”;

“Prepare for picking up goods”.

The first method showed a result of 38% similarity.

The proposed new method showed a result of 72%
similarity.

The next model considered is “Credit Scoring
Asynchronous” [16]. The text of this process is provided
below, and the BPMN model of the business process is
shown in fig. 9. Second text: “The sales clerks in a bank can
use their software frontend to receive the credit-scoring for
a certain customer. This starts a process in the banking
system which communicates with the agency in the
background. This process sends a scoring request to the
agency right after the beginning. Then, the Agency does a
first quick scoring (level 1). This will often lead to an
immediate result which is then returned directly to the
banking system within seconds. The banking process
presents the result to the clerk sitting at the frontend.
Sometimes the scoring cannot be determined immediately
and takes longer. In this case the agency informs the
banking process of the delay and then starts the level 2
scoring (which can take up to a couple of minutes). After
the scoring result is determined, the information is sent
back to the banking process. The banking process displays
a message to the clerk when he receives information about
the delay to check again later. As soon as the result arrives,
it can be seen at the frontend”.

Based on this model, the following names of the tasks
were defined:

“Request credit score”;

Logisties

rﬂ;

ITinewrance
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Gel 3 ofers
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Ealect kngishic
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Fig. 8. Model 1 — “Dispatch of goods”
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“Send credit score”;

“Report delay”;

“Send credit score”;

“Report delay”;

“Send credit score”;

“Compute credit score (level 2)”;
“Compute credit score (level 1)”.

The first method showed a result of 12% similarity.

The proposed new method showed a result of 58%
similarity.

The next model considered is “Recourse” [16]. The
text of this process is provided below, and the BPMN
model of the business process is shown in fig. 10. Third
text: “If an insurant could be possibly subrogated against, I
get information about that. | check that case and if the
possibility is really there, | send a request for payment to
the insurant and make me a reminder. If recourse is not
possible, I close the case. When we receive the money, |
make a booking and close the case. If the insurant disagrees
with the recourse, | will have to check the reasoning of that.

If he is right, | simply close the case. If he is wrong, |
forward the case to a collection agency. It the deadline for
disagreement is reached and we have not received any
money, I forward the case to the collection agency as well”.
Based on this model, the following names of the tasks
were defined:
“Check case”;
“Send request for payment”;
“Close case”;
“Send reminder”;
“Check reasoning”;
“Close case”;
“Hand over to collection agency”;
“Make booking”;
“Close case”.
The first method showed a result of 44% similarity.
The proposed new method showed a result of 61%
similarity.
The next model considered is “Self Service
Restaurant” [16]. The text of this process is provided
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Fig. 9. Model 2 — “Credit Scoring Asynchronous”
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Fig. 11. Model 4 —

below, and the BPMN model of the business process is
shown in fig. 11. Fourth text: “A guest enters the restaurant
when feeling hungry. He chooses a dish from the changing
meal range and waits until it is his turn. Following this he
places his order with the employee. The employee enters
the order into the POS system and collects the money from
the guest. After the payment, the employee sets up a buzzer
and passes it on to the guest with the following information:
When the buzzer rings, your dinner is ready. Afterwards the
employee informs the chef of the new meal order. The chef
prepares the meal and places it in the service hatch. He then
informs the employee that he has placed the finished meal
in the service hatch. As soon as the employee is aware that
the meal is ready he sets off the guests buzzer. This is how
the guest finds out that his meal is ready for collection. He
can pick up his meal and eat it. As soon as the guest appears
at the service hatch, the employee hands over his meal.

80%
70%
60%
50%
40%
30%
20%

10%

0%
Model 1 (Dispatch of

goods) Scoring)

H Similarity-based approach

Model 2 (Credit

“Self Service Restaurant”

Should a guest not react to the buzzer, the employee calls
for him after 5 minutes, if necessary several times in a row”.

Based on this model, the following names of the tasks
were defined:

“Enter restaurant”;

- “Choose dish™;

- “Place order”;

- “Pay money”;

- “Take buzzer”,;

- “Getmeal”;

- “Eat meal”;

- “Enter order”;

- “Collect money”;

- “Set up buzzer”;

- “Hand over buzzer”;

- “Inform chef”;

- “Set off buzzer”;

- “Hand over meal”;

Model 3 (Recource) Model 4 (Self Service)

H Approach based on the SBERT model

Fig. 12. Comparison results chart
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“Call guest”;

- “Prepare meal”;

- “Place meal in hatch”;
“Inform employee”.

The first method showed a result of 44% similarity.

The proposed new method showed a result of 71%
similarity.

Fig. 12 shows a bar chart with the comparison results.

As can be seen in fig. 12, the SBERT-based approach
provides an average of 31% higher similarity compared to
the set similarity approach. This is due to the fact that the
set similarity approach cannot identify synonym words and
semantic similarity, leading to a lower comparison score.

Conclusion and future work. In this paper, we have
demonstrated the effectiveness of using a semantic-based
approach for comparing business process models and their
textual descriptions. The proposed method, based on
SBERT, outperforms the traditional set similarity approach
by an average of 31%, as shown in the comparative analysis
of multiple business process models. The ability of SBERT
to capture semantic similarity, including identifying
synonyms and contextually relevant terms, provides a
significant advantage over simple token-based approaches,
which often overlook nuanced language variations.

The experimental results show that the SBERT-based
approach improves the alignment of textual descriptions
with business process models. This advancement enhances
the overall quality and accuracy of business process
documentation, leading to fewer errors, more clarity in
process descriptions, and better communication between
stakeholders.

In the future, we plan to improve our work with
industry-specific terminology, which will allow for more
accurate comparisons of models in specialized sectors. In
addition, we plan to explore real-time applications of this
method, such as using semantic analysis tools during the
modeling process to provide immediate feedback on
discrepancies between the BPMN model and its textual
description.
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IHTEJIEKTYAJBHA TEXHOJIOT'ISI OHIHIOBAHHSI CEMAHTHYHOI IOBHOTU MOJEJIEN BI3HEC-
MPOLIECIB

V 1iii cTaTTi aBTOpaM¥ NPEACTABICHO METOJ HOPIBHAHHS MoJeiei Gi3Hec-IPOLIeCiB 3 IX TEKCTOBHMH OIMCAMU Ha OCHOBI BUKOPUCTAHHS CEMaHTUYHOTO
nigxony 3 BukopucranusaM mozaeni SBERT (Sentence-Bidirectional Encoder Representations from Transformers). Mogeni 6i3uec-npouecis, 30kpema
crBopeHi 3a crangaprom BPMN (Business Process Model and Notation), MaroTh BHpilIaapHe 3HAUSHHS I ONTHMI3alii opraHi3aniifHol AisSTIBHOCTI.
3a0e3meueHHs y3roIKeHOCTI MDK IIHMH MOJIEIISIMU Ta TXHIMU TEKCTOBUMH OIMCAMH Ma€ BOXKIIMBE 3HAUCHHSI ISl I BUILCHHS TOYHOCTI Ta 3p03yMiIOCTI
Oi3Hec-nporieciB. TpaauiiliHI METOM CX0XKOCTI MHOXKHMH, SIKi OKJIAIAI0ThCS HA TOKEHI3aIlit0 Ta 0a30BE 31CTaBICHHS CJIiB, HE MOXKYTh OXOIUTH TTHOILI
CEMaHTHYHI 3B’A3KH, IO IPU3BOAUTH JIO HIDKYOI TOYHOCTI ITOPIBHSHHS. 3alpPOIIOHOBAHWH IiAXiX IO3BOJISIE PO3B’S3aTH IO 3a/ady, 3a paxyHOK
BukopucTanus Mozxeni SBERT st oniHky ceMaHTHYHOI MOAiOHOCTI Mk TekcToBUM onncoM i BPMN-monemio 6i3Hec-niporecy. ExcriepumenTaibHi
pe3yNbTaTH IEMOHCTPYIOTh, 1110 MeToa Ha ocHOBI SBERT nepesepiiye TpaauiiliHi METO/IM, 3aCHOBaHI Ha MOKa3HUKAaX MOAIOHOCTI, B CEPEIHbOMY Ha
31%, npomnoHyro4n OLTBII HAMIHHI Ta KOHTEKCTyalbHO BiANMOBiAHI mopiBHAHHA. 3naTHICTE SBERT dikcyBaTH ceMaHTHYHY CXOXKICTh, BKIFOYAIOUH
ineHTH(iKallil0 CMHOHIMIB i KOHTEKCTYalbHO PEJICBAHTHUX TEPMIHIB, 3a0e3Meuye 3Ha4YHy IepeBary mepej OiIbII MPOCTHMHM MiAX0OAaMH HAa OCHOBI
TOKEHi3allii, SIKi 4acTO HE MOMI4aloTh HIOAHCIB MOBHMX Bapiauiil. ExcriepuMeHTanbHI pe3ysbTaTH JAEMOHCTPYIOTh, O miaxix Ha ocHoBi SBERT,
3aIIPOIIOHOBAHMI Y I[bOMY JOCITIIKEHHI, ITOKPAIye Y3TOMKEHICTh MiXK TEKCTOBHMH ONMCAaMH Ta BiIIOBIIHUMH MOJIEISIMHU Oi3Hec-mporecis. Take
YIOCKOHAJICHHSI JI03BOJISE IMiIBHIIUTH 3arajibHy SKICTh 1 TOYHICTh JOKyMeHTaulil Oi3Hec-NpoLeciB, IO HPHU3BOAUTH A0 3MEHIICHHS MOMMIIOK,
3aMpOBAPKEHHS KPAI0i 3p03yMUIOCTI OMKCIB Oi3HEC-TIPOIIECiB, @ TAKOX Kpalol B3aeMO/ii MiX yciMa 3alliKaBICHUMH CTOPOHAMH. 3arajibHi pe3yJIbTaTH,
OTpPHMaHi B IIbOMY JTOCIiXKEHHI, CIIPUSIOTH IiABUIIEHHIO SKOCTI Ta y3roJPKeHOCTI Mozeneil 6i3Hec-nponeciB BPMN i BinmoBinHoT fokyMeHTAaIIi.

KurouoBi ciioBa: MoznemoBanHs 6i3Hec-niponecis, BPMN, cemantiyna noai6uicts, SBERT, nopiBHAHHS TeKCTiB, ONTUMI3aLis Oi3HEC-MPOLIECiB,
00poOKa NpUpPOJHOT MOBH.
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APPLICATION OF OPTICAL CHARACTER RECOGNITION AND MACHINE LEARNING
TECHNOLOGIES TO CREATE AN INFORMATION SYSTEM FOR AUTOMATIC VERIFICATION OF
OFFLINE TESTING

During the learning process in any field, testing and monitoring the knowledge of students or other learners is an essential part. Teachers often spend
considerable time grading large volumes of standardized tests. While online testing systems have been developed to streamline this process, offline paper
tests remain popular as they do not require access to computers, electricity, or a stable internet connection. Offline testing is often considered one of the
most representative methods for assessment, but it leads to repetitive work for teachers during the grading process. To save time, some educators use
test sheets to structure responses, simplifying grading tasks. Consequently, developing a system that automates the grading of offline tests has become
increasingly relevant. The purpose of this research was to develop an information system (web platform) that simplifies the offline test grading process
using optical character recognition technologies powered by machine learning algorithms. The object of this research is the processes and functionality
involved in creating an information system for the automated grading and evaluation of offline tests. The scientific novelty lies in integrating machine
learning algorithms with modified image processing algorithms to create a system capable of analyzing and grading a wide range of offline test tasks,
including open-ended, closed-ended, sequence identification, and multiple-correct-answer questions. The practical significance of this research is the
development of a web platform to automate offline test grading through optical character recognition and machine learning technologies, reducing
teachers' time spent on grading, enabling analysis and improvement of educational programs, supporting various test types, and promoting scientific and
technological advancement in education. The developed system can recognize handwritten text from photos, create an array of responses, and compare
them to the answers provided by the teacher. This approach significantly reduces the time teachers spend on grading tests. For user convenience, a
minimalist interface was created, granting access to all main system functions with intuitive controls. A detailed description of the developed algorithms
and machine learning models is provided. This project offers broad potential for further development, including integration with other educational
platforms, enhancements in recognition technology, and system scalability.

Keywords: information system, web platform, IT project, machine learning, neural networks, algorithm, 1AM dataset, optical character

recognition, testing, educational process.

Introduction. Before starting the development of the
information system, it is helpful to conduct a brief analysis
of software solutions aimed at simplifying the testing
process. It is important to note that while there is a wide
range of online testing systems, there are relatively few
programs specifically specializing in handwritten answer
recognition. Among the most popular and successful ones
are ZipGrade, GradeCam, and Essay Grader.

The ZipGrade mobile app is designed to automate the
test grading process and offers users a range of functiona-
lities [1]. Atfirst glance, itis a convenient and efficient tool,
but it has limitations in its free version. While the system is
user-friendly, it has several drawbacks: limited flexibility
in creating tests; no option to assign specific point values to
questions; the need to print answer sheets for the entire
group; restrictions on test types (inability to create closed-
ended tests, multiple-answer tests, matching tests, or sequ-
ence-based tests) and limitations on the number of test
versions available.

GradeCam is a web application that offers a range of
functionalities beyond those of the previous product. Like
ZipGrade, its primary function is to automate the test
grading process. However, GradeCam distinguishes itself
with a more appealing analytics interface and the ability to
recognize text [2]. This system is designed to automate the
entire educational process — from creating tests and storing
them in a database to assigning grades, monitoring student
performance, and generating reports for administration,
parents, and students.

Research Article: This article was published by the publishing house of NTU **KhPI** in the collection
"Bulletin of the National Technical University "KhPI" Series: System analysis, management and
information technologies." This article is distributed under a Creative Common Creative Common

Among the advantages of GradeCam are the
following: it is easier to create tests on a computer than on
a mobile device; the response format is adapted for various
subjects; it allows scanning of student work using any
camera: on a mobile device, laptop, or computer, as well as
an external camera; there is an option to save images of
questions for subsequent manual grading by the instructor;
it recognizes handwritten text in open-ended answers; all
grades and student work are stored; it generates reports on
group performance and individual student success; the
system automatically assigns final grades based on test
results.

The drawbacks of this system include: limitations in
that it only works with forms created within the system
itself; the need to print a large number of answer sheets; the
requirement to input open-ended questions in printed
letters, placed separately in each cell; lack of support for
languages other than English; high product prices, which
depend on the number of students or the volume of assessed
work.

Although the system offers numerous useful features,
instructors are still required to print specialized answer
sheets, resulting in additional time and financial costs.
Moreover, this complicates the administration of tests
without prior preparation, such as if there is free time
during a class. For individual instructors, using this system
can become costly if their university or educational insti-
tution does not collaborate with the platform.
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Essay Grader is an application designed to simplify
the process of grading written works, particularly compre-
hensive handwritten texts rather than just closed-ended
tests. This system allows educators to upload images of es-
says, check for plagiarism, identify grammatical errors, and
provides an interface for digital editing of sentences, along
with the ability to add comments and send results to stu-
dents [3]. Although the system includes handwriting recog-
nition, it is not intended for automated test grading and is
exclusively focused on assisting in the grading of essays.
This application does not have features for reporting, sto-
ring student grades, or analyzing statistics. Therefore, while
this system shares a similar theme, it is not an equivalent to
the project being developed.

Analysis of recent research and publications. After
analyzing well-known solutions in the field of test grading,
it can be noted that the issue of effective and rapid grading
of test items remains relevant.

However, many existing software products aimed at
addressing this issue have rigid logic that limits users in
customizing tests to their needs. For example, they may not
allow the creation of open-ended tests, matching questions,
or sequencing questions, and they may restrict the ability to
change the point value for specific items. Even when a
system permits flexible test creation, it may still impose
limitations on the ways in which answers can be entered.

The process of handwriting recognition consists of the
following subtasks [4]: extracting the page from the
photograph and establishing text boundaries; processing
the image by enhancing contrast and line thickness;
compensating for lighting by illuminating dark areas;
aligning the text tilt; aligning the line tilt; segmenting the
page into lines; segmenting lines into words; recognizing
words; and correcting recognized words and sentences
using natural language processing techniques.

There are algorithms [5] that allow for the immediate
identification and recognition of words on a page, bypas-
sing the corresponding steps outlined above. In such cases,
the technique of «transfer learning» can be applied, mea-
ning that a model is initially trained on one dataset and then
fine-tuned on real data. However, since the data collection
process is time-consuming and labor-intensive, it is essen-
tial to choose more robust algorithms. Thus, statistical
approaches will be used to address the problem of text seg-
mentation. During the analysis of existing text segmenta-
tion solutions, a module was found that implements the
methodologies from the articles referenced [6, 7]. Despite
being published in 2007 and 1999, respectively, these
articles remain competitive, yielding good results and
operating relatively quickly. The module also includes im-
plementations of algorithms for document scanning, find-
ing the contour of an image using a four-point transfor-
mation; binarization techniques such as Niblack, Sauvola,
and Wolf; lighting compensation according to the work ma-
terials; segmentation based on the algorithms referenced
[8, 9]; and text tilt alignment according to the referenced
methodology.

Additionally, all of the aforementioned algorithms are
implemented in C++ and utilize OpenCV, allowing them to
operate much more quickly.

Since there are no ready-made modules for hand-
writing recognition, an analysis of machine learning
algorithms was conducted. Over the past several decades,
researchers have developed various models for this task.
Historically, this problem has been viewed as a sequence
alignment task: a sequence of features derived from the
input image is compared to a sequence of letters, Hidden
Markov Models were used for this purpose. However, the
primary drawback of such models is the limitation in
utilizing the full context of the data due to the nature of
Markov models, where each observation depends only on
the current state and is independent of previous states [9].
This limitation has been overcome through the use of
networks such as RNNs and LSTMs, which can
«remember» long sequences. A true breakthrough occurred
with the invention of Connectionist Temporal Classifi-
cation (CTC) [10] and its combination with recurrent
networks.

As noted in the research [11, 12], models composed
of layers such as convolutional layers (CNNs), recurrent
layers (RNNs), specifically the LSTM layer, and the
Connectionist Temporal Classification (CTC) layer are the
most effective. Two metrics were used to determine effect-
tiveness: Character Error Rate (CER) and Word Error Rate
(WER). Therefore, for the implementation of this IT
project, a model was chosen that demonstrates the highest
efficiency in text recognition.

Based on the conducted research [13, 14], it can be
concluded that the IAM (IAM OnLine Handwriting
Database) dataset is the best choice for training the model.

The 1AM is a collection of handwritten English text
on a white background. It features the handwriting of 657
writers who contributed to the creation of the dataset. The
database contains a total of 1,539 scanned pages of text,
5,685 isolated and annotated sentences, 13,353 isolated and
annotated lines of text, as well as 115,320 individual
words [15].

In addition to the aspects of direct IT product
development, it is also important to analyze the approaches
to managing IT projects and making managerial decisions.
These issues are discussed in the works of [16, 17].

Presentation of the main material. The information
system is being developed to optimize the quality control
of education, and it will include the following key
elements:

e Participants
learners).

e Methods of knowledge assessment (closed tests,
open tests, and matching questions).

e Information system (web pages, database, test
grading module).

e Reporting documents (logs, records).

As mentioned earlier, the proposed information
system is considered in the context of quality control of
knowledge, specifically to optimize this process during the
grading of offline tests. Therefore, let us first examine the
mathematical processes involved in grading tests manually
and automatically.

Let's define the variables:

* Set of instructors (1):

(teachers (instructors), students,
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T={zl,12, — r”}, (1)

where 1y, e @M€ the instructors.
» Set of courses (2):

Cc= {"1’ o cn}, 2)
wherec ,c,, ..., c  are the courses.
* Set of questions (3):
0={q, 4y 4.} 3)

where Gy Gy q are the questions.
* Set of students (4):

S= {sl, L sn}, (@)
where s , 5., ..., s_are the students.
e Set of groups (5):
G={g17 gzs b} gn}l (5)

where 82 8y g _ArE the groups.

Let's describe the constraints:
» Constraints for the category of instructors (6):

teaches: C = T, then V¢ € C,3!r € T: teaches(c)=1¢ (6)
* Constraints for the category of questions (7):

correct.answer: O = A, then
Yg€0Q,3la €A : correct.answer(q) = a;

|correct.answers(g)| =1,V ¢ € Q. @)

Let's describe mathematically the test grading
functions using the information system and manually.

Common:

* Function (8) associates a combination of
instructor and course with a set of tests:

ftes[ : TXC — Tests. (8)
* Function (9) maps a test to a set of questions:
. o
“ questions Tests = 2%, (9)

where 2¢ is the power set of Q, representing all possible
combinations of questions.

* Function (10) maps a student and a test to a real
number representing the student's score on that test:

- § X Tes .
f ks.S Tests = R

“ marl

(10)
Manual grading of assignments by the instructor.
Let Tm(q,s) be the time the instructor spends grading

question ¢ for a single student s. The total time for manual
grading of all questions for all students is calculated using
formulas (11):

= 2.(T (4.5),Yq €Q,YsES).

Grading using the information system. Let Tu(q)

represent the time the automated system takes to grade
question ¢. This time should be significantly less than

(11)

m(total)

Tm(q,s), as the system should maintain a consistent (or

negligibly variable) grading time regardless of question
complexity or answer length. The total grading time by the
automated system for all questions for all students is
calculated using formulas (12):

2.(7 (), Vg €0Q).

Thus, we have provided formulas for calculating the
time required for grading tests both manually and with the
application. Now, let us present the formulas for
determining the efficiency gain. The efficiency gain G can
be determined using formulas (13):

Eﬂi - E(l
G= -100%,
E
m

where E - efficiency of manual test grading;

E - efficiency of grading using the application.

The efficiency of manual test grading can be
determined using formulas (14):

T
mn
Em=|—/,
N

where T — time for manual test grading;

N —number of tests graded.
The efficiency of test grading using the application
can be determined using formulas (15):

w2

where T - time for grading tests using the application;

N —number of tests graded.
Formulas (16) can be used to calculate the time saved
by using the application:

E=2.T (q,9)=1S)- 2(7 (¢), V4 €0, Vs ES).

Thus, we have obtained all the necessary formulas
that describe the processes of grading tests manually and
automatically. We have also derived the formulas to
calculate the efficiency gain from using the application, as
well as the formula for calculating the time saved.

Now, let us mathematically define the task of the
application, specifically to automatically grade and assign
scores for the test. Formulas (17) provides a mathematical
description of how to calculate the scores based on the
responses:

scorc(Ah(mS[)QmJ = 2" (points(g)- O‘(aq, Aa(t%t)[q])),

(12)

Tﬂ(total) =

(13)

(14)

(15)

(16)

A7)

where Aq — the set of answers provided by the student

(test)
for a specific test;

points(g) — represents the number of points for
question g;

Q . —thesetof questions included in the specific test;

0 — the Kronecker delta function [18].

Database of the system. Since the system being
developed will work with a large amount of unstructured

data, MongoDB was chosen as the database. MongoDB is
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a document-oriented NoSQL database [19]. Here’s why
MongoDB is the best fit:

e Document-oriented storage. Since MongoDB is a
NoSQL database that stores data in a document-oriented
format similar to JSON (known as BSON), it is well-suited
for storing and manipulating large volumes of text data.
This creates a natural correspondence between the data
storage format and the data itself.

e Schema-less nature. MongoDB does not enforce
schemas, meaning you can store documents without
needing to define their structure in advance. This flexibility
is particularly beneficial for text data, which may have
varying structures, allowing different documents to be
stored in the same collection without adhering to a strict
schema.

e Designed for scalability. MongoDB is built for
scalability, supporting sharding (distributing data across
multiple servers) and replication (creating copies of data on
different servers). This ensures that the database can handle
increasing volumes of text data and user queries without
significant performance degradation.

e Aggregation framework. MongoDB provides a
powerful aggregation framework that allows for the
processing and analysis of large amounts of text data in the
database. This can be utilized for tasks such as text analysis,
data transformation, and generating summaries or reports
based on text data.

o Development efficiency. Given the popularity of
JSON in modern web applications, using MongoDB can
simplify the development process. Developers can work
with a familiar format, reducing the complexity of data
conversion between the application and the database.

Structural diagram of the system. The software will
feature a client-server architecture, as depicted in fig. 1.

Answer
Tmage Image .
Preproc%ssing Segmentation fonm::g rad
modaule module grading
module
Server Word CNN-
Client —— Recodnition |—— LSTM-CTC
Module NN Instance
MongoDb
Test
Database
Nt

Fig. 1. Structural diagram of the system

The client provides the user interface for interacting
with the server, sends requests to the server, receives
responses from it, and loads the results in a web browser.
The server receives requests from the client, processes
them, generates a webpage, and returns it to the client.

In addition, it performs the following functions:

o Interacts with the database containing information
about user-created tests.

e Interacts with the image preprocessing module.

o Interacts with the text segmentation module.

o Interacts with the text recognition module.

¢ Interacts with the response generation and grading
module.

Algorithm for processing incoming images. Since the
images in the dataset selected for training the neural
network contain clear, high-contrast handwritten text with
large spaces between lines and words, it is necessary to
transform each image to resemble the images from the
training dataset as closely as possible. To test this part of
the project, data from real English language tests were
collected. Unfortunately, only previously graded work was
available, which contains corrections in red ink. At this
stage, it was necessary to remove the red color from the
images using OpenCV tools. The image processing
algorithm is outlined below (fig. 2).

Removal of red
color

Input image
‘ A
Work is checked

Finding the four
corners of the
page

Increasing the
thickness of lines

transformation
based on four points

Incrensing the
contrast and i 2 de
frighiingis of thi Bmanlalxlm of @
image images

Fig. 2. Image preprocessing algorithm

The image processing algorithm shown in Figure 2
includes the following steps:

e Page boundary detection and corner coordinates
fixing. The page boundary is identified by finding the
convex hull using OpenCV's convexHull function, which is
then approximated to a rectangle with the approxPolyDP
function.

e Four-point perspective transformation. The page
is transformed based on the four detected corner points (as
mentioned above) to obtain an image as if taken at a 90°
angle to the page.

e Contrast and brightness enhancement. This step
clarifies the distinction between text and paper while
reducing potential background defects, such as paper
creases, grid markings, and text bleed-through from the
opposite side.

o Red color removal. This is applied only to graded
papers with red marks or those with a red margin line
separating the page borders.

o Line thickening. After previous steps, some lines
may appear thin or broken. They are thickened to restore
word integrity and match the training data as closely as
possible.

e Image binarization. Wolf’s binarization method is
used to convert the image into a 2D array of zeros and ones,
which serves as the input vector for the segmentation
algorithm.
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Four-point transformation algorithm. If a user takes a
photo of a handwritten document at an angle other than 90°
to the page, the word recognition algorithm will not
function correctly, as the computer perceives the same
word at different angles as entirely different words. This
issue can be addressed during the training data preparation
stage by introducing all possible distortions to the images,
allowing the machine learning algorithm to adapt to such
variations and accurately classify even highly skewed
words.

However, a much faster and more efficient approach
is to use perspective transformation. This transformation
was implemented using functions from the OpenCV
library.

To apply the transformation, it is necessary to specify
the coordinates of the four corners of the page (fig. 3),
which are identified during the initial processing stage, as
well as the coordinates of the new image’s corners, which
are defined as follows.

Let A be the top-left corner of the page, B the top-
right, C the bottom-left, and D the bottom-right, as shown
in fig. 3. Their coordinates will be as follows (18):

(507 (3 (3 )

Ag B

x.v.)

(18)

(x,v,)

Fig. 3. Schematic representation of a page photographed at an
angle

We find the side lengths using formulas (19-22):

AB= (e, =5 P+ (3, 70,) (19)
CD= \f (v, P+ (5,0 ) (20)
CA= \/ (r, = P+ (5, v ) (21)
BD=\/(xd—xb)2+(yd—yb)2- (22)

We calculate the width and height of the new image
using formulas 23 and 24:

W = max(AB, CD). (23)

H = max(CA, BD). (24)

The coordinates of the corners of the new image are
then defined as follows: the top-left corner has coordinates
(0, 0), the top-right corner has coordinates (W, 0), the
bottom-left corner has coordinates {0, /), and the bottom-
right  corner has  coordinates (W, H). The
getPerspectiveTransform function [20] is then applied to
obtain the transformation matrix, followed by the

warpPerspective function to apply this matrix and generate
the new image. The algorithm's schematic is shown in
fig. 4.

Word recognition algorithm for images. The machine
learning model used for image classification is a neural
network consisting of five convolutional layers and two
recurrent layers, followed by a CTC (Connectionist
Temporal Classification) layer. Formally, this model can be
represented as a function that maps an image — specifically,
a matrix of size WXH — to a sequence of characters
(cO, C o "':,) with a length ranging from g to L.

Array of Caleulation of
corner points the transition
of the page matrix

Calculation of .\”"‘ of
side lengths cormer pointy
of the new page

Transition

g Input image

Image
transformation

Finding the
longest side
horizontally

and vertically

Formation of
coordinates of
the new pag

Fig. 4. Four-point transformation algorithm

Thus, text recognition occurs character by character,
enabling the classification of words that were not present in
the training data, as well as names and misspelled words.
The architecture of the neural network is schematically
illustrated in fig. 5.

5X5 conyv, 32 N
v
5%5 conv, 64 Mazpool
- \J
3x3 conv, 128 [Tl on
' v
3x3 conv, 128 | yr 'l
' .
Max-pool l 3x3 conv, 256

' )

LSTM |

LSTM

l
!

CTC loss I ICTC decodel

Fig. 5. Neural network architecture

The algorithm takes a binary image of size 12832 as
input. Since not all word images will have this exact size,
the image is resized until either the height reaches 32 pixels
or the width reaches 128 pixels. After resizing, the image is
padded with white pixels to make it 128x32. The image
then enters the convolutional layers, which consist of five
layers trained to identify relevant features in the image.
Each layer includes three operations: first, a filter of size
5%5 is applied in the first two layers and 3%3 in the last three
layers. Then, the nonlinear activation function RelLU,
defined by formulas (25), is applied:

Bicnux Hayionanvnoco mexuiynozo ynisepcumemy «XI1». Cepis: Cucmemruti
70 ananis, ynpasuinua ma ingopmayitini mexnonoeii, Ne 2 (12) 2024



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

F(x) = max(0, x), (25)

where x — input value of the neuron.

Next is the pooling layer, which reduces the
dimensionality of the input image. In this model, max-
pooling is used, which retains only the maximum value
within each 4x4 region, thus capturing a generalized
version of the input image’s features. This is highly
beneficial, as minor variations in features identified by the
convolutional layer won’t affect the resulting feature
matrix. After passing through these five layers, we obtain a
feature matrix of size 32x256, which is then fed into the
recurrent layers. This matrix contains 32 sequences, each
with 256 features per time step.

LSTM layers were chosen as the recurrent layers
because they can propagate information over long distances
and learn long sequences of characters. The output of the
recurrent layers is a matrix of size 32x80, where 32
represents the number of time steps, and 80 represents the
total number of unique characters in the IAM dataset (79)
plus 1 additional symbol required for Connectionist
Temporal Classification (CTC). During training, CTC
receives the 32x80 matrix along with the correct
transcription of the text in the image and calculates the CTC
loss. During prediction, CTC only receives the feature
matrix and decodes it into text. RMSProp was chosen as the
optimizer. The trained model achieved a Character Error
Rate (CER) of 10.63% on the validation dataset.

The answer array generation algorithm. To facilitate
comparison with the reference answer, an array is created
containing answers for each question in a row format. After
processing the image, the image is segmented into rows.
Each row is then split into words. At this stage, we know
the order of the rows in the text and the order of words
within each row.

After obtaining an array of images for each word in
the current line, we begin recognition. If the word in the
image is a number and appears first in the line, it is assumed
to indicate the question number for which this is the
beginning of an answer. If it appears second or later in the
line, it is added to the answer as regular text.

If a new answer start is identified, all subsequent
words following this number are part of the answer until
another number is found at the beginning of a line.

The algorithm produces an array where each element
represents the student’s answer to a specific question,
which will then be used for test grading in the next step.
The algorithm for generating the answer array is shown in
fig. 6.

Answer verification algorithm. After image proces-
sing, text segmentation, word recognition, and answer array
generation, the test grading begins. The system supports the
following question types: open-ended, single-answer
multiple-choice, sequence ordering, and multiple-answer
(or set) questions. The «set» question type can be further
divided into two cases: where points are awarded for each
correct answer, or where points are only awarded if all
answers are correct.

The simplest case — single-answer multiple-choice —
is graded by comparing letters written in lowercase.

@
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Fig. 6. Answer array generation algorithm

The simplest case — single-answer multiple-choice —
is graded by comparing letters written in lowercase.

If a multiple-answer question (set type) contains
several correct answers, there are two possible grading
scenarios. If the instructor specified that all correct answers
must be identified, the following steps are performed:

o Convert letters to lowercase.

e Sort answers alphabetically.

o Concatenate into a single string.

e Compare with the correct answer.

If the instructor intends to award points for each
correct answer identified, the grading process is as follows:

e Convert letters to lowercase.

e Calculate the intersection between the sets of
correct answers and the student's answers.

e Count the number of correct answers.

If the question requires sequence ordering, it is graded
similarly to a set-type question where all correct answers
must be identified. After checking multiple-choice ques-
tions, the student is awarded the points specified by the
instructor for these questions. For grading open-ended text
responses, the «cosine similarity» metric and Tf-idf vec-
torization from the sklearn package are used. The verifica-
tion algorithm proceeds as follows:

o Create an instance of the TfidfVectorizer class.

e Use the fit_transform function to obtain two
vectors of length n, representing the correct answer and the
student's response.

o Constructa matrix A o where the first row is the

vector for the correct answer, and the second row is the
vector for the actual response.

e Calculate a new matrix as the product of matrix A
and the transpose of matrix A using formulas (26):

c=A-AT. (26)
Matrix C has the following form (27):
1s
()
s 1
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where s — measure of similarity between the correct answer
and the actual response. If the answers match completely,
s = 1. If there is no overlap between them, s =0. Open-ended
responses are not graded; however, the instructor is
informed of the similarity level.

Peculiarities of server-side implementation. The
server side of the application is implemented using the
Flask microframework, which has minimal out-of-the-box
functionality and allows the developer to extend it as
needed. In this case, the MVC (Model-View-Controller)
model is implemented. This architectural design pattern for
user interfaces aims to separate the internal data structure
from its external representation and increase code
modularity.

The model’s module is the central component of
MVC [21]. It is responsible for managing the data of the
web platform using the MongoEngine ORM library, which
allows manipulation of data from the MongoDB database.
This module contains the definitions of all classes
corresponding to the collections and documents in the
MongoDB database.

The controller is a specific abstraction composed of
three parts:

e |Initialization. This involves creating an instance of
the Flask application, configuring the necessary settings,
and connecting to the database.

e Routing. This defines the URL paths through
which the server loads specific pages using decorators in
Python. Each route is associated with a controller,
specifically with a particular action of the controller.
During the execution of this action, models are used to
retrieve the necessary data from the database, which is then
sent to the views module for rendering.

e Execution. This is the process of launching the
web application

The routes.py file contains the routing methods
associated with the Model and View.

The views module is an abstraction responsible for the
user interface. It receives data from the model via the
controller and determines how to present it. For this
purpose, the Flask framework provides the Jinja2 template
engine for generating HTML pages, which also allows for
template inheritance. The base template is the top
navigation bar defined in base.html, which is inherited by
the left navigation bar in dashboard.html, and all other
templates inherit from it as well.

Design and Page Content. After registering and
logging into the system, the user sees the main navigation
panel, described in dashboard.html, which inherits from the
authorization panel page, base.html. All other pages in the
system inherit from dashboard.html, creating a four-level
template inheritance structure. This approach maintains a
consistent page style and reduces the amount of code.

The navigation panel contains essential controls,
helping to minimize the number of intermediate steps
required to work within the system. The menu items
include links to the test page, group lists, statistics page, and
new test creation page, along with graphical elements like
Feather icons for each tab to aid in user navigation.

The group list page includes a form for uploading a
new list from a CSV file, as well as a list of all groups that

have already been created. The group import form consists
of a text field for entering the group number and a file
upload field. If the current user hasn’t created any groups
yet, they will see a message in place of the group list
indicating this.

If the user attempts to upload a file in any format other
than CSV, an error message will appear indicating a file
read issue. Once a group is added, it automatically appears
in the list as a link. By clicking on this link, the user is
directed to a page showing the current grades for that group
across all tests.

The new test creation page contains a form with fields
for the course name, test description, and a section for
creating new questions (fig. 7). This section includes the
following fields:

e Question Type. A dropdown menu with options
such as single-choice, sequence, set, and text, which
correspond to valid values in the database.

e Question Text. An optional text field.

e Correct Answer. A required text field.

e Question Score. A required numeric field, with a
default value of 1.

e Add Question Button.

New question

A4 quesion

Number Type  Question Answer Pomts

2

Fig. 7. New test creation form

The question list appears in a table format, with
columns corresponding to the question’s properties and
rows for each question. Upon clicking the «Add Question»
button, the new question immediately displays in the list
below the form, using JavaScript, and the Save Test button
shifts down by the height of one table row. When the Save
Test button is clicked, or if the user attempts to leave the
page, a confirmation dialog appears. The user must select
the desired option to proceed with the system.

The tests page displays a list of all courses created by
the current user. If the user did not specify a course name
when creating a test, those tests are grouped under the
category «Other Tests».

Each course item in the list is an active link to the test
view page for the selected course, which also includes a list
of created tests.

When hovering over a list item, it changes color, and
clicking it opens the test view page (fig. 8). This page
displays the course name, test description, a table of
questions, and a «Start Checking» button, which leads to
the grading page for the selected test.

The Test Grading Page (fig. 9) includes the following
fields:
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e Group. A dropdown menu containing all groups
imported by the current user.

e Student. A dropdown list of student names in the
selected group. The values in this field update dynamically
based on the selection in the first dropdown menu.

e File. An upload button for adding an image of the
student’s work from the file system.

e Recommended Score. Automatically populated by
the system after the uploaded file is graded.

e Score. The actual grade that the instructor can
assign based on the recommended score.

e Save Score Button.
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Fig. 9. Test grading page

After uploading the image, the processed black-and-
white version of the work appears below this form, along
with a column displaying the student's answers obtained
from the image recognition process and a column with the
correct answers. Each correct student answer is highlighted
in green, while incorrect answers are shown in red. If the
user tries to enter anything other than a simple whole
number in the score field, an error message will be
displayed.

The Reports page contains three dropdown menus:

o the type of chart (histogram or boxplot);

e group (all groups for the current instructor, as well
as an «All» option for viewing statistics across all groups
simultaneously);

o test (all tests for the current instructor, along with
an «All» option for viewing statistics for all tests).

Usage recommendations for the information system.
When using the web platform, teachers or instructors are
advised to follow several guidelines. First, it is best to take
photos in well-lit areas and use a high-quality camera, as
inadequate lighting or camera quality may lead to
unpredictable word recognition results. Ideally, the page
with the work should be a neutral color, free from
additional markings, drawings, etc. Regular lined or grid
paper is acceptable.

Second, when designing the test structure, it is
recommended to avoid nested tasks. The test can include
numerous questions, but grouping them into separate tasks,
sections, or subsections should be avoided.

Third, students should be reminded to write words
with sufficient spacing between them. For closed-ended
tests with multiple answers, responses should be written in
a single line, without numbering, and with adequate
spacing between each answer.

Additionally, students should write answers
sequentially in a single column, avoid flipping the answer
sheet perpendicularly, and refrain from drawing sequence
arrows. Corrections, cross-outs, drawings, or any elements
differing from words and numbers may significantly impair
the image recognition quality.

Recommendations for further improvement. During
the development of this software, a machine learning model
was trained, achieving satisfactory results on the IAM
dataset. However, real-world images differ significantly
from those in the training data, leading to occasional issues
with page segmentation and incorrect word classification
by the algorithm. For future enhancement, it is necessary to
collect and annotate a custom training dataset. This step
was not performed during development due to the
substantial time required [22]. One way to collect training
data is through crowdsourcing, which would be a viable
method for future use.

It should be noted that it is not necessary to discard
the 1AM dataset and the existing model. Instead, the
transfer learning technique could be applied, whereby a
model is initially trained on one dataset, and then its ability
to learn low-level data abstractions in the early stages is
leveraged to train on a different dataset. This approach is
commonly used in computer vision and has a strong
potential for success in handwritten text recognition.

Additionally, recognition accuracy could be improved
by adding more layers to the neural network and increasing
the input vector size to enable the recognition of whole
words, sentences, and paragraphs. This approach would
require more training data.

During the development process, the machine
learning model was designed with limited depth because
training such models is time-intensive. To achieve better
results, it is recommended to both deepen the neural
network and perform training on multiple GPUs instead of
a CPU. Itis worth considering that cloud services like AWS
and Google Cloud offer access to their GPUs, though these
are paid services, and training may incur significant costs.

To improve the evaluation of open-ended questions,
an additional algorithm using NLP technologies could be
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developed. This would better align two answers and
determine whether the text contains an answer to the
question.

Conclusions. As a result of this research, an
information system (web platform) was developed to
automate the grading of offline tests, significantly easing
the assessment process for educators through optical
character recognition (OCR) technology based on machine
learning algorithms.

At the outset, the problem domain was defined, with
an analysis of existing research and publications on
potential solutions, along with a review of existing software
solutions. The research problem was then formulated
mathematically, and a mathematical rationale for the
development's usefulness was provided.

The study includes a brief overview of the database
structure, which facilitates the storage and management of
large volumes of data, as well as examples of the software
in operation that demonstrate the system's capabilities. The
developed system can recognize handwritten text from
photos, create an array of responses, and compare them
with the answers provided by the teacher. This approach
significantly reduces the time teachers spend on test
grading.

To enhance usability, a minimalist user interface was
designed, providing access to all key system functions with
intuitive controls. A detailed description of the developed
algorithms and machine learning models is included.

This IT project has considerable potential for future
development, including integration with other educational
platforms, improvement of recognition technologies, and
system scalability.

Thus, the web platform not only reduces teachers'
time spent on grading tests but also supports the analysis
and enhancement of educational programs, accommodates
various types of tests, and fosters scientific and tech-
nological progress in the education sector. The system can
be adapted for use in different educational institutions,
making it a universal tool for automating knowledge
assessment for learners.
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3ACTOCYBAHHS TEXHOJIOT'TA ONTUYHOI'O PO3MI3HABAHHS CUMBO.JIIB TA MAIIIMHHOI'O
HABYAHHS JIJI1 CTBOPEHHS THOOPMAIIMHOI CUCTEMU ABTOMATHYHOI ITEPEBIPKU
O®JIAMH-TECTYBAHHSA

[Tix yac HaBuaHHS B Oy/b-sKiil cdepi, TeCTyBaHHS Ta MOHITOPHMHT 3HaHb YUHIB, CTYJICHTIB, 400 3J00yBa4iB OCBITH € HEBIJI'€EMHOIO YaCTHHOIO TPOIIECY.
Buxiagadi 4acTo BUTpavyaroTh 6araTo 4acy Ha IEpeBipKy BEJINKOI KUTBKOCTI THIIOBHX TeCTiB. X04a CHCTEMH OHJIAHH-TECTyBaHHS OyiIn po3po0iIeHi uist
TOJIETIIICHHS [[OT0 IPOLIECy, NanepoBi odIailH-TeCTH 3aIHIIAI0THCS MO IIPHIMHE, OCKUTBKH HE BUMAararoTh JOCTYILY 10 KOMIT'IOTEPiB, EIEKTPOCHEPTil
Ta HaIiifHOTO iHTepHeT-3'eqHanHa. OdaiiH-TeCTyBaHHS € HaiOIIbII PeNpPEe3eHTATUBHUM BHUIIOM MEPEBIPKH, aje MPU3BOJUTH 10 MOHOTOHHOI poOOTH
JUIsL BUKJIAJadiB IiJ dac repeBipku. Jleski BHKIanadi BUKOPHCTOBYIOTH OJIAaHKH JUIS TECTiB, MO0 CTPYKTYypyBaTH BiNOBiAl 3700yBadiB 3HAaHb Ta
3€KOHOMHTH 4ac. Y 3B'I3Ky 3 I[MM CTa€ aKTyaJlbHUM CTBOPCHHs CHCTEMH, SKa aBTOMAaTH3ye NepeBipKy oduiaiH-TecTiB. MeToro IOCTiIKEHHS cTalla
po3podka iH(popMamiiiHOi cucTeMu (BeOmIathopMu), sKa CIPOCTHTH MPOLEC MEepeBipkH O(IAiH-TECTIB 3a IOMOMOTOK TEXHOJOTIH ONTHYHOTO
PO3Ii3HABAaHHS CHMBOJIB HAa OCHOBI @ITOPHTMIB MaIIMHHOTO HaB4YaHHS. OO0'€KTOM JIOCIIJDKCHHS CTalH NpoLecH Ta (YHKI[IOHAIbHI MOXIHMBOCTI
CTBOPEHHS iH(OPMAIiifHOT CHCTEMH JUIsi aBTOMAaTHU30BaHOI MEPEBIPKM Ta OIiHIOBaHHA oQaiiH-TecTiB. HaykoBa HOBHM3Ha moiisirae y iHTerpaii Ta
BUKOPHCTaHHI JITOPUTMIB MAIIMHHOTO HaBYaHHS pa3oM 3 MoAM(iKalisMH alropuTMiB 00pOoOJIeHHS 300pakeHb, Ui CTBOPEHHS iH(pOpMaIiiHOT
CHCTEMH, Ka JJO3BOJUThH aHATI3yBaTH Ta OLIHIOBATU IMHPOKHII CHEKTP TECTOBHX O(IaifH 3aBHaHb (BIAKPHTI, 3aKPHUTi, BU3HAYEHHS IIOCIIiIOBHOCTI,
3aKpHUTI 3 JEKiJIbKOMa MPAaBHIBHUMH BifNoBigamu). IIpakTHYHEe 3HAUCHHS MOCIIJDKEHHS IOJArae B po3poOui BeOmIaThopMH mis aBTOMATH3ALil
nepeBipku odIaifH-TECTiB 3a JONOMOTOI0 TEXHOJIOTIH ONTHYHOrO PO3Mi3HABAaHHS CHMBOJIB Ta MAIIMHHOTO HABYAHHS, IO 3MEHIIYE BUTPATU dacy
BHUKJIAJadiB, JO3BOJISE AHAII3YBATH Ta BJOCKOHATIOBATUH HAaBYAIBHI IPOTpaMH, MiATPHMY€E Pi3HOMAHITHI THIHM TECTiB i CHpHsi€ HAyKOBOMY Ta
TEXHOJIOTIYHOMY nporpecy y cepi ocBiTH. Po3pobiieHa cuctema 31aTHa po3Ii3HaBaTH PyKOMMCHHMIT TeKCT 3 oTorpadiii, popmyBaTi MacuB Bianosijeit
Ta NOPIBHIOBATH TX 3 BIAMOBIIsIMHU, BHECEHUMH BUKJIaga4ueM. Lle 3HauHO 3MeHIIIye Yac, SKuil BUKIIaja4ul BATPAYaroTh Ha MEepeBipKy TecTiB. J{yis 3pyuHoCTi
BUKOPHCTaHHS OyB CTBOpEHMH MiHIMaIiCTHYHHI iHTepdeiic KopUcTyBada, IKHH HaJa€ JOCTYI IO BCiX OCHOBHHX (YHKIIH cHCTeMH Ta 3abe3ledye
IHTYITHBHO 3po3yMije yrnpasiinHs. byo HafgaHo fAeTaabHUI OMIC PO3POOICHNX aNrOPUTMIB Ta MofeNel ManHHoro HaByanHs. J{anuii IT npoekt Mae
HIMPOKI MEPCHEKTUBH JUIS MOJATBIIOT0 PO3BUTKY, 30KpeMa iHTErpallis 3 iHIIUMH OCBITHIMH I1aTGOpPMaMHU, TOKPAIIECHHS TEXHOJIOTIH po3Ii3HaBaHHS Ta
MacITabyBaHHS CHCTEMH.

KurouoBi ciioBa: iHpopmauiiina cucreMa, Bedrardopma, I'T mpoekT, MalliMHHE HABYaHHS, HEHPOHHI Mepexi, anroput™, [AM naracer, ontH4He
PpO3Ii3HaBaHHS CUMBOJIIB, TECTYBaHHS, OCBITHIH mpolec.
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MATHEMATICAL RATIONALE FOR CREATING AN APPLICATION FOR CONDUCTING RANDOM
MEETINGS «COFFEE BREAK»

Modern society is facing an increasing trend of social isolation, as people increasingly rely on social media for interaction instead of face-to-face
communication. This lack of in-person contact often leads to feelings of loneliness and disconnection. This study proposes the concept of a mobile
application, CoffeeBreak, designed to counteract these trends by offering users a platform to arrange brief, in-person meetings, such as a quick coffee
chat. By encouraging users to meet in real life, the application aims to foster meaningful social connections and combat the sense of isolation prevalent
in today’s digital world. The core innovation of CoffeeBreak lies in its unique approach to matchmaking. Instead of presenting users with an
overwhelming array of choices, the app offers a single match within a specified timeframe, thus addressing the common issue of decision paralysis that
can arise when users are presented with too many options. By simplifying the process, CoffeeBreak allows users to spend less time making selections
and more time connecting with others. This approach is inspired by practices adopted within large companies, where employees use bots in work chat
groups to find a partner for a short meeting. These interactions help raise awareness about the activities in other departments and foster informal and
professional connections. Expanding this practice to a broader societal level, CoffeeBreak is intended to provide individuals with the opportunity to
network beyond their immediate professional circles. This research has established a conceptual system model and developed the mathematical
frameworks necessary to support this type of meeting arrangement. Specifically, the study has defined the concept of the CoffeeBreak mobile application,
outlined the system model with detailed subsystems and environment interactions, and formulated mathematical models to form the basis of the candidate
selection algorithm. The model ensures that users are matched in a way that promotes engagement, as each participant can be assured that their matched
partner is equally motivated for the encounter. As the application continues to evolve, it can incorporate additional scheduling criteria to enhance the
quality of matches and distribution. For example, if a user attends a meeting within the first two days, they could unlock the potential for additional
matches by the end of the week. Ultimately, CoffeeBreak aims to broaden users' horizons, help them form new professional and informal connections,
and enhance their social skills. This study’s findings lay the groundwork for a new tool that encourages in-person interactions, enabling individuals to
expand their social networks in a balanced and purposeful manner.
Keywords: mobile app facilitating random meetings, socialization, networking, information system, conceptual model, mathematical model.

Introduction. In today's world, humanity is find both professional and informal connections, and

increasingly immersed in online life and social media.
Although these platforms were initially created with the
purpose of building social connections and fostering
societal unity, over the years, their actual impact has shown
somewhat of a reverse effect — an increase in social
isolation [1]. Additionally, the loss of social skills has been
exacerbated by the relatively recent COVID-19 pandemic.
As aresult, the need for tools to facilitate the search for new
acquaintances in the real world is now more urgent than
ever.

In addition to the new challenges brought about by
technological advancements, old issues persist. Most of a
person’s social interactions still occur with individuals
from their own or adjacent professional fields and social
groups. This significantly limits the expansion of one’s
horizons, a goal often pursued by those seeking new
connections. Meeting people from different perspectives
can foster powerful collaborations for solving various
problems, as individuals from diverse backgrounds
approach issues from different angles [2]. Many ambitious
people actively seek such acquaintances to generate new
ideas in areas as diverse as solving professional challenges,
addressing personal issues, or brainstorming business
concepts.

Therefore, there is a growing need for a new and
effective tool that can help people broaden their horizons,

Research Article: This article was published by the publishing house of NTU **KhPI** in the collection
"Bulletin of the National Technical University "KhPI" Series: System analysis, management and
information technologies." This article is distributed under a Creative Common Creative Common

improve their social skills. This mobile app facilitating
random meetings should offer society a novel approach to
expanding their social networks and should also encourage
users to engage in real, face-to-face communication.

Analysis of recent research and publications.
Currently, there are numerous dating services available on
the market [3-6]. The most popular ones are primarily
focused on finding a romantic partner, such as apps like
Tinder, Badoo, Blendr, Bumble, and Wink. All of these
apps operate on the principle of browsing through a list of
profiles and voting «like» or «dislike». If both users react
positively to each other's profiles, the app provides contact
information for further communication. A similar concept
is employed by other apps that have more specific themes,
for example:

e Hey! VINA — primarily aimed at women looking
for new female friendships;

e Peanut — designed for mothers who want to
connect with other moms;

e ATLETO — useful for those seeking a partner or
opponent for team or competitive sports activities.

There are also other, more distinctive solutions:

e Down - bases the list of potential meeting
candidates on the user's social media friends list.

e Happn — shows people with whom the user has
crossed paths in the city.
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All of the aforementioned solutions have their own
advantages, each offering a unique user experience and
catering to a specific audience. However, they share a
common feature: each app provides the ability to choose
from a vast number of potential candidates for dating [7].
While having a large selection might seem beneficial, it can
actually have the opposite effect. A large number of options
can lead to decision paralysis and reduce satisfaction with
the choices made. Additionally, users often spend a
significant amount of time filtering candidates based on
photos, age, or an inappropriate joke in the profile
description. Even when a match is achieved, it does not
guarantee that the person on the other side is interested in
meeting or engaging in real-life communication.

The aim and tasks of the research. The aim of this
research is to develop conceptual and mathematical models
for a system that provides an innovative approach to finding
new acquaintances through a mobile application.

To achieve this aim, the following tasks must be
completed:

o Define the concept of the future system.

o Create a conceptual model of the future system.

o Develop the mathematical models for the meeting
arrangement information system (mobile app facilitating
random meetings).

Presentation of the main material. The project idea
is based on a widely adopted practice among employees of
large companies. In work chat groups, bots are created
where employees can submit requests to find a partner for
a brief meeting. These sessions help raise awareness among
employees of large corporations about what is happening in
other departments and the activities of colleagues in
different areas. Employees thus have the opportunity to
establish new informal and professional connections.
Simply put, this practice broadens employees’ horizons and
expands their social networks within the company.

If we extend this practice to a global society, such a
solution has the potential to address both the problem of
limited social interaction and the challenges of networking.
Individuals will be able to expand their social networks
beyond just a single company workforce. Importantly, this
solution avoids the «overchoice» problem found in many
leading apps on the online networking and dating market.
Users will have only one match within a set timeframe,
encouraging them to take action, knowing that they won’t
have another candidate for a noticeable period.
Additionally, they can rest assured that the person on the
other side is in exactly the same situation. Of course, as the
product develops, it will be enhanced with additional
features, but the core concept of limiting the number of
potential matches within a specific timeframe will remain.
For example, if a user attends a meeting within the first two
days, they could unlock the possibility of up to two
additional matches by the end of the week.

Formation of the concept. The idea for this system is
based on a widely adopted practice among large companies'
staff. In workplace chat environments, bots are created
where employees can submit requests to find a candidate
for a brief meeting. These practices help improve
employees' awareness of what is happening in other

departments of their company, what activities other people
might be engaged in, and so on. Employees have the
opportunity to form new informal and professional
connections. In simpler terms, this practice broadens
employees' horizons and enhances their social networks.

If this practice is extrapolated to a global society, it
suggests that such a solution could address issues of social
interaction and networking. People would be able to expand
their social networks beyond just the group of workers in
their company. Additionally, this solution would avoid the
problem of choice overload that is common in many
leading online dating apps. Users would only have one
match at a given time, which would encourage them to take
action, as there would not be another candidate available
for a noticeable period, and they would understand that the
person on the other side is in a similar situation. As the
product develops, it will be enhanced with new features, but
the core concept of limiting the number of candidates for a
given period will be maintained. For example, if a user goes
on a meeting within the first two days, they will be able to
get two more matches by the end of the week [8].

Since modern people always have their smartphones
with them, it makes sense to develop this system as a
mobile application. We will call it CoffeeBreak. The
interface should be as simple as possible: fill out a profile,
press a button to start searching, and wait for a candidate
for a meeting.

Development of a conceptual model. To understand
all the components of the future application, it is necessary
to identify all subsystems of the CoffeeBreak product,
including the internal and external environments, as well as
the overarching system within which CoffeeBreak opera-
tes. Together, these components and their interactions form
the system composition model [9].

First, we will outline the subsystems of the
CoffeeBreak application. At this stage, it is crucial to have
well-defined functional requirements for the application, as
the subsystems will reflect how the system meets these
requirements. The subsystems of CoffeeBreak include:

e User Management. Responsible for managing
user accounts and profiles. Key functions of this subsystem
include: registration of new users (user authentication and
authorization); profile management (updating information,
adding interests, changing settings); ensuring user data
security (encryption, password protection).

e Random Meeting Generation. Responsible for
organizing random meetings between users. Key functions
of this subsystem include: Randomly pairing users for
meetings; considering time and geographic constraints
when generating meetings.

¢ Meeting Management. Responsible for managing
all aspects of organizing and conducting meetings. Key
functions include: creating, editing, and canceling
meetings; managing meeting locations; sending reminders
and notifications about changes in meeting schedules;
integrating with mapping services to provide navigation to
the meeting location.

e Messaging. Handles communication with users
and sending various types of notifications. Key functions
include: sending notifications about new meetings,
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reminders, and updates; supporting push notifications and
email; informing users about new features, app updates,
and other important events.

e Analytics and Reporting. Ensures the collection,
analysis, and visualization of data related to app perfor-
mance and user interactions. Key functions include: collec-
ting statistical data on app usage; analyzing user activity
and the effectiveness of app features; generating reports for
administrators and developers.

e Partner Management. This subsystem is designed
for collaboration with partner cafes that will offer their
services for meetings. Key functions include: registering
and managing profiles of partner cafes; integrating with
cafe booking systems; providing cafes with access to
information about scheduled meetings; allowing cafes to
offer special deals and discounts to CoffeeBreak users;
tracking user reviews and ratings of partner cafes.

e Chat. Provides the ability for users to exchange
messages before and after meetings. Key functions include:
sending text messages and media files between users;
storing chat history; notifying users of new messages from
other users.

The internal environment of the system includes
Administrators, who can assist users in case of unusual
situations. Administrators will have access to the
«Analytics and Reporting», «Meeting Managementy,
«User Management», and «Partner Managementy
subsystems.

In the external environment, we should consider
Partners and Competitors. Partners have access to the
«Partner Management» subsystem to monitor and manage
the special partner functionalities. Competitors, on the
other hand, do not have direct influence on the application
but may affect users and the development progress of the
application.

The overarching system in the original concept is the
global society; however, this solution could also be applied
within large corporations that wish to implement such a
system within their company, thereby providing a more
convenient tool than a bot in a workplace chat.

Thus, the results of the model creation can be
presented graphically, clearly indicating the relationships
between the components of the model (fig. 1).

Let us also briefly outline the tools that will be used
for the app development. Flutter was selected for the app
development. This modern open-source framework enables
seamless deployment across both mobile platforms,
Android and iOS, eliminating the need to write separate
applications for each platform [10].

For servers and web panels, Python [11] will be used in
combination with the Flask framework. This setup provides
a straightforward and widely adopted toolkit, allowing for
the rapid and efficient development of a modern solution.

MySQL was chosen as the database management
system (DBMS), as its simplicity and reliability make it
ideal for creating the CoffeeBreak product [12].

Development the conceptual model of a mobile app
facilitating random meetings. To develop the CoffeeBreak
mobile application, it is necessary to formalize the main
processes and tasks in mathematical terms. This will help

define the algorithms that will underpin the application's
operation.

System
Glebial sockely, b ge carporation

el Ay ot litatlrg Masd o
Mectugs ek

External eovironment

“CollecBreak’

Internal | s, Chat
environment

Output

7, Amabytics amd
ofparmser gt 4% reporilag
e

Partmery

Fig. 1. Conceptual model mobile app facilitating random
meetings CoffeeBreak

The primary objective of the application is to
maximize the number of scheduled meetings between
users (1).

Let:

P gy e

U=ty e, | M
where U — set of users.
We will introduce a binary variable X which equals
1 if a user u is assigned to a meeting with user u ,
i J
otherwise the variable will be 0.
The formulation of the problem is as follows (2):

2 Zx — max, @)

i=lj=1"Y

with conditions (3-5):

ij_ <1,Vi€]l,n]. (3)
j=1
Zx,[_ <1, Vj €[l n]. )
i=1t
X, €{0,1}, Vi,j € [1,n]. (5)

The objective function maximizes the number of
assigned meetings, and the constraints ensure that each user
can only participate in one meeting at a time.

As an extension of the basic functionality for selecting
candidates for a meeting, it would be useful to provide the
ability to set location constraints where it is convenient for
the user to hold a meeting, as well as time constraints. This
way, the system will only select candidates for the user who
are geographically convenient and available at a mutually
suitable time (6-7).

Let:

T = {tl’ Lyr e lm}, (6)

where T — set of time intervals;
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L= Y, (7

Ul o,

2

where L — set of locations.

To take into account time and geographical
constraints, we introduce the user availability function
A {u’., t l}, which is equal to 1, if the user u, is available in

the time interval t at the location /, and 0 otherwise.
A user's accessibility function can be defined as:

1, if the user u, is available in t
at the location |, (8)
0, otherwise.

Afu;,t1} =

Let's enter the binary variable X which is equal to
1, if the user u _ is scheduled to meet with the user i _ in the
! J

time interval £ at the location 7, and 0 otherwise.
Then the new formulation of the problem will have
the following form:

i

I
22
i=lj=1z

NE

k
2 Alu, ) - X, — max, 9)
=1 L

with conditions (10-12):

m k
22 < 1,Vi€[l,nl (10)
j=li=1=1
n m k
> > >x.  <1,Vj€[Lnl. (11)
i=lr=t11=1 U1
X, €0 1), Viyjo L €L, nl. (12)

In general, the objective function is the same as in the
base model, the number of assigned meetings, and the
constraints ensure that each user can only participate in one
meeting at a time.

Application of interval distribution. In order to make
it easier for users to start communicating during a meeting,
you can expand the functionality of the application and
allow users to add categories of interests and views on life
to their profile, thus the system will prioritize candidates
for the meeting that best match each other according to a
set of categories. For this, we introduce the similarity
function (13):

_ iy

S(uj, uj)— m, (13)

where { — set of user interests u ;
7 1
I —set of user interests u . .
J

J
As you can see, this function will give a value between
0 and 1, depending on how similar the sets of users are.
Now let's apply this function to modify our problem
formulation.
Then the new objective function will have the
following form (14):

nom

n k
222 ZS(MI:, uj) 'A(Lti, t, l)-x”_ — max.

i=lj=lr=11=1

(14)

The conditions remain the same as in the previous
paragraph, they are given by formulas (10), (11), (12).

Conclusions. This research has proposed a concept
and models that can form the basis for a new tool aimed at
expanding one’s horizons, finding new professional and
informal connections, and enhancing social skills. The
application will offer an innovative approach to finding
connections by randomly selecting a candidate for a brief
meeting, such as for coffee. This solution will help avoid
decision paralysis and significantly reduce the time spent
on selection.

The research has achieved all of the set objectives:

e The system concept has been defined. It will be
the CoffeeBreak mobile ap-plication, designed to easily
provide users with a candidate for a short meeting.

e A conceptual model of the system has been
created, reflecting all subsystems, the overarching system,
and the application environment.

e Mathematical models for the meeting scheduling
system have been developed. These models will form the
basis of the algorithm for selecting candidates for meetings.

Further research in this area is advisable, as meeting
scheduling algorithms may in-corporate new criteria to
improve how users are matched and distributed.
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MATEMATHUYHE OBIPYHTYBAHHSI CTBOPEHHS JOJATKY JJISI MNPOBEJIEHHS BUIIA TKOBUX
3YCTPIUYEN «COFFEE BREAK»

CyuacHe cycHiJIbCTBO 31IITOBXYETHCS 31 3pOCTAI0YOI0 TEH/ICHIIIEIO COLIATbHOT 13011111, OCKITBKH JIIOJIM BCE OLIBIIE TOKIAAIOTHCS Ha COLIANIbHI MEpexi
JUIS B3a€EMOJIT 3aMiCTh CIIJIKYBaHHS Bid-Ha-Bid. BicyTHICTE 0COOHCTOr0 KOHTAKTY YacTO IIPU3BOAUTS JI0 HOUYTTS CAMOTHOCTI Ta BilipBaHOCTI. Y IIbOMY
JIOCITIJUKEHHI IIPOIIOHY€EThCsI KOHIIETIis MoOinbHOTO NojaTky CoffeeBreak, po3pobieHoro juist mpoTuiii MM TeHACHIIISAM, TIPONOHYIOUH KOPUCTyBadaM
miatdopMy A oprasizauii KOPOTKMX OCOOMCTHX 3yCTpiuei, HampHKIaj, MBHIKOI Oecifin 3a KaBOKW. 3a0X0YyHOUYHM KOPUCTYBadiB 3yCTpidaTHUCS B
peabHOMY KUTTI, IporpamMa CIpsIMOBaHA Ha PO3BHTOK 3HAUYIIHX COLIadbHHX 3B’SI3KIB i GOPOTHEOY 3 MOYYTTSM i30JIsMii, MOMIPEHHM y CydacHOMY
udposomy ceiti. OcHoBHa iHHOBawis JogaTky CoffeeBreak nonsrae B oro yHikaJbHOMY MiZIXOAi 10 MONTYKY MapTHEPIB. 3aMiCTh TOTO, 00 Ha/laBaTH
KOpHCTYBauaM BEJM4YE3HY KIJIbKICTh BapiaHTIB BUOOpPY, Mporpama IMpOMOHY€ €IUHUII 30ir MPOTATOM BH3HAYEHOTO MEPIOJy 4Yacy, TaKUM YHHOM
BUPINIYIOUN INOMIUPEHY NpoOieMy Mapaiidy HPHHHATTS pillleHb, ska MO)Ke BHHUKHYTH, KOJIH KOPUCTyBadaM IPOIIOHYEThCS 3a0araTo BapiaHTIB.
3aBsaku cripoenHo npouecy CoffeeBreak 103Bosisie kKopucTyBadaM BUTpavaTH MEHIIE Yacy Ha BUOIp i Oible yacy Ha CHiIKyBaHHS 3 iHImMH. Llei
T/IX1]] HATXHEHHUH NPaKTUKaMH, TPUHHATUMHU Y BEIMKUX KOMIIAHIfAX, JIe CIiBPOOITHUKY BUKOPUCTOBYIOTH OOTIB y pOOOYHX Ipynax 4aTy, 100 3HalTH
napTHepa JJsi KOpoTKoi 3yctpidi. Li B3aeMoii omoMararoTh miABUIIUTH 00I3HAHICT MPO AiSUIBHICTh iHIINX BiJJIUIIB 1 CIIPUSIOTH HE(POPMATBHUM i
npodeciiiHuM 3B’ s13KaM. PO3LIMpIOI0YH 10 MPAaKTHKY Ha MIMPIINK CyCHinbHUIT piBeHb, nogatok CoffeeBreak Mae Ha MeTi HafaTu JrOISIM MOXIIUBICTH
CIIJIKYBaTUCS 3a MEXaMHM iXHiX Oe3mocepenHix mpodeciiiHux ki, B pamkax mocmimkeHHs Oyno nmoOyZOBaHO KOHLENTYaJIbHY MOJENb CUCTEMH Ta
PO3pO0IIEHO MaTeMaTHYHY CTPYKTYpY JOAATKY. 30KpeMa, B JOCIIKEHHI BU3HAYCHO KOHIIENit0 MoOinbHOTr0 noaatky CoffeeBreak, okpecneno Moaens
CHCTEMH 3 ACTANTbHUMU IiICHCTEMaMH Ta B3aEMOJIIEI0 CEPEIOBHIIA, a TAKOXK CHOPMOBAHO MaTEMATHYHI MOJIEII, SIKi CKJIaIN OCHOBY QJITOPUTMY BinOopy
KaHauaatiB. Mojaenb 3abe3nedye migdip KOPUCTYBadiB TAKMM YHHOM, IIOO CIIPUSTH B3aEMO/IIT, OCKIIBKU KOXKEH YYaCHUK MOXe OyTH BHEBHEHHH, 110
Horo miniOpaHMii mapTHEpP OJHAKOBO MOTHMBOBAHHWII Ui 3ycTpiui. B momambmiomy momatok Oyzae yaockoHamoBaTucs. BiH Oyne momoBHeHMi
JIOJIATKOBUMH KPHUTEPIsIMH TUIaHYBaHHS JUIS MiIBUILICHHS SKOCTi 30iriB i OXOIUICHHs BCe O1IbII MMPOKoi ayauTopii kopucTyBaviB. Hanpukian, skimio
KOpHUCTYBau BiJ[Bily€ 3yCTpi4 MPOTSArOM MEPIIMX ABOX JHIB, BIH MOXKE PO3KPUTH MOTEHLUAN Ui DOAATKOBHX 30iriB JI0 KIiHIS THXHS. 3peLITOlo,
CoffeeBreak mae Ha MeTi pO3MIMPUTH KPYro3ip KOPUCTYBaUiB, JOIOMOITH iM CTBOPUTH HOBI mpodeciitHi Ta HeopManbHi 3B’13KH Ta MOKPALIUTH iXHI
comnianbHi HABHYKH. Pe3ypTaTh 1{bOro JOCIiIKEHHS 3aKJIa/1al0Th OCHOBY JUISl HOBOTO iHCTPYMEHTY, SKHI 320X04y€ 0COOHCTY B3a€MOJII0, 103BOJISIOUH
JIIOJIIM PO3IIMPIOBATH CBOI COLIAIbHO-KOMYHIKaTHBHI HAaBUYKH.

KaouoBi cioBa: MOOUIbHMIT JOIATOK Uil NPOBEACHHS BHIIAJKOBUX 3YCTpide, coliaji3aiisi, HETBOPKIHI, iH(popMaliliHa cucrema,
KOHIENTYaJbHA MOJIC]Ib, MATEMATUYHA MOJEIb.
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MOJIEJII IPUBATHOCTI TA TEXHIKM AHOHIMI3AIII TABJIMUHUX MEJIUYHUX JAHUX

YV cyuacHOMY CBiTI IMTaHHS MPUBATHOCTI Ta 3aXKMCTY MEPCOHATBHUX JaHUX HAaOyBAIOTh HAA3BUYANHHOI aKTYaJIbHOCTI, 0OCOOJIMBO B MEIMYHIH ranysi, 1e
BUKOPHCTAHHS BETUKHUX OOCSATIB JaHUX JUIS IOCIIDKEHb CTa€ Bee OLIBII MOMMPEeHHM. BHKOpHCTaHHS TepcoHaIbHUX JaHUX PETYITIOETHCS BiIIIOBI THUMUI
3aKOHAMH, SIKi BUMAraloTh aHOHIMI3awil JaHUX U1 MiHiMi3awii pu3uKiB inenTudikamii ocid. AHOHIMI3ALS € IPOLECOM, IO JO3BOJISIE BUKOPHCTOBYBATH
YyTJIUBI JlaHi 0e3 PU3HMKY PO3KPHUTTS ocobuctoi iHpopmarii, 30epiralodu mpu IbOMY iX KOPHCHICTb. Y CTaTTi PO3IJISJalOThCS OCHOBHI MOJENi
[PHUBATHOCTI Ta TEXHIKM aHOHIMIi3allii, 110 3aCTOCOBYIOTHCS ISl 3aXUCTY TabJIMYHNX MEJUYHUX JaHUX. Moiesi NpUBaTHOCTI BKIIFOYA0Th K-aHOHIMHICTD
(k-anonymity), l-zusepcuicts (l-diversity) Tta t-Gmmsekicts (t-closeness). Mopens K-aHonimHOCTI 3abe3neuye o0 Oyab-sika KoMOiHalis
kBasiigeHtudikaropis Oyna cHiabHOIO s ImoHaiiMenmre K 3amuciB. Mozgens |-muBepcHOCTI [OMOBHIOE K-aHOHIMHICTH, BUMAraiO4d HasBHOCTI
moHaiiMene | yHikanpHuX KOMOiHALiil 3HaueHb dyTnuBHX atpubyTiB (SA) y KOXKHOMY Kiaci ekBiBaieHTHOCTI. Mojenb t-Gian3bKOCTi BpaxoBye
PO3IO/AT 3HAUCHD LUX YyTJIMBUX aTpUOYTIB, 3a0e3medyioun, mob BiACTaHb MK PO3MOAiIoM SA y Kilaci eKBiBaJCHTHOCTI Ta 3arallbHUM PO3MOALIOM He
NepeBHIIlyBasia 3a1anuii mopir. TexHiku aHOHIMI3aIi1 BKIIOYAIOTE y3araapHeHHs (generalization), momasmensst (SUppression), mepenecents (relocation),
nepecraHoBky (permutation), nepryp6auito (perturbation), posainenss (slicing), nudepenuiiiny npusaticts (differential privacy) ra cuarernuni nasi
(synthetic data). Y3aranbHeHHs 3MeHLIy€ TOUHICTH KBa3iinenTudikatopis. [losasneHns Buaasse NeBHI 3HAYEHHS 3 HAOOPY JAaHUX JUIs [IOKPALEHHs HOro
CTaTHCTHYHUX XapakTepucTUK. [lepeHeceHHs 3MiHIOE 0OMEXKEHY KiIbKICTh 3HAU€Hb B JAHUX 3 METOK HiIBHUIICHHS 3aXucTy. [lepecTaHoBKa 3Milye
3HaueHHs KBa3iineHTudikaTopiB Mix 3amucamu, 30epirarodn npy bOMY 3arajbHi CTATHCTHYHI 0coOIMBOCTI Habopy nanux. Ileprypbaris gonae mym
[0 JaHUX, IO MiABUILYE MPUBATHICTH. lnes audepeHwiiiHoT IPUBATHOCTI TAKOXK MOJIATAE Y AOAaBaHHI [IyMY, ajle Iieé BUKOHYEThCS Ha eTami 00poOKu
3aIUTIB 3a JaHUMU. [ eHepallisi CHHTETHYHUX JIaHHUX J03BOJIIE CTBOPIOBATH HOBI HAOOPH JAaHUX, K CXOXKI 38 XapaKTePUCTUKAMU Ha OPUTiHAJIBHI JAaHi.

Kurodosi cioBa: 00poOka faHKMX, MOZEN IITYYHOTO iHTEIEKTY, KiIacudikais, ifeHTudikanuis, Mojeni NpUBaTHOCTI, MEAMYHI JaHi, TaOIn4Hi
[aHi, 3aXMUCT YYTIAMBHX JAHUX, AHOHIMI3aLlis JaHUX, TEXHIKK aHOHIMI3allii faHuX, THudepeHwiiiHa IPHBATHICTb.

Beryn. V cydacHoMy cBITI 30epiranHsi Ta 00poOka
MEepCOHAbHUX JaHUX HEBIJl'€MHO MOB’s3aHI 3 MUTAaHHAMHU
MPUBATHOCTI Ta 3axXHCTy TakuX AaHux. Jng meaudHoi
raiy3i JaHi IUTaHHS € OCOOJIUBO aKTyalbHUMH, OCKUTBKU
BCe OUTBII MOIMIMPEHOIO MPAKTHKOIO CTa€ BHUKOPHUCTAHHS
BEJINKUX 00’€MIB MEIWYHUX JaHWX JUISl TIPOBEACHHSA Pi3-
HUX JOCII/DKEHb Ta aHali3y, y TOMY YHCII 3 BAKOPHUCTaH-
HSIM [ITYYHOTO IHTEJEeKTy. BUKOPHUCTAHHS MEPCOHATBHUX
JIAHUX JJIsI APYTOPSAHUX HiJIel PEeryroeThcs KOHKPETHH-
mu 3akoHamu GDPR [1] ta HIPAA [2], mopymieHHs sSIKuX
MOJKE TPU3BECTH 0 CEPHO3HUX HACNIJIKIB, YaCOM HaBITh
HE3BOPOTHUX. BiAMOBiMHO 10 IMX aKTIB YyTJIMBI JdaHi
MOXYTh OyTH BHKOPHCTaHI TUIBKH IMICIsI CHEMiadbHOI 1X
00poOKu, B pe3ynbTarti siKoi ineHTudikanis ocid 3 Habopy
CTae HEMOKJIMBOIO abo pU3WK Takoi ineHTHdikamii He
MepEeBHIILYE TOMTyCTUMUI piBeHb. [laHuii mporiec Mae Ha3By
anonimizayis (anonymization), inoxi — aeimeHtudikaris.
Ocnogna 3a0aua anonimizayii — MiHIMI3yBaTH PU3UKH PO3-
KpHUTTSL ocobucroi iH(opMmamii, 30epirafoun nmpu IEOMY
MaKCHMaJIbHY KOPUCHICTh BUXITHUX JaHUX. [t BUpiIIeH-
HS M€l 3a7adi BUKOPHUCTOBYIOTHCS CIICI[iallbHI TEXHIKH
(Metonn), mo 3a0e3MedyI0Th YMOBH IJISl IEBHUX MOJIeIen
MPUBATHOCTI (Ha MPaKTHII 1Ie YacTO KOMOIHAIT TEXHIK).

Mera crarTi. Onucat OCHOBHI MOZEJIi PHUBATHOCTI
Ta TEXHIKH aHOHIMI3aIlil 1 MPOBECTH aHAJI3 1X mepesar Ta
HEJIOJTIKIB y KOHTEKCTI aHOHIMI3aIlii TAOTMYHUX MEIMIHIX
JIQHUX.

MopueJsti npuBaTHOCTI. Y nipolieci aHOHIMI3aIIIT pesis-
IAHUX JaHUX BUIUIAIOTH HACTYIHI KaTeropii aTpuOyTiB:
npsmi inentudikaropu (direct identifiers, DI), kBasiigen-
tudikatopu (quasi-identifiers, Ql), uytmuei arpulytu
(sensitive attributes, SA) Ta HeuyTnuBi atpulyTH. [Ipsmi
ioenmuchixamopu — 1ie atpuOyTH, SKi JO3BOJSAIOTH OJHO-
3HAYHO BHM3HAUUTH KOHKpETHY ocoly. Ksasziioenmugixa-
mopu — aTpuOyTH, MO JuIle y KOMOiHamil 3 iHIIMMH
KBasiimeHTH]iKaTOpaMu MOXXYTh OyTH BHKOPHCTaHI s
inmenrtudikarii manux. Ilin wymaueumu (3axuwenumu)
ampubymamu poO3yMIitOTh TaKi aTpuOyTH, SKi MalOTh 3aJIH-
HIaTHCS MPUBATHUMH Ta 3aXHMIICHUMHU BiJl MOTEHIIIHOTO
37I0BMUCHUKA. Heuymauei ampubymu y CBOI0O uepry
MOXYTh BBaKaTHCsl O€3MEYHMMH JUIs MyOJIYHOTO BHKO-
pucranns. OpieHTYIOUMCH Ha JAaHy Kiacudikaiiio, MoXXHa
ONMCaTH OCHOBHI MOJIeJi NMPHUBATHOCTI, SIKI BHKOPUCTO-
BYIOTBCS JUTSL aHOHIMI3aIlil JaHHX.

Mogesnp mpuBaTHOCTI i Ha3BOwO K-anonimuicmo (K-
anonymity) Oyio 3ampornoHoBaHo B poGoti [3]. daHa
MOJIeNb BuUMarae, abu npu Oynb-sikiid komOinamii QIS
oHakiMenIe K 3ammciB Mann ofHaKoBHi Habip 3HAYEHD
KBa3iimeHTH]IKaTOpiB, THM caMUM 3a0e3MeUyI0ud aHo-
HIMHICTh y paMKax BIANOBIAHOI rpymu (Kjgacy eKBiBa-
JeHTHOCTI). OYeBHIHO, 110 YuM Oinbiie 3HaYeHHs K, THM
BUILIUI PiBEHb 3aXUCTy MU OTpuMy€eMO. OCHOBHUMH HEZI0-
JKaMu JaHOi MOJeNi € HeeEeKTUBHICTh NMPOTH aTak Ha
ocHoBi ofuHopianocti (homogeneity attack) snauens SAS B
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Me)Kax KJIacy €KBIBaJIEHTHOCTi, a TaKOX CYTT€BE MOTip-
MIEHHS KOPUCHOCTI aHOHIMI30BaHUX JaHUX MPH BEITUKUX
3HAYCHHSX K.

[IpobsemMy 0€33aXMCHOCTI JaHUX 10 aTak Ha OCHOBI
OJTHOPITHOCTI T03BOJISIE BUPIIIUTH MOJEINb |-0ugepcrocmi
(I-diversity), mo Gyma mpencraBiieHa K TOMOBHEHHS 10
mozeni k-anonimuocti B [4]. Tepmin «l-muBepcHicTbY
BU3HAYae, [0 B paMKaxX KOXKHOTO KJIacy €KBiBaJICHTHOCTI
npucyTHI xo4a 0 | yHikampHMX KOMOiHALi# 3HAYEHB IS
HaboOpy uyTIMBHUX atpuOyTiB. Marouu |-nuBepcHicTh 3Ha-
4yeHb SAS, y 3aralbHOMY BHIQJIKy MOXHA CTBEP/XKYBATH,
10 3JOBMHCHHK Oyle MaTh He MeHine Hix | BapiaHTiB
3Ha4YeHb SAS MpuU Cpodi OTpUMATU YyTIUBY iH(GOPMAILiI0
B paMKax BiAMOBiZHOTO Kiacy po3mipoMm K. OCHOBHOMO
METOI0 JTaHOT MOJIeNli MPHUBATHOCTI € 3aXUCT YYTIHBUX
aTpuOyTIiB, ajlie Ha MPaKTHIl JOBOJII YacTO BHHHKAIOTH
curyarii, konu |-muBepcHicTh He rapantye, o i |
BapiaHTIB € MiiiCHO yHIKaIbHUMHU. Tak, HAPUKIaN, MKl
JIiarHO3u MOXKYTh MaTH JEKiIbKa Pi3HUX Ha3B, ajle CeMaH-
TUYHO OYyTH €KBIBAICHTHHMH, IO MPU3BEE 10 PO3KPHUTTS
gyTmBoi iH(opMmarii mpu QopMaIbHOMY JOTPUMAaHHI
BUMOT Mojieni. Takok BOXKIIUBUM HEJOIIKOM TaHOT MO
€ 1i HeCIPUUHATIUBICTE J0 po3moaiTy maHux B SAS. Tak,
HANpPUKIAJ, KO JAesSKui HaOip 3HaueHb SAS ITOMIHYE B
CBOEMY KJIaci €KBIBaJICHTHOCTI, BiH THM CaMHUM 301IbIIy€
IITAHCH 3JIOBMHUCHUKA OTPUMATH Yy TIUBY iHPOPMALIIIO Bij-
MOBITHO JI0 HASIBHOT'O PO3MOALTY.

Monens t-6ausvrkocmi (t-closeness) Gysa BBeneHa B
pamkax pobotu [5], me Oyn0 BH3HAYEHO, IO KIac CKBi-
BAJICHTHOCTI Ha3MBAETHCS TaKUM, 10 Mae t-OIU3bKICTh, y
BUNAJKy, KOJIHM BIJICTAHP MDK PO3MOJIIOM YYTIHBOTO
aTprOyTy y CBOEMY KJaci Ta HOro po3noJiijioM y TIOBHOMY
HaOopi JaHmx He mepesuirye 3amaHuid nopir t. Takum
YHHOM, MOXKHA Ka3aTH 1pO TaKy 3aJIeKHICTh, KOJIM MEHIIE
3Ha4YeHHS | BiAMOBima€e OiNBII BHCOKOMY PIBHIO 3aXHUCTY
YYTIMBHX NaHUX. J{1s1 OOUMCICHHS BiJICTaHI MiXX PO3IIO/i-
JaMH Hal9acTille BUKOPUCTOBYIOTH BifcTtanb Kympbaka —
Jleitbnepa abo Bimctanp Bacepmireiina. Jlana momens rap-
MOHIHO JomoBHIOE Mojei K-anoniMHocTi Ta |-mamBepc-
HOCTI, HaJIAF0YM PIlICHHSI NPOOJIIEMH BUKPUTTS UyTIHBUX
JIaHUX, 10 CHPUYMHEHA crenu(iuHUM PO3MOAITIOM 3HA-
4yeHb SAS y rpymi. Ajie 3BiCHO, II0 Ha MPAKTHIlI MOXYTh
BUHMKATH YHIKJIbHI CUTYaIlil, KOJIM Ta UM iHIIA MOJIEIIb HE
3MOJKE TapaHTyBaTH 3a/I0BIJIbHI PE3yJIbTATH.

Texniku anonimizanii nanux. TexHIKH, IO PO3TIIA-
JIAOTBCS B JIAHOMY pO3Aiii, 0a3yroThCsi Ha BHMOTax
BHUIIICONMCAHUX MOJIENICH TPUBATHOCTI: K-aHOHIMHOCTI,
|-nuBepcHoCTi Ta t-61M3BKOCTI, a TAKOXK IX Bapiallii.

Texnika yszazanvnenns (generalization) [3] sukopwuc-
TOBYETBHCS JJIs 3MEHIICHHS TouHOCTI meBHoro QI. Tak,
HAIpHKJIIAJ, TOBOPSYM MPO KOHKPETHI JaTH (AaTa Hapo.-
JKEHHsI, J]aTa BIIBIAYBaHHS JIiKaps TOIIO), JaHa TEXHIKa
JTO3BOJISIE 3MIHUTH CTYITIHB JETaNli3allii JaHUX 10 HEOOXi-
HOTO pIBHA (MicCsls, POKY), THM CaMuUM 3a0e3leuylouu
3aXHCT Bix pe-imeHtndikauii. s arpuOyTiB, 3HaYEHHS
SKUX OepyThcs 3 JEAKOI Hamepea BiIOMOi CKIHYEHHOI
MHOXXMHH, 3a3BUYail OyayeThCs BIINOBiIHA i€papXid, siKa
BUKOPHCTOBYETHCS [UIs 3aMiHH JAHUX MEHIII KOHKPETHUMHU
y3araJbHEHHSIMH. Ba)XIIMBOIO OCOOIMBICTIO TaHOI TEXHIKA
€ 30epexeHHs paBIuBOCTi naHuX. Cepes HETOMiKiB MOXK-
Ha BUJUIMTH BTPATy KOPUCHOCTI JaHMX y BHUIAJKaX HaJ-

MIpHOTO y3arajdbHeHHs. [l BHpIMIEHHS IaHOi IpolieMu
0yJ10 3aIPOIIOHOBAHO TEXHIKY a/IAlITUBHOTO y3arajlibHEHHs
(adaptive generalization) [6], mo no3BONSIE MiHIMIZyBaTH
HeraTuBHHUN e(peKT Ha KOPUCHICTh JaHUX.

Texnixa nooaenenns oanux (Suppression) [7] gacro
3aCTOCOBYETBhCS Yy aNropuTMax Ha 6as3i K-aHOHIMHOCTI.
JlaHa TexHika TOJIsiTac y BWJIyYEHHI NEBHHUX 3HAYCHH 3
Ha0OpYy AaHMX 3 METOIO MOKPAILIEHHS CTATUCTHYHHX XapaK-
TEPUCTUK 11boro Habopy. Tak, HampHKIaA, y BUIAAKY,
KOJTM OJIMH 3aMUC BUIISETHCS Yepe3 aHOMAIIbHI 3HAYCHHS
MEBHUX aTpUOYTIB, ISl JOCATHEHHS 3aJOBUTFHOTO PiBHS
3aXUCTy aHOHIMI30BaHUX JaHUX, BUHUKAE MOTpeda y HAA-
MipHOMY y3araJbHEHHI TaKUX aTpUOYTiB, IO B Pe3yIbTATI
MPU3BOUTS JI0 CYTTEBUX BTPAT KOPUCHOCTI BCHOTO HA0OpY
JMaHuX. BriydeHHsS HEOOXIAHUX 3HAYCHD YM BiIMOBITHHX
3aMuciB 3 HAOOPY J03BOJISE BUPIIIUTH JaHy mpoodyiemy. 3
IHIIOI CTOPOHHM, HaJMipHE 3aCTOCYBAHHS TEXHIKH BHIIY-
YEeHHSI TAaKO)K HETATHBHO BIUTUBA€E HAa KOPUCHICTH JTAHUX.

VY poboti [8] Oyno 3ampoONOHOBAHO MeEXHIKY nepe-
Hecenns (relocation), sika mossirae y nepeHeceHHi abo 3MiHi
00Me)keHOI KINBKOCTI 3Ha4YeHb HaOOpy HaHUX uid 3a0e3-
TIeYeHHs OLIBII BUCOKOTO PiBHS 3aXUCTY Bif pe-imeHTHdi-
karil. OueBHHO, IO HEJOIIKOM JIaHOT TEXHIKH € HaTaHHS
AQHOHIMI30BaHMM JaHWM IIEBHOTO PIiBHIO HEMPaBAWBOCTI,
10 MO’KE€ MIPU3BECTH 10 MOTiPIIEHHS 3arajibHOI IX SKOCTI.

OxpeMO MOXHa BUIUINTH MEXHIKY NEPecmanHo8Ku
(permutation), ska mpeacTaBiAl0 CcOOOI 3MilTyBaHHS
3Ha4YeHb MIEBHOTO KBa3iieHTH(DIKaTOpa MK PI3HUMHU 3aIlu-
camu, 30epirar4u Mpu IbOMY 3arajibHi CTATHCTHYHI 0CO0-
JIMBOCTI OPHUTiHAIBHHUX JAHWUX Ta 3a0e3Mevyroul BUCOKHIA
piBeHb 3axucTy. Tpeba 3a3HAaYWTH, L0 3JTOBKUBAHHSI
JTAaHOO TEXHIKOIO MOJKE TPU3BECTH JI0 MOPYIIECHb 3B’ A3KiB
MK aTprOyTaMu, 110 y CBOIO Yepry MOXKe MOTIpPIIUTH MiH-
HICTh TaKWX aHOHIMI30BaHUX NAHWX IS aHAJI3y, UyTJIH-
BOTO JI0 TAKUX 3B’ S3KIB.

Texnixa nepmyp6ayii (perturbation) BuxopucTOBY-
€TBCS ISl JIOIaBaHHS aJMTHBHOTO ab0 MyJIbTHILTIKA-
THBHOTO IIyMY JI0 OPUTIHATBHUX JaHuX (YacTinre 10 SAS).
VY BUNAAKY aJUTUBHOTO LIYMY J0JIA€ThCSI 3HAUEHHS 3 (iK-
COB@HOT0 Jliania3oHy, B TOM 4ac sIK JJ1sl MyJIbTHILTIKATHUBHO-
ro BHIAJKOBO OOMpaeThesi KoedilieHT MHOXeHHs. [lana
TEXHIKAa MOXE OyTH HEe(CKTHBHOI i1 aHOHIMI3allii
JIaHUX 3 AaHOMAJISIMH, a TOMY ii 4aCTO BUKOPHCTOBYIOTb Y
KOMOIHamii 3 IHIIMMHA TeXHIKAaMH Ui 3a0e3ledyeHHs
JIOCTaTHHOTO piBHA mpuBarHOCTI. OKpiM IBOTO, BHOIp
HEBJIAJIOTO Jiara3oHy Y1 Koe(imieHTy MOXKe IPU3BECTH JI0
CYTTEBOTO 3HIDKEHHSI KOPHCHOCTI BUXITHUX TAHHX.

Texnixa 6axemusayii (bucketization) [9] cipsimoBana
Ha 3a0e3MeucHHss BUMOT MoJei mpuBatHOCTi |-muBepc-
Hocti. Criouatky maHi po30MBarOThCS Ha rpymnu (Kiacu
€KBIBaJICHTHOCTI) 3a 3HaYeHHAMHU QIS, MICIIA YOro 10 KOXK-
HOI TPYIH 3aCTOCOBYETHCSI BUILIE3raiaHa TEXHIKa repecra-
HOBKH, SIKa IepeMilllye 3HaYeHHs YyTJIMBOIO aTpuoyTy y
Mekax CcBO€i rpymu. Takuil MiAXiA J03BOJISE OTPHUMATH
BUILMH pIBEHb KOPUCHOCTI IaHUX Y NOPIBHSHHI 3 TEXHIKOIO
y3arajJlbHeHHsI, ajleé NMpH IbOMY BiH TaKOX Ma€ TIEBHI
Hepoumiky. Tak, HanpuKIiIa, OakeTH3alis He 3aXUINaE JTaHi
BiJl aTaK Ha PO3KPUTTS WICHCTBAa KOHKPETHOI ocodm (mem-
bership disclosure) gepes Te, mo kBasiigeHTH}iKaTOPH
3aJIMIIAI0THCS HE3MIHHUMHU.
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Ha npaxTumi 3a6e3medn Ty BHKOHAHHS YMOB MOJIEIeH
k-anonimuocTi, I|-muBepcHOCTI Ta t-GUH3BKOCTI pazoM
OyBae nyxe CKIagHO 0Oe3 CyTT€BHX BTpaT KOPHCHOCTI
JIAaHWX, a THOJII ¥ B3arajli HeMOXJIMBO. [lokpamnuTy npoiec
aHOHIMI3alil B JAaHOMY BHIIQIKy JI0TIOMara€e BUKOPUCTaHHS
mexnixu mikpoazpezayii (microaggregation) [10]. Jlana
TEXHiKa B 3aTaJIHOMY BHIIA/IKy 3aCTOCOBYETHCS JI0 YUCIIO-
Bux QIS, xoua TakoX Moke OyTH BUKOpPHCTaHa [UIsl aTpH-
OyTiB Ha 0a3i KaTeropiii Mpu 3acTOCYBaHHI KOHBEpTaLil B
yrcioBui Gopmar [11]. Ciouatky naHi po30HBalOThCS Ha
MIEBHI KJIACTEPH TAKUM YUHOM, 100 JTaHi 3aIiCiB B OTHOMY
KJacTepi Oy MakCHMaIbHO MiXk CO0OI0, a TaHi 3aIHCiB i3
pI3HUX KJIacTepiB Mald MaKCHUMajbHY BiaMiHHICTE. Ilpn
IbOMY, KOXKEH KitacTep Oyiie MaTH moHaiimentire K 3amwcis.
Haui, 3Hauenns QIS B paMkax KOHKPETHOTO KjacTtepa 00-
POOJISIOTHCS HAHOLIBII TOLIIBHUM CIIOCOOOM (HATIPHKIIA,
3aMIiHIOIOTBCSI HA CEpeHE 3HAUYEHHS), B PE3YJIbTaTi YOTro
3a0e3nevyeTbcsl 3aXMCT JAHWX BiJ pe-imeHTudikamii.
[TpoGnemMol0 aHOTO MiAXOLY € TOIIYK ONTHMAIbHOTO
pillleHHs y BUNAAKy OaraTOBHMIpDHUX JaHHX, OCKUIBKH
Takail anroputM Mmae kiac ckiamHocti NP Tta morpebye
3HAYHUX PECypCiB ISl OOUNCICHHS.

Texnixy posoinenns (Slicing) 6ymno 3anporoHOBaHO B
pobori [12], sk ampTepHATHBY TEXHIKaM y3arajJbHEHHS Ta
Oakerm3arii. [nes TeXHIKH pO3IITICHHS MIPEICTABIISE COO0I0
CerMeHTalil0 Habopy JaHUX ONHOYACHO IO arpulyTam
(BepTHKanpHa) i MO 3anKcaM (ropu3oHTalIbHa). BepTukains-
Ha CEerMEHTAallisl yTBOPIOE HOBI KOJIOHKH Yepe3 rpymyBaHHs
CHIIBHO 3B’s13aHMX MDX CO0OI0 aTpuOyTiB, B TOW Hac sK
rOpU30HTalbHA — CTBOpioe rpymu ganux (buckets) na
ocHOBI 3anuciB. [licis BOro 3aCTOCOBYETHCS MEPEMILIy-
BaHHA a00 COPTYBaHHS JaHUX Y KOXKHOMY CTOBIIII JUJIS
TOrO, MO0 MPUXOBATH 3B’S30K 3 aTpUOyTamMH 3 1HIINX
CTOBNMIB. Y pe3yJbTaTi aHOHIMI30BaHi 1aHi MarOTh Kparty
KOPHCHICTh Y TIOPIBHSAHHI 3 3aCTOCYBaHHSIM TEXHIK y3a-
TaJIFHEHHS Ta OakeTH3alii caMe 3a paxyHOK 30epeKeHHS
3B’S3KiB MiX 3B’SI3aHUMH aTpUOYTaMU.

Texuixa ougepenyiinoi npusamnocmi (differential
privacy, DP) [13] — me mMaTemaTnuyHa TexHika, sKa sK i
TexHiKa nepTypoariii, 6a3yeTbcst Ha i€l J0AaBaHHS LIyMYy
o manux. Ha BiMiHYy Bil TeXHIKH mepTypOarii, 1 mym
IHTErpyeThesl Oe3rnocepe/]Hb0 B Hadip JaHUX, MEXaHi3M
JdepeHIiifHOT MPUBAaTHOCTI 3aCTOCOBYETHCS Ha PiBHI 3a-
IIUTIB 3a JaHMMH, HaJal0ouy TIEBHUH PiBEHb BHUIIAJKOBOCTI
JI0 KOXXHOTO pe3yibTaTy. BuaiisioTe JIOKaJbHY Ta
riro0anbHy AnudepeHLiitai TPUBAaTHOCTI, 10 BIPi3HAIOTHCS
MiX COOOI0 apXiTEeKTYpHUMH OCOOJIHBOCTSIMH CHCTEMH,
sika 00po6IIste 3auTh. Y pobori [14] Takox GyIto 3amporio-
HOBaHO BapiaHT peaizamnii DP i3 3acTocyBaHHIM TIHOOKIX
HEHPOHHUX MEPEXK.

Jlo TexHiK aHOHIMI3aIlii JaHUX TaKOXX MOJYKHA Bi-
HECTH I'eHepallito cuHTeTHUHuX ganux (Synthetic data). Ha
BIIMIHY BiJl BHUIIE3a3HAYCHUX TEXHIK, TCHEPAIlisl CHUHTE-
THYHHMX JaHMX Hajae abCOIIOTHO HOBI JaHi, AKi TUILKH
CXO03Ki 32 CTPYKTYPOIO Ta PO3MOALIOM Ha OPHUTiHATBHI JaHi,
ajyie Mpu LbOMY HE MICTATH HiSIKOI NepcoHaibHOI iH(pOp-
Mamii, OCKUIBKM BOHM HE MOXYTh OyTH acouiiioBadi 3
KOHKPETHOI0 peasHOoI0 ocoboro. I xoua mpobiema cTBO-
PEHHS IUTYYHHX JaHUX HE € HOBOIO, 32 OCTAHHE IECATH-
piuus OocsTHEHHS y cdepi TeHepaTHBHOTO INTYYHOTO

IHTEJIeKTY CIIPHSUIN NOIIMPEHHIO BUKOPUCTAHHS MOAEINIeH
IITYYHOTO 1HTENEKTY AJIS BUPIIIEHHS 1aHOi 3a7adi.

Komn wmoBa #ize mpo CTpyKTypoBaHi MdaHi, mIs
HaBuaHHs Ta Oe3rocepeHbO reHepallii HOBUX IaHUX BHKO-
pucTOBYIOThCS Taki rpynu mozeneit L1, sik BapiauiiiHi aB-
TokomyBanpHuKH (Variational Autoencoders, VAES) [15]
Ta reHepaTuBHI 3MaranbHi Mepesxi (Generative Adversarial
Networks, GANs) [16]. /lani MozeIi BUBYAIOTh CTPYKTYPY
Ta BHYTPINIHI 3aJIG)KHOCTI JAHWX, HA SKAX BOHH HaBYa-
IOThCS, 4 TAKOJXK, IO BaXKJIUBO JUIS 3aJa4l aHOHIMi3allii,
aHANI3YIOTh TIPaBUIIa PO3MOALTY IHMX JaHUX. BapiamiiiHi
ABTOKOYBAJIBHUKH MPENICTABIISIOTE COO0IO IPYITy TeHepa-
THBHHUX MOJIeNeH, SIKi MPaIfOl0Th Ha IPUHLMIT CTHCKaHHS
JaHuX 0 (opMaTry IpencTaBIeHHS, 0 HAa3UBAETHCS Ja-
TEHTHUM mpocTtopoM. JlaHW! TpOCTip Hamaai BHKOPHC-
TOBYETBCSI JUTS BIITBOPEHHS BX1THUX JaHUX. Y CBOIO Uepry
MOJIeTIb TeHEePAaTHUBHOI 3MarajibHOI MEpeXi CKIaJIaeThes 3
JIBOX HEWPOHHUX Mepek — Mepexi reHeparopa (G) ta
Mepexi auckpuminatopa (D), Mk SKMMH BHHHKae aHTa-
roHicruuHa rpa (Tpa 3 HyJIbOBOIO cyMmolo). Mepexa G
CTBOPIOE 3pa3KH INTYYHHX JaHHX, a Mepexxa D Hamara-
€ThCSI BraJIaTH, Y¥ € JaHUI 3pa3ok mWTyqHuM. [Ipu npomy,
TeHepaTop IOCTIHHO BIOCKOHANIOE CTBOPIOBaHI INTYYHI
3pa3Ky TAaKUM YHHOM, 100 JUCKPUMIHATOP HE 3MIT Bipi3-
HUTH INTYYHI JaHi Big peaJbHUX, a JUCKPUMIHATOP
BUYHUTHCS TOUHIIIE POOUTH BICHOBKH.

[oBHwMit mporec rerepanii CAHTETHYHUX JaHUX CKJla-
JIA€ThCS 3 TAKUX €TalliB, SIK TPEHYBaHHS MOJEINI Ha pealb-
HUX JlaHMX, Oe3nocepenHbO TIeHepallisi HOBUX HabOpiB
JIAaHKX, & TAKOXK OIIHKA SKOCTI Ta KOPUCHOCTI ITUX BUXIJ-
HHUX JaHUX. BakInMBO 3a3HAYMTH, LIO KIIOUOBUM (HaKTo-
POM MOJJIMBOCTI BHUKOPHCTaHHS CHHTCTHYHHX JAHHX €
CTYMiHb KOPEKTHOCTI IIpoIiecy TeHepamnii TakuxX NaHuX y
KOHTEKCTI BHpIIICHHS TEBHOI 3amadi. Tak, HampuKIas,
SKIIO JIesIKa CHCTeMa MOTpe0ye BENWKOI KUTBKOCTI TaHMX
MIEBHOI CTPYKTYPH 3 METOIO aHAaJi3y MPOAYKTHBHOCTI i€l
CHCTEMH, TO B TaKOMY BHUIIAJIKy XapaKTEPUCTHKH CaMHX
JIAaHUX Ta iX pO3MOJI He OyIyTh MaTH BEJNUKOI Pi3HMIII, a
TOMYy HE Mae€ MoTpeOM BUMAarat BiJ Mpolecy reHepamii
BUCOKOT'O pIBHsI MpaBAONOMIOHOCTI BUXIJHHUX HaOOpIB
JIaHUX.

SIKicHI CHHTETHYHI TaH1 JO3BOJISIOTH BUPIIIUTH Oara-
TO mpoOJieM, MoB’sI3aHNUX 3 OOMEKEHHSIMHU BUKOPHCTAHHS
Ta PO3IMOBCIO/KCHHSI NMEPCOHATIBHUX IAaHUX, & B JESKHX
BUIIaJKaxX MPOCTO HE MAlOTh ajubTepHaTHB. Ha mpakrtumi
CHUHTETWYHI JJaHi 4acTO BUKOPHCTOBYIOTHCS ISl TPEHY-
BaHHS Ta IEePEBIPKU MOEINEH ITYYHOro 1HTeIeKTy. Buko-
PHCTaHHS CHHTETHYHUX IaHHX TAKOX MA€ PsJl HEJOJMIKIB.
Tak, HajgamTyBaHHS TPOLECY TeHepalil CHHTETHIHHX
JIAHUX € BKpail CKJIaJHOIO 3ajayero, Jie 0COONMBY yBary
Tpeba MPUIIIATH OLIHI[ 3TeHEPOBAHUX TAaHHUX, iX AKOCTI Ta
KOPHUCHOCTI BiJTHOCHO BUDIIIEHHS KOHKPETHOI 3a/1a4i.

BucHoBkn. Y po0oti Oyji0o po3rsIHYTO Mpodiemy
30epiraHHs Ta BUKOPUCTAHHS CTPYKTYPOBaHHX MEIUYHHX
JIaHUX, a TaKOX iX aHOHIMi3allilo, SIK MeXaHi3M 3abe3re-
YeHHsSl TPHBATHOCTI NepcoHaibHOI iHpopmanii. ¥ KoH-
TEKCTi aHOHIMIi3allii OyJI0 PO3IIITHYTO TPU OCHOBHI MOJEI
npuBaTHOCTI K-aHOHIMHICTB, |-mmBepcHicTs Ta t-GM3b-
KicTe. Bynu ommumcasi poii JaHUX Mozernel B 3a0e3neveHHi
AHOHIMHOCTI, a TaKOX IX HEHONIKH, IO 3YMOBHJIH HE0O0-
XiHICTh B CTBOpPEHHI IHIIMX MOENeHd MPUBATHOCTI Ta
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TaKMX TEXHIK aHOHIMI3allii, SK qudepeHiiiiHa npuBaTHICTh
Ta TeHepallisl CHHTeTHYHUX AaHUX. Byllo Takox po3risiHy-
TO TEXHIKM y3arajJbHEHHS, IOJABIICHHS, MEPEHECEHHS,
MEPECTAaHOBKH, MepTypoalii Ta po3auicHHs. [laHi TeXHIKH
BUKOPHCTOBYIOTBCS JJIsl OOpPOOKM IaHUX TaKUM YHHOM,
00 BHKOHATH BHMOTH BIMOBITHHX MOJEJCH MpHBAT-
HocTi. He nmuBnstunch Ha Te, 10 MOETHAHHS PO3TIITHYTHX
MoJIeNiel MPUBATHOCTI Ta TEXHIK aHOHIMI3aIlii JO3BOJISIOTh
rapaHTyBaTH JIOCTaTHBO BUCOKHH PiBEHb 3aXHCTY BiX pe-
ineHTudikarii, ocooauBy yBary Tpeda MPHUIUIATH OLIHIT
KOPHUCHOCTI BUXITHHUX HaHUX. Tak, 3aCTOCYBaHHS HEsKic-
HUX aHOHIMI30BaHUX JaHUX HE TUIBKU OyIe Hee]eKTus-
HUM, a MOX€ HaBiTh IPU3BECTH /0 MIKiIJIHBUX HACIHIIKIB.
Taxi TexHikH, sIK TudepeHIIiifHa MPUBATHICTH Ta TEHEPaLlis
CHUHTETUYHUX JAHUX, BIPI3HSIIOTHCS CBOIM MIJXOJOM JIO
3a0e3MevyeHHs] MPUBATHOCTI JaHUX Ta MAlOTh LIMPOKE
MPAKTUYHE 3aCTOCYBAHHS. BiJbIll TOrO, aKTHBHHUU PO3BH-
TOK T€HEPAaTUBHUX HEHPOHHHUX MEPEX BiJKPHB HOBI MOX-
JIMBOCTI /IS TeHepalii CHHTeTHYHHX JaHUX, 10 POOHUTH
JIAaHWH HarpsiM TEepPCIeKTHBHUM JUIsl HOAAIBIIOT0 AOCIiI-
JKCHHS.
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PRIVACY MODELS AND ANONYMIZATION TECHNIQUES FOR TABULAR HEALTHCARE DATA

In today's world, issues of privacy and personal data protection are becoming extremely relevant, especially in the healthcare field, where the use of
large volumes of data for research is becoming increasingly common. The use of personal data is regulated by relevant laws that require data
anonymization to minimize the risks of identifying individuals. Anonymization is a process that allows the use of sensitive data without the risk of
disclosing personal information while maintaining its utility. This article discusses the main privacy models and anonymization techniques used to
protect tabular healthcare data. Privacy models include k-anonymity, I-diversity, and t-closeness. The k-anonymity model ensures that any combination
of quasi-identifiers is shared by at least k records. The I-diversity model complements k-anonymity by requiring at least | unique combinations of sensitive
attribute (SA) values in each equivalence class. The t-closeness model considers the distribution of these sensitive attribute values, ensuring that the
distance between the SA distribution in the equivalence class and the overall distribution does not exceed a specified threshold. Anonymization
techniques include generalization, suppression, relocation, permutation, perturbation, slicing, differential privacy, and synthetic data. Generalization
reduces the precision of quasi-identifiers. Suppression removes certain values from the dataset to improve its statistical characteristics. Relocation
changes a limited number of values in the data to enhance protection. Permutation mixes the values of quasi-identifiers between records while preserving
the overall statistical features of the dataset. Perturbation adds noise to the data, increasing privacy. The idea of differential privacy also involves adding
noise, but this is done at the query processing stage. Generating synthetic data allows the creation of new datasets that are similar in characteristics to
the original data.

Keywords: healthcare data, tabular data, data anonymization, privacy models, k-anonymity, I-diversity, t-closeness, data anonymization
techniques, differential privacy.

Iosni imena asmopis / Author's full names

Asrtop 1/ Author 1: Kaniuiu Jlenuc Bikroposuu / Kalinin Denys Viktorovych
AsTop 2 / Author 2: Cesepun Banepiii [lerpoBuu / Severyn Valerii Petrovych
Astop 3 / Author 3: BesmenoB Mukona IBanosud / Bezmenov Mykola Ivanovych

Bicnux Hayionanvnoeo mexuiynozo ynisepcumemy «XI1». Cepis: CucmemHui
ananis, ynpaguinua ma ingopmayiini mexnonoeii, Ne 2 (12) 2024 85



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

DOI: 10.20998/2079-0023.2024.02.13
YK 004.8+004.9

0. M. KOH/IPATOB, acnipaut, crapumii Bukiagad kadpeapu inpopMariiHux cucteM Ta TexHosorii HamionansHoro
TEXHIYHOTO yHiBepCHTETY «XapKiBChbKHUil MOMITEeXHIUHMI iHCTUTYT», XapkiB, Ykpaina; e-mail: kondratovolexiy@gmail.com;
ORCID: https://orcid.org/0000-0001-6367-9944

0. M. HIKYJIITHA, n-p texu. Hayk, npodecop, 3aBixyBauka Kapeapu iHpopMalifHiX cUCTEM Ta TeXHOOTiH HartionansHoro
TEXHIYHOTO YHIBEPCHTETY «XapKiBChKHUi MOMITEXHIYHUH IHCTUTYT», XapKiB, YKpaina; mpodecop kadenpu uudpoBux
TEXHOJIOTiH Ta mpoekTHO-aHamiTHIHUX pimiers TOB «TY «METIHBECT ITOJITEXHIKA»y, 3amopixoks, Ykpaina; e-mail:
elniknik02@gmail.com; ORCID: https://orcid.org/0000-0003-2938-4215

IMPOI'PAMHA PEAJII3AIIA I3 BUKOPUCTAHHAM TPAHC®OPMEPA 3 OITUYHUM IOTOKOM TA
GEONET /IS IIEHTU®IKAILI TIAPAMETPIB JUHAMIYHUX OB’EKTIB

CpOoroiHi MbKIUCIMIUTIHAPHI TOCHIIDKEHHS B rajy3i KOMIT FOTEpHHX HayK Ta IH)KeHepil CTaloTh BCE OLIbLI aKTyaJbHUMHU Yepe3 3pOocTarouy mnorpedy
00po0IIATH J1aHi B pealbHOMY 4Yaci JUlsl BUSBIICHHS Ta BiICTeXKeHHs 00’€ekTiB. 30Kpema, ineHTudiKallis napamMeTpiB JMHAMIYHUX 00’€KTIB € KPUTHYHO
BaXJIMBOIO Y TaKHX cepax, K aBTOHOMHI TPAHCIIOPTHI CHCTEMH, poOOTOTEXHiKa, CHCTEMH CHOCTEPEKEHHs i MOHITOpHHTY. E(exTuBHe aBTOMaTH4HE
oTpuMaHHs Ta 00poOKa iH(popMalii 3 BifieoIKepe € MEePCHeKTHBHOI Taly33i0 Ul HAyKOBIIB 1 MPAKTUKIB, IO MPALIOIOTh Y CYMIKHUX OONacTsX.
MeTo0 LBOTO JOCIIPKEHHSI € BIOCKOHAICHHS NPOLECIB BHSBICHHS Ta BIJACTEKCHHS IMHAMIYHUX 00’€KTIB IIUISIXOM PO3POOKH Ta BIIPOBADKCHHS
iH(OpMaLiiiHOT TEXHOJIOri, 3aCHOBAaHOI HAa BHKOPMCTaHHI Cy4aCHHX METOAIB MAalIMHHOrO HaBuaHHs, Takux sk DETR (Detection Transformer),
ontuyHuil motik Ta GeoNet. MeToau JOCHiKEHHS BKIIOYAlOTh PO3POOKY MPOrpaMHOro 3a0e3MedYeHHs Ha OCHOBI MOBH mporpamyBanHs Python i3
3aCTOCYBAaHHSIM Cy4acHHX 0i0uioTek Ta GppeiMBOPKIB 1t 00poOKHM 300pakeHs i Bigeo. s BusBieHHs 00'ekTiB Oyio Bukopuctano meroy DETR, mo
JI03BOJISIE€ 3 BUCOKOIO TOYHICTIO BU3HAYATH MOJIOKEHHS 00’ €KTiB y Kaapi. ONTHYHUII IOTIK 3aCTOCOBYBABCS ULl BA3HAUCHHS HAIIPSMY Ta LIBUKOCTI 1X
nepeMimieHns, a GeoNet — 14 aHanizy TIMOMHH CLIEHH Ta TeOMETPHUYHMX MapaMeTpiB. 3alpoloHOBaHa TEXHOJIOTisA Oyia MpOTEeCTOBaHA Ha Pi3HUX
Bijieo3amnycax, ski BifoOpaXkaloTh CKIaaHI cleHapii 3 TMHAMIYHUMH YMOBaMH, BKIIIOUAIOYH 3MiHY OCBITJICHHS, IEPEKPUTTS 00 €KTIB Ta MBUIKI 3MiHU
pyxy. Pesynbrati mOCTiKEHHS MOKA3ajid BHCOKY TOYHICTH 1 HagiHHICTh 3aMpPOMOHOBAHOTO MiAXOAy Ui imeHTH(IKauil mapaMeTpiB JHHAMIYHHX
00’€eKTiB y pi3HHX yMoBaX. [loelHaHHS METOIIB JO3BOJIMIIO CYTTEBO IiIBUIUTH TOYHICTB i CTIHKICTh CUCTEMH BUSBIICHHS Ta BIICTEKEHHS, 0COOIMBO B
yYMOBax 3MiHHU cepenoBHuIa abo HU3BKOI SIKOCTI Bifeo3anuciB. BUCHOBKYM TOCTIIKEHHs BKa3ylOTh Ha e(pEKTHBHICTH BUKOPUCTAHHS 3alPOIIOHOBAHOI

iH(popMaLiffHOT TEXHOIOTIT sl MPAaKTHYHOTO 3aCTOCYBAHHS y chepi aBTOHOMHHX CHCTEM, POOOTOTEXHIKH Ta BiI€OCIIOCTEPEIKECHHS.
KurouoBi ciioBa: /lucraniiiina inentudikaliis TuHaMiyHUX 00’ €KTIiB, BUSBICHHS 00’ €KTIB, ONTHYHMI MOTIK, ineHTH(iKaLis MIBUAKOCTI, ITHOOKe

HABUYaHH:, 3rOPTKOBI HEHPOHHI MEpexi.

Beryn. CrorozHi miBuKa €BOMIOLIS KOMIT FOTEPHUX
TEXHOJIOTI 3MIHIOE HAayKOBI MIAXOMU JO CYYacHHUX
BUKJIMKIB 1 BIIKpHBA€ HOBI IIISAXH JJISI CTBOPEHHS HOBHX
METOJIB a00 BJOCKOHANCHHS icHyroumx. Lle ocoOmmBo
Ba)XJIMBO IS TPUKJIAJHAX HAYK, € OOYHCIIOBAIbHI METO-
A TIPUCKOPIOIOTH PO3B’SI3aHHS CKIAOHHUX TpoOieM, Mo
BHUMAraroth 06poOKH BenuKux oocsriB qanux [1].

VY raiy3i KOMIT'FOTEPHOT'0 30pY AOCSATHEHHS B MaIlInH-
HOMY HAaBYaHHI Ta BHSBIICHHI 00’€KTIB PEBOJIOIIOHI3Y-
BaJIM CIOCIO BiJICTE)KEHHS Ta aHajli3y AWHAMIYHUX 00 €K-
TiB [2].

OnmHUM 3 KIFOUYOBHX JIOCSITHEHb € BUKOPHCTaHHS
tpaHcdopmena BusBneHHs (DETR) s BusBnenns 00’ ex-
TiB Ta onrtuaHOrOo 1oToKy (Optical Flow) mist BizcTesxeHHs
PYXy y Bimeo mociigoBHOCTSX. KoMOiHamis WX METOIiB
JTO3BOJISIE TOYHO iEHTH(IKYBATH ITapaMeTpy TWHAMITHIX
00’exTiB y pi3HHX cepenoBumax. CriogaTky MOJeIi BHSB-
JIEHHA 00 €KTIB Malli OOMEXEHHUH CIIEKTP MOXKITMBOCTEH.
OjiHaK 3aBJISKU 3POCTaHHIO JIOCTYITHOCTI BiJIGOJJAaHUX BH-
COKOT PO3/IUJILHOT 3IaTHOCTI Ta JOCSATHEHHSM Y TJIMOOKOMY
HaBYaHHI MOJIeNl 1eHTUdiKalii napaMeTpiB AMHAMIYHUX
00’€KTIB 3HAYHO EBOJIOLIOHYBAJIH, IIO JO3BOJISE TOYHO
BIZICTE)KYBaTH 1 aHaJi3yBaTH 00 ’€KTH B pealbHOMY 4aci.
Lle po3mmpwiIo BUKOPUCTAHHS TaKMX MOZEJIEH y pi3HHX
JI0JIaTKaX, BiJl aBTOHOMHHUX CHCTEM JIO CIIOCTEPEKEHHS,
JIEMOHCTPYIOUYH KPUTHYHY POJIb OOYHMCITIOBAIBHUX TEXHO-
JIOTi# y BHpimeHHI cydacHuX mpobaem. [loganpmmit pos-
BUTOK KOMIT FOTEPHHUX TEXHOIOTiH, 30KpeMa 30iNbIIeHHS

00YNCITIOBANIBHOT MOTY)KHOCTI Ta 3POCTaHHSI MAaIIMHHOTO
HABYAHHS, BIJKPWB HOBI HAampsMH IS HAYKOBIIB Ta
IH)KEHEpIB y PO3IMIMPEHHI CBOIX MeTo10JI0TiH. JlocarHeHHS
B 00J1acTi KOMIT FOTEPHOTO 30pY HPHU3BEIH 10 CTBOPEHHS
Mojzeliel BHsABIEHHS 00’ekTiB, Takumx sk DETR, sxa
JTO3BOJISIE 3MIMCHIOBATH BUSABJICHHS 00’ €KTIB y peaIbHOMY
Yaci B BiZ€OMOCTiZOBHOCTAX, Ta ONTHYHUI MOTIK, SKUH
BUKOPHCTOBYETHCS JJIsl BIICTE)XKEHHSI PyXy MK KajJpamu.
V nuHaMIYHHAX CepeIOBHINAX TOUHO i1eHTU(IKYBATH Mapa-
METpH 00’ €KTIB, TaKi SK MMO3UIIisl, IIBUIKICTh 1 TPAEKTOPIS,
€ KPUTHYHO BaXKJIMBUM JJIsl JIOAATKIB, IMOYMHAIOYU Bij
ABTOHOMHHUX TPAHCIIOPTHHX 3ac00iB 1 JI0 CIIOCTEPEKESHHSI.
XapakTepHCTHKH peabHUX JaHUX, TaKi sIK BEJTMKHUN 00CHT,
MIBUJIKICTh 1 PI3HOMAHITTS, CTBOPIOIOTH TPYIHOII ISt
MoJenel inenTrdikarii mapaMeTpiB TMHAMIYHUX 00’ €KTIB,
OCKUTBKH 1M HEOOXiZHO MIBHIKO Ta TOYHO OOpoOIATH
BeJnKi 00csaru Bineonanux [3-4].

CporonHi BaXXITMBO BHKOPHCTOBYBATH MOJENI BHUSB-
JICHHSI T4 BIZICTE)KEHHS 00’ €KTIB, SIKi MOXKYTh aJJalTyBaTHCS
JI0 3MIHHHX YMOB CEpPE/IOBHIIA Ta IPAIIOBATH B pEATbHOMY
yaci. Jnst izenTudikauii mapaMeTpiB JMHAMIYHAX 00’ €KTIB
e MmifXiJ € BaXJIMBUM JJIsi BU3HAUEHHS TaKMX Xapak-
TEPUCTUK, SIK PO3MIp 00'€KTa, MIBHIKICT 1 HANPSIMOK.
JocnigHuky B 001acTi KOMI'IOTEPHOTO 30pY IMOTOIXKY-
10Thcs, mo iHTerpaunis DETR Ta onrtuunoro mnortoky
BiIKPHBAa€ HOBI MOMJIMBOCTI U MDKIUCHUIUTIHAPHOT
cmiBOpari MiK KOMITIOTEPHAMH HAyKOBIIIMH Ta iHXKe-
HEepaMH.
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KnrouoBuM MOMEHTOM 1711 MOAENEH BUSBICHHSA
00’€KTIB € IX 3IaTHICTh 3aJUIIATHCA THYYKUMH Ta ajarl-
TOBaHMMH JI0 MOCTIHHO 3MIHIOBAaHHMX YMOB CEPEIOBHIIA.
barato ranmy3eii nparuyTh BIIPOBaKyBaTH TaKi TEXHOJIOT1T
JUTS. aBTOMATH3aIlil Ta TepeoBoi aHAmTUKU. OIHAK CITij
3a3HAYUTH, IO Pi3HI JOJATKH MOXYTh MaTH pi3HI BAMOTH
Ta nut. B Takux yMoBax IiKaBO IOCIIAHWTH, SK Pi3HO-
MAaHITHI JHHAMIYHI CEPEIOBUINA BIUIMBAIOTh Ha C(CKTHB-
HICTb MOJIEJIEN BUSIBJIEHHS 00’ €KTIB.

Ile mocmimxeHHS Mae Ha METI BiAIOBICTH Ha Taki
HayKOBI IUTaHHS.

1. SIx MoOXXHa MOKpAIIUTH TOYHICTh BUSIBJICHHS
TUHAMIYHUX 00’ €KTiB y BiZIe0 3 BUKOPUCTAHHSIM CYJaCHHIX
MoJenel MalMHHOrO HaBuaHHA? Lle muTaHHsS cTocyeThes
e(heKTUBHOCTI pi3HUX Mopeneii, Takux sk DETR nmst Busis-
JIeHHsI 00 €KTIB, Ta aHaJ3y iX 3aCTOCYBaHHS B PEabHHX
YMOBax, 30KpemMa npu o0poOI11i BiIe0-TIOTOKY.

2. Slka posb ONTHYHOIO TIIOTOKY Yy BiJCTEKEHHI
00’€eKTIB 1 SIK BIH MOKE JIOTIOMOTTH B PO3Ii3HABaHHI PyXy
B pealbHOMY 4Yaci? BUBYEHHS TOTrO, SIK ONTHYHUMN IMOTIK
JOTIOMarae B aHami3i pyxy, i sK HOro MO)KHa BHKOpPHC-
TOBYBaTW JUIl BH3HAUEHHS HANPSAMKY Ta IIBHIKOCTI
mepeMimieHHsT 00°€KTiB B peaJbHOMY dYaci, € BayKIIHMBHM
aCTIEKTOM.

3. Sk edeKTHBHO IHTErpyBaTH METOIU TIHOOKOTO
HaBuaHHA, Taki sk DETR i GeoNet, mis moxparieHHs
TOYHOCTI Ta HaAIHOCTI CUCTEM BUABIIEHHS 1 BiZICTEKEHHS
00’€KTIB y TUHAMIYHHX CIIeHaX?

4. BaxxnuBo po3risiHyTH, sK nmoenHanHs DETR mms
BUsiBJIeHHsI 00’ekTiB Ta GeoNet a5t TIAMOOKOrO HaBYAHHS
MOX€ MiJIBUIIUTHA TOYHICTH BUSIBICHHS Ta BIICTEXKECHHS,
30KpeMa B CKJIQHUX YMOBaX, TAKHX SIK 3MiHH OCBITJIICHHS
a00 MepeKpuTTs 00 EKTIB.

5. SIxi dakropy BIIIMBaIOTH HA €(hEKTHBHICTH MOJe-
Jiel B peaNbHUX YMOBaX, 30KpeMa Ha TOYHICTh BHSBICHHS
Ta BIJCTE&XEHHS B yMOBaX 3MIHIOBAHOTO OTOYCHHS Ta
mBHUAKOCTI? BUBYEHHS TOTO, SIK pi3HI (PaKTOpH, Taki SIK
3MiHa OCBITJICHHS, TyMaH, a00 MIBUAKICTh PyXy 00’€KTiB,
MOXYTh BIUIMBaTH Ha MPOJYKTUBHICTH MOJEJIEH BHUSB-
JICHHSI Ta BIJICTE)KEHHS, € Ba)KJIMBOIO YaCTUHOIO 11bOTO J0-
CITIJPKSHHSI.

s crarrts mpencraBisie KOMIDIEKCHMH MIIXiJ 10
aHaJi3y AWHAMIYHUX OO’€KTIB Yy BIIEONOTOKAaX, MOETHY-
roun DETR, ontuunwmii motik ta GeoNet mias ramGoxoi
OLIHKK TapaMeTpiB 00’€KTiB, TaKUX SK ITOJIOXKCHHS,
MIBHJKICTh, HAaNpsIMOK pyXy Ta rimoOuHa. Po3pobnenuii
KOHBEEp BKIIOYAE 3aBAaHTAXKCHHS Bifleo, 0OpOOKY Kampis,
BUSBJIICHHS O0O0’€KTiB, aHalli3 PyXy Ta OMIHKY TJIHOWMHU.
Cucrema MNpOAEMOHCTPYBala BHCOKY e(eKTHUBHICTD Yy
PI3HHUX CLIEHApisX, BKIIOYAIOUM CKJIaAHI (OHH Ta IUHA-
MiuHi cepenosuia [4-8].

Merta Ta 3apaui gociimkennsi. Merta crarri mojsirae
B BUKOPHCTaHHI METOAIB ieHTH(DIKaLil mapaMeTpiB JuHa-
MmiuHoro 00’ekty 3 Bukopucranusim DETR Ta Optical Flow
Jutst o0y moBu Mojieni B TexHoorii DETR.

Jnst MOCSTHEHHST METH TIOCTaBjIeHI 3adadi JOCHia-
JKEHHSI.

1. OmcaTu aHATIITHYHY Ta peali3oBaHy MOJAECTb.

2. Onmcatu pearnizoBany 0OpoOKy Bi/leO-TIOTOKY.

3. Onmcatn Bukopucranas mogeni DETR.

4. Onucaty BUKOPUCTaHHS ONTUYHOTO TIOTOKY.

5. Onmcatu po3pobieHy MOJeNnb 3 BUKOPHUCTAHHIM
GeoNet.

6. AHauti3 pe3ybTaTiB.

AnajiTuuHa moxeiab. Cxema imeHtudikamii mapa-
MeTpiB AMHaMi4HOTrO 00’€eKkTy 3 Bukopuctanusm DETR Ta
Optical Flow moka3aHa Ha puc. | i BKIIOYa€e €IEMCHTH.
O6po6ka kazpis Bigeonoroky. Koxxen xanp (1 kaap, 2 kaap
1 T.J.) aHaNi3yeThCsl 3 BUKOPHCTaHHAM Binmeo BXin.
Herekrop (DETR), 110 103B0JIsI€ BU3HAYATH ITOJIOKEHHS Ta
MeXi 00’€KTIB y Kazpi. 3aCTOCYBaHHS aJlTOPUTMY OIITHY-
HOTO TIOTOKY JUIsl BU3HAYEHHS BEKTOPIB PyXy 00’ €KTIB MiXkK
MOCTITOBHUMH Kagpamu. AHaii3 mapameTpiB 00’ekriB. Ha
OCHOBI OTPHUMaHHX BEKTOPIB PyXy HPOBOIMTHCS aHANTI3
mapamMeTpiB 00’€KTiB, BKJIIOYAIOYN MIBHIKICTh, HAMIPSIMOK
PYXY, TPA€KTOPIIO Ta iHII XapaKTepucTHkH [3, 6, 8, 9].

Bigeo exin,

1kagp 2 xapp

[fertexTop (DETR)

Nokanizayin ob'exTie

O6'ext 1 O6'exr 2

Optical Flow

Bextopu pyxy BexTopu pyxy

AHania napameTpie AuHaMivHuX 06'eKTIB...
MapameTtpu ob'ekra 1 Mapametpu ob'exkra 2

(wemnakicT, (WBMAKICTL, HANPAMOK i
HaNPAMOK i T.4.) 1.4.)

Puc. 1. AganiTuyHa Moaenb

PeanizoBana mogean. Ha puc. 2, mpencraBieHo
pealizoBaHy MOJICIb, sIKa BKITI0Ya€ 00pOOKY BiZIeO MTOTOKY,
BukopucranHs mozxeni DETR, BukopucTanHs ONTHYHOTO
MOTOKY, (hopMyBaHHS 1 BinoOpakeHHs pesynbraTiB. Ko-
JBOPaMH BiZIMiU€HO Pi3Hi €IeMEHTH Peai30BaHOi MOJETi.

0O6pobka Bifiro NnoToka

BukopucTanHa mogeni DETR

BuKopUCTaHHA OMTUYHOTO MOTOKY

QopmMyBaHHS | BiQ0OpaXKeHHA pe3ynbTaTie

Puc. 2. PeanizoBana Mozieib

Posmmpena peasizoBana moaeab. Ha puc. 3 npexn-
CTaBJICHO PO3MIMPEHUN OIMUC peanizoBaHoi mojenmi. Ska
BKJIFOUA€ HACTYIHI €JIEMEHTH Y BUIJISI KOHBEEPY:
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ObpobkKa Bigeo NoToky

Kagpwm

Mopene DETR

Kappw 3 pamkamu

AHani3 WBWAKOCTI Ta HanpaMKY MapameTpu ob6eKTa

36epexeHHs Bigeo dainy

BussneHHs 06ekTie: ObmexyBanbHi pamMku obekTiB

OB64YMCNeHHA ONTUYHOrO NOTOKY

EKCTpakuia Kagpis Kagpwm
Kagpw 3 pamkamu
BexkTopw pyxy

AHanis WBMAKOCTI Ta HanpAMKY

Bisyanisauin pyxy Bigobpa)keHHs pesynbTartise

Puc. 3. Po3mmpennit omuc peasizoBanoi Mozeni

1. O0poOKy Bizeo MOTOKY. 30epekeHHs Bifeo Gaitmry
3 BimeonToky. Ekcrpakmis xanpiB 3 Bineogaiiny. Otpu-
MaHHS KaJIpiB 3 Bijieo ¢aiiny 1uist mojanbioi ix 0OpoOKH.

2. Mogens DETR. Koxen kamp o0poOnsieThes
MOJIC/UIIO Ui BUSBICHHA 00’€KTiB, TOOTO BHIIICHHS
00MeXyBAIEHUX PaMOK 00’ €KTiB 3HAWICHUI Ha Kajpax.
OTpuMaHHS KaApiB 3 paMKaMH.

3. OGuuCIeHHs ONTHYHOTO MTOTOKY. BU3HaUeHHS BEk-
TOpIB pyXy. AHaJi3 MIBUAKOCTI Ta HapAMKy. OTpUMaHHS
Bizyauizalii pyxy.

OO0podKka Bizeo-moToKy. Y po3po0JICHOMY 3acCTO-
CYHKY 3JiiicHIOETbCSI 00pOOKa BiEO-TIOTOKY 3 BHKOpPHC-
tagasaM Moaeni DETR s BusBieHs 00’ €kTiB Ta o0uuc-
JICHHSI ONTHUYHOTO TOTOKY MK TOCIIIOBHUMH KaJpaMmu.
Bineo crnouatky 3aBaHTaxyeThes 3 YouTube (ko daiin
He iCHye Ha JIUCKY), MICJs 4YOrO aHal3yeThes Kaap 3a
KagapoM. [yl KOXXHOTO Kajapy IPOBOIUTHCS BHSBICHHS
00’€eKTiB, BiToOpakxeHHsI KOPOOOK HABKOJIO 00’ €KTIB Ta 00-
YHCIIEHHS ONTHYHOTO MOTOKY JUIS OLIHKH PyXy 00’€KTiB.
3acTocyHOK BUKOpUCTOBYe Mojermi Ha 6a3i PyTorch i
TensorFlow mrs makcumiszanii npoxgykrusHocTi Ha GPU
a6o TPU (Google Colab).

Onuc BuxopucrtanHs wmoxeai DETR. Mogens
DETR (Detection Transformer) BHKOPHUCTOBYETHCS ISt
BUSBIICHHS OO’€KTIB y KOXHOMY Kanpi Bimeo. Bona
OTpUMYy€ 300pakeHHs, NOIepeIHbO 00poOdiieHe uepes
DetrlmageProcessor, i TpOBOIUTH JETEKLIIO 3a J0MOMO-
roto TpancopmMepa. Buxoam Moerni BKIIIOYaIOTh JIOTITH Ta
KOOPJMHATH TIPEIUKOBAHUX KOPOOOK JUIS KOXKHOTO
BUSIBJICHOTO 00’€eKkTa. JleTeKIist 31 CHIOEThCS 3 BUKOPHC-
TaHHSIM Softmax AJis MPOTHO3yBaHHS KJIAciB 00’€KTIiB 1 iX
TOYHUX KoOpAWHAT. BusBieHi 00’€KTH HaKIamaloOThCS Ha
opuTiHANBHE 300pakeHHs yepe3 (QyHKiro draw_boxes, o
JTO3BOJISIE Bi3yalli3yBaTH Pe3yIbTaTH.

BuxopucToBy€eThCS IEKOAED, IKUI MA€E CXOXKY CTPYK-
TYpy IO KoZepa 3 ACSIKUMH JOAATKOBUMH KOMIOHEHTAMH.
Cricok 1apiB BKJIIOUa€ 0araTorojioBy camoyBary, CyMy Ta
HOpPMYBaHHsI, 0araToroJjioBy yBary, CyMy Ta HOPMYyBaHHS,
HEMpOHHY MEpEeXy IMpSMOro HOIIMPEHHS, SK 1 B Kojaepi
BUKOPHCTOBY€ThCSI OaraTomapoBuii nepuentpos [3, 10].

Onuc BUKOPUCTAHHA ONTHYHOI0 MOTOKY. OnTHy-
HUH TIOTIK OOYHCIIOETHCS MIXK [BOMa 300pa’kKeHHIMH,

prev_frame gray Tta next frame gray, 3a aonomoroo
merony Farneback, sikuii BUKOpHCTOBYE mapameTpu s
MOKpalleHHs] TOYHOCTI BUWSIBICHHS pyxy. I[lapamerpu
BKITIOYAIOTh BUKOPUCTaHHS mipamigHoro Macitady (0.5),
TPhOX pIiBHIB mipaMinw, BikHO 15x15 mikcemiB mis pos-
paxyHKY MOTOKY, TPH iTepalii yTOYHEeHHS, TOJIiIHOMia bHe
PO3IIUPEHHS 3 PO3MIPOM CYCIICTBa 5 IMIKCENiB, a TaKOX
TayccoBuit ¢ineTp 3 BigxmienHsam 1.2. 11 HamamTyBaHHS
JO3BOJISIFOTh OTPUMATH OUTBII TOYHI pe3ympTaTd s
aHaJizy pyxy 00’€KTiB y Bieo, IO Ba)KIUBO U BiJCTE-
JKEHHS JUHAMIYHHUX 00’ €KTIB.

Ha puc. 4, nmpencraBineHo pe3yiabTaT poOOTH BHKO-
PHCTaHHS ONITUYHOTO MTOTOKY.

Puc. 4. Pe3ynbTat po60TH BUKOPUCTAHHS ONTHYHOTO TMTOTOKY

Onuc 101aTKOBOI po3podJieHoi Monei 3 BHKO-
puctannsim GeoNet. PeamizoBana interpattis GeoNet st
00poOKM BiJEO NUISIXOM OIIHKKA TJIMOMHHM 300pakeHb
(monocular depth estimation). I1lo ineHTHdiKYE, 11 OAUH
i3 HalBAXKJIMBIIINX NIapaMeTpiB 00’€KTa, a caMme TIIHOHHY.

GeoNet nparrroe i3 BigeodperiMamu, sKi TONEPEIHBO
BUTSTYIOThCS 3 BiJIe0, 30epiraloThbesi y BUTIISII 300pakeHb
Ta (opmaryloThcs IS ToAanbmol oOpoOku. Bxomum
06po0sitoThest uepe3 GeoNet, 110 nepegdayae OTpUMaHHS
napameTpis.

Ertan migroroBkm manmx. GeoNet 3mificHIOE IIOTIE-
penHto 00poOKy KapiB Bifleo 3 BUKOPHCTAHHIM CKPHUIITA.
Leit eran Bxirtogae 3MiHy po3MipiB 300paskeHb, CTBOPCHHS
HEOOXITHMX TIOCTIAOBHOCTEW KaapiB (HAmpuKIaz, s
aHaJi3y ONTHYHOTO TIIOTOKY abo OLIHKKA TJIMOWHHU) i
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BUJAJICHHS CTaTHYHUX 00’ €KTIB IJISl MMOKPAIICHHS PE3yIIb-
TaTiB.

Indepenc. OcHOBHUI 0OYMCITIOBATILHUN €Tal BHKO-
HY€ETBhCS 3a JOMOMOTOI0 geonet main.py, SIKUil aHami3ye
JlaHl Ta TeHepye pe3yNbTaTH, TakKi K TJIHOWHHI KapTH,
ONTHYHUI TOTIK a00 OIIHKK TO3uIli. [ 1[-Or0 BUKO-
PHCTOBYIOTHCSI TOIIEPEIHRO HATPEHOBaHI Mozeni, 30epe-
JKEH1 y BUIIIA/I KOHTPOJIBHUX TOYOK (checkpoints).

Busin pesynprari. ['mubunHi kapti (depth maps)
30epiraroThcs y BU3HAYCHOMY KaTalo3i Ta Bi3yali3ylThCs
JUTS OIIIHKH Pe3yJbTaTiB pOOOTH MOAETII.

Ha puc. 5, nmpencraBneHo peanizoBaHa MOJENb 3 BH-
kopuctanasaMm GeoNet.

Kanpwn

Monepeaxa o6pobka kagpie

IHpepeHc: obuncneHHs rnubnHn GeoNet

FnubuHHI KapTn

MNapameTpu obekTa

Puc. 5. PeanizoBana monens 3 Bukopuctanasm GeoNet

Ha puc. 6 mpencraBieHO 3arajpHy peaili3oBaHy
Mozenb 3 BukopuctaHHsiM GeoNet. Ska peanizoBana mis
napaiensHoro obumcienHs 3 DETR ta onmrmyamm mo-
TOKOM.

00pcbKa Bigeo NoToKa

BukopucTanua mogeni DETR
GeoNet

BAKOPWUCTaHHA ONTIYHOMO NOTOKY

dopmyBaHHA | BioobpaXxkeHHA pe3ynsTaTie

Puc. 6. 3aranpHa peanizoBaHa MoJenb 3 BUKopuctaHHsM GeoNet

Ouinka rmbunu (Depth Estimation). Pesynbrati
po6otu GeoNet mpoIEMOHCTPYBAIN MOKIMBICTD TOYHOTO
BH3HAYCHHS ITMOWHU Ha OCHOBI KaJpiB Bifie0. 3reHepoBaHi
ITMOWHHI KapTH HAJAIOTh JCTalbHY I1H(QOPMAIL PO
CTPYKTYPY CIICHH, [0 KOPUCHO JJIs BiJICTEKEHHS 00’ €KTIB
y npocrtopi Ta mo6ynosu 3D-mozereii [8, 11-12].

ITinroroBka Ta 00poOka manux. IIporec miaroToBKu
nanux s GeoNet BKirodae 30epekeHHS KapiB i3 Bifeo,
ix opmaryBaHHs Ta BuAaleHHs cTaTHYHHUX 00’ekTiB. Lle
JTO3BOJISIE 3MCHIIUTH BIUTUB IIyMY Ta MOKPAIIUTU SKICTh
OIIIHKH TJTHOUHHU.

AHaJi3 pesyabTatiB. Y pe3ynabTaTi BUKOHAHHS
00po0Oku Bifeo 3 BukopuctanusiM DETR, monesns ycmimiHo
BUSBISE O0’€KTH Ha KOXXHOMY Kajpi, i CepeiHid dac
00pOOKY I OJHOTO KaJpy MOxe OyTH BUMIpSHUH, IO
JTO3BOJISIE OMIHUTH €(hEeKTUBHICT MOJIEITI.

B o0uncieHHI ONTHYHOTO TOTOKY 3a JOITOMOTOIO
Metony Farneback Ha ocHOBI ABOX MOCHITOBHHX KajapiB
OTPHMAHO TOYHi JaHi PO HAMpPSIMOK Ta IMIBHUAKICTH PyXy
00’€KTiB, IO TO3BOJISIE TOKPAIIUTH BiICTEKECHHS Bi3yalb-
HUX 3MiH Y KaJpi.

J171s1 KOYKHOTO KaJpy BiJIeO BUMIPIOETHCS yac 00poOKu
IUIg JeTeKuii 00’ eKTiB Ta 111 0OYMCIIEHHS ONTUYHOIO I10-
TOKY, IO JIO3BOJISIE OIIIHUTH €()EeKTUBHICTh KOKHOTO €TaIy
00poOKH Ta ONTUMI3YBaTH IPOAYKTHBHICTh CHCTEMH.

IuTerparis 3 iHmMIUMU MeToAaMu. Y TIOETHAHHI 3
monemmo DETR pesynerat TIHOWHHHX KapT BHKOPIHC-
TaHi JUIA TIOKPAIICHHS PO3Mi3HaBaHHSA 00’ €KTIB, a TaKOX
JUTS BU3HAYCHHS 1X ITOJIOKEHHS Ta PyXy B IPOCTOPI, IIO0
pPOOHUTH cHCTEMY HOTYKHHM iHCTPYMEHTOM [UIS aHANi3y
BiZI€O-TIOTOKIB.

Jis mokpateHHs peaxi3oBaHOi Monemi Ta MaiOyT-
HBOT'O IPE/ICTABJICHHS Y BUTJISI LLTICHOT CHCTEMH JIOI[LITb-
HUM € BUKODHCTaHHS METOJiB OycCTIHTYy Ta OerriHry.
BycriHr 103BOJIsIE NOCITITOBHO KOMOIHYBaTH KiJIbKa MOJie-
JICH, KOXKHA 3 SKUX KOPUTYE MOMUJIKH IMOMEPEIHBOI, M0
3a0e3Meuy€e BHCOKY TOYHICTh BHSIBICHHS Ta BiJCTCKCHHS
00'eKTiB. 3acCTOCyBaHHS IIOTO MIAXOAY MOXE 3HAYHO
MOKPAIIHATH MPOAYKTUBHICTh CHCTEMH B YMOBAaX CKJIaTHIX
CEpEeIOBHUII, TAKUX SK 3MiHAa OCBITICHHS a00 MEPEKPHUTTS
00’exTiB. Y moemguanui 3 DETR Ta onTWYHMM HOTOKOM
OyCTIHT 37aTHUH MiIBUIIATH €(PEKTHBHICT aHATI3Y JITHA-
MIYHHAX 00'€KTiB Y BiZICOIIOTOKAX.

Berrinr, y cBOIO uepry, 3abe3reuye 3HUKCHHS Bapia-
THBHOCTI MOJENEH MUITXOM MapajieJbHOro HABYAHHS Je-
KUTBKOX 0a30BHX MOJICIICH Ha PI3HUX ITiAMHOXHHAX JaHUX.
Lle crpusie MiABHUIIEHHIO CTIMKOCTI CUCTEMH 0 IIYMIB Yy
BXIJIHUX JIaHUX Ta MiJIBUIIY€E 3arajbHy HAIIHHICTh. [HTET-
pamis IMX MiAXOAIB 13 3aCTOCYBaHHSM METa-aJIrOPUTMY
JTO3BOJISIE CTBOPUTHU aHCAMOITh, IKHiA 00’ €THY€ pe3yIbTaTH
BCIX KOMIIOHCHTIB y €IMHY cucTeMy. Taka apXiTeKkTypa 3a-
Oe3neunTh onTManbHY B3aemonito Mixk DETR, GeoNet,
ONITHYHAM IIOTOKOM Ta IHIINMH KOMITOHEHTaMH, IO
3HAYHO MMOKPAIIUT €(DEKTUBHICTD 1 aIalITHBHICTH CHCTEMHU
B peaJbHUX crieHapisx [13].

BucHoBkn. [IuHamiuHi 00’€KTH € Ba)KJIMBUM eJjic-
MEHTOM B 0arathox c(epax, TaKuX sIK aBTOHOMHI aBTO-
MOO1Ti, pOOOTOTEXHIKA, MOHITOPHUHT OE3MEeKU Ta MEIHUYHA
nmiarHoctuka. ImeHtudikamis ix mapamerpiB, TakKuxX SK
MIBUAKICTb, HANPSMOK PYyXy Ta iHIII BiJirpae KiIHOYOBY
POJIb Y pO3YMIHHI Ta MPOTHO3YBaHHI iX MMOBEIIHKH.

BukopucTaHHS 3rOpTKOBUX MEPEXK ISl BUSBICHHS
O3HaK 3 BiJEOIOCITIJOBHOCTEH, IHTETpallisl TEXHIK TpaHC-
(hopMepiB I OKpAIIEHHS TOYHOCTI BUSBJICHHS Ta 17CH-
TuQikamii 00’ €KTiB, ONTUMi3alis METOIIB HaBYaHHS IJIS
00pOOKHM BENUKHX OOCSTIB MaHWX Ta AWHAMIYHUX 3MiH Y
BiJICOIOCTITOBHOCTSIX — 1 €IEMEHTH JI0TIOMAraloTh y CTBO-
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peHHI e(heKTHBHOT CUCTEMH TS iAeHTH(IKAIIT TapaMeTpiB
IUHAMIYHUX OO0 €KTIB 3 BHKOPHCTaHHSIM IIepeBar sK
3TOPTKOBMX HEHPOHHHUX MEPEK, Tak 1 TpaHchOopMepiB Ta
ONTHYHOT'0 NOTOKY. BukopucTaHHs Moelti, sSika MOeJHYE y
cooi DETR Ta merom Optical Flow mns edexruBHOT
inenTudikamii napamerpis auHaMivHoro o0’ exty. DETR €
MOTY>XHUM 1HCTPYMEHTOM IIJIsl TOYHOTO BHSIBJICHHS 00’ €K-
TiB Ha 300paKEHHSX.

Komm’rotepHi TeXHOJIOTIT CyTTEBO 3MIHIOIOTB ITiJX0-
JI IO BHUPIIICHHS CYYacHHUX MPOOJieM, 30KpemMa B Tamysi
KOMIT'FOTEPHOTO 30py. IHTerpamiss MeTOMiB, TaKHX SK
DETR nma BusBieHHs 00’€KTiB, ONTHYHHMH NOTIK JIs
aHaiizy pyxy ta GeoNet I OLIHKY TIMOWHU, BiTKPHUBAE
HOBI MOYJIMBOCTI IUII TOYHOTO BIICTEKEHHS AUHAMIYHUX
00’eKTiB y peangbHOMY uaci. I{e 103BoJIsIE BU3HAYATH TaKi
napameTpH, sIK IBUAKICTb, TPAEKTOPIsl Ta MTUOUHA, 10 €
KPUTUYHO BXIUBUM JUIS 3aCTOCYBaHb y ABTOHOMHHUX
TPaHCIIOPTHUX CHUCTEMax, BiJIEOCIIOCTEPEKEHHI Ta THIIHX
rajgy3sx. 3aBasgkd 00UMCITIOBATLHAM NOTYXHOCTSIM GPU i
TPU peanizoBaHi METOAM NEMOHCTPYIOTH BHUCOKY e(ek-
TUBHICTh Y CKJIaJJHUX CEpPEIOBHUIIIAX.

Oco0amBy yBary 3aciiyroBy€ aHaJITHYHA Ta peaji3o-
BaHa MOJETh OOpOOKH Bifeo, sKa BKIIOYAE €TAIld CKCT-
paxuii kanpis, BUSBIEHHS 00’ ekTiB 3a qonmomororo DETR i
aHaJIi3 pyXy 4epe3 ONTHYHUI MOTiK. BukopuctanHs mome-
peIHbO HATPEHOBAHKUX MOJIEJIeH JO3BOIISIE OTPUMATH TOUHI
pe3yJIbTaTh HaBiTh y CKIIQJHMX YMOBAaX, TAaKHX SK 3MiHU
OCBITJICHHS Y1 MIEPEKPUTTS 00’ €KTIB.

Inrerparnis rimOunauX KapT GeoNet 3HA4YHO MOKpa-
IIy€ 37aTHICTh imeHTH(]iKalii 00’ €KTIB y MPOCTOPi, 1O €
BaXJTUBUM JUTsI 3D-peKOHCTPYKIIIT CIICH.

VYei ni meromu Oynu onTHUMi3oBaHi s poOOTH B
PEKHMI peasIbHOTO 4acy, IO JI03BOJISIE BUKOPHCTOBYBATH
X Ha MOOITBHUX NPUCTPOSIX 1 B CUCTEMaX i3 0OMEXEHUMHU
pecypcamu.

Ominka eeKTHBHOCTI peani3oBaHOi cHCTeMHU 0azy-
€ThCS Ha METPHKAX, TAKUX SK dac 0OpoOKH KajapiB, TOU-
HICTb BUSIBIICHHS Ta CTaOUIBHICTh pe3yibTatiB. [HTEerpalis
DETR 1 GeoNet 3abe3neuye BHCOKY aTalTUBHICTH 10
3MIHHHX YMOB CEPEJIOBHIIIA, 1[0 POOUTH LI METOIU yHIBEp-
CaJIbHUMH JJIS pI3HUX 3aCTOCYBaHb.

[Nopanpmmii po3BUTOK LBOTO MIiAXOAY CIPHATHME
MiZBUICHHIO TOYHOCTI Ta INBUIKOCTI OOpOOKH, IO
BIZIKpUBA€ TMEPCIIEKTUBH JUIS IIMPIIOTO BIIPOBAPKEHHS B
MDKIUCIMIDTIHAPHI  TPOEKTH. 3arajoM, JIOCIiJHKCHHS
JIEMOHCTPY€ BaXKJIMBICTh IHHOBAIIIHHUX OOYHCIFOBAEHUX
METOZIB y BHUpINICHHI CKJIAAHHUX 3a7ad aHali3y Bileo-
MTOTOKIB.

PeanizoBana Mozenp, sika 00’ €IHy€ CydacHi aIropuT-
mu DETR, ontuunuii motik Ta GeoNet, IpoaeMOHCTPY-
BaJia BUCOKY e(DeKTHBHICTb ISl ifeHTH ]Ikl mapaMeTpiB
JMUHAMIYHUX 00’€KTIB y CKJIAJHHX CIIeHapisx. [HTerpairis
IUX METOJIB J03BOJIWJIA CYTTEBO IMOKPAIIUTH TOYHICTH,
IIBUJKICTh 1 CTIHKICTH OOpOOKM BiJCOJaHUX, 30KpeMa B
yMOBax 3MIHHOTO OCBITJIEHHS, IIyMy Ta IEPEKPHUTTS
00’ekTiB. ['eomerpnuna iHdopmanis, OTpuMaHa 3a JOIO-
Mororo GeoNet, 3a0e3mnednina JOAaTKOBUI PIBEHb JETaTi-
3arii, 30KpeMa aHali3 TITHONMHA CIEHH, 110 3HAYHO PO3IIIH-
PHIIO MOXKJTMBOCTI CHCTEMH.

PesymbraTél HOCHIIKEHHS MiAKPECITIOITh MEPCIIeK-
TUBHICTh MDKAUCIHMIUTIHAPHOTO MiXOIY IO PO3pOOKH CHC-

TeM ineHTUdiKanii AMHAMIYHAX 00 €KTIB. 3aCTOCYBaHHS
HOEJHAHUX METOIMK Ma€ BEJIMKUH MOTEHI[an Ul Hpak-
THYHOIO BHKOPHMCTAaHHSA y TakuX cdepax, SK aBTOHOMHI
TPaHCIIOPTHI CHCTEMH, BiIEOCIIOCTEPEKEHHS Ta poOOTO-
TexHika. [Tofanbuiui po3BUTOK 1 ONTUMI3AILIS IUX ITiX0-
JIB CIIPUATUME CTBOPEHHIO OLIBII JOCKOHAIUX PILIEHb JJIS
aHaJIi3y BiIEOJAHUX Yy peallbHOMY Yaci.
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SOFTWARE IMPLEMENTATION USING TRANSFORMER WITH OPTICAL FLOW AND GEONET FOR
IDENTIFYING PARAMETERS OF DYNAMIC OBJECTS

Today, interdisciplinary research in computer science and engineering has become increasingly relevant due to the growing demand for real-time data
processing in object detection and tracking applications. The identification of dynamic object parameters plays a crucial role in various domains such as
autonomous transportation systems, robotics, and surveillance. Effective automated acquisition and processing of video data represent a promising field
for scientists and practitioners working in these interconnected disciplines. This research aims to enhance object detection and tracking processes by
developing and implementing an information technology solution based on modern machine learning methods, including DETR (Detection Transformer),
Optical Flow, and GeoNet. The research methodology involves designing software using Python programming language and modern libraries and
frameworks for image and video processing. The DETR method was employed for precise object detection within video frames, Optical Flow was used
to determine the direction and velocity of object movement, and GeoNet provided depth and geometric scene analysis. The proposed technology was
tested on diverse video recordings depicting complex scenarios with dynamic conditions, such as varying lighting, object occlusions, and rapid motion
changes. The results demonstrate the high accuracy and reliability of the proposed approach for identifying dynamic object parameters under various
conditions. The integration of these methods significantly improved the precision and robustness of the detection and tracking system, particularly in
challenging environments or low-quality video scenarios. The study concludes that the proposed information technology is effective and can be applied
in practical fields such as autonomous systems, robotics, and video surveillance.

Keywords: Remote identification of dynamic objects, object detection, optical flow, velocity identification, deep learning, convolutional neural
networks.
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STUDY OF COMPATIBILITY OF METHODS AND TECHNOLOGIES OF HIGH-LEVEL PROTOCOLS
AND ERROR-CORRECTING CODES

Since the year 2000, the fields of error-correction codes and Virtual Private Networks (\VPNs) have undergone significant advancements driven by
technological demands for higher reliability and security in communication systems. In error-correction codes, the development of turbo codes and Low-
Density Parity-Check (LDPC) codes reached new heights, with LDPC codes being adopted in standards like 5G and Wi-Fi 6 for their near-Shannon-
limit performance. This period saw groundbreaking contributions from researchers like David MacKay and Radford Neal, who refined LDPC algorithms,
and Erdal Arikan, who introduced polar codes in 2008. Polar codes have since been integrated into 5G systems due to their efficiency and low complexity,
marking a milestone in modern coding theory. Advances in decoding methods, such as belief propagation and successive cancellation, further enhanced
the utility of these codes in practical applications. Parallel to these developments, VPN technology evolved in response to the growing need for secure
and private communication in an increasingly interconnected world. Enhanced encryption protocols such as IPsec and OpenVVPN became widespread,
supported by innovations in cryptography. Researchers like Hugo Krawczyk contributed to robust authentication mechanisms, such as the HMAC and
IKEv2 protocols, ensuring the integrity and confidentiality of VPN tunnels. Meanwhile, the development of WireGuard in the mid-2010s, spearheaded
by Jason A. Donenfeld, introduced a lightweight and highly secure VPN protocol, revolutionizing the way modern VVPNs operate. These advancements
addressed the escalating cyber threats and facilitated the secure exchange of data across global networks. The importance of studying error-correction
codes and VPNs in the modern era cannot be overstated. Error-correction codes are integral to overcoming the challenges of high-noise environments,
enabling reliable communication in technologies ranging from space exploration to massive 10T networks. Simultaneously, VPNs remain critical for
preserving user privacy, securing corporate networks, and protecting sensitive data in the face of sophisticated cyberattacks. Emerging technologies like
quantum computing and artificial intelligence introduce both opportunities and threats, necessitating continuous innovation in these fields. Exploring
quantum error-correction codes and post-quantum cryptographic protocols represents a vital area for future research. By addressing these challenges,

scientists and engineers can ensure the resilience and security of communication systems in an increasingly digital and interconnected world.
Keywords: VPN, FEC, ECC, CIA triad, common security model, cascade codes, data transmission channel

Introduction. In In the modern era of digital
communication, the demand for high-speed, reliable data
transmission has never been greater. High-level protocols,
error-correcting codes (ECC), also known as forward error
correcting codes (FEC), are fundamental components of
this ecosystem, enabling efficient and secure information
exchange across diverse networks. However, the growing
complexity of communication systems, driven by the
proliferation of 10T devices, 5G networks, and emerging
technologies like quantum computing, has highlighted the
critical need for compatibility between these methods and
technologies [1].

Studying the compatibility of methods and technolo-
gies of high-level protocols, among which VPN protocols
are set, and error-correcting codes is highly valuable and
relevant for several reasons:

e ensuring interoperability: modern communication
systems are built on heterogeneous networks that integrate
a wide range of devices and technologies. Ensuring com-
patibility between high-level protocols and ECCs is essen-
tial for seamless interoperability, reducing latency, and
preventing data loss;

e optimizing network efficiency: compatibility
directly impacts the efficiency of data transmission. By
aligning protocols with the most suitable error-correcting
codes, it is possible to reduce overhead, enhance through-
put, and optimize bandwidth utilization, which is critical
for applications requiring high data rates such as streaming
services, online gaming, and real-time communications;

Research Article: This article was published by the publishing house of NTU **KhPI** in the collection
"Bulletin of the National Technical University "KhPI" Series: System analysis, management and
information technologies." This article is distributed under a Creative Common Creative Common

e enhancing security and reliability: error-correc-
ting codes are crucial for mitigating data corruption, especi-
ally in noisy channels or environments with high inter-
ference. Compatibility with high-level protocols ensures
that ECC mechanisms are effectively implemented, safe-
guarding data integrity and improving the reliability of
communication systems;

e supporting emerging technologies: the evolution
of new communication paradigms, such as 5G, 6G, and
edge computing, introduces new challenges in protocol
design and error correction. A thorough understanding of
compatibility between these components allows for better
adaptation to these innovations, supporting the develop-
ment of robust and scalable network architectures;

e reducing implementation costs: mismatched or
incompatible protocol and ECC implementations can lead
to inefficiencies, increased error rates, and costly redesigns.
By studying and ensuring compatibility early in the design
process, organizations can reduce implementation [2].

The integration of VPN technologies with advanced
error-correcting methods, such as FEC, is not just about
improving individual components but about creating a
holistic, resilient system capable of meeting the challenges
of modern communication networks. By enhancing the
compatibility and performance of these technologies, we
can achieve more secure, efficient, and reliable data
transmission across diverse and demanding environments.
It becomes crucial when trying to deal with CIA triad and
it’s prerequisites [3].
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The purpose and the objectives of study. The pur-
pose of study is in assessing the modern ways of connection
between high-level OSI protocols and ECC, clarifying
potential and options of unifying them in a concept of one
technology.

Objectives can be defined as following:

o consider the possibilities of combining the use of
error-correcting codes and VPN within a single outline of a
general model for secure data transmission;

e study the possibility of combining error-correc-
ting codes with VPN protocols;

e research the impact of combining error-correcting
codes with VPN protocols.

Comprehensive Overview: combining VPN and
Error-Correcting Codes (FEC). In modern data transmis-
sion, especially over VPN, issues such as unstable net-
works, high latency, and packet loss can reduce the quality
and reliability of connections. By integrating Forward Error
Correction (FEC) codes with VPN technologies, we can
significantly enhance the stability and security of data
transfer.

FEC codes add redundant data to the transmitted
information, allowing the system to detect and correct
errors without needing retransmissions. This is crucial for
VPN scenarios where continuous, secure connections are
vital. Below is a detailed analysis of different VPN types
and their potential combinations with various FEC codes.

Tunneling in VPN: detailed description. Tunneling
is the method of encapsulating original network traffic
within another data transfer protocol, creating a secure
communication channel between the client and the server.

Main Tunneling Types in VPN are presented below.

e PPTP (Point-to-Point Tunneling Protocol). Uses
Layer 2 (Data Link) of the OSI model. Simple to set up but
has outdated encryption methods, making it less secure.

e L2TP (Layer 2 Tunneling Protocol). Often com-
bined with IPsec for encryption. It uses both Layer 2 and
Layer 3 (Data Link and Network) and offers better security
than PPTP due to IPsec protection.

e OpenVPN. Uses SSL/TLS for encryption, provi-
ding a high level of security. It works at the Transport layer
(Layer 4) and can use various ports, making it flexible and
harder to block.

e WireGuard. A modern protocol focused on per-
formance and security, using advanced encryption. It ope-
rates at the Network layer (Layer 3) and has lower latency
and higher speed than traditional \VPNs.

Tunneling protocols secure network connections by
encrypting traffic. PPTP is fast and simple but lacks modern
security. L2TP with IPsec offers stronger encryption but can
be slower due to double encapsulation. OpenVPN is highly
secure, flexible, and excellent for bypassing restrictions but
requires technical setup. WireGuard is fast, lightweight, and
secure, using modern cryptography, though it lacks some
advanced features.

Sources and Justifications. I rely on information that
Paul Bischoff has written regarding different types of VPN
protocols [4]. Also Aleksandar Kochovski’s article, which
assessed and approved by Aleksander Hougen and Simona
Ivanovski was taken in sight [5, 6], results in table 1.

Table 1 — Comparison Table: Tunneling Protocols

Protocol OSI Layer | Encryption S?g\%'lty Performance
PPTP Data Link (2)[MPPE Low High
(128-bit)
L2TP/IPsec |Data Link (2)|IPsec High Moderate
& (256-bit)
Nerwork (3)
OpenVPN |Transport (4) [SSL/TLS |Very High |Moderate to
(AES-256) High
WireGuard [Network (3) |ChaCha20, [Very High [Very High
Poly1305

1. PPTP (Point-to-Point Tunneling Protocol):

e security Level: PPTP utilizes the Microsoft Point-
to-Point Encryption (MPPE) protocol with RC4 encryp-
tion, which is considered weak by modern standards. It has
known vulnerabilities that can be exploited by attackers;

e performance: Due to its minimal encryption over-
head, PPTP offers high performance and faster speeds.

2. L2TP/IPsec (Layer 2 Tunneling Protocol with
IPsec):

e security Level: When combined with IPsec, L2TP
provides robust security features, including strong encrypt-
tion and authentication mechanisms;

o performance: The double encapsulation process
can introduce additional overhead, leading to moderate
performance.

3. OpenVPN:

e security Level: OpenVVPN employs SSL/TLS pro-
tocols with support for various encryption standards, inclu-
ding AES-256, offering a high level of security;

e performance: Performance can vary based on con-
figuration but generally provides a good balance between
speed and security.

4. WireGuard:

e security Level: WireGuard uses modern crypto-
graphic primitives like ChaCha20 for encryption and
Poly1305 for data authentication, providing a high level of
security;

o performance: Designed for efficiency, WireGuard
offers high performance with low latency and high through-
put.

Performance Evaluation Metrics:

Evaluating VPN performance involves measuring:

e latency (ms): the time taken for data to travel from
source to destination;

o throughput (Mbps): the rate of successful data
transfer over a network;

e CPU utilization (%): the amount of processing
power required to handle VPN operations;

e packet loss (%): the percentage of data packets
that are lost during transmission.

These metrics can be assessed using network
performance tools and monitoring systems to determine the
efficiency and impact of each VPN protocol on system
resources.

Further itis very important to look through all benefits
of combining FEC codes and VPN. It can be done in
various combinations. For article purposes, it would be
better to look through a few examples, bypassing some
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connections, because of the amount of data. Benefits from
combining FEC and VPN shall be balanced and reliable, in
terms of practical usability.

Expected Results and Analysis both shown in table 2.
The study established the following advantages provided
by the use of FEC with various types of VPN protocols [7].

Due to table 4 Reed-Solomon codes are highly
effective in handling burst errors, making SSL VPN more
reliable, especially for web access in mobile and satellite
networks.

Table 4 — SSL VPN and Reed-Solomon Codes

By combining strong sides from both FECs and VPNs with Without | With Reed- Expected
decreasing of influence of weaknesses it becomes possible Metric FEC | Solomon Improvement

; POt Codes
to create stable and effective combinations.

Packet Loss (%)| 25-35 15-20  |Reduced by 30-40%
Table 2 — Detailed Analysis of VPN and FEC Code Connection 1.2 1 Reduced by 15%
Combinations Establish-

ch Suggeste | oo it of ment (s) on —

VPN Type | OSI Layer aracte- |~ ‘e enefits o Session Low Hig Increased stability

ristics Code Combination Stability

IPsec VPN [Network (3) |Encryption [LDPC,  |Enhanced Load Errors (%) [High  |Low Reduced by 50%
and packet |Reed- reliability and
L’;]tgglz'sty Solomon ggﬁgction for Due to table 5 turbo codes use iterative decoding for

high-latency high accuracy, effectively reducing packet loss and latency,
networks. improving the quality of video streams and remote access.

SSL VPN  |Transport (4) |Protection |Convoluti|Real-time error
via onal, correction, Table 5 — L2TP/IPsec VPN and Turbo Codes
SSL/TLS, |Reed- improved - -

! A - Without | With Turbo Expected
E;(;\é\(/jser- Solomon Z’;)a;)llilclgt/i (I)I’:] :veb Metric FEC Codes Improvement
access ' Packet Loss (%) 18-25 10-12 Reduced by 50%
L2TP/IPsec |Data Link (2)|Tunneling |Turbo Balanced low Average Latency 180 160 Reduced by 11%
& via L2TP |Codes, |latency and (ms)
Network (3) |with IPsec \LDPC  |high accuracy Video Quality | Medium|  High | Improved by 20%
encryption for remote
access Throughput (%) 85 95 Increased by 12%
scenarios.

OpenVPN | Transport (4) g)‘:frzé gggg Enﬁ'c(;%g‘f;d' Due to table 6 convolutional codes correct real-time
suppor’ts Convolu- ang streaming errors, ensuring stable and uninterrupted transmission for
multiple  |tional data with mini-|  VOIP and streaming video, which is crucial for OpenVPN.
encryption mal retrains- ]
protocols missions. Table 6 — OpenVPN and Convolutional Codes

Due to table 3 low-density parity-check codes help
recover lost data, reducing the need for retransmission and
improving throughput, especially beneficial in high-latency
environments like satellite networks. LDPC codes can be
compared with other powerful coding schemes, e.g. turbo
codes. From one side, bit error rate performance of turbo
codes is influenced by low codes limitations. However,
LDPC codes have any limitations of minimum distance that
indirectly states that LDPC codes are more effective on
large code rates. It is needed to highlight that LDPC codes,
as well as turbo codes, are affected by error floor pheno-
menon and both have error floor region.

Table 3 — IPsec VPN and LDPC Codes

Metric Without | With LDPC Expected
FEC Codes Improvement
Packet Loss (%)| 20-30 10-15 Reduced by 40-50%
Average 200 180 Reduced by 10%
Latency (ms)
Throughput (%) 80 90 Increased by 12%
Retransmissions| High Low Reduced
retransmissions

. With
. Without - Expected
Metric FEC Convolutional Improvement
Codes
Packet Loss 15-20 8-10 Reduced by 45%
(%)
VolIP Latency 150 130 Reduced by 13%
(ms)
Audio Quality | Medium High Improved by 25%
Stream Low High Increased stability
Stability

Due to table 7 integrating FEC codes with different
VPN types significantly improves the reliability and quality
of data transmission, particularly in challenging network
conditions such as mobile and satellite channels. The
combined approach offers robust solutions for secure and
stable communications, reducing packet loss, increasing
throughput, and minimizing latency.

Concept. We have previously investigated the
possibilities of using cascaded error-correcting codes and
their impact on the triad CIA [8].

The use FEC has wide applicability, but they have
long been a well-studied area of data transmission theory

[al.
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Table 7 — Summary Table: Advantages of Using FEC Codes

with Various VPNs
Improved Expected
VPN Type | FEC Code Metric Improvement
IPsec VPN |LDPC Packet Loss,  |[-40% loss,
Throughput +12% throughput
SSL VPN  |Reed- Session +30% stability,
Solomon Stability, —15% latency
Latency
L2TP/IPsec |Turbo Video Quality, [+20% quality,
Packet Loss  |-50% loss
OpenVPN  |Convolutional|VolP Quality, |+25% VolP quality,
Real-Time —45% errors
Errors

Using FEC and VPN in one algorithm aligns with the
CIA triad principles (Confidentiality, Integrity, and
Availability) and can be implemented effectively for secure
data transmission, in more detail further:

1. Confidentiality:

e encryption at both the first and second stages
ensures that data is unreadable to unauthorized entities.
This aligns with the need to protect sensitive information
during transmission;

o interference-resistant coding adds an extra layer
of security by obfuscating the data structure, making it
harder to breach.

2. Integrity:

e dual-stage coding ensures data is not tampered
with during transmission. If any part of the data stream is
altered, the decoding process would fail, signaling potential
interference;

e cryptographic hash functions can be integrated
into the algorithm to verify the integrity of transmitted data
packets.

3. Availability:

o the robust structure of the VPN tunnel and error-
resilient coding minimizes disruptions caused by noise or
attacks, ensuring uninterrupted data access.

e implementing redundancy mechanisms within the
coding process can further enhance data availability [10].

Implementation Steps:

1. Coding and Encryption:

e use state-of-the-art encryption algorithms such as
AES-256 or ChaCha20, coupled with error-resilient codes
like Reed-Solomon or LDPC (Low-Density Parity-Check);

e incorporate protocols like WireGuard or
OpenVPN for modern, high-performance tunneling.

2. Interference Resistance:

e embed interference-resistant coding at both the
first and second stages to mitigate the risk of errors caused
by noisy channels or external interference.

3. Physical Transmission:

e utilize secure physical and virtual communication
channels. Employ Secure Socket Layer (SSL)/Transport
Layer Security (TLS) to safeguard data at the transport
layer.

4. Error Handling and Decoding:

e implement mechanisms to identify and correct
errors during the decoding process, ensuring data relia-
bility.

5. Decryption;

o after verifying data integrity, decrypt the data at
the recipient's end using secure cryptographic keys.

Detailed algorithm is presented in fig.1 [11].

VPN encryption

N

Setting up a VPN tunnel

R A

Coding of the combination
with an
interference-resistant code
of the second stage

JE A

Coding of the combination
with an
interference-resistant code
of the first stage

S S

Physical transmission in a
data channel

— v

Deoding of the
combination with an
interference-resistant code
of the first stage
T M—
Deoding of the
combination with an
interference-resistant code
of the second stage

N S

Receiving data and clesing
the VPN tunnel

—

VPN decryption

Fig. 1. Algorithm of using cascade codes with this model

As said, different types of ECC codes can be used,
more on fig. 2 [12, 13].

Conclusions. We have already explored and analyzed
several approaches to integrating Error Correction Codes
(ECC) with VPN technology, uncovering their potential to
enhance data transmission reliability and security. These
studies have demonstrated how ECC, combined with
Forward Error Correction (FEC) methods, can address
critical challenges like packet loss, interference, and noise
in modern communication systems. By embedding error-
resilience directly into the transmission process, ECC and
FEC reduce the dependency on retransmissions, ensuring
smoother and faster communication over VPNs, even in
adverse network conditions.

VPN are essential for creating encrypted tunnels that
protect data from eavesdropping and tampering. When
combined with robust error-correction mechanisms, they
provide an additional layer of reliability, ensuring that
transmitted information remains accurate and undistorted.
This is especially valuable in high-demand applications
such as real-time video streaming, telemedicine, and
remote work environments, where even minor transmission
errors can disrupt critical processes.

Continued research in this domain is vital for the
evolution of IT technologies. As networks become
increasingly complex with the rise of 5G, loT, and quantum
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Fig. 2. ECC common types

computing, the demand for secure and efficient data
transmission methods will grow exponentially. By studying
ECC and its integration with VPNs, we can pave the way
for innovative communication protocols that are not only
faster and more reliable but also resilient against emerging
cybersecurity threats. These advancements will lay the
groundwork for the next generation of digital infra-
structure, driving progress across industries and ensuring
the seamless connectivity required in an interconnected
world.
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JOCJIIKEHHS CYMICHOCTI METO/IIB I TEXHOJIOT'TA MPOTOKOJIIB BUCOKOT'O PIBHS TA
KOJIB BUITPABJIEHHSA NIOMUJIOK

IounHaroun 3 2000 poky, ramy3i KOAiB JUlsl BUIPABICHHS MOMMJIOK 1 BipTyansHuX npuBaTHUX Mepex (VPN) 3a3HanyM 3HaYHUX YCIIiXiB, 3yMOBICHHX
TEXHOJOTIYHUMHU BUMOTaMH [0 BUINOI HamiHHOCTI Ta Ge3NeKkn CHCTeM 3B’A3Ky. Y KOJax Ul BUIIPABIICHHS IIOMHJIOK po3pobka Typ6o-KOmiB i KOAiB
nepeBipKy mapHoOCTi 3 HU3bKo0 minbHicTio (LDPC) mocsrna HoBuX BuCOT, Konu koau LDPC Gymu npuiiHsTi B TAKUX cTaHmapTax, sk 5G i Wi-Fi 6,
yepe3 IXHIO NPOJYKTHBHICTB, O1M3bKy 10 Mex llleHHoHa. VY 1ieli mepion Oynu BHECEHI HOBATOPChKI BHECKH TaKMX JOCITITHUKIB, 5K JleBin Makkel i
Pendopn Hin, sxi Brockonammm anropurmu LDPC, i Epnan Apukan, skuif npenctaBus noisipai koxu B 2008 pomi. Binroxi momsipHi xoxu Oymu
iHTerpoBaHi B cucteMu 5G 3aBIsKH iX €(EKTHBHOCTI Ta HU3bKIH CKIIaJHOCTI, 1110 CTAJIO BaXKJIMBOIO BIXOI0 B CYYacHil Teopii KogyBaHHA. JJOCSTHEHHS B
METO/IaX JIEKOLYBaHHsI, TAKUX SIK IIOLIMPEHHS MEPEKOHAHb 1 MOCIIOBHE CKAaCyBaHHS, 1I¢ OiNbIIC IMTiBUIIMNIM KOPUCHICT [MX KOMIB y MPAaKTHYHHUX
3actocyBaHHsX. [lapanensHo 3 uMu po3pobkamu TexHonoris VPN po3BuBanacs y BifloBins Ha 3pocTarody HoTpedy B Ge3[MeYHOMY Ta IPUBATHOMY
CIIIKYBaHHI y Bce GBI B3a€MOIOB sI3aHOMY CBiTi. Y IOCKOHaNEHI mpoTokony mudpysaHHs, Taki sk [Psec i Open VPN, oTpumany mupoke NonmpeHHs,
MiATpUMaHi iHHOBaIisiMU B Kpunrorpadii. Taki nocnigHuky, sk Xproro KpaBurk, 3po0uian BHECOK Y CTBOPEHHS HAaIiHUX MEXaHi3MiB aBTeHTH(]IKaIlii,
takux sk nporokoa HMAC i IKEv2, sxi 3a6e31edyIoTh HiTicHICTh 1 KoHdinenmiinicTs TyHeniB VPN. Tum gacom po3podka WireGuard y cepenui
2010-x pokis, sky ogonuB J[xeiicon A. JloHeHdenb, npeacTaBiiIa JErkuid i BUCOKo3axuieHnii nportokon VPN, sikuil peBONIOLIOHI3yBaB poboTy
cydacaux VPN. Lli mocsrHeHHs CpsSMOBaHi Ha BUPIIICHHS ecKanallii kibep3arpos i CipustoTh 6e3neuHoMy OOMiHY JaHHMH B TJI00ANBHUX MEpexax.
BasxiuBICTH BUBYECHHS KOJIB BUIIpaBlIeHHs TOMIIIOK i VPN y cydacHy ernoxy HEMOKIINBO HepeoliHuTH. Koy BUIIpaBIeHHS HOMIIOK € HEBil’€MHOIO
YaCTHHOIO IMOJOJIAHHS MPOOJIEM CEPEIOBHMII i3 BUCOKUM piBHEM IIyMy, 3a0e3Nedyloun HaJAiiHu#A 3B’S30K y PI3HUX TEXHOJOTiAX, BiJl JJOCIIUKCHHS
KOCMOCY 10 MacHBHHX Mepek lHTepHery pedeil. BomHouac VPN 3amuinaroTbCss KPHTHYHO BaXIMBUMH UL 30epexeHHs KOHGIICHIIHHOCTI
KOPHUCTYBauiB, O3MEKH KOPIIOPATUBHUX MEPEX i 3aXUCTy KOHOINCHIIHNX JaHUX THepel o0nuadsM CKIaJHuX KibepaTak. HoBi TexHomorii, Taki sk
KBAHTOBI OOYMCIICHHS Ta IITYYHMIT IHTENEKT, CTBOPIOIOTH SIK MOMKIIMBOCTI, TaK i 3arpo3H, 110 BUMarae NOCTiHHUX iHHOBaNii y ux cepax. BupueHHs
KBaHTOBHX KOJIIB KOPEKIIl TIOMUJIOK i MMOCTKBAHTOBUX KPUNTOrpa)iyHUX MPOTOKOJIB € YKUTTEBO BAKIUBOI OOJACTIO Il MalOyTHIX IOCHTiIKEHb.
Bupinryroun mi BUKIHMKH, BUCHI Ta IHXKEHEPH MOXYTh 3a0€3MEUUTH CTIHKICTh 1 Oe3neKky KOMyHIKaIifHMX CHCTeM y Bce Oumbll IuppoBOMy Ta
B3a€MOIIOB’ A13aHOMY CBIiTi.
Kuarouosi ciioBa: VPN, FEC, ECC, tpiana CIA, eqnHa Mozens Ge3neku, KackaHi KoM, KaHall repenayi JaHuX.
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MOJIUPIKOBAHUI AJITOPUTM PO3IOPTAHHS ITIPOT'PAMHOI'O 3ABE3IIEYEHHA 3
BUKOPUCTAHHAM BAT'ATOIIOTOYHOCTI

V crarTi npencraBieno MoAGbiKOBaHUIT AITOPUTM PO3TOPTAHHS IIPOTPAMHOTO 3a0e3IeUeHHsI 3 BUKOPHCTaHHsIM Garatomorounocti B AWS CodeBuild,
CIIPSIMOBAHMII Ha ONTHMI3alil0 4acy 30ipKH Ta 3HIDKCHHsS BHTpAT Ha OOYHCIIOBAIBHI pecypcH B XMapHOMY cepenoBumli. Ha OCHOBI CKiHU€HHHX
aBTOMaTiB, YaCOBUX aBTOMATiB Ta Mepex 1eTpi OyJio 3MoieIb0BaHO OCHOBHI eTany mpouecy 30ipku, BKIIOYA0UH IapaiebHe BUKOHAHHS TECTIB, aHAII3
PO3IIOIiTY 3aBIaHb Ta YIpaBIIiHHS 004YHCIIOBaIbHUMU pecypcamu. OcoOnrBa yBara npuaisiiacs ineHTudikanii Ta yCyHeHHI0 00MeXEHb CTaHIapTHUX
MexaHi3MiB napanenizanii AWS CodeBuild, siki MOXXyTh IPU3BOAUTH 10 Hee(PEKTUBHOTO BUKOPUCTAHHS PECYPCiB Ta 30LIbIICHHS TPUBAIOCTI 30ipKH.
JlocuipkeHHs BUABIIIO, o cranaapTHi MexanisMu AWS CodeBuild He 3aBxau 37aTHI ONTHMaIbHO BUKOPHCTOBYBATH CUCTEMHI PECYPCH, 0COOINBO
npu 00poOIi BENMKUX MPOrPaMHUX MPOEKTIB 13 YMCICHHUMH 3aJISKHOCTAMHU. [l MON0IaHHA 1IMX 0OMeXeHb OyJio 3alpOrOHOBAaHO BUKOPHCTAaHHS
GaraTornoToyHocTi 3acobamu Python, sk 3py4HOro iHCTPYMEHTY Ul PO3IIMPEHHS 0a30BOro (yHKIIOHATY. 3alpoNOHOBAHHI MigXil JO3BOJIUB
peayi3yBaTH THy4YKe KEpyBaHHS I[IOTOKAaMH Ta PO3MOZLT 3aBIaHb Ha DIBHI KOPHCTYBAlbKHX CLEHapiiB, 3MEHIIMBINM 3araJbHUH 4ac 30ipKu.
ExcriepuMeHTanbHi pe3ysbTaTH MOKa3alu 3HaYHE CKOPOYCHHS 4Yacy BMKOHAHHS 30ipOK y MOpIBHSHHI 31 CTaHJApTHUMM HanamrtyBaHHAMH AWS
CodeBuild. Ile migTBepxye eeKTHBHICTS BUKOPHCTAHHS 3aIIPOIIOHOBAHOTO AJITOPUTMY JUIS 301IbIIEHHS IPOXYKTHBHOCTI Ta 3a0€3IIeUeHHs BHCOKOT
MacITaboBaHOCTI NPOLECiB 30ipKK B XMapHOMY cepeoBHILi. PO3pobIieH i aIropuT™ € 0COOINBO aKTyaabHHM JUIS BEJIMKUX IIPOrPAMHUX IPOEKTIB,
sIKI BUMArarTh 4acTUX iTepaliiiHux 30ipok Ta TecTyBanHs. OTpUMaHi pe3yabTaTH MOXKYTh OYyTH BUKOPHUCTaHI /Ul BAOCKOHAJIEHHS aBTOMAaTH30BaHUX

HPOLECiB PO3TOPTAHHS Ta YIPABIIiHHSA 00UHMCIIOBATBHIMHI PECypCaMH Y XMapHUX CEpelOBUILAX.
Kmouogi cioBa: npouec posropranss, iHhopmaliiiHa TeXHOJIOTIs, arOPUTM, MOJENb NPOLECY PO3rOPTAHHSA MPOrPAMHOTO 3abe3NeyeHHs,

CKIHUCHHHI aBTOMAT, 4YacoBHUil aBTOMAT, Mepexi [lerpi.

Beryn. YV cydacHOMY mporpaMHOMY CEepemOBHIII,
0CcOONMBO Yy XMapHUX iHQPACTPyKTypax, Takux sk AWS
CodeBuild, edpekTrBHICTS 30MpaHHs MPOrPAMHOTO 3a0€3-
MEUCHHSI € BAXIMBUM (DAKTOPOM, SIKUH BIUIMBAE SK Ha
MIBUKICTh PO3rOPTaHHS, TaK 1 Ha BapTiCTh BUKOPUCTAHHS
pecypciB. TpanumiiHuil MOCTIMOBHUN MiAXid JO BUKO-
HaHHS 30IpKH Ta TECTYyBaHHS Mae OOMEXEHY MpPOJyKTHB-
HICTB Yepe3 HeoOXiAHICTb MOCIiIOBHOTO BUKOHAHHS OKpe-
MHX €TalliB, 1[0 MOXE CIPHYHHITH TPHBali 3aTPHMKH,
0CcOoOIMBO TIpU POOOTI 3 BETUKUMH MPoeKTaMu. OCKITBKA
CodeBuild ommagyerscsi BiANOBIAHO 0 Yacy BHKOPHC-
TaHHs, ONTHMI3allis [FOTO Yacy € MEepIIOUeproBOIO IS
3MEHIICHHsT BUTpaT. OMHUM 13 CIOCOOIB BUPILICHHS Ii€i
npoOieMH € BIPOBAJKEHHS 0araTornoToYHOCTI, 10 103BO-
JIsi€ apajenbHO BUKOHYBATH He3allexkH1 eranu. BogHoyvac,
HEJIOCTaTHE TEOPETUYHE OOTPYHTYBaHHS MEXaHI3MiB rapa-
JIETbHOTO BHMKOHAHHS YCKJIQJHIOE ONTHUMajbHE BIPOBa-
JOKCHHS TaKuX migxojiB. HeoOXigHO po3poOUTH MOJEIb,
sIKa BPaxoBYye crienn(iky MpoIeciB 30MpaHHs Ta T03BOJISIE
BU3HAYUTH ONTHMaJIbHI YMOBH JJIsI BUKOPHCTAHHS Napase-
JBHUX MOTOKIB. J[i1 mocTaHoBKa 1ii€i mpoOyieMu A0IITBHO
3acTocyBaTd (popMaTi3MH Taki AK: CKIHUEHHI aBTOMATH Ta
Mepexi [letpi, mo mo3Bomsie ommcaru mporec 30ipKu Ta
3MOJIENTIOBATH BUKOPUCTAHHS 0araToOTOYHOCTI.

MerTa 10CHiIKSHHS [MoJIsArae B po3po0ili Moaudikosa-
HOT'O QJIITOPUTMY PO3TOPTAHHS, IO AONOMOXKE 3MEHIIUTH
BapTICTh BUKOPHCTaHHS XMapHHUX pecypciB. [lnan nocii-

JOKEHHS CKJIaJa€ThCsl 3 HACTYIIHUX €TaIliB: aHaji3 Tpaau-
[IIfHOTO aNropuTMy pO3ropTaHHs, MoAu(iKallis airo-
PHUTMY, IPUBEJICHHS EKCIIEPUMEHTY B SKOMY BUMIPIOIOTHCS
XapaKTEePUCTHKU 000X MPOIIECIB PO3rOpTaHHS, TOPIBHIHHS
XapaKTepUCTHK 0a30BOr0 ajJroOpuTMY PO3TOPTaHHS Ta MO-
JTU(IKOBAHOTO.

VY paMKax gociiKeHHs OyJIo MpoaHalli3oBaHO HU3KY
HayKOBHX pOOiT, 110 PO3KPUBAIOTh Cy4YacHi MiIX01 10 BU-
KOPHUCTaHHS TeOpii aBTOMATIB y Pi3HHUX aclleKTaX pO3pOOKH
MPOTPaMHUX CHCTEM Ta ix omrumizamii. Y poboti [1]
PO3TIIIHYTO 3aCTOCYBaHHS IICEBIIOTAaM’ SITi CKIHYEHHHX
AaBTOMATIB Ui CTBOPEHHS KPHUNTOTPAa(idHUX CHCTEM.
[TceBnonam’siTh 3abe3rneyuye IIBUAKOMIIO Ta THYYKICTH Y
mnpyBaHHl JaHUX, O € MEePCIEeKTUBHUM Juisi Oe3ned-
HOT'O YIIPaBIiHH XMapHUMH cucTeMamu. Jlocmipkenns [2]
nporoHye e(eKTHBHI METOI iHJeKcalil Ta KoMmpecii
CKIHUEHHUX aBTOMATIB, SIKi MOKYTh OYTH BUKOPUCTaHI JIJIst
onTUMizalii 30epiraHHsl Ta IOWIYKY AaHUX Y BEIHMKHX
XMapHUX CEepeJIOBUINAX, IO MiIBUINYE ePEeKTUBHICTH 00-
pobOku perynsipHux 3anutiB. [HCTpymMent ComVis, npen-
craBiaeHui y [3], € mpukiazoM Bisyauizalii aBTOMAaTiB,
OpIEHTOBAHOI Ha OCBITHI IiJi, alle MiIXix A0 iHTEPaKTHUB-
HOTO MOJIETIFOBaHHS MOXKe OyTH aJIaliTOBaHWM JUIsl yIIpaB-
JHHSA CKIIQHUMH TIPOIECAMU PO3TOpTaHHs B xMapi [4]. Y
[5] 3ampormoHOBaHO KOHIEMITIIO MapaeNbHUX CKIHYCHHUX
aBtomariB (parallel finite automata — PFAs), sixi miarpumy-
I0Th MOJIEJIOBaHHsI 0araToONOTOYHUX CHUCTEM 13 TOYHUM
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KOHTpoJieM cTaHiB. Lle € akTyanpHUM U1 onTuMi3arii ma-
paJIebHUX TIOTOKIB Y po1Leci 300pKH MporpaMHOro 3a6e3-
nedeHHs. ABTOpU IE€MOHCTPYIOTh, ik PFAs nonmomaratots
YHHUKaTH HECKIHUEHHUX IMPOCTOPIB CTaHIB, NMPUTAMaHHUX
nesikuM Mepeskam [lerpi, 30epiratoun npu LbOMY MOXKIIH-
BIiCTh MOJICJIIOBATH MapajeibHi mporecH. Y poOoTi moka-
3aHO, mo PFAs, Xou 1 exBiBaJIeHTHI JeTepMiHOBaHUM
CKIHUEHHMM aBTOMaTaM 3a MOBOIO, ajie CTPYKTypHO Ipoc-
timn. Takum unnom PFAs kpamii s MonenmtoBanHs 6ara-
TOTIOTOYHOCTI.

Hocmimkernas [6] BBonuTh HOBUH Kiac mepex [letpi
— Gadara, sIKi BAKOPUCTOBYIOTHCS ISl YHUKHEHHS B3a€EMO-
0JIOKYBaHB y 0araTOIMOTOKOBHX CEPEIOBHIIAX, 1[0 € 0CO0-
JIMBO BAXKJIMBHUM IS 3a0€31eYeHHS CTa0TFHOCTI XMapHUX
cucreMm. Pobora [7] neMoHCTpye MiaXoau IO TEpeBipKH
MoJiesiell 0araToroTOKOBHUX MPOrpam 3a JI0IIOMOTO0 aCHH-
XPOHHUX METO[IB, SIKi 3a0€3MeUyl0Th CTabLIbHY pOOOTY
napaJieNIbHUX TPOIECiB 1 3HIKYIOTh PU3HK 3001B y cUcTe-
Mmax. Iactpyment Ballet, onucanuii y [8], aBromaTHsye
KOOpJMHAIII0 JeleHTpalizoBaHol mepekoHpirypamii B
XMapHHX CEPEAOBHINAX, JO3BOJIIOYH 3HAYHO 3HU3UTH 3a-
JISKHICTH BiJl IEHTPaTi30BaHOTO YIPABIiHHS Ta 301TBIIUTH
IIBUKICTE 1 HAiHICTB mpoteciB. Y [9] ommcaHo eexTH-
BHICTh BHKOPHCTaHHS (ppeiiMBopka i 0OpoOKH aBTO-
MAaTiB y XMapHHUX CEpeIOBHINAX, M0 3a0e3ledye BHUCOKY
MPONYCKHY 3IAaTHICTh 1 THYYKICTh KOHpIirypamii mis
ckmagaux cucteM. OCoOJIMBO aKTyallbHO 11 ISt PO3TOp-
TaHHS JOJATKIB, SIKIi MalOTh MIKPOCEPBICHY apXiTEKTypy
[10]. Hocmimxkenns [11] miakpecitoe MOKITHBICTD 3aCTOCY -
BaHHS KiHIIEBUX aBTOMATIB JJISl aHaJIi3y MHUTaHb JOBIPH Yy
XMapHHUX cepBicax, IO J03BOJSE CTPYKTypyBaTH yIpaB-
JHHS cTaHAMH Ta 3a0e3redyBaT Oe3MeKy JaHuX. Y po-
60T1i [12] mpencraBieHO IHCTPYMEHT IJISl CHUMYJISMIT Ta
TECTyBaHHsI JICTCPMIHOBAHMX CKIHUCHHHX aBTOMATIB, IO
JTO3BOJISIE CIIPOCTHTH BiIUIATOKEHHA 1 TEpeBipKy Mpo-
rpaM, TOOyZOBaHMX Ha OCHOBI aBTOMaTiB. Takuid
IHCTPYMEHT MIir OyTH KOPHCHUM U TOCITIDKCHHS, IO
MPOBO/IUTHCS, aJie He 3aCTOCOBAHUI Yepe3 BiICYTHICTh ITiJ-
TPUMKH CUMYJISILIT 0araTornoToYHOCTI.

B crarri [13] Briepiie Oysia onvcana KOHIEIIS 4aco-
BUX aBTOMATIB — I1¢ Pi3HOBHU/ CKIHUCHHHUX aBTOMATIB, SKHI
BKJIIOYA€ JOJATKOBI 3MiHHI, BiZIOMi SIK TOAMHHHKH, IO
JIO3BOJISIIOTH BPAaXOBYBATH 4ac MIXK MEpexoJaMy MiX CTa-
Hamu. Ha BiIMiHY BiJ TpaauIiHUX CKIHUCHHHUX aBTOMa-
TiB, i€ TIepeXif] BiI0YBa€THCS MUTTEBO MPH CIIOCTEPEIKEHH1
MEeBHUX MMOJi abo yMOB, 4acoBi aBTOMAaTH JIO3BOJISIOTH
MOJICIIOBATH CHCTEMH, B SKUX IEPEXOAU 3aJeKaTh Bif
MNPOMDKKY 4acy, II0 MUHYB 3 MOMEHTY OCTQHHBOTO IIepe-
xoxy abo moxii. Ile pobuts X 0COOIMBO KOPUCHUMH IS
onucy i Bepuikallii CHCTEM 3 peaTbHUM 4acOM, TAKUX SIK
BOY/I0BaHI CHCTEMH, IPOTPaMHE 3a0€3MEUCHHS 3 YaCOBHMU
obMmexxeHHsIMH ToIo. CucTeMa po3ropTaHHs, IO AOCHi-
JOKYETBCSI, Ma€ 4acOB1 OOMEXEHHs, TOMY 4acOBi aBTOMATH
JIOLILHO BUKOPUCTATH.

Takum 4KMHOM, B JOCII/DKEHHI CKOPHUCTAEMOCH KOH-
LEMNLI€I0 YaCOBUX CKIHYEHHHX aBTOMATiB Ta MepeXaMH
Ietpi s yHUKHEHHS B3a€MOOJIOKYBaHb y 0araTonoTo-
KOBUX CEepelIOBHINAX, IO BIIOBiIae HANIH METi Teope-
THYHOTO MOZENIOBAHHS MapalielbHUX NOTOKIB Ha OJTHOMY
3 eTamiB 30ipKH.

Ormnsg HayKOBUX CTaTed Ta pe3yJbTaTH MONEepPEeaHIX
JOCTI/KeHb PI3HUX aBTOPIB HIATBEPIKYE aKTyaJbHICTh
BUKOPHUCTAHHS TEOPil aBTOMATIB JJIsi PO3B’sI3aHHS 3a1ad
MOHITOPUHTY Ta ONTUMi3alil MpPOLECIB PO3rOpTaHHS Y
XMapHOMY CEepeJIOBUIL € aKTyaJIbHUM.

Metoau nociinxenHsi. Teopis aBTOMATIB MPEICTaB-
Jsie 00010 MaTeMaTHYHUH arapart, SIKUi JO3BOJISIE OTUCY-
BaTH Ta aHaJi3yBaTH IOBENIHKY AWCKPETHHUX CHCTEM. Y
KOHTEKCTI PO3rOpTaHHS IPOrPaMHHUX CHCTEM HPUHHATHI
CKIHYEHHI aBTOMATH Ta iX po3mupeHHs. YacoBuii aBToMar
— e PO3LIMPEHHS KJIACHYHOTO CKIHYEHHOTO aBTOMATa, K
JTO3BOJISIE BPaXOBYBATH YaCOBI OOMEKEHHS ISl TIEPEXOIiB
MK cTaHaMH abo mepeOyBaHHA B TIEBHUX CTaHax. BiH
IIUPOKO BHKOPHCTOBYETHCA U MOMENIOBAHHS CHCTEM
peaNbpHOro Yacy, Jie 4ac € BaXJIUBUM (hakTopoM (Harpu-
KJIa]], KepyBaHHs TPAHCIIOPTHUMH CHCTEMaMH, aHaJli3 Mpo-
TOKOJIIB 3B’sI3Ky, XMapHi o0uncieHHs). YacoBuii aBTomMar
POBILINPIOE KJIIACHYHUI aBTOMAT, JOJA0YH JJOAATKOBI MO-
HATTS. JlesKi 3 HUX:

® TOJWHHUKYU — HaOip 3MiHHUX, SKi 3aBXIU 301J7Tb-
ITyIOTHCA 31 MBHAKICTIO 1 (peanbHe 3HAYeHHs dyacy). Ix
MOJKHA OOHYJISTH IIPU BUKOHAHHI TIEBHUX IIiif;

® CTaH — OIMCY€ MOTOYHHU CTaH CUCTEMH 3 J0Ja-
BaHHSIM YaCOBHX YMOB;

e [epexomd — BKa3yIOTh PEakiilo aBTOMAary Ha
BILUIMBH, MalOTh 4aCcOBI YMOBH (TBap/ii), sKi BU3HAYAIOTh,
KOJITY TIepeXifl J03BOJICHO;

® yacoBi OOMEXEHHS — YMOBH, HaKJIaJieHI Ha ro-
JquHHUKA. OKpiM rBapii, siki TOBUHHI BUKOHYBATUCS JJIS
3/IHICHEHHS Mepexo/ly, ICHYIOTh iHBapiaHTH, 1[0 BU3HAYa-
I0Th Yac 3HaXO/KEHHS CUCTEMH B TIEBHOMY CTaHi.

BukopucranHs 4acoBHuX aBTOMarTiB rpu popmairizamii
nporecy 30MpaHHs MTPOTPaMHOTO 3a0e3MeUeHHs 3a J0TO0-
moroto AWS CodeBuild € abcomoTHO 1OpedHNM Ta KOpH-
CHHM, OCKIIBKH BOHH JO3BOJISIFOTH TOYHO MOJCIIOBATH
4acoBi OOMEXEeHHsS Ha KOXKHOMY eTari 30ipKH, BpaxoBy-
FOUHX ITOCIIIIOBHICTh BUKOHAHHS 3aBIaHb 1 MOXKJIMBICTE I1a-
paJienbHOTO BHKOHAHHS. 3aBJSIKM LIMM MOJIENISM MOXKHA
(hopMaTi3yBaTH 4acOBI XapaKTEPUCTHKH €TAlliB, TAKUX SIK
3aBaHTAXXECHHsI BUX1THOTO KOy, BCTAHOBIICHHS 3aJI€)KHOC-
Te, BAKOHaHHS 301pKH Ta TECTiB.

AWS CodeBuild mae diTko Bu3HaueHi eTanu 30ipkH,
SKi B aBTOMATI ITpeICTaBIICH] K cTaHu. Yac KO>KHOTOo eTary
BUMIPIOETHCSI, KPIM TOTO MU MaEMO OOME)KEHHS Ha 3aralib-
HUH vac 30ipku. B pasi nepeBuIeHHs OO OOMEXEHHS
30ipKy Oyze 3aBepIieHO.

Omnwmmemo etanu 30ipKu (CTaHH aBTOMATY).

1. SUBMITTED - 3apa4y 30ipku CTBOpEeHO, 1 BOHA
OYIKy€E Ha 3aMyCK y 4ep3i.

2. QUEUED - 3amaya nepeOyBae B 4ep3i Ha BHKO-
HaHHSI.

3. PROVISIONING — CodeBuild nanamroBye ce-
penoBuine 30ipKy, BKJIIOYAIOYHA CTBOPEHHS O0YHCITIOBANIb-
HHX pECypCiB.

4. DOWNLOAD_SOURCE - 3aBaHTaXCHHS BH-
X1THOTO KOy 3 BU3HAUEHOTO JKEpea.

5. INSTALL - BcraHoBieHHs HEOOXITHUX 3aJIEXK-
HOCTEH Ta IHCTPYMEHTIB, BU3HAUCHUX y (aiiini KoHpirypa-
wii 30ipku (buildspec.yml).
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6. PRE_BUILD — migroroBka 10 OCHOBHOI'O IPO-
necy 30ipKH, HalpHKJIIa]], BAKOHAHHS CKPHIITIB iHiliasi3a-
il 9Y¥ MiArOTOBYMX M.

7. BUILD — ocHoBHWmii eTamn 30ipKH, Ha SKOMY BUKO-
HYIOTbCS BCi 3aBOaHHA, HEOOXiIHI UII CTBOPEHHS
NPOXYKTY (KOMIUIALsI, 30MpaHHs, TECTyBaHHsI, TeHEpaLlis
pe3ynbTariB).

8. POST_BUILD - 3aBepmanbHi paii, ynakoBka
apredaxris, ctBopeHHst Docker-o6pa3iB Tormo.

9. UPLOAD_ARTIFACTS - 3aBaHTakeHHS pe-
3yJIbTATIiB 30ipKH y MicIie 30epiranHs, Halpukiaa, Amazon
S3, Docker pemosuTopiii.

10. ERROR — mpotec 3aBepIIMBCs 3 MOMHUIKOIO;
30ipKy HE BIAJIOCS BUKOHATH.

11. FINALIZING - 3aBepuieHHsI Tpolecy,
IIEHHsI CepeIOBHUINa 301pKH, IMirOTOBKA 3BITIB.

12. COMPLETED - 3aBnanHs 3aBepIICHO.

OyHKIIiS TepeXOiB y Teopii YaCOBUX aBTOMATiB BU-
3HaYae, SK i 3a SIKUX yMOB BiIOyBaeThCS MEpexil MiX CTa-
HamMH. B KOHTEKCTI HamIoro 3aBHaHHS BOHa MOXe OyTh
3aIrucaHa siK:

o4un-

5:LxB(C)—> 2",
ne L — MHOXWMHA cTaHiB, 110 onucani Butie; B(C) — Oynesi
BHpa3u (TBapAii), Mo 3a1al0Th YMOBH MIEPEX0Ay Ha OCHOBI
BIIUTIKY Yacy; 2 L MHOYHHA [IMHOKHH CTAHIB MHOKHHY
L, Ky MOKJIMBUH Mepexi.
Buznaunmo ¢yHKIio mepexomis o.

1. TlouaTKOBHI CTaH:
O(SUBMITTED, x <t,) ={QUEUED}.

2. Tlepexin mix eramamu: J[st KO)XKHOTO CTaHy BH-
3HAYa€ThCS HACTYIIHUIT CTaH Ta yacoBa reapiist X <t , ska
TapaHTye, M0 Tepexif BiZOyBa€eThCS JINIIE B AOIMYCTHMHAN
MIPOMIXOK 4acy:

S(SUBMITTED, x<t,) ={PROVISIONING},

5(PROVISIONING, x <t,) ={DOWNLOAD _ SOURCE},
S5(DOWNLOAD _SOURCE, x <t,) ={INSTALL}.

I Tak maiti, 10 3aBepIIANEHOTO ETaIry.
3. Tepexiny cran ERROR — sik1110 romuHHKK miepe-
BUIILy€ JTOMYCTUMHM Yac t; , aBTOMAaT NEPEXOUTH JI0 CTaHy

ERROR:

5(, x> t) ={ERROR},

ne | — onuH 3 mepumx neB’sITH CTaHiB, IO ONKCAHI BUIIE
Ta Ha puc. 1.
4. 3asepmeHus poboru — 3i crany FINALIZING
aBToMart 3axau nepexoauts 10 COMPLETED:
S(FINALIZING, true) ={COMPLETED}.

TaxkuM unHOM, (PYHKIIIO IEpEX0/IiB BU3HAYAEMO SIK:

{I'}, Ao g = (X <t),
o(l, g) =<{ERROR}, akmo g = (X>t), (1)
{COMPLETED}, sxmo g = true,
ne |' — mactynnuii cran; g = (X <t;) — rBapis s Kox-

HOTO IepeXo/ly, BU3HaYa€ MaKCUMAaJIbHUM yac {; , momycTu-

Mu#t 1t motouHoro crany; ERROR — cran, mo no3nauae
BUHUKHCHHS TOMWMJIKH, SKIIO Yac y CTaHI IIEPECBHILYE
JIOITyCTUMMUIA t;.

@OyHKIis epexoiB ¢ J03BOMSE YiTKO OMHCATH JIO-
TiKy [epexo/liB y 4aCOBOMY aBTOMATI 30ipKH MPOrpaMHOTro
3abe3neyenns (tabu. 1).

I'padiuno aBTOMAT BUTIISIAE K Opi€HTOBaHHUH Tpad,
Jie KO)KEH CTaH TPeJICTaBICHHH BY3JIOM, a IIEPeX0oan MiX
CTaHaMH - CTPIJIKaMHu (IuB. puc. 1).

10 - ERROR
11 - FINALIZING
12 - COMPLETED

Puc. 1. CkiHueHHHI aBTOMAT 36ipKH IPOrpaMHOTO
3abe3neuenns B AWS CodeBuild

Ta6muus 1 — Tabnuns Bu3HaYeHHs QYHKIIT TepexoaiB

Homep [Torounwmii crau (1) Hactynuuii cran (1°) I'Bappis (g) His (X)
1 SUBMITTED QUEUED X<t 3aBaaHHs 10JJaHO JI0 Yepru.
2 QUEUED PROVISIONING X<t [Touarok HanamTyBaHHS CEpeIOBHIIA.
3 PROVISIONING DOWNLOAD_SOURCE X<t3 3aBaHTaXCHHS JDKEPEN KOIIy.
4 DOWNLOAD_SOURCE | INSTALL X<ta [HCTaNAIIS 3aIeKHOCTEH.
5 INSTALL PRE_BUILD X<ts [igrorosui nii mepex 36ipkoro.
6 PRE_BUILD BUILD X<ts [TouaTtokx OCHOBHOTO MpoIieCy 30ipKH.
7 BUILD POST_BUILD X<tz 3aBepiieHHs 301pKu.
8 POST_BUILD UPLOAD_ARTIFACTS X<ts 3aBaHTakeHHsI apTe()aKTiB y CXOBHILIE.
9 UPLOAD_ARTIFACTS | FINALIZING X <to 3aBepiueHHs pobOTH.
11 FINALIZING COMPLETED X< t10 3aBlaHHS 3aBEPIICHO YCIIIITHO.
ANY_STATE ERROR X > tmax Iepexin 10 06pOOKH TOMUIIKH.
10 ERROR FINALIZING 3aBxau OuniieHHs Ta 3aBepUICHHST pOOOTH.
Bicnux Hayionanvnoco mexuiynozo ynisepcumemy «XI1». Cepis: Cucmemruti
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YV nporieci 30upaHHs MPOrPaMHOTO 3a0e3meueHHs KO-
JKEH eTall 3a3BHUail CIIiye 3a MomepeHim, ajie iCHyI0Th 3a-
BIAHH, SIKI MOXKYTb BHKOHYBATHCS HE3aJIE)KHO Ta Iapa-
nenbHO. lle nmo3BoNse eQekTUBHILIE BHKOPHUCTOBYBATH
JIOCTYIIHI PECYpCH 1 CKOPOYYBaTH 3arajibHUN 4ac 301pKH.
Hanpuknan, 3aBaHTaXKEHHsS 3aJI©)KHOCTEH 1 BHKOHAHHS
IOHIT-TECTIB € 3aBIaHHIMH, SIKi YaCTO HE 3aJIeKaTh OJUH
BiJl OJTHOTO 1 MOXXYTh BUKOHYBAaTHCS olHO4YacHoO. Tak, Bce-
penuni 7-ro crany (BUILD), six npaBuio, kpiMm 30ipku
BUKOHYIOTKCS 111€ # I0HIT-TecTH. {15t MoJenroBaHHs iX ma-
palienbHOTO BUKOHAHHS MU 3acTocyeMo Mepexi Ilerpi, siki
nmo0pe miaAXonsaTh s popMaiizallii cucTeM, o BKIIIOYA-
I0Th OJJHOYACHI, 3aJIeKHI Ta HE3aJIeXKHI TPOIIECH.

[Ipu mobymoBi Motei TECTYBaHHSI 3@ JOIIOMOT OO Me-
pex IleTpi KoxkeH TeCT MOYKHA YSIBUTH SIK OKPEMHUIA IpoIiec,
NpeACTaBlIeHUi MiceM y Mmepexi. [lepexomu Mk numu
MICI[SIMH TI03HAYAIOTh BUKOHAHHS TECTIB, a 3aralbHUHN pe-
3yJIBTAaT TECTYBaHHS CTA€ NOCTYIHUM JIHMIIE IICIIs 3aBep-
IIEHHS BCiX OKpeMHX mporeciB. e mo3Bose nodynyBaTu
cXxeMy, sKa BijoOpaxae sk rmapajielbHe BUKOHAHHS TECTiB,
Tak i iX 00’ €JHAHHS B €JMHAN 3aBEPIICHUHN pe3yIbTaT.

Mepexy IleTpi onucyroTh K KOPTEK:

PN =(P,T, f,M),

ae P={pg Py Py Pos Pyonef — MHOXKHHA MiCIb. [, Bif-

MOBiZ]a€ TMOYATKy Mpouecy, Py, Py..., P, — MICIS A

n

BUKOHAaHHSA OKPEMHUX TeCTiB, pdone — MiCIIe 3aBCPUICHHA

TECTYBaHHS;
T={t,t,,....t, tiin} — MHOXHHA mepexoxis, t;,
t,,..., t, BLINOBiNAIOTH 3aIyCKy 1 3aBEpIICHHIO KOMXKHOIO

TecTy, 1, BIATIOBIZA€ 3aBEPIICHHIO TECTYBAaHHS ITICIS

BHKOHAHHS BCiX TECTIB;
F — MHOXMHA jayT, sIKa 33/1a€ BiJJHOILCHHS MiX Mic-
ISIMH 1 TEpeX0JlaMHt; 3 pUC. 2 BUXOAUTb, 1110

F :{(p01t1)1(t1: pl)v"'v(poltn)-(tm pn)’(plltﬁnish)v"'!

(pn 'tfinish )’ (tfinish ! pdone )}

M — MHOXHHA BakemiB IyT. B KOHTEKCTI miel Moeni
IIe cTayie 3HAYCHHS, [0 HE Ma€ BIUIHBY.

[TapanensHe BUKOHAaHHS TECTiB 3MOAETHOBAHO Ta
MpeacTaBIeHo Ha puc. 2. Mepexa [letpi Moaemtoe mporiec
mapajxeI-HOr0 BUKOHAHHS TECTYBaHHS B CHCTEMI 30MpaHHs
MIPOTPaMHOTO 3a0e3eUeHHS.

Puc. 2. Cxema napanensHUX IPOIECiB 3 BUKOPUCTAHHSIM
Mepexi ITetpi

Ha puc. 2 Monenb MiCTUTD ONMCAHI HUKYE CIIEMEHTH.
1.  Micus:
® D, — MOYATKOBHUii CTaH, TECTH Il¢ HE 3aMyIICHi;
® P, P, P; — micug (ctaHm), SKi BiANIOBIZAIOTH
AKTUBHHUM CTaHAM BUKOHAHHS OKPEMHX TECTiB;
® Py — KIHIIEBUIA CTaH, BCI TECTH 3aBEPIICHI.

2. Tlepexoau:
e 1, t1
HaHHS KOKHOT'O 3 TECTIB;
e t.., —Iepexia micis 3aBeplIeHHS BCIX TECTIB.

— IIEpEXoau, SIKI 3aITyCKarOTbh BUKO-

Jlorika po6otu mepexi [leTpi B KOHTEKCTI mapaseib-
HOT'O TECTyBaHHS HacTyITHA.

1. B crani cucremu P, BCi TECTH 3aBaHTaXEHI.
2. Ilepexomm t, t,, t, aKTUBYIOTbCS OIHOYACHO,
MEepEeMIlTyI0uM BUKOHAHHS TECTIB JI0 CTaHiB P;, P,, Ps.

3. Ilicns 3aBepiIeHHS TECTIB aKTHBYEThCS MEpEXif

t SKUI HepeMilllye TeCTU 10 CTaHy Py, , IO CHUTHA-

Ji3y€ 3aBEpIICHHS TECTYBaHHS.
®dopmyIta gacy JUIs ITOCIiIOBHOTO BUKOHAHHS TECTIB!

n
Tnocn = Tcm-lx + Z i:lTi +T3ascp1u '

— gac CHHXPOHI3aIlil mepes 3aIyCcKoM TECTYBaHHS;

finish >

ne T

CHHX

T — 9ac BUKOHaHHS i-TO TecTy; T,

3aBepII

— 4Hac 3aBeplialib-

HOTO €TaIly TeCTyBaHHS.
dopmya A gacy I apajieabHoi MOJedTi:

Toap = Lo T+ max(t],tz,...,tn)+t3asepm, 2

CHHX

ne 1, . — dJac CHHXpOHI3allil Ha IMOYaTKy TECTYBaHHS, 110

CHUHX

HEOOXIMHMHA U1 PO3NOAUTY 3aad MK MOTOKamu; t,
t,,...,t, — 4ac BUKOHAHHS KOXXHOTO 3 ITapaje’bHUX TECTiB;

t — Yac CHHXPOHI3aIlil CUCTEMH TICII 3aBEepIICHHS

3aBepil
TECTIB.

[MapanensHa npupo/a npolecy o3Havae, Mo 3araib-
HHUH Yac BU3HAYA€THCS HANIOBIIMM 3 yCiX HapajelbHUX
TECTIB.

Excniepument. J[i11 nepeBipky TEOPETHIHNX TPHITY-
meHb Oyio ctBopeHo mpoekt Ha AWS CodeBuild Ta namm-
CaHO MPOTpamy, JI0 SKOi 3aCTOCOBYBAJINCS TECTH.

Kopekraicte Mogeni po6otu cucremu (puc. 1, 2)
Oyra mepeBipeHa NMUITXOM CTBOPEHHS IIOMIUIOK Ha Pi3HUX
erarnax 30ipKu IPOJYKTY. A came Ha puc. 3 Ta puc. 4 30-
OpakeHl CTaHH, 110 3aBEPIIINCH TOMUIKAMH, TTICIS SIKUX
30ipKa He MPOJI0BKYBAIACh, a IPOIIEC MEPEXOIUB 0 CTAHY
FINALIZING ta COMPLITED. Takum 4yuHOM, 3B’SI3KH
nonepenHix cranis 3i cranoMm ERROR 6ynu minTBepaxeni.
Ha puc. 5-7 mnpoaeMOHCTpOBAHO YCIIIIIHE BUKOHAHHS,
KOJIM TIpOiiJieHo Bci erarmu 30ipkn Oe3 momminok. Koken
eTaIll Mae CBilf 4ac BUKOHAHHS, a TAKOX OOMEKEHHS IIbOTO
yacy, B pasi IIepeBUILCHHS JIMITy Yacy 30ipka rnepenusa-
etbes. 1o i BpaxoBaHo B (1), (2).

Oxpemoro etary ais rectyBands B CodeBuild He me-
penbadeHo Tomy Tectu Oyiu BuKoHaHI Ha etari BUILD.

Cnovatky 0yJi0 BUKOHAHO TECTYBaHHS B OJTHOIIOTOY-
HoMy. pexuMi. [ToBropusim tect B nukii 100 pasis, yac
erarry BUILD cknas 211 cexkynn (puc. 5).

Ha nactynHomy erami OyJio 3amylIeHO BHKOHAHHS
CTa TECTIB B HapalenbHOMy pexuMi 3acobamum AWS
CodeBuild, i pe3ysbpTaTi BUSBHIMCH HEOUiKyBaHUMH. Yac
BukoHaHHA B cTadi BUILD 30inmpmuBcs n0 765 cekyHI.
Js Bupinnenss cutyarii 3 CodeBuild ogaum 3 BapianTis
PO3B’ 3Ky MPOOIIEMH € 3aCTOCYBAaHHS AITOPUTMIB IITYYHO-
ro inrenekry [14], aje MBUAMIMA CHOCIO BUKOPUCTATU
ONTUMI3aIlil0 Ha piBHI OmepariifHoi cCHcTeMH 3acobaMu
Python.
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Build logs Phase dotaits Reports Environment vanabies Build details Resource vtiization

Name

SUBMITTED

QUEULD

® CUENT_ERROR: authorization failed for primary source 95 secs

Puc. 3. Ilomunxka B crani DOWNLOAD SOURCE

Namw Stams Cantext Duration

SUBMITTED Ej““” 1ae
QUELED S:“‘“"‘ i .
PROVISICHNG E:mm . 5
DMINLOAD SOURCE 2;"““ 4eecs
BIETALL E;"“‘M 1c0
ANALEING (zf""m st
COMPLETED Ej"“"c
Puc. 4. Ilomunka B crani PRE BUILD
Name Status Context Duration
SUBMITTED @ Succeeded - <1sec
QUEUED (@ Succeeded - <1s0C
PROVISIONING () Succeeded - 5 secs
DOWNLOAD_SOURCE @) Succeeded 138 secs
INSTALL (@ Succeeded - 1sec
PRE_BUILD (@ Succeeded - <1 sec
BUILD @ Succeeded 211 sees
POST_BUILD (&) Succeeded - <1 50¢
UPLOAD_ARTIFACTS @ Succeeded - <1350
FINALIZING (@ Succeeded - <1 sec
COMPLETED @ Succeeded
Puc. 5. ITocnitoBHE BUKOHAHHS TECTIB
Name Status Contoxt Duration
SUBMITTED @) Succoeded = <1zac
QUELED @) Succeeded - <1 set
PROVISIONING (=) Succeeded = 5 soes
DOWNLOAD SOURCE @) Succeeded 163 secs
INSTALL @ succeeded - 3 secs
FRE_BULD Succeeded - <1sec
BUILD Succeeded 75 secs
POST_BUILD (&) Succocdod - <1 sac
UPLOAD_ARTIFACTS @) Succeeded - <1sec
FINALIZING ) Succeeded - <1sec
COMPLETED ) Succeeded - -

Puc. 6. [TapanensHe BUKOHAHHS TecTiB 3acobamu Python

Juis peanizarii Oymo BUKOPHCTAaHO albTEPHATHBHUN
crmoci6 3amycky TecTiB. Jlo mpolecy TecTyBaHHS J0/JaHa

MOXITHBICTB 3alyCKy B 0araTrornpolecopHOMY PexuMi i 3a-
nyiieHo Toit xke tect 100 pasiB. Pe3ynbraT TectyBaHHS
BUIIpaBJaB OuiKyBaHHs — yac erany Build 3mMeHmmBes 110
73 cexynn (puc. 6).

BucHoBkn. Y po0OTi 3MO/IeIbOBAHO OCHOBHI €TaIu
npotiecy 30ipKH, BKIIIOYAIOYH MapajieinbHe BUKOHAHHS Tec-
TiB. Moiens 1oy 10BaHO 3ac00aMU CKIHYEHHOTO YaCOBOTO
aBToMary Ta Mmepexi [lerpi. [IpeacraBneno monudikosa-
HHH aTOPUTM PO3TOPTaHHS IPOrPaMHOTO 3a0e3eYeHHS 3
BHUKOPUCTaHHIM 0araTornoTOYHOCTI, IO TO3BOJISE ONTHMi-
3yBaTH Tpoliec 30ipKu Ta TecTyBaHH: B cepenoBuii AWS
CodeBuild, Ta ycyHyTH 0OMeXEHHS CTaHZAPTHHUX MeXa-
Hi3MiB nmapanenizamii AWS CodeBuild.

PesynpraTi mOCHimKEHHS IOKa3aly, IO BHKOPHC-
TaHHS CTaHJAPTHHUX 3aCO0IB MapaleNbHOr0 TECTYBaHHS B
AWS CodeBuild Moxe npu3BoanuTH A0 30UIBIIEHHS Yacy
BUKOHaHHs. HaTomicTe BnpoBajkeHHsI MOJ]iKOBaHOTO
ITOPUTMY 3 0araTomOTOYHICTIO JJO3BOJISIE 3HAYHO CKOPO-
THUTH 3araJbHAI 9ac pO3rOPTaHHSL.

Po3pobiieHumit anropuT™ € 0COOTUBO aKTYAIEHUM IS
BENIMKHUX IMPOTPAMHHX IPOEKTIB, SKi BHMAraloTh 4acTHX
iTepaniifHux 30ipok Ta TecTyBaHHA. OTpHUMaHi pe3yIbTaTH
MOXKYTh OyTH BUKOPHCTaHI I BIOCKOHAICHHS aBTOMATH-
30BaHUX IMPOIECIB PO3TOPTAHHS Ta YIPABIIHHS 00UHCITIO-
BaJILHUMH pECYpcaMi Y XMapHHUX CepPeLOBHINAX.
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management and task distribution at the user scenario level, significantly reducing overall build time. Experimental results demonstrated substantial
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OPKECTPYBAHHS POBOYMX ITPOIIECIB B3AEMO/III 3 KJIIEHTAMHA
B KOPIIOPATUBHUX 3ACTOCYHKAX

ABTOMATH3aLlisl MPOLECIB € BXIMBUM YNHHUKOM PO3BUTKY CY4acCHHUX KOPHOPATUBHHMX CHCTEM, 30KpeMa CHUCTEM eJIeKTPOHHOI komepuii. OnHiero 3
3a1a4, o Tpeda BUpIIIyBaTH NMpU MOOYAOBI MONIOHMX CHCTEM € OPKECTPYBAHHS HPOLECIB B3a€MOJIl 3 KIIIEHTOM, SIKI 32 CBOEI IPHPOAOID €
acunxponHuMu. CydvacHi nomyJsipHi ¢peiiMBOpKH it opkectpyBanHs, 30kpema Airflow, He nyxe mpucrocoBaHi [uis OJHOYACHOIO OYiKYyBaHHsI
BIAMOBI /i BiJ KITi€HTA BETMKOIO KUTBKICTh po60UHX mporeciB. Lle npu3BoANTh 10 3aliBUX BUTPAT OOUHUCIIOBATBHUX PECYPCIB Ta 3HWKCHHS €KOHOMIYHOT
eekTUBHOCTI cucteMu. B aniil po6oTi po3risaaeTses 3a1a4a MoOy10BU CUCTEMH OPKECTPYBaHH POOOYHX MPOLECIB B3a€MOIT 3 KIIIEHTOM Ha OCHOBI
MO HO-OPIEHTOBAHOIO MMiIX0Y. 3aMiCTh YMOBHO MOCIIIJJOBHOTO IIEHTPAIi30BAHOIO BUKOHAHHS Ipad)oBOi MOJIEINi poOOYOro Mporecy MpornoHy€eThCs
NpeCTaBUTH POOOUMii MPOLEC Y BUIIISAI MIOCIIZOBHOCTI MOIN Ta peakiiil CHCTEMU Ha HHX, IO I03BOJISIE MTO30YTUCS MOTPEOU B SIBHOMY OYiKyBaHHI
BIZMOBIfI Bif KiieHTa. B Takumit Moaeni onepaiiii po6oyoro mnpoiuecy OyayTh BUKOHYBAaTHCS i 4ac 00poOKH MOiid, a mepexia 10 HaCTyMHOI oneparii
BiZOyBaTUMETECS 32 PaxXyHOK BiJIIPaBJICHHS HOBOTO MOBIOMIIEHHS 3 OIMCOM Iii€l onepartii. Po3risiHyTo neHTpai3oBaHuil Ta pO3NONUICHHH miqxoau
JUTSL BUKOHAHHS TIEPEXOiB MIX OmeparissMiu pobovoro mpouecy, Mmoka3aHi HepeBard Ta HEIOMIKH KOXKHOTO 3 HHX. Takok pO3IIISIHYTO peanizauiio
MEXaHi3My OYiKyBaHHS BIANOBIIl Bil KIi€HTa, JUIS 4YOro IPONOHYEThCA IEpeN MOYAaTKOM B3a€EMOAIl 3 OCTaHHIM 30epiraTu HOBiIOMIICHHS Y
Creliani30BaHOMY CXOBHIL, IPUB’si3aHE 10 iIeHTU(]IKATOPY CEaHCy B3a€EMOJIIT 3 KIIEHTOM. A ITiCIIsl HA/IXO/DKSHHS JJaHUX BiJl KJIi€HTa — I0JIaBaTH iX 110
HOBIZOMJICHHS 1 BIANpPAaBIATH HOro HaszaJ B 4epry HOBIZOMJIEHb Ul NMPOAOBXKEHHS BUKOHAHHSA pobouoro mpouecy. s omucy mozmelni po6ouoro
IpoLecy MPONOHY€EThCs BUKOpUCTOBYBatH (Gopmar JSON, 3Baxkaroum Ha MOXIIHMBICTH BUKOPHCTaHHS OOpPOOHMKIB, HAIlMCAaHMX HA DPI3HUX MOBax
nporpamyBaHHs. OIHUCaHO OJMH 3 MiIXOMIB 10 MOOYI0BH TaKOro (JopMary OIKCY Ta IPOJEMOHCTPOBAHO HOr0 BUKOPUCTAHHS UL peaizamii npukiagy
poGouoro mpouecy. Pesymbrati JOCHIKEHHS MOXKYTh OyTH KOPUCHHMH IPH CTBOPEHHI CHCTEM OPKECTPYBaHHsS PoOOUYMX MPOLECIB B3aeMOAIl 3

KIIIEHTOM.

Ki1rouoBi c10Ba: opkecTpyBaHHS poOOYOro Ipomecy, NoAiHO-0pieHTOBAHUH MiAXiM, B3a€MOJIs 3 KJIIEHTOM, aCHHXPOHHI OIeparii.

BeTyn. 31aTHICTB 3pyYHO Ta eKOHOMHO OpraHi3yBaTH
B3aEMOJIIIO 3 KJIIEHTaMH € OJTHI€I0 3 KOHKYPEHTHHUX IiepeBar
CydJacHOI KOMIIaHii, Opi€HTOBAHOI Ha B3aEMOJIO 3 KiHIIE-
BUM cHoxuBadeM. {71t 3HW)KeHHs BUTpaT KoMIaHil Tpeba
301TBITYBaTH piBEHh AaBTOMATH3AaIlii Ta MEPEBOAUTH BCE
Ourpmie i OinpIe MPOIECiB B PEXUM 3 HAWMEHIINM
3ayYCHHSM JIFOJUHM. 3 1HIIOTO OOKY KITIEHTH HE 3aBXKIU
paniloTh Takui aBTOMaru3aiii, 00 BiI4yTHA YacTHUHA iX
3aIllUTIB HE MIATPUMYETHCS MPOrPaMHUM 3a0€3NeUeHHIM
CHCTEMH 1 BOHH HE MOXYTbh OyTH OTpanboBaHi.

BukopucranHsi 4ar-00TiB 3 MiATPUMKOIO INTYYHOI'O
IHTEJIEKTY IOKpaIlye 3a/I0BOJICHICTh KIIIEHTIB IPOIECOM
CIUIKYBaHHS, aje ciabKa 31aTHICTh CHCTEMH BHPIIyBaTH
HETHUIIOBI 3amuTu Bce mie € mpobiemoro [1, 2]. Koxen
HETHITOBHH 3aIIUT OTPeOye MEBHOTO aHANI3Y JIIOAMHOIO Ta
MOJKJIMBO OTPHUMAHHS JIO3BOJIIB HAa HOrOo BHUKOHAaHHS. A
MICJIS TOTO, SIK BiH CTa€ OIHUM 3 TUIIOBUX CIIEHApiiB — BiH
Mae OyTH TOJJaHuil 10 CUCTEMH.

OO0poOka 3anuTy Ta iHII Oi3HEC-IPOIECH KOMITAHIT
3a3BHYall OMMCYIOTBCS pobounm mportecom (Workflow).
PoGounii mporec 3a3Buuail CkianaeTbcs 3 NEBHOI IMOCITi-
JIOBHOCTI THIoBuX onepauiil. [le MoxxyTh OyTn omeparii
BUKOHAHHS IIEBHUX 3aITUTIB JI0 IHIIMX CHCTEM, OUiKyBaHHS
JomaTkoBol iH(opMariii Bix Kii€eHTa, omeparii BHOOPY
MOJAJBIIOr0 NUIAXY OOpOOKM 3amuTy Ta IHIN HOmiOHI
orepartii.

3aBnsgKkH TOMY, 10 0a30Bi OIepallii HOBTOPIOIOTHCS B
pi3HUX poOOYMX IpoIIecax, iX MOYKHA pealizyBaTi OKPEMO
Ta BUKIMKATH B XOAi BHKOHAaHHA pPOOOYOrO IMpOIECy.
TakuM 4mHOM, peanizais Oi3Hec-mporeciB Oyne BHIIs-
JaTH SIK TOCTIJOBHUI BUKJIMK CTaHIAPTHUX ONeEpaLii mix
YIPaBIiHHAM MEBHOTO YIPABJISIOUOrO MPOIECY — OPKECT-

patopa. Moro 3anauero e ynpapiiHHS HOCTiOBHICTIO BH-
KITMKa ofepaliii pobodoro mporecy Ta oOpodka 0cod-
JIMBUX CUTYallil i 4ac HOoro BUKOHAHHSI.

HafinommpeHimoo MOAET0 poOoyYoro Mmporecy €
HampasieHui anukmivani rpad (directed acyclic graph,
DAG), B sixomy By3iamu rpady € omepaiiii, a riJkamu
rpady — nepexoau Mixk HUMH. By3/11 MOXYTh BUKOHYBAaTH
K Oi3Hec-omeparii (BUKOHATH 3amuT [0 IUIATDKHOI
cucremMu abo HajicnaTH iHGOPMAIiI0 KOPUCTYBAYEBi), TaK
i ciyx00Bi omepariii abo mepeBipkud (YU BiAMOBiAAE
KOopucTyBa4, a0 HOro 3aMOBJICHHS NEBHUM YMOBaM —
HaIPUKIIa] YM TepLInil pa3 BiH BUKOPHCTOBYE IIPOMOKOI).
I'ikw 5k 3a7a10Th JOITyCTUMI ITOCITITOBHOCTI OTepaItiii.

TumoBuMu peaitizallissiMu OpKecTpaTopiB rpadoBUX
Mojereit pobogoro mporecy € ardpopmu Apache Airflow
[3] Ta Step Functions B xmapwiii mratdopmi Amazon Web
Services [4]. Boun 103BOJISIOTH peali3yBaTd MOBLIBHMI
AUKIIYHINA Tpad pobodoro mporecy 3 6a30BUX Ta JOIO-
MDKHUX omepaliiid. KinbkicTh Mozeneit pobo4rx mporecis
Ta MPOIECIB, 1[0 OJHOYACHO BUKOHYIOTHCS € JIOBOJII BEJIH-
KOI0, ajie BOHa OOMeXeHa pecypcamu 1H(PACTPYKTypH
BUKOHAHHSI.

3 pocTOM KiNBKOCTI Mojelieil poOouMX MpoLECiB Ta
301IBIICHHSAM BiZICOTKA OIepaliii O4iKyBaHHS, 3pYUHICTb
BUKOPUCTaHHsS HABEICHUX BHUILE 3aCO0IB OPKECTPYBaHHS
3HIKY€EThCs. OCOOIUBO Lie BITYyTHO MPH iX BUKOPUCTAaHHI
JUTS aBTOMATH3alii IMpoIeciB B3aeMomii 3 KIIEHTOM, e
CUCTEMAa MOXKE [JOBOJII JOBrO 4YeKaTH Ha BIANOBIIE.
[IpnunHOIO TakuX OOMEXEHb € Te, IO OPKECTPaTop Mae
BIIC/IIAKOBYBAaTH CTaH BUKOHAHHSA IIpoliecy Ta 30epiratu
HOro KOHTEKCT, TOOTO AaHi, 110 MalOTh IIEPEAABATUCS MIXK

© Konbacin B.O., 2024

Jocainnunbska crarrs: 1o crartio omy6aikoBano BugasHunTBOM HTY «XIII» y 36ipHUKY «BicHHK

o0

HamionansHOro TexHiuHoro yHiBepcurery "XIII"
indopmaniiini TexHomorii». L1 cTaTTA MOMMPIOETHCA 32 MixKHAPOAHOIO Hinensicto Creative Common QPEMN
Attribution (CC BY 4.0). KondutikT inTepeciB: ABTOp/¥ 3asIBUB/HIN PO BiACYTHICTH KOHQIIIKTY.

Cepis: CucTeMHHMI aHai3, yNpaBIiHHA Ta

ACCESS

Bicnux Hayionanvnoco mexuiynozo ynisepcumemy «XI1». Cepis: Cucmemruti
104 ananis, ynpasuinua ma ingopmayitini mexnonoeii, Ne 2 (12) 2024



ISSN 2079-0023 (print), ISSN 2410-2857 (online)

omepamisMu. A Ui IOro MOTPiOHI TEBHI pecypcu
Ipoliecopa Ta OnepaTuBHOI TTaM’sITi.

TakvM YMHOM BUKOPUCTAHHS HAHOUIBIN MOMIHUPEHUX
wiatGopM Ui OPKECTPYBaHHS BHUKOHaHHS pPOOOYMX
NpOLECiB Mac OOMEXKEHHS 3a PaXxyHOK HasBHOCTI B HHUX
IEHTPaJIi30BAaHOT'O BiICTE)KCHHS X0y BUKOHAHHS MTPOIIECY
Ta 30epiraHHs HOro KOHTEKCTy. 3MEHIICHHS NOTpeOu B
00YHCITIOBANIFHUX pecypcax Ta po3poOKa OUIbII THYYKOTo
MeXaHi3My OpKECTPYBaHHS pOOOYHX MPOLECIB B3a€MOIT 3
KJIIEHTOM B KOPIIOPATHBHHX 3aCTOCYHKaX € aKTyaJIbHOO
3a/1a4€l0, sIKa PO3TIIIAETHCS B TAHOMY JOCIIIKCHHI.

Buxonanusi po6ouoro mpouecy. I'pagosa monens
Pp0o00YOro IPoLIeCy 3aAA€THCS CHENiaJI-HIM OITUCOM rpada
y dopmati JSON mist mardpopmu AWS Step Functions ta
MPOrpaMoI0 CIEIiaJbHOI0 BUIYy Ha MOBI NMPOTrpaMyBaHHS
Python mns mmargpopmu Airflow [3, 4]. Hdana moxens
30epiraeTbcsi y LEHTPaTi30BaHOMY CXOBHIII IIATHOPMHU
OpPKECTpPYBaHHS Ta 3YUTYETHCS 3 HBOTO MpPU 3aIMYCKY
nporecy. Ilnardopma BifcTexkye pe3yabTaT BUKOHAHHS
MOTOYHOI omepamii Mporecy Ta 3aJeXHO Bi HHOTO
BUKOHYE TIepeXiJl Ha BHKOHAHHS HACTYITHOI OTeparii.

[Npouec B3aeMoii 3 KITIEHTOM € 32 CBOEIO IPUPOAOIO
ACHHXPOHHHM 1 OYiKy€ Pi3HOI MOBEIiHKHN CTOpiH. KimieHT
MO>KE BIJIIOBICTM HAa NMHUTAaHHA CUCTEMH a00 HAIATH [0-
JATKOBY iH(opMaIliro B Oyab SIKUH MOMEHT 9acy IpOTATOM
MEBHOTO TEpioAy OYiKyBaHHS. SIKIIO BiH HE BiATIOBimae —
cUcTeMa MOXKe oMy Harajgatd npo norpedy HaJxaTu JaHi.
SIKIIIO K KITIEHT Ha B3AEMOJII€ 3 CHCTEMOIO MPOTITOM IEB-
HOTO Mepiojly Yacy — ceaHc B3aeMoii Oy/ie 3aBepIleHni Ta
BUKOHAaHHs OIi3HEC-Tpollecy mepepBaHo. Bim cuctemu
HaBIIaKW OYiKy€ThCS IIBUIKA BIIIOBIAb Ta 3aTHICTH CILI-
KyBaTHUCs 3 KIIEHTOM B Oy/b KM qac 100u.

[puknan pobouoro mporecy B3aeMOii 3 KIIEHTOM
JUIs HaJlaHHS HoMy iH(oOpMalii mpo CTaH paxyHKY HaBe-
JIEHO Ha pHcC. 1, 1e )KOBTHM IO3HAYCHI 3BHYAiHI omepartii
pobodoro mporecy, CHHIM — OTlepaiii O9iKyBaHHS Ta dep-
BOHHM — KiHIIEBi OTeparlii mporecy.
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Puc. 1. Po6ouwnii mporiec OTpUMAaHHS CTaHy PaxyHKY.

[Ipn Takomy cueHapii B3aemomii OUTBINICTE 4Yacy
BUKOHAHHS pO0OOYOro mporecy Oyae BUTpavaTucs Ha
OUIKyBaHHS BIINOBIII Bim KiIi€HTa. AJle mpsiMa Horo
peaunizauis 6azoBuMu 3acobamu Toro x Airflow mpussene
1o OJIOKYBaHHS OJHOTO 3i CIIOTiB BUKOHAHHS Ha BECh 4ac
ouikyBaHHA. Peamizariis depe3 BiIKIaIeHi omepaTopH Ta
Tpurepu [5] € eKOHOMHIIIO, alle BOHA € CXWJIBHOKIO 0
MMOMMJIOK Ta TaKOX BUKOPHCTOBYE PECYPCH BiANOBITHOTO
00MeXEHOT0 KOMIIOHEHTY IIaT(opMHu.

BinMoBwuTHCS Big SIBHOI omeparii 049iKyBaHHS MOXKHA
3MIiHOIO MOJEJII BUKOHAHHS pOoOOYOro MmpoIecy 3 YMOBHO
MOCJIIIOBHOTO BUKOHAHHS OTeparliii Ha rpadi Ha MOJEb,
3acHOBaHy Ha 00pobmi moxmiii [6, 7]. Tlomis
MPEJICTABISETHCS MOBIIOMIICHHSM, IO Hece iH(opMario
PO MO0 — B JAHOMY BHIQJIKY IIe MOXe OyTH BiIIOBiIb
BiJl KJIiI€EHTAa Ta 3amuTaHi JaHi, abo pe3ynapTaT 0OpOOKH

JAHWUX KiieHTa cucteMoro. [lomis mepenaeTsest CoKuBady
3a JOTIOMOTOI0 OpoKepa TMOBiIOMJIEHb, TaKOTO SIK
RabbitMQ [8] a6o Apache Kafka [9]. CroxuBau momiii
BUKOHYE OOpOOKY MOBIZOMJICHB Ta MEpeaae pe3ybTar y
BUTJISII IHIIIOTO MOBIJIOMIICHHS B TICBHY Yepry.

B wiit moneni onepatii pobodoro mpouecy OynyTh
BUKOHYBATHCS MiJ] 4ac 0OpoOKH MMofIiif, a mepexiz 10 BUKO-
HaHHS HACTyHHOI omepanii Oyje BinoOpaskaTucsl HaJICH-
JIaHHSIM TIOBIZIOMJICHHS 3 OTIMCOM i€l omepartii.

Mopnens po6o4oro mpouecy MOXKe BHKOHYBATHUCS
[EHTPANli30BaHO, 1 TOMI TICNsA 3aKiHYEHHS BUKOHAHHS
KO>KHOI ormepartii po60o4oro mporiecy moBiToMIeHHs 3 Horo
pesynbTaTaMH Ma€ HAJCHIIATHCS AUCIeTYepy (CHOKUBAY
CHeNiaJbHOTO THUIY), SIKWH OyIe BiAMOBiZaTH 3a aHawmi3
pe3ynbTatiB Ta BHOIp HacTymHOI onepaii. [HmM BapiaH-
TOM € TMOKJIaJeHHS O0OB’s3KiB POOUTH BHOIp HACTYHHOI
omepaiiii poO0YOro Mporecy Ha CHOXKHBAYIB, 110 BUKOHY-
I0Th ormepallii 0i3Hec-mporecy.

BukopucranHsl Ipyroro mijaxoay € KOMIPOMICHUM i
pa3oM 3 OYEBUIHHMH I€peBaraMy y BHIVISII 3MEHIICHHS
YHUClia eJIEMEHTIB CHCTEMH MICTHTBH i TIEBHI PHU3UKH, 0O
BAMAarae CTpPOTO OJHAKOBOi OOpOOKM MOJelni mpolecy
BciMa 0OpOOHUKAMIL.

[pwiimMatoun 10 yBary, IO MpPOIEC B3aEMOMii 3
KOPHCTYBa4eM MO>Ke OyTH TOBOJII TPUBAIIUM i Ma€ IOTpedy
B TIOCTIHHOMY TIIOKpAaIleHHI Ta amanTamii mj morpedu
MANPUEMCTBA Ta KII€HTIB, HMOBIPHO, 10 OJTHOMOMEHTHO
OyIyTh iCHyBaTH pi3Hi Bepcii OJHOTO H TOTO X CamMoro
poboyoro mporecy. Jlas 3abe3rneueHHsS MOCITITOBHOCTI
BUKOHAHHS ICHYIOUMX IIPOLIECIB pI3HUX Bepciii mpu
LEHTPaTi30BaHOMY MiIXoJi N0 30epiraHHs Mojeni Tpeda
Oyne 30epiratu pizHi Bepcii Mozielni pobodoro mpouecy iy
MOBIZIOMJICHHSIX TIepeAaBaTH ileHTUdikaTop Bepcii. 3
iHIoro OOKy, BPaxOBYIOUM HE IyX€ BEJIMKHH pO3MIp
TUTIOBHX POOOYHX TMPOIIECiB B3a€MOJIIT 3 KIIIEHTOM, B JaHIl
poOOTI TIPONOHYETHCS 30epiraTé BCIO MOJENb poOOYOro
Hpolecy SIK YaCTUHY MOBiIOMIICHHSL.

Oxpemi omepaiii MOXyTb BHKOHYBaTHUCS $K 3a
JIOTIOMOT'0I0 3arajibHUX OOPOOHHUKIB MOBIIOMJICHB, TaK 1 3
BUKOPHCTAHHSAM  CIICHiaTi30BaHUX  OOPOOHHMKIB, IO
MOXYTh BIANOBIZaTH 3a pO3MI3HABaHHS MOBH Ta
300pakeHb (BOHU MOTPEOYIOTH CHEU(IYHOTO arapaTHOTO
3a0e3nedeHHst) abo 3HaXOAMUTHCS BCEPEIHHI BHYTPIIIHBOT
3aXMIIEHOI MepeXXi KoMmaHii. Y BHUIAIKy BHUKOPHUCTAHHS
cremianizoBaHnx  oOpoOHMKIB  Tpeba  3a0e3meunTH
MOXJIMBICTh AMCIETYEpU3allii MOBIIOMIICHb 3aJEXHO Bij
THUILY OTIeparii.

OuixyBaHHS BiIIOBIi BiJl KIII€HTa € YACTHHOIO POOO-
YOro Mpouecy Ta Ma€ ONHCYBaTUCS OKPEMHM IOBIIOM-
neHHsM. Ha 4ac ovikyBaHHS 1ie MOBIOMIICHHS Mae OyTH
30epekeHO B TIEBHOMY CXOBHIIIi, a TIOTIM MpH TOsBI Bi-
MOB1JIi KJII€EHTA, MA€ OYTH HaJiCIaHO OOPOOHHUKY.

3a3Buyaii iHHOpPMALIIO BiJ] KIIIEHTAa CHCTEMa OTPHMYE
yepe3 MexaHi3m 3BopotHoro Bukiuky (callback), skuii He
€ crerudiyHUM AJIs KITi€HTa — TOOTO TOBIIOMIJICHHS BiJ
BCIX KJII€HTIB MPUXOMIATh HA OAHY TOYKY BXOXy. bimbIn
TOT0, TIOBIIOMJICHHS BiJ KJIIEHTAa MO OYTH MOYaTKOBUM
IUIS CTapTy B3aeMopii 3 cucremoro. Taki MOBIOMIICHHS
Tpeba PO3pi3HATH Bil THX, MO € BIOMOBIIIIO KITi€HTa. A
JUTS OCTaHHIX Tpeba oTpuMartu poOoUuii mporiec, o YeKae
BiNMOBiZ, Ta 30epekeHe moBigomieHHS. lle MoxHa
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3poOMTH 3a pPaxyHOK BHKOPHCTAaHHS ineHTHdiKaTopa
B3a€EMOJIIi 3 KJIIEHTOM, SIKUIl MOXKe OyTH SIK BHIaJIKOBUM
inenTudikaTopom cecii y BHmIaakax BeO-4yary, Tak i
MOCTIMHUM 11€HTH(IKATOPOM KOPHCTYBayua y MECEeHIKepi.

3  ypaxyBaHHSIM BCbOTO  HABEJCHOTO  BHIIE
CTPYKTYpPHa CXeMa BHKOHAHHs po0OodYoro mpoiiecy Oyme
BUIISIATH SIK HABEICHO Ha pHC. 2.
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Puc. 2. CTpykTypHa cXeMa BUKOHaHHs poOOYOro mporecy.

BukonaHHs po0604O0ro mporecy 3amycKaeThes 330BHI
HaJICWJIaHHSM BiAIIOBITHOTO TIOBIJIOMJICHHS 3 JaHUMH Ta
MOJICJITIO TPOIleCy Y 4epry ¢peiimBopky. Jam BinOysa-
€THCS1 BUKOHAHHS OTIEpalliii MpoIiecy 3arajJbHUMH Ta CIeLli-
ai30BaHUMH OOpPOOHHMKAMH, KOXEH 3 SKHUX ICIS 3aKiH-
YCHHSI BUKOHAHHSI OTepallii 00YKMCII0e HACTYTHUMN CTaH Ta
HaJICWJIa€ TIOBIOMJICHHS 31 3MiHEHHM CTaHOM IIpOIeCy
Hazag 10 4epru. Tak MOBTOPIOEThCS 0 THUX Mip, MOKH
BUKOHAHHS TMPOIECY HE 3aKIHYUTHCA.

Juis mporpaMHOi peaiizamii JaHOTO Mmigxomy Tpeda
CTBOPHUTH BIAMOBIAHI OOPOOHMKM Ta MOIYJI B3aeMOIIi 3
30BHIINIHIMUA CUCTEMaMH B3aeMO/II1 3 KJIieHTOM. MexaHizm
JUCTICTYCPHU3AIlil MTOBIJIOMJICHh TAKOXK Mae OyTH peatizo-
BaHUI1 MporpamHo.

[1pu BUKOpHCTaHHI MOBH TporpamyBanHs Python st
CTBOPEHHSI CHCTEMH OPKECTPYBaHHS € CEHC PO3TISTHYTH
¢peiimBopk  Celery [10], sxuii peanizye po3monineHy
4yepry 3ajad, sKa yNpaBISIETbCS MOBIIOMIICHHSMH. BiH
JTO3BOJISIE POOHTH aIMKIIIYHI MOJIENTI POOOYNX MPOIIECiB HA
piBai Python komy, ame He MATPUMYE HANPSIMY 3YMHHKH
00poOku 3amaui Ta ii momomkeHHS. ToOTO Horo MokHa
BUKOPUCTATH IS BUKOHAHHSI JIIHIHHUX YacTUH rpady Oe3
ouikyBaHHA. TakoXX OJHUM 3 HANpPSIMKIB MOAAIBIINX
JIOCJIIDKEHDb € BUBUEHHS MOXKJIMBOCTEM ajarraiii JaHoro
(hpeiMBOPKY TS peai3aliil O4iKyBaHHs 30BHIIIHBOTO CUT-
HaJly, 0 YIPaBJIAETHCS MOBiqoMieHusMu [11].

Ctpyktypa mnoBinomiens. [loBimomieHHs Mae
MICTUTH BCIO HEOOXigHY iH(QOpMAIif0 11 BUKOHAHHS
MMOTOYHOI Ta BCIX HACTYITHUX OIIEpaIliif pob0oYoro mporecy.
Ile o3Hauae, o0 BOHO Mae 30epiraTé MoJelb poOOYOro
mpoI1iecy, imeHTH(ikaTop MOTOYHOI ormepamnii Ta KOHTEKCT
BUKOHAaHHA. Bci mi maHi MamTh OyTH pO3TalIoBaHi y
MOBIMOMJICHHI, IS cepiami3amii AKoro B HaHiid poOoTi
npomoHyeThest Bukopuctatu popmat JSON [12].

KonTekctr BHKOHaHHA po0OYOro mporecy moTpidoeH
Julsl 3a0e3ledeHHs 3B’A3Ky IO JITAaHUM MDK OIeparisiMu.
OCKIJIbKH OPKECTPATOp Ha MOXKE 3HATH BCi MOMJIMBI MOJIS
JlAaHUX Ta 1X KOMOIHAIii — KOHTEKCT Ma€ MiITPUMYyBaTH
JIOBIIbHUM (popMaT nanux, mo 3pydHo JSSON 06’ exrom.

KoxxHa onepariisi TOBUHHA MaTH CBili BJIaCHHU yHi-
KaJbHHUU 1IeHTU(IKATOP B MO, TAKOK BOHA MA€ Mic-
TUTH BCIO HEOOXiMHY iH(OpMALIiO U BUKIIMKA Oneparii
00poOHuKOM. [IporoHyeTbCsi BUKOPHUCTATH HACTYNHHMA
OIKC OTepaIrii:

e handler — onnc 06poOHHUKa, BU3HAYAE SIKUiT 00-
POOHHMK Ma€ BUKOHATH OIEPaIlilo;

e function — ¢yHkuis, ska Mae OyTH BHKOHaHA
00pOOHHUKOM, MICTHTB TIOCHIJIAHHS Ha KOJ (PYHKITi1;

e parameters — mapaMeTpy BUKOHAHHS (YHKIIIi;

e next — omeparris, mo Mae OyTH BHKOHAHA ITiCIS
BUKOHAHHS JTaHOI.

Bynp-sika QyHKIIS OTpUMYye IBa mapaMeTpH — KOH-
TEeKCT BUKOHAHHS Ta mapaMeTpu camoi ¢yHkuii. Obuasa
napaMmeTpi € CIIOBHUKaMH, OTPUMaHHMH uYepe3 jecepiai-
3anito BinnoBigHuX JSON 00’ €KTIB.

Cyx00BI1 omepalii Ha KIITaIT BUOOpY TUIKH rpady
a00 3ammycKy mapaJieIbHUX OIepalliii MOMIYarOThCs CIeIi-
IFHUM 3HaYE€HHSM THUITy 00poOHMKa SyStem i BOHH MaloTh
OyTH ompanboBaHi THM CaMUM OOPOOHHUKOM, IO 1 OTlepartist
nepez HUMH.

3 BHKOPHCTaHHSIM JAaHOTO MiAXOIy IO OMHCY poOo-
YOTo IpolLecy, IPUKIIAJ IPOLECY OTPHUMaHHS CTaHy PaxyH-
Ky, HaBeIeHni Ha puc. 1, Oyae BUTIIAOATH TaK:

1

"com. company.CheckRuth”,

+ "authStatus"

"askAccount",

g™ TstartAuth”

el

"com.company.Request2F

n
1oy

xt": "2FAChoice

Puc. 3. ®parmenT onucy mpouecy OTpUMaHHS CTaHy PaxyHKY.

Sk MoxHa 1mo0aunTH HA BOMY ONWMCI, iHpOpMALis
po Te, 9u moTpiOHa ayTeHTH(IKAIis, OTPIMYETBCS OKpe-
MO0 (yHKI€I0 Ta i pe3yibTaT 3alHCye€ThCS B 3MIHHY
authStatus xonrekcry. Jdari meit camuii 06poOHUK TIepe-
Bipsie 3HAUEHHS 3MiHHIH KOHTEKCTY Ta 3aJIe)KHO BiJl HHOTO
HaJCWJIa€ y 4Yepry IOBiIOMJCHHS 3 aKTHBHUM CTaHOM
askAccount abo startAuth.

Omepanis startAuth waacwiae CMC kiieHTy Ta
ouikye ioro Bianosini. Bona Mae criouaTky 30epertu cra
MOJIETIl B CXOBHIII 1 TUIBKY MICJIS IIbOTO HAJICJIATH TIOBI-
JOMJICHHS KJII€HTY Ul 3amo0iraHHs BUHUKHEHHS CTaHy
rouku (race condition).
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ORCHESTRATION OF CUSTOMER INTERACTION WORKFLOWS IN ENTERPRISE APPLICATIONS

Process automation is an important factor in the development of modern corporate systems, in particular e-commerce systems. One of the tasks that must
be solved during development of such systems is the orchestration of customer interaction processes, which are asynchronous in nature. Modern popular
orchestration frameworks (Airflow for example), are not very well adapted to simultaneously waiting for a response from the client for a large number
of workflows. This leads to unnecessary costs of computing resources and a decrease in the economic efficiency of the system. This paper considers the
task of building a system for orchestrating customer interaction workflows based on an event-driven approach. Instead of a sequential-like centralized
execution of the graph model of the workflow, it is proposed to present the workflow as a sequence of events and the system's reactions to them, which
eliminates the need to explicitly wait for a response from the client. In such model workflow operations will be performed during event processing, and
the transition to the next operation will occur by sending a new message with a description of the operation. Centralized and distributed approaches for
performing transitions between workflow operations are considered, the advantages and disadvantages of each of them are shown. The implementation
of waiting for client response is also considered, for which it is proposed to store the message tied to the client session identifier in a specialized storage
before starting interaction with client. And after receiving data from the client, add them to the message and send it back to the message queue to continue
the workflow. Taking into account the possibility of using handlers written in different programming languages, JSON format based description of
workflow model is proposed to be used. One of the approaches to building model description format is described and its use for demonstrating example
of a workflow. The results of the study can be useful when creating systems for orchestrating workflows of interaction with the client.
Keywords: workflow orchestration, event-driven approach, client interaction, asynchronous operations.
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IHTEJIEKTYAJIBHA IHOOPMAIIIMHA TEXHOJIOTIS IIBUJKOI KTACU®IKAILIL 3A YMOB
HNEPETUHHUX KJIACIB

[IpeameToM AOCIIKEHHS € Ipoliec MIBUAKOI KiIacudikaiil AaHUX 32 yMOB nepeTHHHHX kiaciB. IlIBuiaka kiacudikaliis BUKOHYETBCS B PEXHMI
peanbpHOrO yacy abo GIM3bKOMY O HBOro. MeTa po0oTH mojsirae y po3poOili iHTesleKTyaabpHoi iH(opMaliiHOT TexHouoril mBuaAKol knacudikamii B
online Ta nearline pe>xuMax 3a yMOB IEPETHHHUX KiIaciB. JIOCATHEHHS! METH 1a€ MOXKJIMBICTh BpaxyBaTH HECTALIOHAPHICTh BXITHHUX JAHUX Ta AUcOaNaHC
KJ1aciB 32 YMOB IIOTOKOBOTO HAJXO/KCHHs NaHHX. 3adadi KOMIEHcauii OIyMiB y BXiZHMX OaHHX Ta 3MiHY PO3MOALTY BXiJHHX JaHHX BHACIIIOK
HECTaLliOHAPHOCTI TAKKUX JJAHUX, a TAKOXK 3a/1aya KOMITeHcallii quchanaHcy KiaciB MoB’s3aHi Mk co0010 IpH Kiacudikaiii B yMOBaxX MEpPeTHHHUX KIIaciB
Ta MOTPeOYIOTh PO3POOKM KOMIUIEKCHOTO pilleHHs. [l NOCSATHEHHS METH BUPINIYIOThCS TaKi 3ajadi: CTPYKTypU3allis MiIXoXiB J0 KiIacudikarii
MEePEeTHHHHUX KIIACIB 3 ypaXyBaHHsIM HECTaliOHAPHOCTI BXiAHHUX JaHHX Ta AUCOAIaHCy KiIaciB; po3poOKa iHTeNeKTyaabHOI TeXHOOrii Kiacupikamii B
online Ta nearline pexxumax. 3ampoNOHOBAHO IHTEIEKTYalbHY iH(OpMaLiiiHy TeXHOJIOrir0 IBHAKOI Kiacudikalii 32 yMOB IEPETHMHHHUX KIIACIB.
TexHouorist MICTUTP eTany HonepexHbol KiIacudikamii 3 ypaxyBaHHsIM IIyMy y BXIJHUX JaHHX, Kiacudikalii 3 ypaxyBaHHAM JucOanaHcy KJaciB Ta
KiIacudikalii 3 ypaxyBaHHSAM 3MiHH 3aKOHOMIpHOCTEHl y BXifHHMX HaHuX. TexHoyoris mepexdavae MOCIiJOBHE BHKOPHUCTaHHS Heo-(ha33i CHCTEMH,
ajanTuBHOI Heifpo-dassi cucreMu Ta OaraTolapoBoi HEWPOHHOI Mepexi 3 sIepHUMH N3BOHyBaTMMM (QyYHKIiAMH aktuBauil. Heo-dassi cucrema
BHKOPHUCTOBY€E HEO-HEUiTKi HelipoHH, 110 3abe3nedye CTiHKICTb 10 IyMy. AnanTuBHa Helipo-]a33i cucTeMa BpaxoBye BiZICTaHI MiX BXiJHUMU JaHUMH
Ta LEHTPOM KJIacy y HpOCTOpi O3HaK, I10 3abe3medye Kiacudikamio B yMoBax aucOanancy kiaciB. bararomapoBa HefipoHHa Mepexa 3 siaepHHUMH
J3BOHYBaTHMH (DYHKILISIME aKTHBALil BUKOPHCTOBYE PEKypEHTHHI airOPUTM HAaBYaHHS, W0 3a0e3Medye afanTalilo [0 HOBHX [JaHHX 3 HOBUM
posmnozainioM. TexHooris 1ae MOXKIIUBICT 3a0€3MEUNTH MIBUAKE iTEpPaTHBHE YTOYHEHHS PillleHb 3 Kiacu(ikalii 3riJHO 3MiH XapaKTepPUCTUK BXiIHUX

JTaHHX.

KuouoBi ciioBa: mBuka kiacudikauis, NepeTHHHI KitacH, online pexxuM, nearline pexxuM, HelipoHHa Mepexka, Heiipo-dassi cucrema, Heo-(azsi

CUCTEMA, aJalITUBHEC HABYaHHS, HEYiTKa JIOTIKa.

Beryn. Kiacugikaris manux, To0TO BiTHECCHHS Ha-
HUX JIO OIHOTO i3 BiJOMHUX KJIACiB, 3HAXOAUTH LIMPOKE 3a-
CTOCYBAHHS B PI3HUX raly3sX, BKIIIOYAIYN PO3ITi3HABAHHSI
o0pa3siB, aHaJi3 BillEOJaHUX Ta aBTOMATH3AIil0 IPOIECIB
MIATPUMKH TPUHHATTS pimness [1]. 3amada mBuIkoi Kia-
cudikarii, mepegbavyae oOpoOKy maHWX y pexumi online
abo Onm3pkomy gm0 Hboro (nearline). IllBuaka knacudi-
Kallisl € aKTyaJbHOI0 y CHCTEMaxX, [0 MAlOTh IIBUIKO pea-
IyBaTH Ha 3MiHY HaBKOJIMIIHBOTO CEPEIOBHUIIA, HAIPH-
KJIaJl, Y TPAHCIIOPTHUX CHCTEMaX, CUCTEMaX MOHITOPHHTY
6e3mneku Toro [2].

[IBuaka kmacugikamis moTpedye TOCSITHCHHS 3a/a-
HOTO PiBHSI TOYHOCTI IMpu 0OMEKEHHIX Ha 00YHMCIIOBAIBHI
pecypcH, OB’ I3aHUX 13 0OMEXKESHHIMH Ha 4ac MPUHHSITTS
pillICHb B CUCTEMI ITYYHOTO IHTEJIEKTY.

[IBuaka xmacudikalis, sk MpaBUIIO, pealli3yeTbes B
YMOBax TEPETHHHHUX KJaciB, TOOTO KOJH MaHi 3 Pi3HUX
KJIaciB MEPETHHAIOTHCS Y MPOCTOPI O3HAK, OCKIJTBKH BOHH
MaroTh OJHM3bKI XapakTepucTuku [3, 4].

Peanizamis mBuakoi kiacudikaiii B ymMoBax mepe-
TUHHHX KJIAaciB MOTpeOye MOJATKOBOTO BUPINICHHS 3ajad
YCYHEHHS IIyMy Ta ajarnTamii 7O 3MiH y PO3MOALTI JaHHX
(concept drift) BHacmimOK HeCTAI[IOHAPHOCTI BXIiTHUX
JTAaHWX, YCYHEHHS MUcOAIaHCy KIJIACIB a TaK0XX YTOYHCHHS
TpaHUIlb MK Kiacamu. Tak, aucOamaHC KIaciB MOXKe
BIUIMBATH HAa TOYHICTH KJIACHU(iKaIlil BHACTIIOK CYTTEBO
pi3HOT KITBKOCTI eneMeHTiB gaHuX y knacax . llym npen-
CTaBIISIETHCS ITYMOBHMH TOYKAMH Y IPOCTOPI O3HAK, 10 HE
BiJINIOBIAIOTh 3arajlbHAM 3aKOHOMIpPHOCTAM JaHUX. Bix-
MOBIJIHO, IIyM MOKE€ 3HIXKYBAaTH TOYHICTh Kiiacudikairii.

Ananrartis 1o concept drift 3a6e3meuye akTyanpHICTD
MOJIeNli B yMOBaX JAWHAMIYHUX 3MiH y cepemoBuili [5].
YTOYHEHHs IPaHULb IEPETHHY KJIACIB TO3BOJISIE ITiABULIH-
TH TOYHICTh KJIAacU}iKaIlil 32 YMOB CKIQJHOTO PO3IIOILTY
JaHUX.

TakuMm yMHOM, MIBHIKA KIacU(iKaIlis moTpedye KoM-
OiHyBaHHsI IIXOIB 0 MOCIIOBHOIO BUPILICHHS HA0OPY
3a/1a4, MMOB’SI3aHUX 13 OCOOJIMBOCTAMH PEaJbHUX JaHUX Ta
0co0NMMBOCTSMU  (PYHKIIIOHYBaHHS 1H(GOPMAIIHUX CHC-
TEM, 1110 TEeHEPYIOTh TaKi JaHi.

AHaJIi3 0CTaHHIX J0CTiIKeHDb i myOJikamiii.

MeTtoau mBUAKOI Kiacudikallii, 30kpeMa B yMOBax
MIOTOKOBOI OOpOOKM JaHUX, BUKOHYIOTH aJalTamilo J0
HOBUX JaHHX Yy PEXHMI peaJbHOro, abo OJM3BKOTO JI0
peanbHOrO yacy. Taka aganTarlisi BIKOHY€ThCS 3 BUKOPHC-
TaHHSIM IHKPEMEHTHOTO HaB4YaHHs [6].

EBomomiitai Heipo-hazsi cucreMn opieHTOBaHI Ha
pobOTy 3 TMepeTMHHHMH KJlacaMH 3 BHKOPHCTaHHSIM
geuitkol jorikd. Takui migxix Ja€  MOXKIUBICTH
OIIIHIOBATH PIBEHb HAJICKHOCTI MTaHUX [0 MOMKIHBHX
KJIaciB, KOJIM KJIACH YaCTKOBO ITEPEKPHUBAIOTHCS Y POCTOPI
o3Haxk [7, 8].

Hns BupimenHs npoOiemu jaucOanaHcy KiaciB y
online-pexxuMi  BUKOPHCTOBYIOThCS  0a30Bi  cTpaTerii
CTBOPEHHSI JO/JATKOBMX HPOMDKHUX JaHHX JUI MEHII
MIPE/ICTAaBIICHOTO KJIacCy Ta BUIY4YEHHS YaCTHHU JAHHUX JUISA
nominytouoro kiacy [9]. Bkasaui crparerii garoTh MOXIIH-
BICTh MIiJBUIIMATH TOYHICTh Kiacu(ikamii 0e3 3HaYHHX
BTpAaT BXimHOi iH(OpMAILii, TpOTe BOHH HE MOXYTH OyTH
BHUKOPHCTAaHI IIPY TIOTOKOBIH 00pOOII TaHMX.
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B ymoBax HecTamiOHapHOCTi, KOJHM BXigHI MJaHi
MICTSATh IIyM, BHUKOPUCTOBYIOTHCS METOAW BHIAJICHHS
OryMOBHX TOYOK [10], mo mae MOMJIMBICTH 3MEHIINTH
BIUIMB aHOMAJIbHUX JIaHUX Ha pe3yJbTaTH Kiacuikarii,
IO TiABUIIYE 3arajibHy TOYHICTh CHCTCMH.

Krnacupikaririss B yMOBax MEepPeTHHHHUX KJIACIB 3 MOX-
JIMBOCTUMH aJlaNTallii B yMOBaxX HECTAI[lOHAPHOCTI, B TOMY
YHCITi IPY 3MiHI PO3MOALTY BXiJHUX JaHUX, BHKOHYETHCS 3
BUKOPHCTaHHSIM KOMOIHOBaHOT'O HaBYaHHS B HeHpo-dazsi
[7, 11, 12] Ta HEo-HEUITKHX cucTeMax [13].

Takum 4mHOM, CydacHi mimxomw a0 Kinacuikamii B
online Ta nearline pexxmmax 3a3BUYail Opi€HTOBaHI Ha
BHpIIIEHHS OKPEMO 3a/1a4 KOMITEHCallii HeCTalioHapHOCTI
BXIIHUX NaHUX, AucOallaHCy KJaciB, KOPOTKOI BHOIPKH.
[Mpore wi 3amaui MoB’s3aHi Mixk co00k0 IpH Kinacupikarii B
yMOBax IEPeTHHHHUX KJIaciB Ta MOTPeOyIOTh €IWHOTO
IHTErpOBaHOT'0 PIllIEHHS, IO CBIJYUTH NP0 aKTyaJbHICTh
PO3pOOKH IHTEJEKTyanbHOi 1H(GOPMAIHHOI TEeXHOJIOTIT
MIBUJKOT KJIACH(iKaIii.

Mera Ta 3agaui gocairxenns. Mera poboTu moJs-
rae y po3poOrli iHTeJIeKTyarbHoi iH(pOpMAIiifHOT TEXHOIIO-
ril mBuaKoi Kinacudikarii B online ta nearline pexxumax 3a
YMOB TEpeTHHHHUX KiaciB. BupimeHHs miei 3amadi mae
MOJKJIMBICTh BpaxyBaTH HECTAILlIOHAPHICTh BXiTHUX JaHUX
Ta arucbaJaHc KI1aciB Ipy MOTOKOBOMY HAIXOKEHHI BXif-
HUX JaHHX.

Jnsi OCSATHEHHSI TIOCTaBJIEHOI METH BHPILIYIOTHCS
HACTYITHI 3ajayi:

— CTpyKTypH3allis Heipo-dassi, Heo-}az3i miaxomis
0 kinacudikanii NMepeTMHHHX KIAaciB 3 ypaxyBaHHSAM
HECTalliOHaPHOCTI BXi/IHMX JAHUX Ta AUCOaNaHcy KIacis;

— po3po0OKa IHTENeKTyalbHOI TEeXHOJIOTI] Kiacudika-
il B online ta nearline-pexxumax.

Crpykrypmsanis miaxoaiB a0 kiaacudpikamii 3
YPaxXyBaHHAIM HeCTALiOHAPHOCTI BXiAHHUX JaHHX Ta
aucoasaHcy Kjacis.

3arponoHoOBaHa CTPYKTYpH3allis 0a3yeThesl Ha MOPiB-
HSHHI MOMJIMBOCTEH Heo-¢a33i, Helpo-das3i cucreM Ta
OararomurapoBoi HEHPOHHOI Mepexi 3 AIEPHUMH A3BOHYBA-
TUMH QYHKIIsIMU akTuBaii [12, 13].

Heo-da33i cucrema mnoegHye paniaibHO-0a3ucHY
HEHPOHHY MEpexy 3 Heo-HediTkuM HeiipoHoM. Cucrema
3abe3rnedye BHCOKY IIBHJKICTb HaBYaHHS 3aBJSIKH
BUKOPHCTAHHIO HENIHIMHWX cHHArCiB. Buximai curHamm
3IMIMIAIOTHCS JIHIMHO 3aJICKHUMH BijJl HaJAIITOBaHMX
napameTpiB, 110 3a0e31eyye MOXKIUBICTh POOOTH B PEXXUMI
omyaifH. CucremMa BUKOPHCTOBYE KOMOIHOBaHE HaBYaHHS,
110 rependaydac: HaBYaHHA 3 YYUTENEM, CAMOHABYAHHS Ta
«TiHUBE HaBYaHHM». Takuid minxim 3abesrmedye MOKIH-
BICTh afanTallii 10 3MiH y BXIJIHHX JaHUX Y PCaJbHOMY
4aci 3 BUKOPUCTaHHSAM OOMexxeHHX BHOipok. HaBuanHs 3
YUYHUTEJIEeM BIAINOBIJA€ 32 HANAIITYBAHHS CHHANITUYHUX Bar
CUCTEMH.

Heo-HediTknit HEPOH BUKOPUCTOBYE HEUiTKI (QYyHK-
il HAJEKHOCTI, M0 O3BOJSE OOPOOISITH HEBHU3HAUCHY
iHpopMarlio Ta 3abe3nedyye THYYKICTb Yy MOJENIOBaHHI
CKJIAJIHUX 3aJIC)KHOCTEH y NaHUX.

Cucrema Mae CTIMKICTh IO IIyMY 3aBJISIKM BUKOpHC-
TaHHIO (YHKIIH HaJeXHOCTi: y mpoueci Kiacudikamii
AKTHBYIOTHCS JB1 CYCiTHI (YHKIIIT HaJI€KHOCTI OJTHOYACHO,
110 3MEHIIY€E BIUIUB IIYMOBUX AaHHX. MOXIIUBICTD ajall-

TUBHOTO HANAINTYBAaHHS MEHTPIB Ta KUTBKOCTI (YHKIIH
HAJIC)KHOCTI 3MEHIIY€E BIUTUB 3MiH Y BXiTHUX JTaHUX.

AnanTuBHa HeWpo-(as33i cucremMa Ja€ MOXKIHUBICTh
BUKOPHCTATH J[aHi HE JIMIIE Y BEeKTOPHIH, a U y MaTpu4Hi
¢opmi. Crctema CKIIaIa€ThCs 3 YOTUPHOX Hiapis. [lepumii
map MICTHTh HEWPOHH, IO BPaxOBYIOTh BiJICTaHI MiX
BXITHIMH JIaHUMH Ta LEHTPOM KJIacy y IPOCTOpPi O3HaK.
Jpyruii map CKIagaeTbesi 3 CyMaropiB Uil KOXKHOTO
KJacy, SKi OO4YMCIIOIOTH OuiHKM [lap3eHa mIiIbHOCTI
po3moxiny iMoBipHOCTEH. TpeTiit map KOpurye I OIiHKA
BapTOCTi IOMUIIOK KiTacudikarlii. Buximauii mrap Bu3Havyae
PiBHI HaJIEKHOCTI BXITHUX 00’ €KTIB 10 KIIACiB.

Cucrema BUKOPHUCTOBYE KOMOIHAIiI0O METOIB
HaBYAHHS: IIHUBE HABYAHHS); CAMOOPTaHI3aIli0 3TiTHO
NPUHIUITY «IIEPEeMOXKelb 3a0upae Bce»; HEUiTKa Kilacrte-
puzauisi. JlinuBe HaBuaHHs 0a3yeThCsl HA KOHIICTIIT «HEw-
POHHU B TOYKaX MaHHX». Taka KOHIIEMIIis Ja€ MOKIHBICTh
aJanTyBaTH UEHTPH (QYHKIIA BIIMOBIMHO IO BXiTHHUX
JIaHUX.

3agauy ycyHeHHs AucOanaHcy KiaciB BUPIIIYETHCS 3a
PaxyHOK HaNAIITyBaHHs LICHTPOINiB aKTHBALIHHUX (yHK-
il Mpy HaBYaHHI HEUPO-(a33i CUCTEMH.

BararomrapoBa HeiijpoHHa Mepexa 3 SIEPHUMHA
J3BOHYBAaTHMH (DYHKLISIMH aKTHBALIii CKIIaJa€ThCS 3 TPHOX
mrapiB. BxigHuii map Moke OTpUMYBATH JaHI HE JIHIIC Y
BUTJISIAI BEKTOPIiB, a Y BATIISAAI MaTPHIlh, MO A€ MOX-
JUBICTH 30€perTy MpOCTOPOBY CTPYKTYPY AaHUX. [Ipuxo-
BaHUI{ IIap MICTUTh HEHPOHH 3 SAOEPHUMH A3BOHYBATHMH
¢dyaxmissmu aktuBarii. Li QyHKIT MOIEMIOIOTE CKIaaHI
HEJTIHIAHI rpaHuil MK Kiacamy. PiBeHb akTHBallii HEw-
pOHa BU3HAYAETHCS BIJICTAHHIO MIX BXITHUMH JaHUMH Ta
LEHTPOM HEWpOHa, 1110 JI03BOJISIE a/IalITUBHO HAJAIITOBY-
BaTH PELIENTUBHI 1OJISl HEWPOHIB 1, BiIIOBIIHO, YTOYHUTH
rpaHMli MiX Kiacamu. Buxiguuii map gopmye pe3yiabraTt
knacuikamii Ha OCHOBI JiHIHHOT KOMOIHAIi BHXOIB
MPUXOBAHOTO mapy. Mepeka BUKOPHCTOBYE PEKYPEHTHHUH
OHJIAHH-JITOPUTM HaBYaHHS, IO 3a0e3ledye OHOBJICHHS
napaMeTpiB y peaJibHOMY 4aci abo GIM3bKOMY JI0 peaiib-
Horo waci. Takuii anropuTMm 3a0e3medye amamTamiio I0
HOBHX [aHUX, 3 HOBHM pO3mOAiIOM, 0e3 HeoOXimHOCTi
MMOBTOPHOTO HaBYAaHHS HAa BCHOMY Ha0Opi maHWX. Amar-
TUBHE HaJallTyBaHHS MapamerpiB (QYHKIIH akTUBaIil
BUKOHYETbCS. 3 BUKOPHCTAHHSIM TPa/Ii€EHTHOTO METOY.
I[Tpu BiAMIHHOCTI HOTOYHOT'O BUXO/Iy MEPEXi Bijl Oa’kaHOTO
BaroBi KOeQili€HTH KOPUTYIOTHCS 3 METOI0 MiHIMi3yBaTH
pisuumro. Ha naHoMmy erari BHKOHYETHCS yYTOYHEHHS
TPaHMIb MK KJIACAMH 32 PaXyHOK BUKOPHUCTAHHS SIIEPHUX
(yHKIIM aKTUBAIil, IO Ja€ MOXIIUBICTH €()EKTHBHO PO3-
PI3HATH KJIacH HaBIiTh NPH HASBHOCTI CKJIAJHUX TEPETHH-
HUX TpaHuip. LIIBUIKe yTOUHEHHS TapaMeTpiB 3a0e3neqye
MOJUJIMBICTh aJamnTalii A0 3MiH y PO3MOMUTI BXiTHHX
JaHUX.

InTenexkryasbHa  iHdopMmauiiina  TexHoJsoOris
mBHAKOI K1acudikanii B yMoBax nepeTHHHUX KjaciB

Po3pobnena iHTenexkTyanpHi iHhopMaliifHa TEXHOIIO-
rist MiCTUTH Taki etamu (puc. 1).

Eran 1. llBuaka knacudikaiis B online pexumi 3
ypaxyBaHHsSM LIyMy Yy BXIJHMX JaHMX 3 BUKOPHCTaHHSM
Heo-(a33i CUCTEMU.

Eran 2. [lIBuaka knacudikaris B online pesxumi a6o
nearline pexxumi 3 ypaxyBaHHSM aucOalaHcy KiaciB 3
BUKOPHCTAHHSIM aIaITHBHOT HEeHpo-]a33i cucrema.
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Puc. 1. [TocnioBHICTS €TamiB IHTENEKTyaIbHOI iH(OpMamiitHOT
TEXHOJIOT1T IBUIKOT KIIacu(iKalii 32 yMOB EPETHHHHUX KJIaciB

a I

1. Knacughixayis 6
OHIIAUH-PENCUMI,

BUKOPHCTOBY €THCSI
Heo-(]as3i cuctema 3 3ajaya:
MOXKJITHBOCTSIMH HIBH/IKA
KOMOIHOBAHOTO Knacudikaris B
HaBUaHHs Ta CTiHKiCTIO YMOBaxX IIyMY B
JI0 [ITyMY 3 PaxyHOK JaHUX
BUKOPHCTAHHS
GbYHKIIIH HATEKHOCTI
4
[ ' ™\
2. Knacughixayis 6
ounatin(nearline)-
pedrcumi
BUKOPYCTOBY €ThCS 3apauya:
aJanTHBHA Heipo- HIBHJIKA

¢az3i cuctema, 1110
riopuiHe KOMOIHOBaHE
HaBYaHHA 3
MOKIMBOCTIMH
JI0JIaBaHHs HOBUX
HEWPOHIB

/

Kiacudikais B

YMOBax B yMOBax

nmcOanaHcy
KJIaciB

/ 3. Knacucpixayis 6 N\
nearline (omnnatin)-
DedCUMI,
BUKOPHUCTOBY €THCS
Bararomaposa
HeHpoHHA Mepexa 3
SAICPHUMH
JI3BOHYBaTHMH
(yHKIIISIMU aKTHBAIi,
1110 BUKOPHCTOBYE
PEKYPEHTHUI
ANTOPUTM HaBYAHHS 3
MOXKIIHUBICTIO
OHORBITIOBATH
rapamMeTpy Mepexi B
OITM3BKOMY 110

peapHOro yaci

4

3agaya:
MIBH/IKA
Knacudikaris B
YMOBaX B YMOBax
Concept drift

Eran 3. Illeuaka xnacudikamis B online pexxumi B
online pexumi a6o nearline pexxumi ypaxyBaHHAM 3MiHH
posmnofiny BXigHux gaHux (concept drift) 3 Bukopwuc-
TaHSHM OaraTomiapoBoi HEWPOHHOI Mepexi 3 SAepHUMH
JI3BOHYBAaTHMH (PYHKIISIMH aKTHBALIi1.

Po3risiHeMO MOCTIIOBHICTE BHUKOPHCTAHHS PO3PO0-
JeHoi TEeXHOJIOTii Ha TpPHKJIaAl CHCTEMH Bimeocmocre-
PEXKEeHHS 3 BUKOPUCTAHHSM JBOX MOTOKIB JAHUX: OCHOB-
HOTO Ta JI0JJaTKOBOTO.

OCHOBHHI1 MOTIK BUKOPHCTOBYETHCS LIS I€TAIBHOTO
aHai3y TMOTEHIIHHO HeOe3MeYHHuX CHUTyamiid. Y ZaHOMY
MOTOII BUKOPHCTOBYIOTHCS 300pakeHHS 3 BHCOKOIO PO3-
IUTBHOIO 3MIAaTHICTIO, 3a3BHYail MaKCHMAaJbHOIO PO3Iiib-
HOIO 3[IaTHICTIO, JOCTYITHOIO 3 Bimeokamep. JlomaTkoBuit
MOTIK, Ha BIIMIHY BiJI OCHOBHOIO, Ma€ CyTTEBO HIKYY
SIKICTB 300pa)keHHS 3 THM, 1100 3MCHITUTHA HAaBAHTAXKCHHS
Ha MepeKeBe 00JIaHAHHS.

Le#t moTik 3a3BWYail BHKOPUCTOBYE CTaHIAapTHI
PO3IIUPEHHS 3 HU3BKOIO PO3IUIEHOK 3aTHICTIO, TaKi SIK
QCIF, CIF, 2CIF, DCIF, 4CIF (D1).

OcHOBHE NPU3HAYCHHS TOJaTKOBOTO IIOTOKY IIOJISIrae
B MIOTPUMII TOCTIHHOTO BiJIAaJICHOTO MEperisiay Ta
MOHITOPHHTY, B TOMY YHCIIi Ha MOOLTHHUX MPUCTPOSX Ta B
yMOBax 00MeKeHO{ MPOMYCKHOI 3TaTHOCTI MEPEexi.

Krnacudikamis 3a HasIBHOCTI IIyMy Y BXiTHHX JaHUX
3MIHCHIOETHCS B OHJIAH-PEXUMI I JOOATKOBOTO MTOTOKY
Bimeonanux. Llei moTik Mae MEHIIHI 00CAT JaHUX, IO Ja€
MOJKJIMBICTh 3[IHCHIOBATA IIBHAKY Kiacu(ikamio 3
HHU3bKOIO 3aTPUMKOIO.

VYTOYHEHHS! TpaHMIb MEPEeTHHHHUX KJIACiB Ta BHpi-
meHHs npobyiemu concept drift 3xilicHIoeThest B nearline-
PEXHMMI JJIs1 OCHOBHOTO MOTOKY (ab0 B online-pexximi npu
HU3BKIH 9acTOTi KapiB B CHCTEMI Bi€OCIIOCTEPEKECHHS).
OCHOBHHII MOTIK MICTUTH OiNIbIIIE JAHUX, HEOOXITHUX IS
TOYHOTO BU3HAYCHHS I'PAHULb KIIACiB Ta BUSBJICHHS 3MiH y
posmoxini manux. Takox mgaHa oOpoOka moTpedye Oinbn
CKJIATHUX OOYMCIIEHB Ta, BIAMOBIIHO, € OUIBII pecypco-
€MHOIO.

[Moennanns online Ta nearline-peKUMIB 1a€ MOXKITH-
BICTh PalliOHAIBHO PO3MOAIIMTH O0YHCIIOBAIBHI pecypcu
y Mpolieci po3ni3HaBaHHs 300paKeHb y CHCTEMI BiI€OCIIO-
CTEPEIKEHHSI.

Ha nmepuiomy erari BUKOHYEThCS 00poOKa 300pakeHb
HHU3bKOI po3aineHOi 3nmatHocTi y ¢opmari QCIF. Ilpm
GinapHiil knmacudikamii BUIUIAIOTECS KJIacH 300pa<eHb 3
MYCTOIO MIaT(GOPMOIO Ta IIaTGopMoro 3 nacaxupamu. Ha
IAHOMY eTalli BHUKOHYETBCSA TMOmepenHs Kiacuikaris
MOTOKY 300pa’keHb 3 ypaxyBaHHSAM INTyMiB y nanmx. Ha
pHC. 2 TIpenCTaBIeHO MPUKIAT 300pakeHHS HU3BKOI PO3-
JITBHOT 3IATHOCTI 13 IIYMOM Y JaHUX, 0 KIacu(DIKyEThCS
Ha TaHOMY €Talli.

Puc. 2. Ipukitaza 306paskeHHs] HU3bKOI PO3/LUIBHOI 31aTHOCTI, LI0
kiacudikyeTbes Ha etani | iHTenekTyanbHOI iHpopManiitHol
TEXHOJIOTIT
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[Iym, 30kpema, oB’si3aHuH 13 BiIOINCKAMU COHIIS Ha
300pakeHH1 waThopmu. Y IpUKIaal BAKOPUCTaHI 300pa-
KeHHsI 13 naracety [14].

Ha npyromy erarni BukoHyeTbcs Kiacudikaris 300pa-
JKeHb OUIBIIOT PO3ALIbHOI 3maTHOCTI (puc. 3) i3 ypaxy-
BaHHSIM TUCOATAaHCY KJIaciB.

JucOaianc MoB’si3aHUN 3 THM, IIIO KUTBKICTH 300pa-
JKEHb MYCTOI MIaTGOPMHU CYTTEBO MEPEBHIINYE KiIbKiCTh
300pa)keHb MIaTGOPMH 3 ITACAKHUPAMH.

Puc. 3. Ilpuxiag 306pakeHHs BUCOKOT PO3ILUIBHOT 34aTHOCTI,
0 KIacH(iKyeThCS Ha eTami 2 iHTeJIeKTyalbHOI iHpopMaIiitHOT
TEXHOJIOTT

Ha TtperboMy erami BUKOHYEThCS KiacH]ikailis
300paxkeHp y Bumanky concept drift. IIpukmax nepio-
JUYHUX 3MiH 3aKOHOMIPHOCTEH BXIiTHHUX NaHHUX MPEACTAB-
JIEHO Ha puc. 4.

B naHomy Bumaaky Ha 300pakeHHi 3’SBISETHCA
HOBHH KJac «3a0yTi pedi».

PesynbraToM BHKOpPHCTAaHHS TEXHOJOTII € Kiacui-
Kallisi 300pakeHb 3 ypaxyBaHHSM HECTalllOHAPHOCTI BXiJ-
HUX JaHUX Ta TUCOATaHCY KJaciB.

Puc. 4. Ilpuxnan 300paxeHHs 31 3MiHOIO CTPYKTYPH BXiJHUX,
o kiaacudikyeTbes Ha eTami 3 iHTeNIeKTyanbHO1 iHpopManiiiHol
TEXHOJIOTIT

BucHoBKH. 3anpoOIIOHOBAHO IHTENCKTYyaIbHY iH(pOpMa-
LiiHy TexHouoril MBUAKOT KIacu}ikarii 3a yMOB IEpETHHHUX
kiaciB. TeXHOJIOTIsI MICTUTB €TalH MonepeHboT Kiaacuikarii
3 ypaxyBaHHSIM WIyMy Y BXiJHHUX JaHUX, Kiacudikamii 3
ypaxyBaHHAM JucOanaHcy KiaciB Ta kiacudikarii 3
ypaxyBaHHSM 3MiHH 3aKOHOMIPHOCTEH y BXiIHUX JaHUX.

VY nOpakTUYHOMY AacleKTi 3alpoNOHOBaHA TEXHOJOTIS
Jla€ MOXJIMBICTh 3a0€3MEUUTH ILIBHUIKE iTEPATHBHE YTOUHEHHS
pilieHb 3 Kinacudikariii 3riJIHo XapaKTEPUCTHK BXITHUX JTaHUX
Ta MOXKJIMBUX HenependadyBaHUX BIUIMBIB Ha 1 padi. ITpu
BUKOPHCTaHHI JTaHOI TEXHOJOTii 0a30BUM € IEpLIMH eTarl,
KU 3abe3nedye mBuaky online-kiacudikaiito y THIOBHX
YMOBaX.

IIpu HasiBHOCTI aucOanaHcy KiaciB Mae OyTH peai-
30BaHUil eran 2, a Ipu MOsABI HOBUX KJAaciB — eTam 3 iHTe-
JICKTyaJIbHOI 1HPOPMAIIITHOT TEXHOJIOT11.
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INTELLIGENT INFORMATION TECHNOLOGY FOR RAPID CLASSIFICATION UNDER CONDITIONS
OF OVERLAPPING CLASSES

The subject of this research is the process of rapid data classification under conditions of overlapping classes. Rapid classification is performed in real-
time or near-real-time mode. The aim of the work is to develop an intelligent information technology for rapid classification in online and nearline modes
under conditions of overlapping classes. Achieving this goal allows for the consideration of non-stationarity in input data and class imbalance under
conditions of streaming data. The tasks of compensating for noise in input data and changes in input data distribution due to non-stationarity, as well as
the task of compensating for class imbalance, are interconnected when classifying under conditions of overlapping classes and require the development
of a comprehensive solution. To achieve the goal, the following tasks are addressed: structuring approaches to classification of overlapping classes
considering non-stationarity in input data and class imbalance; developing an intelligent technology for classification in online and nearline modes. An
intelligent information technology for rapid classification under conditions of overlapping classes is proposed. The technology includes stages of
preliminary classification considering noise in input data, classification considering class imbalance, and classification considering changes in input data
patterns. The technology involves sequential use of a neo-fuzzy system, an adaptive neuro-fuzzy system, and a multilayer neural network with kernel
bell-shaped activation functions. The neo-fuzzy system uses neo-fuzzy neurons, ensuring resistance to noise. The adaptive neuro-fuzzy system considers
distances between input data and class centers in feature space, ensuring classification under class imbalance conditions. The multilayer neural network
with kernel bell-shaped activation functions uses a recurrent learning algorithm, ensuring adaptation to new data with a new distribution. The technology
enables rapid iterative refinement of classification decisions according to changes in input data characteristics.

Keywords: rapid classification, overlapping classes, online mode, nearline mode, neural network, neuro-fuzzy system, neo-fuzzy system, adaptive
learning, fuzzy logic.
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CEPISl: CUHCTEMHUM AHAJII3, YIIPABJITHHSI TA IHOOPMAIIIMHI
TEXHOJIOI'TI

30ipHUK HayKosux npaub

No 2 (12) 2024

Hayxkogi penaktopu: M. /1. ['ogneBcekuit, a-p TexH. Hayk, npodecop, HTY «XIIl», Ykpaina,
0. C. Kyuenko, 1-p TexH. Hayk, npodecop, HTY «XIIl», Ykpaina.
Texuiunmii pegaktop: M. . beamenos, kana. TexH. Hayk, npodecop, HTY «XIII», Ykpaina.

BinnoBinanbhuii 3a Bunyck M. 1. beaMeHOB, kaH/. TeXH. HAyK, mpodecop.

AJIPECA PEJKOJIET'TI TA BUJABIIA: 61002, Xapkis, Byn. Kupruuaosa, 2, HTY «XIII».
Kagenpa cucremHoro anamizy ta iHpopManiiiHO-aHaII TAYHIX TEXHOJIOTIH.
Ten.: (057) 707-61-03, (057) 707-66-54; e-mail: Mykola.Bezmenov@khpi.edu.ua

[ixn. no npyky 27.12.2024 p. ®opmar 60x84 1/8. INanip odceTHmid.
Hpyk odcernuii. FapuiTypa Times New Roman. Ymos. npyk. apk. 9,5. O6mik.-Bu. apk. 10.
Tupax 100 mp. 3am. Ne 6/12/24. 1lina gorosipHa.

Burotosmosau: ®OII [TanoB A. M. Csimorntso cepii K Ne 4847 Big 06.02.2015 p.
M. XapkiB, Bya1. JKon Muponocutip, 10, od. 6, Ten. +38(057)714-06-74, +38(050)976-32-87
copy@vlavke.com



