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TRUSTED RFID EVENT MODELING FOR AUDIT, SECURITY, AND PROVENANCE
IN PATIENT APPOINTMENT WORKFLOWS

This paper is devoted to the development and investigation of an approach to auditing, security, and provenance of RFID-based patient interactions
within appointment-centered workflows in medical information systems. The paper analyzes the limitations of traditional RFID implementations in
healthcare, which are typically focused on simple identifier retrieval and do not ensure contextual integrity, traceability, or verifiability of clinical actions,
leading to risks related to inconsistent medical records and reduced reliability of appointment outcomes. The proposed solution treats RFID readings as
trusted context-aware events embedded into the lifecycle of a patient appointment and forming a verifiable chain of clinical interactions. A formal model
of a trusted RFID event is introduced, incorporating actor, temporal, spatial, and clinical context parameters, enabling its use as an atomic unit of audit
and provenance. The approach establishes a relationship between RFID event chains and appointment results, where the outcome of a patient visit is
derived from a sequence of validated and contextually consistent events rather than solely from declarative records. To ensure interoperability and
standardized audit mechanisms, the proposed model is aligned with HL7 FHIR resources, including AuditEvent and Provenance, enabling representation
of both event-level actions and their origins within a unified framework. A risk-based approach to RFID infrastructure security is incorporated, allowing
differentiation of protection mechanisms depending on the criticality of clinical interactions. The client-server architecture of the medical information
system is extended with event-driven server-side processing of RFID interactions, ensuring validation, authorization, and consistency of clinical
workflows. The results demonstrate that the proposed approach improves auditability, traceability, and reliability of RFID-based patient appointment
management compared to traditional identification-centric solutions, making it suitable for deployment in real healthcare environments requiring high

levels of trust and accountability.

Keywords: RFID, patient identification, trusted events, audit, provenance, appointment workflows, healthcare information systems

Introduction. The ongoing digital transformation of
healthcare systems has significantly increased the volume
of medical data and the complexity of clinical workflows.
Modern medical information systems are required not only
to store and manage electronic health records but also to
ensure the integrity, traceability, and accountability of
clinical actions. Patient appointments represent a central
organizational unit in such systems, structuring interactions
between patients, healthcare professionals, and clinical
processes. However, in many cases, the results of patient
visits are still primarily based on declarative records
entered by medical personnel, which may lack sufficient
evidence of actual clinical actions and introduce risks
related to human error, data inconsistency, and limited
auditability [1, 2].

Radio Frequency ldentification (RFID) technology
has been widely adopted in healthcare as a solution for
automated patient identification, asset tracking, and
medication management. Compared to traditional barcode-
based systems, RFID enables contactless identification,
supports real-time data acquisition, and improves
operational efficiency in dynamic clinical environments
[3-5]. Recent studies show that RFID-based systems can

reduce medication errors, improve patient safety, and
enhance workflow efficiency, particularly in high-load
hospital settings [6, 7].

Despite these advantages, most existing RFID
implementations in medical information systems are
limited to simple identifier retrieval and access control.
RFID tags are typically treated as static identifiers that
provide access to patient data, while the interactions
themselves are not interpreted as clinically meaningful
events. As a result, RFID-based actions are rarely
integrated into the logical structure of patient appointments
and do not provide sufficient support for audit, provenance,
or verification of clinical outcomes [8, 9].

At the same time, modern healthcare systems
increasingly require mechanisms that ensure traceability,
data provenance, and accountability of clinical processes,
especially in the context of patient safety and regulatory
compliance. Standards such as HL7 FHIR introduce
structured representations for audit trails and provenance,
including resources such as AuditEvent and Provenance,
which enable tracking of actions and their origins within
healthcare systems [10, 11]. However, the integration of
real-time identification technologies such as RFID with
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these standardized models remains insufficiently explored,
particularly in the context of appointment-centered
workflows and verification of clinical outcomes [12, 13].

This paper addresses the identified gap by proposing
an approach in which RFID interactions are treated as
trusted, context-aware events embedded within the
lifecycle of patient appointments. In the proposed model,
each RFID interaction contributes to a verifiable chain of
events that supports audit, provenance, and validation of
appointment outcomes. This enables a transition from
declarative recording of clinical results to their evidence-
based verification, improving the reliability, traceability,
and accountability of medical information systems in real
healthcare environments.

Related works and problem statement. Reliable
patient identification is a fundamental requirement for
ensuring safety and quality in healthcare delivery. In
modern clinical environments, identification processes are
tightly integrated with various stages of patient care,
including admission, diagnosis, treatment, and follow-up.
Failures in identification can lead to serious consequences
such as incorrect medication administration, duplication of
medical records, delays in treatment, and clinical decision
errors. As healthcare systems become increasingly digital
and interconnected, the need for robust and scalable
identification mechanisms continues to grow, especially in
high-load environments where multiple interactions occur
simultaneously [14, 15].

Traditional identification methods, including manual
verification and barcode-based systems, have contributed
to improving standardization and reducing certain types of
human error. However, these approaches remain dependent
on direct interaction, line-of-sight scanning, and correct
user behavior, which limits their effectiveness in dynamic
and time-critical clinical workflows. In addition, barcode
systems are susceptible to physical damage and often
require repeated scanning, which may introduce delays and
reduce usability in practice [16, 17].

Radio Frequency Identification (RFID) technology
has emerged as a promising alternative, enabling
contactless identification and real-time data acquisition in
healthcare environments. RFID systems allow automatic
detection of tags without the need for direct line-of-sight
and support simultaneous identification of multiple entities,
including patients, medical staff, equipment, and medica-
tions. These capabilities contribute to improved workflow
efficiency, reduced manual workload, and enhanced
situational awareness within clinical settings [18, 19].

Recent studies highlight the growing adoption of
RFID in various healthcare applications, including patient
tracking, medication administration, and asset manage-
ment. In particular, RFID-based systems have been shown
to reduce identification-related errors, improve compliance
with clinical procedures, and support automation of routine
tasks. Furthermore, integration of RFID with mobile
devices and hospital information systems enables seamless
access to patient data and facilitates real-time decision-
making by healthcare professionals [20, 21].

At the same time, the effectiveness of RFID systems
depends on multiple technical and organizational factors,
including tag placement, environmental conditions, reader

configuration, and system integration. Challenges such as
signal interference, reading accuracy, and infrastructure
costs may affect system performance and limit large-scale
deployment in certain healthcare settings. Nevertheless,
ongoing advancements in RFID technology and its
integration with digital health infrastructures continue to
expand its potential as a key component of modern medical
information systems [22, 23].

Despite widespread RFID use in healthcare, most
systems remain limited in scope and integration. Tags are
typically used as static identifiers for record access or
simple actions, reducing interactions to basic lookups
without clinical context. As a result, RFID events are
treated as isolated technical operations rather than
meaningful clinical events, limiting their role in validation,
reasoning, and higher-level decision-making [24, 25].

This issue is critical in appointment-centered work-
flows, where identification is part of a sequence of clinical
steps. The same RFID action is used for admission, exami-
nation, medication, or discharge, each requiring different
rules and context. Yet many systems process them unifor-
mly, ignoring context. This loses semantic meaning, wea-
kens workflow control, and increases the risk of errors or
Another critical issue is the lack of contextual awareness in
RFID data processing. Reliable interpretation requires fac-
tors like actor identity and role, location, appointment state,
and intended action. However, most systems ignore this
context, relying only on identifier matching, which limits
validation and increases the risk of inappropriate or unau-
thorized operations in complex clinical environments [26].

From an architectural perspective, traditional RFID
systems rely on synchronous request-response models,
where each identification triggers an immediate server call.
While simple, this limits scalability and flexibility. In high-
load environments like hospitals, it can cause bottlenecks,
higher latency, and reduced responsiveness. It also compli-
cates multi-stage workflows requiring asynchronous pro-
cessing, event correlation, and coordination across distribu-
ted components [27].

Beyond scalability issues, synchronous models create
tightly coupled architectures where identification logic,
business rules, and Ul are interdependent. This reduces
maintainability and makes it hard to adapt to new
workflows, integrations, or regulations. As healthcare
systems become more distributed and interoperable, these
limitations grow increasingly problematic [24].

Another limitation is weak support for auditability
and traceability. RFID interactions are often treated as
transient and not stored in a structured, context-rich form.
Even when logged, they lack detail to reconstruct who did
what, under which conditions, and in what clinical context.
This complicates incident analysis, compliance verifica-
tion, and quality assurance processes [28].

Moreover, the lack of explicit links between identi-
fication events and higher-level clinical constructs, such as
appointments or treatment episodes, further limits trace-
ability. Without this linkage, it is hard to verify whether
recorded outcomes match the actual sequence of actions.
This gap between data and verifiable evidence is a critical
weakness of many medical systems and undermines trust in
digital health records [28].
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Current RFID systems offer limited support for data
provenance, as they rarely capture the full chain of actions
leading to a clinical outcome. This makes it hard to assess
data reliability, detect inconsistencies, or trace errors. The
issue is especially critical in complex, multi-actor,
distributed workflows, where tracing data to its origin is
key for accountability and trust [25].

The limitations of existing RFID systems highlight
the need for a different model that goes beyond simple
identifier-based access and includes contextual, verifiable,
and traceable representations of clinical interactions.
Identification should be treated not as an isolated operation
but as part of clinical workflows, linked to appointments
and outcomes. This requires viewing RFID interactions as
structured, context-aware events that reflect real actions
and support reliable audit and verification.

In this approach, each RFID interaction is a trusted,
context-rich event (actor, location, time, clinical stage),
forming an atomic unit in a verifiable chain of actions
within an appointment. Identification becomes evidence of
interaction rather than just access.

Linking events to appointments provides context,
enabling scenario differentiation and context-specific rules
like role-based access, location constraints, and workflow
conditions, improving safety and correctness [29].

Trusted events enable building verifiable chains of
clinical interactions, where each action links to previous
ones within an appointment. Outcomes are derived not as
declarations but from validated event sequences, making
them evidence-based. This increases reliability of medical
records and supports accountability, especially in critical
scenarios like medication administration or invasive
procedures [30].

To ensure interoperability and standardization, the
model aligns with HL7 FHIR. RFID trusted events map to
resources like AuditEvent (actions) and Provenance (data
origin and history), enabling consistent representation of
event chains and their links to clinical entities such as
appointments and encounters. This supports both internal
processing and compliant data exchange within a unified
framework [31].

Another key aspect is a risk-based approach to RFID
processing. Clinical actions differ in criticality, so they
require different validation levels. For example, check-in
may need minimal checks, while medication or treatment
actions require stricter controls like multi-factor verifica-
tion and enhanced auditing. Embedding risk awareness
allows the system to adapt its behavior, ensuring appro-
priate security and reliability [32].

Event-based RFID  representation  improves
auditability, traceability, and analysis. Each interaction is a
structured, context-rich event, enabling reconstruction of
the full action sequence within an appointment. This
supports incident investigation, quality assurance, and
compliance by revealing workflow deviations and root
causes. Unlike traditional logs, it provides a coherent,
semantically meaningful view of clinical processes [30].

Overall, a trusted event-based RFID model enables
more reliable, transparent, and accountable healthcare
systems. Linking identification events to appointment
workflows and deriving outcomes from validated event

chains addresses key limitations and supports next-
generation systems focused on safety, traceability, and
trust.

Trusted RFID event model for appointment-
centered clinical traceability. The limitations of RFID
identification in healthcare call for a shift from viewing
interactions as isolated technical operations to modeling
them as part of clinical workflows. Traditional systems
treat RFID as a means to retrieve identifiers and grant
access, ignoring its role within broader care processes.

In practice, identification occurs within structured
workflows, especially patient appointments, where each in-
teraction (admission, examination, medication, discharge)
is context-dependent and contributes to outcomes. Yet most
systems fail to link identification events to this context,
creating a gap between recorded data and actual clinical
practice.

This gap affects the reliability of appointment out-
comes, which are often recorded as assumed actions rather
than verifiable ones. Without links to traceable events, it is
hard to assess data integrity, audit processes, or investigate
incidents.

To address this, a trusted event-based RFID model is
proposed, centered on patient appointments as the core
context. Each interaction is treated as a structured, context-
aware event representing a clinical action, enriched with
attributes like actor, location, time, and purpose for proper
interpretation within an appointment.

A core principle is that trust in clinical data must be
established, not assumed. RFID interactions become
trusted events only after validation of integrity, context, and
rule compliance, turning them into reliable evidence rather
than transient signals.

Patient appointments act as containers that organize
events into coherent workflows. Events within an
appointment form a sequence reflecting the visit’s
progression, providing a basis for deriving outcomes from
verifiable evidence rather than assumptions.

The approach shifts from identifier-centric, access-
based models to an evidence-based view of clinical in-
teractions, where RFID events ensure traceability, accoun-
tability, and data reliability. By formalizing context-aware
identification events, it enables integration of RFID into
healthcare systems while supporting efficiency and clinical
trust.

To achieve consistent and verifiable interpretation,
the model defines a trusted event as a structured entity
combining identification data with clinical context. This
allows RFID interactions to act as atomic units of clinical
activity, forming the basis for audit, traceability, and out-
come validation.

A trusted RFID event is defined as a tuple:

E = {uid, t,actor,role, loc, ctx, appointment_id}, (1)

where uid represents the unique identifier associated with
the patient’s RFID tag; t denotes the timestamp of the
interaction; actor identifies the entity (e.g., healthcare
professional or device) initiating the event; role specifies
the clinical role of the actor, such as physician, nurse, or
technician; loc (location) describes the spatial context in
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which the interaction occurs; ctx (context) represents the
clinical intent of the action (e.g., appointment confirmation,
examination, medication administration); and
appointment_id links the event to a specific patient
appointment, providing the primary contextual framework
for its interpretation.

Contextual parameters distinguish this model from
identifier-centric ones, enabling a semantically rich view of
interactions. The appointment_id is key, linking each event
to a specific visit, allowing identical RFID actions to be
interpreted differently depending on context and supporting
context-aware validation.

An RFID event is not inherently trustworthy; trust is
derived from completeness, consistency, and alignment
with clinical context. It becomes trusted only if it answers
core accountability questions (who, patient, where, when,
process), shifting RFID from passive identification to
evidence generation.

The model also supports composability: trusted events
form ordered sequences reflecting appointment progres-
sion. These preserve temporal and contextual links, enab-
ling workflow reconstruction and analysis, and serving as a
basis for event chains and appointment outcomes.

Formalizing RFID interactions as trusted events
supports integration with interoperability standards and
audit frameworks. Structured events with defined attributes
align with audit logging and provenance tracking, enabling
consistent mapping to standardized clinical actions and
ensuring compatibility and extensibility within healthcare
ecosystems.

Overall, the model provides a formal foundation for
interpreting identification as verifiable clinical actions. By
enriching events with context and linking them to
appointments, it shifts from identifier-based access to evi-
dence-based processing, supporting traceability, accounta-
bility, and reliability in modern healthcare systems.

In this model, an RFID interaction is not immediately
trusted; trust is derived through validation and con-
textualization. Raw identification alone is insufficient, so
each interaction passes through stages that establish its
validity and clinical meaning.

The first stage is structural validation, which checks
completeness and consistency of essential attributes (iden-
tifier, timestamp, actor). It ensures the event meets format
requirements but does not interpret its meaning

Next is contextual validation, where the system
evaluates the event against clinical context (actor role,
location, appointment state). This distinguishes identical
actions under different conditions and ensures only con-
textually valid events proceed.

The next stage is constraint and policy validation,
where domain rules and organizational policies (role-
based, temporal, workflow-specific) determine if the action
is allowed. Separating this from contextual validation keeps
the model flexible and extensible.

After passing validation, the event becomes eligible
for clinical interpretation and is mapped to a specific action
within the appointment workflow. It is no longer a technical
signal but a representation of a real clinical interaction,
enabling alignment with actual clinical practices.

The final stage is persistence and traceability, where
the event and its validation outcome are stored in a
structured log. This preserves each interaction as evidence
for audit, workflow reconstruction, and incident analysis,
unlike traditional transient identification actions.

Thus, transforming an RFID interaction into a trusted
clinical event is a multi-stage process ensuring technical
correctness and clinical validity. Explicitly modeling these
stages provides a clear, reproducible mechanism for trust
formation across clinical scenarios.

The overall validation and trust formation process is
shown in Fig. 1.

RFID Interaction Occurs
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Fig. 1. Stages of validation and trust formation for RFID-based
clinical events within appointment-centered workflows

While the formalization of RFID interactions as
trusted events provides a foundation for representing
clinical actions, the full semantic value of these events
emerges only when they are interpreted within a structured
clinical context. In the proposed approach, such a context
is defined by the patient appointment, which serves as the
primary organizational unit for grouping, interpreting, and
validating events. This appointment-centered perspective
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enables the transformation of isolated interactions into
coherent representations of clinical workflows.

A patient appointment is a bounded episode of care
involving interactions such as identification, examination,
diagnostics, treatment, and follow-up. Linking each RFID
event to a specific appointment provides context, allowing
events to be interpreted both individually and in relation to
others within the same process.

The integration of trusted RFID events into appoin-
tment-centered workflows is shown in Fig. 2.

Patient Appointment
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Fig. 2. Integration of trusted RFID events into appointment-
centered clinical workflows

The appointment_id attribute is key, linking each
event to a specific visit and enabling contextual interpre-
tation. This ensures identical RFID actions can have diffe-
rent meanings depending on the appointment. For example,
a scan during admission differs clinically from one during
medication, despite using the same mechanism.

Within the appointment-centered model, events are
not processed in isolation but are interpreted as components
of a broader workflow. The appointment acts as a container
that organizes events into a structured sequence, reflecting
the actual progression of the clinical process. This structure
allows the system to enforce workflow-specific constraints,
such as permissible transitions between stages of care,
required actions, and dependencies between events. As a
result, the system can detect inconsistencies, prevent
invalid operations, and ensure that clinical processes follow
defined rules.

Another important aspect of this integration is the
ability to correlate events across multiple actors and
locations within the same appointment. In real healthcare

scenarios, a single patient visit may involve several
healthcare professionals and multiple departments. By
associating all relevant events with a shared appointment
context, the system enables a unified view of the clinical
process, facilitating coordination, communication, and
comprehensive analysis of performed actions.

The appointment-centered model also provides a basis
for linking RFID events with higher-level clinical entities
and outcomes. Since each event is contextualized within a
specific visit, it becomes possible to evaluate not only indi-
vidual actions but also their collective contribution to the
overall result of the appointment. This establishes a direct
connection between low-level identification interactions
and high-level clinical semantics, bridging the gap between
technical data acquisition and meaningful clinical interpre-
tation.

While individual trusted RFID events provide a
reliable representation of atomic clinical actions, their full
value is realized when they are considered as part of a
structured sequence within a patient appointment. In the
proposed model, events associated with a specific
appointment are organized into event chains, which reflect
the temporal and logical progression of clinical
interactions. These chains serve as a bridge between low-
level identification events and high-level clinical outcomes,
enabling a consistent and verifiable interpretation of patient
visits.

An event chain represents an ordered sequence of
trusted RFID events linked by a common appointment
context. Each event in the chain corresponds to a specific
action performed during the visit and is enriched with
contextual attributes that allow it to be interpreted within
the workflow. The ordering of events is primarily deter-
mined by temporal relationships, but it is also influenced
by clinical logic, such as dependencies between actions and
permissible transitions within the workflow.

The concept of event chains enables the system to
move beyond isolated event processing toward a holistic
representation of clinical processes. Instead of evaluating
individual interactions independently, the system can
analyze the entire sequence of actions associated with an
appointment. This makes it possible to assess whether the
performed actions are consistent, complete, and aligned
with expected clinical procedures.

The relationship between RFID event chains and
appointment outcomes is illustrated in Fig. 3.

Within this framework, the outcome of a patient
appointment is no longer treated as a purely declarative
record but as a result derived from a sequence of validated
events. Each outcome is supported by an underlying chain
of actions that can be reconstructed, verified, and analyzed.
This establishes a direct link between recorded clinical data
and the actual interactions that occurred during the visit,
significantly improving the reliability and credibility of
medical records.

The use of event chains also enables the detection of
inconsistencies and anomalies in clinical workflows. For
example, if a required action is missing from the sequence,
or if events occur in an invalid order, the system can
identify such deviations and flag them for further review.
This capability is particularly important in safety-critical
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scenarios, where incomplete or incorrect workflows may
lead to adverse outcomes.

Another important advantage of this approach is its
support for post-event analysis and audit. Since each event
in the chain is recorded as a structured and contextualized
entity, it becomes possible to reconstruct the entire
appointment process with a high degree of detail. This
allows healthcare organizations to investigate incidents,
verify compliance with clinical protocols, and assess the
quality of care provided.

Furthermore, the event chain model provides a
foundation for integrating advanced analytical and
decision-support mechanisms. By analyzing patterns of
events across multiple appointments, the system can identi-
fy trends, detect potential risks, and support optimization of
clinical workflows. This extends the role of RFID from a
passive identification technology to an active component of
data-driven healthcare systems.

Overall, the introduction of event chains transforms
the interpretation of RFID interactions from isolated tech-
nical signals into a coherent and verifiable representation
of clinical processes. By linking appointment outcomes to
sequences of trusted events, the proposed model establishes
a foundation for evidence-based clinical data, enhancing
traceability, accountability, and trust in healthcare infor-
mation systems.

While the proposed trusted event-based model pro-
vides a conceptual and formal framework for interpreting
RFID interactions within appointment-centered workflows,
its practical value depends on the ability of a system to
support and reflect this model in real-world operation. In
this context, the implementation of a medical information
system serves not as the primary contribution, but as a
validation that the proposed approach can be effectively
realized and integrated into everyday clinical processes.

Events are linked by time,
context, and appointment_id

In the developed system, patient appointments are
represented as central entities that organize clinical
interactions and serve as containers for trusted RFID
events. All interactions involving patient identification are
implicitly or explicitly associated with a specific
appointment, ensuring that events are never processed in
isolation. This design enables consistent contextualization
of actions and aligns system behavior with the conceptual
model described in previous sections.

The practical representation of the proposed model,
including the interaction between appointments, RFID
events, and system components, is illustrated in Fig. 4.

Within the system, trusted RFID events are reflected
through changes in the state of domain entities, such as
patients, appointments, and clinical actions. For example,
an identification event associated with a scheduled
appointment may trigger a transition from a “planned” to
an “active” state, while subsequent events contribute to the
progression and eventual completion of the visit. This
demonstrates that RFID interactions are not merely
recorded but actively influence the lifecycle of clinical
processes.

The system interface provides a visual representation
of these processes, allowing users to observe and manage
appointments, patient data, and associated interactions.
However, the interface itself does not define the logic of
event processing; instead, it reflects the underlying event-
based model. This separation ensures that the interpretation
of RFID events remains consistent regardless of the client
interface used, supporting heterogeneous environments that
include web applications, mobile devices, and RFID-
enabled readers.

Another important aspect of the implementation is the
persistent storage of events and their outcomes. Each
trusted RFID event, along with its contextual attributes and
processing result, is recorded as part of a structured data

’ ‘ Context Consistency |

Temporal Ordering

Event Chain
(Ordered & Contextualized)

Workflow Validation

Trusted RFID Events

Event 3
(Examination)

Event 5
(Discharge)

Event 2
{Check-in)

Event 4
(Medication)

Event 1
(Patient Identification)

T

Appointment Outcome

| Clinical Actions Confirmed |

| Verified Visit Result

Traceable Record

Fig. 3. Formation of appointment outcomes based on chains of trusted RFID events
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model. This enables full traceability of clinical interactions
and supports audit and analysis of appointment workflows.
By maintaining a detailed history of events, the system
provides a reliable basis for reconstructing clinical
processes and verifying the correctness of recorded
outcomes.
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Fig. 4. Practical representation of appointment-centered
workflows and trusted RFID event integration in a medical
information system

The integration of trusted events into appointment-
centered workflows also enables consistent
synchronization between different system components.
Changes triggered by RFID interactions are propagated
across the system, ensuring that all representations of
clinical data remain aligned. This is particularly important
in distributed environments, where multiple users and
systems may interact with the same patient data simulta-
neously.

Overall, the practical implementation confirms that
the proposed trusted event-based model can be effectively
applied within a medical information system, providing a
coherent link between identification technologies and
clinical workflows. By ensuring that RFID interactions are
interpreted, validated, and recorded as context-aware
events within patient appointments, the system supports
traceability, accountability, and evidence-based representa-
tion of clinical outcomes.

The proposed trusted event-based model, together
with its practical representation, demonstrates a consistent
and extensible approach to integrating RFID-based identi-
fication into appointment-centered clinical workflows. By
redefining RFID interactions as structured, context-aware,
and verifiable events, the model overcomes the limitations
of traditional identifier-centric approaches and enables a
deeper integration of identification processes into the se-
mantic structure of healthcare information systems. This
shift allows identification to be interpreted not merely as a
technical operation, but as a clinically meaningful action
that contributes to the overall outcome of a patient appoint-
ment.

A key contribution of the proposed approach lies in
the explicit linkage between RFID events and patient
appointments, which serve as the primary contextual
framework for interpreting clinical interactions. This
appointment-centered perspective ensures that events are
not processed in isolation but are embedded within
coherent workflows that reflect real-world clinical
processes. As a result, identical identification actions can
be interpreted differently depending on their context,
enabling more precise validation, improved safety, and
greater alignment with clinical intent.

The introduction of a multi-stage validation process
further strengthens the reliability of the model by ensuring
that only structurally correct, contextually appropriate, and
policy-compliant events are considered trusted. This
approach establishes a clear mechanism for trust formation,
transforming raw identification data into evidence that can
be used for audit, verification, and decision-making. In
contrast to conventional systems, where trust is often
implicitly assumed, the proposed model provides an
explicit and reproducible process for establishing the
validity of clinical interactions.

Another important aspect of the model is the concept
of event chains, which enables the representation of patient
appointments as sequences of interrelated actions. By
organizing trusted events into ordered chains, the system
can capture the temporal and logical structure of clinical
workflows, supporting both real-time validation and
retrospective analysis. This allows appointment outcomes
to be derived from verifiable evidence rather than
declarative assumptions, significantly enhancing the
reliability and credibility of medical records.

From a system perspective, the practical implementa-
tion confirms that the proposed model can be effectively
realized within a medical information system without intro-
ducing excessive complexity. The separation between
event generation, validation, contextual interpretation, and
persistence ensures flexibility and scalability, while the use
of appointment-centered modeling provides a consistent
structure for integrating diverse clinical interactions. The
system interface, in turn, serves as a reflection of the under-
lying model, demonstrating that the proposed approach can
be seamlessly incorporated into real-world workflows and
user environments.

Furthermore, the model supports key requirements of
modern healthcare systems, including traceability,
accountability, and auditability. By representing RFID
interactions as persistent and context-rich events, the
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system enables detailed reconstruction of clinical processes
and facilitates post-incident analysis, compliance verifica-
tion, and quality assessment. This capability is particularly
important in safety-critical environments, where the ability
to verify performed actions is essential for ensuring patient
safety and maintaining trust in digital health systems.

Overall, the presented approach establishes a coherent
conceptual and practical framework for transforming
RFID-based identification into a foundation for evidence-
based clinical data processing. By linking trusted events
with appointment-centered workflows and deriving out-
comes from structured event chains, the model provides a
scalable and reliable solution for integrating identification
technologies into modern healthcare information systems.

Conclusions. This work addresses reliability, trace-
ability, and verifiability of patient-related interactions,
highlighting limitations of conventional RFID systems that
treat interactions as simple identifier retrieval without
context or links to clinical processes. This reduces data
integrity, auditability, and reliable validation of appoint-
ment outcomes.

To address this, a trusted event-based RFID model is
proposed, centered on patient appointments as the main
clinical context. RFID interactions are treated as structured,
context-aware events representing atomic clinical actions,
enriched with attributes such as actor, role, location, time,
and appointment link.

A key contribution is a multi-stage validation process,
where events become trusted only after structural,
contextual, and policy checks. This provides a reproducible
way to transform raw identification into verifiable clinical
evidence and supports a shift from access-based to evi-
dence-based data processing.

Another key aspect is integrating trusted RFID events
into appointment-centered workflows. Linking each event
to a specific appointment provides consistent context,
enables differentiation of similar actions under different
conditions, and enforces workflow-specific constraints,
improving safety and alignment with real clinical practice.

Event chains extend this by representing appoint-
ments as sequences of related actions. Outcomes are
derived from validated, consistent event chains rather than
declarations, linking results to evidence and improving
reliability, transparency, and credibility of medical data.

Practical implementation confirms applicability in
real systems. Trusted events integrate into appointment ma-
nagement, workflows, and data storage without excessive
complexity. Separation of representation, validation, and
interpretation ensures flexibility, scalability, and consis-
tency across components.

The results show the approach provides a strong basis
for next-generation healthcare systems focused on
traceability, accountability, and trust. By redefining RFID
identification as a source of verifiable clinical events, it
improves patient safety, supports audit and compliance, and
enables more reliable digital representations of clinical
processes.

Future work may extend the model with advanced
event correlation, real-time analytics, and decision-support
integration, as well as alignment with standards like HL7
FHIR for audit and provenance. Further research may

explore use in distributed, large-scale environments,
including mobile platforms and Internet of Medical Things,
enhancing robustness and adaptability of appointment-
centered, event-driven systems.

Declaration on the use of generative Al. During the
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structuring the manuscript, as well as Grammarly for
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full responsibility for the content of this publication.
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MOJIEJIIOBAHHS JOBIPEHUX RFID-IIO/I JJISI AVIUTY,
BE3IEKH TA TOXO/KEHHS JAHUX Y TPOLIECAX BI3UTIB NAILIICHTIB

15 pobota npucesiueHa po3poOili Ta JOCHIIKEHHIO MiIX0Ly 10 ayAUTy, O€3MeKH Ta BiCTEKEHHS MOXO/UKEHHs naHuX (provenance) RFID-B3aemopniit i3
TaIfieHTaMH B paMKax MPOIIECiB, OPIEHTOBAHMX Ha BI3UTH, y MEJIMYHNX iHQOPMALIHHNX chcTeMax. Y CTATTi IPOaHaTi30BaHO OOMEKEHHS TPaIHIliHHIX
peanizauiit RFID y cdepi oxoponu 310poB’s, fKi 3a3BUYail 3BOJATHCS 10 NMPOCTOrO 3UMTYBaHHA ieHTU(IKaTOpa Ta He 3a0e3Me4yl0Th KOHTEKCTHOT
LTICHOCTI, TPACOBAHOCTI Ta BEpU(PIKOBAHOCTI KIIHIYHUX Jil, 110 NPU3BOIUTH JO PUBHMKIB, MOB’S3aHUX 13 HEY3TOPKEHICTIO MEIUYHMX 3aIHCIB i
3HIDKEHHSAM HaJIHHOCTI pe3ynbTaTiB BisHUTiB.3anpornoHoBaHe pimeHHs posrnsagae RFID-3unTyBaHHs SIK JOBipEHI KOHTEKCTHO-OPiEHTOBAHI MOii,
iHTErpoBaHi B JKMTTEBMII IIMKJ Bi3WTY TAIlieHTa Ta TaKi, Mo (pOpMyIOTh BepH(iKOBaHWI JTAHIIOT KIiHIYHUX B3a€MOJiil. 3anpoBa/ukeHO (hopMaTbHy
Mozenb noipeHoi RFID-monil, sika BKiII0OYae mapaMeTpu akTopa, 4acy, MpoCTOPOBOTO Ta KIIHIYHOTO KOHTEKCTY, IO 103BOJISIE BUKOPUCTOBYBATH i SIK
aTOMapHy OJWHUII0 ayAUTY Ta BiJICTEKCHHS ITOXOKEHHS TaHUX.Y poOOTi BCTAHOBIFOETBCS 3B’s130K Mixk JaHIoramu RFID-moxiii Ta pesynapraTamMu
BI3WTIB, JIe MiJICYMOK Bi/IBilyBaHHs maiieHTa QOpPMy€eThCS Ha OCHOBI MOCIIIIOBHOCTI BaJIilyBaHHX i KOHTEKCTHO y3rO/KEHHX TIOJIiH, a He BUKIIOYHO Ha
OCHOBI JIeKJIapaTUBHUX 3amuciB. [lns 3a0e3nedyeHHs iHTeponepadeNbHOCTI Ta CTAHIAPTU30BAaHMX MEXaHI3MIB ayIuTy 3alpoNOHOBaHA MOJENb
y3romkyetbes 3i crangapramu HL7 FHIR, 30kpema pecypcamm AuditEvent i Provenance, mo 103BoJisie NPEACTABISATH K OKpeMi mii, Tak i ix
TIOXOJ/DKEHHSI B MEXaxX €IMHOI yHiikoBaHOi Mojeni.V miaxoxi Takox peaizoBaHO PH3HK-OpPi€HTOBaHWH MmijXinx mo 3abesmedenHs Gesnexu RFID-
iHQPaCTPyKTypH, IO I03BOJISAE AU(DEPECHIIIOBATH MEXaHI3MH 3aXHCTY 3aJIEKHO BiJl KPUTHYHOCTI KITIHIYHMX B3a€MOAIA. ApXIiTEKTypa MeIUYHOT
iH(opMaNiiHOT cCHCTEMH PO3IINPEHa 32 PaXyHOK M0J[i€BO-OpieHTOBaHOI cepBepHOi 00po0k RFID-B3aemoniii, mo 3abe3neuye Bai/aliito, aBTOPH3aIliFo
Ta y3TOJDKEHICTh KIIHIYHUX TporieciB.OTpHMaHi pe3ylIbTaTH AeMOHCTPYIOTh, IO 3alPOIOHOBAHMI ITiJIXiJ] MTOKpaIIlye ayJAHTOBaHICTh, TPACOBAHICTS i
Ha/IiHICTh YIPaBIiHHS Bi3UTaMH MaIi€HTiB Ha ocHOBI RFID mopiBHAHO 3 TpaauuiiHUMK PIlICHHSMHU, OPIEHTOBAHMMHU JIMIIE HA iIeHTU]IKALIO, 110
PpOOUTH HOTo IPHAATHUM ISl BIIPOBA/DKCHHS B PEAIbHIX MEANYHUX 1H(POPMALIHHNX CHCTEMaX i3 BUCOKUMHI BUMOTaMH JI0 JIOBIpH Ta MiJ3BiTHOCTI.

Karouosi ciioBa: RFID, inenTudikanis nauienTa, 1oBipeHi NO/I1, ayAUT, BiICTEKEHHS NOXOKEHHS IaHUX, TPOLIECH Bi3UTIB NAI[I€HTIB, MEIMYIHI
iH(pOpMaliliHi CHCTEMH
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