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RESPONSIBILITY-WEIGHTED AGGREGATION OF QUALITY CRITERIA IN MULTI-LAYER IOT
SOFTWARE ARCHITECTURES

Additive quality models are widely used in architectural evaluation because they are transparent, computationally simple, and suitable for integration
into ranking and optimization procedures. However, in multi-layer Internet-of-Things systems, directly summing the Edge, Fog, and Cloud contributions
introduces a structural bias: the resulting score depends not only on criterion fulfillment but also on the number of layers in which the criterion is realized.
This leads to inter-layer double-counting, destroys the unified interpretation scale of criteria, and complicates cross-criterion and cross-scenario
comparison. To address this problem, the paper introduces the layer-responsibility matrix W, which distributes the total responsibility for each quality
criterion across architectural layers. A corrected aggregation formula is derived as a weighted sum of normalized layer-level contributions under row
normalization of W. The paper also provides a lightweight elicitation procedure that allows architects to instantiate W from scenario characteristics,
control logic, dominant risks, and computational placement. The basic properties of the proposed formalism are established, including non-negativity,
boundedness, invariance with respect to the number of layers, scenario adaptivity, and interpretability. A numerical example demonstrates how the
proposed mechanism eliminates inflated criterion values while preserving the linearity of aggregation. A decision-level numerical example further shows
that responsibility-weighted aggregation can reverse the ranking of candidate portfolios and thereby change the architectural decision outcome. The
approach is further illustrated through two case studies, infrastructure monitoring and control, and bionic prosthesis software, showing that the same
aggregation rule remains valid across domains, whereas responsibility distributions vary according to domain logic. The results justify treating W as an

independent component of formal decision support for loT software architecture.
Keywords: loT software architecture; additive quality model; double-counting; layer-responsibility matrix; Edge-Fog-Cloud; multi-layer

systems; quality criteria aggregation.

Introduction. Modern Internet-of-Things systems
combine peripheral devices, intermediate processing
nodes, and cloud infrastructure. In practical deployments,
this translates into multiple execution layers: Edge, Fog,
and Cloud, each contributing to the fulfillment of non-
functional requirements [1]. Architectural evaluation of
such systems often relies on additive models, in which the
contributions of individual components, patterns, or layers
are summed across selected quality criteria. This focus on
quality attributes and their trade-offs in Edge-based loT
systems is also reflected in recent mapping studies [2].

Additive models are attractive due to their
transparency and computational simplicity. Additivity
enables  reproducible comparison of alternatives,
explanation of results to stakeholders, and integration into
multi-criteria optimization procedures. However, in a
multi-layer environment without an explicit semantic
alignment mechanism, plain summation ceases to be a
neutral mathematical operation: it systematically favors
architectures that distribute functions across more layers.

The problem is not the existence of multiple layers per
se, but that the same quality criterion may be accounted for
by contributions from several layers simultaneously. For
example, security in an 10T system is supported by local
device-level authentication mechanisms, gateway-level
filtering, and centralized access-control policies in the
Cloud. Summing these contributions without adjustment
increases the integral score for “security” as the number of
engaged layers increases, even though the underlying
requirement remains the same.

In the authors’ previous work, IoT architecture design
was formulated as a multi-objective pattern-portfolio
synthesis problem with Pareto optimization [3]. In that
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framework, P = { P Poreees pn} denotes a finite catalog of

candidate architectural patterns, and K ={k,,..., k,} is

the set of non-functional quality criteria. A candidate archi-
tecture is represented as a binary portfolio vector x , where

X; =1 if pattern p; is selected. The contribution matrix

B(NxM) encodes the normalized score C;, of pattern
p; toward criterion k. The quality of a portfolio is

evaluated using an additive objective vector F(x)= B"x,

and the solution is a discrete Pareto set of non-dominated
portfolios subject to linear feasibility constraints (budget,
dependencies, incompatibilities, cardinality). The layer-
responsibility matrix introduced in the present paper
extends this formalism by distributing each criterion's total
weight across architectural layers, eliminating the inter-
layer double-counting that arises when Edge, Fog, and
Cloud contributions are summed directly. That line of
research provided a decision-support mechanism for
generating feasible [4], non-dominated architectural por-
tfolios, but it did not isolate the specific semantic problem
that arises when additive criterion contributions are distri-
buted across multiple architectural layers.

The contribution of the present paper is not a new
Pareto-synthesis procedure as such, but a formal layer-level
reconciliation mechanism for additive quality models in
multi-layer 10T systems. Specifically, the paper introduces
the layer-responsibility matrix W, proves its basic proper-
ties, derives the corrected aggregation formula for criterion
contributions across Edge, Fog, and Cloud, and
demonstrates on a decision-level example that responsibil-
ity-weighted aggregation can alter the ranking of archi-
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tectural portfolios and lead to a more adequate architectural
choice.

Related Work and the Double-Counting Problem.
In conventional criteria-based models of software
architecture, the integral score is typically formed as a sum
or weighted sum of element contributions for each
criterion. This approach is natural when considering
independent alternatives or single-layer configurations, but
it proves insufficient for Edge-Fog-Cloud systems. The
reason is that in a multi-layer environment, the same
requirement is realized in a distributed fashion, so the set of
contributions possesses not only a quantitative but also a
structural dimension.

Consider a criterion k, for instance, security or low
latency. If the evaluation of architecture S is performed
separately for each layer and then summed without
reconciliation, the maximum aggregated score of k begins
to depend not only on the quality of the solution but also on
the number of layers in which k is represented. In effect, the
criterion loses its fixed scale: for one scenario, it varies
within [0, 1], while for another it may range up to [0, |L]],
where |L| is the number of layers.

In the broader literature on software architecture
evaluation, direct methodological predecessors of the
present work include architecture trade-off analysis and
multi-criteria decision making. In particular, the CBAM
line of work [5] treats architectural decisions through cost—
benefit reasoning over quality attributes, while AHP-based
approaches [6] formalize the derivation of criterion
priorities and rankings of design alternatives from expert
judgments. Inthe 10T domain, trade-off-aware architectural
tactics [7] have recently been proposed to analyze security
decisions alongside their impact on other quality attributes,
rather than in isolation. From the MCDM perspective,
studies of weighted-average normalization [8] further show
that additive aggregation requires an explicit normalization
step in order to transform heterogeneous criterion values
into a comparable scale.

However, these approaches address an adjacent rather
than an identical problem. They explain how to analyze
trade-offs between criteria, how to derive weights, and how
to normalize heterogeneous criterion values before
aggregation, but they do not address the specific situation
of multi-layer 10T systems in which one and the same
quality criterion is partially realized at Edge, Fog, and
Cloud simultaneously. In such cases, even normalized
layer-level contributions may still inflate the integral score
if they are added without first distributing the total
responsibility for that criterion across layers. Optimization-
oriented studies address search, refactoring, portfolio
generation, and application placement in Fog/Edge
infrastructures [9, 10], yet they also typically assume a
fixed criterion scale and do not isolate the layer-induced
inflation effect.

The closest structural analog to the proposed matrix
W is the weight vector derived from AHP-based methods
[6], in which pairwise comparisons among criteria yield a
normalized priority distribution that sums to one. However,
AHP operates across criteria, distributing importance
among quality attributes for a fixed, single-layer
alternative. It does not address the situation in which one

criterion is realized simultaneously across multiple
architectural layers: when the AHP weight for “security”
equals 0.3, this scalar governs only how security competes
against other criteria in the final ranking, not how the
security contribution of the Edge layer relates to that of the
Cloud. Consequently, applying AHP weights to a multi-
layer 10T system without prior inter-layer reconciliation
does not prevent the inflation of integral scores; it only
rescales an already-inflated sum.

A similar limitation applies to QoS-aware aggregation
approaches widely used in Edge-Fog-Cloud placement and
service composition research [7, 11]. These approaches
normalize individual quality of service (QoS) attributes
before aggregating them via weighted sums or composite
fitness functions, which correctly handle heterogeneous
units across attributes. Yet normalization across attributes
and normalization across layers are orthogonal operations:
even fully normalized layer-level contributions still inflate
the integral criterion score when summed without
distributing the criterion's total “mass” among layers. The
specific gap that W closes is therefore not addressed by
criterion-weight derivation (AHP), trade-off identification
(ATAM/CBAM [5]), or QoS normalization: none of these
mechanisms distributes the unit responsibility for a single
criterion across the architectural layers in which it is
concurrently realized.

In this paper, double-counting is defined as the
situation where a single quality criterion acquires an
artificially inflated integral value because normalized
Edge, Fog, and Cloud contributions are added without a
prior distribution of the criterion’s total “mass” among
layers. This effect distorts the comparison of alternatives,
complicates cross-scenario comparability, and weakens the
interpretability of integral scores.

The Layer-Responsibility Matrix W. Let L={Edge,
Fog, Cloud} be the set of architectural layers of an loT
system, K the set of quality criteria, P the catalog of
architectural patterns, and S < PxL an architectural

portfolio consisting of pattern layer pairs. The scenario
context is denoted C. For each criterion k € K and layer
lelL, let ¢ (k,S;C)e[0,1] denote the normalized layer-

level contribution, representing the total contribution of all
patterns in S deployed at layer | toward criterion k as

(p,l)eS.

Without inter-layer reconciliation, the criterion can be
scored by naive summation as

6 (5,.C) = > 6(k,S;C). M

leL
Formula (1) is the source of double-counting and, in
what follows, is treated as the baseline uncorrected layer-
wise additive aggregation. With three layers, g; can reach

3 even though each c¢; is normalized to [0,1] and seman-

tically represents the degree of fulfillment of a single cri-
terion.
To eliminate this effect, we introduce the layer-

responsibility matrix W = [W,,]. The element w,, €[0,1]
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indicates the share of the total responsibility for criterion k
that falls on layer | in scenario C. The key requirement is
row normalization as

D w, =1 VkeK. )

leL

Formula (2) means that criterion k is treated as a single
unit of responsibility, not multiplied when a multi-layer
architecture is adopted, but distributed among Edge, Fog,
and Cloud. Consequently, adding a new layer to the
configuration does not automatically inflate the criterion’s
integral weight; it only changes the structure of its
realization.

Based on W, the corrected aggregated contribution of
criterion k is defined as

g (5,.C) =Y w,c (k,S;C). A3)

leL

Formula (3) is the central result of this paper. It
ensures scenario-dependent yet mathematically consistent
computation of criterion scores across layers. For practical
use, the matrix W must be elicited from the scenario rather
than assigned arbitrarily. The matrix W is instantiated for a
given scenario C by a lightweight expert procedure. For
each criterion k, the architect first identifies the layer at
which the criterion is primarily realized, using three
practical questions: where the critical control or response
loop is closed, where the main computational or storage
burden related to the criterion is located, and where the
dominant risk of criterion degradation arises. The dominant
layer is assigned the largest share of responsibility, while
the remaining share is distributed between the supporting
layers according to their secondary contribution. If the
criterion is inherently distributed, the responsibility may be
allocated more evenly. In all cases, the resulting row is
normalized so that

> w, =1,

leL

As practical heuristics, low latency and real-time
reaction typically shift responsibility toward Edge, scala-
bility and global coordination toward Cloud, reliability
under unstable connectivity toward Fog or Edge-Fog com-
binations, whereas security is often distributed across all
three layers.

Properties of W. Property 1. Non-negativity and nor-
malization. Since W,, [0,1] and ZWM =1, the matrix W

leL
defines a valid responsibility distribution without negative
or redundant coefficients.

Property 2. Score boundedness. If ¢, (k,S;C)e[0,1],

then g’ (S,C) €[0,1]. Indeed, " is aconvex combination

of values in [0, 1] and therefore cannot exceed the interval.

Property 3. Invariance with respect to the number of
layers. If the semantic content of criterion k remains the
same, increasing the number of layers does not automati-
cally increase g, , because the total weight of the criterion

remains fixed at 1.

Property 4. Scenario adaptivity. Matrix W is not a
universal constant. Its values depend on scenario C, the
system type, physical constraints, data-processing topo-
logy, and dominant risks. The same non-functional require-
ment may be distributed among layers in fundamentally
different ways across different IoT domains.

Property 5. Interpretability. Each coefficient W,; has

a natural interpretation: it reflects the degree to which a
specific layer contributes to achieving a criterion. This
makes W suitable not only for computation but also for
expert discussion and validation.

Numerical Example. To demonstrate that the
proposed aggregation mechanism affects not only the
magnitude of scores but also the ranking of architectural
alternatives, consider a simplified loT scenario: smart-
building climate control with three quality criteria

(K ={low latency, reliability, energy efficiency}) and the

standard three-layer decomposition
L={Edge, Fog, Cloud}. Two candidate portfolios are

compared:

— Portfolio A (“cloud-centric”): comprises patterns
with strong Cloud-side presence (e.g., APl Gateway, Cloud
Load Balancer, Remote Monitoring), yielding moderate-to-
high contributions at every layer;

— Portfolio B (“edge-concentrated”): comprises
patterns focused on the local control loop (e.g., Local
Caching, Sense-Compute-Control, Watchdog Timer),
yielding high Edge contributions but weak Cloud scores.

The layer-responsibility matrix W for this scenario
(Table 1) is constructed according to the elicitation
procedure described in Section 3. In a climate-control
system, the sensor-actuator loop is closed at the Edge, so
low latency and energy efficiency are Edge-dominated.
Reliability depends primarily on local aggregation and
failover mechanisms at the Fog gateway, with Cloud
providing a secondary backup role.

Table 1 — Layer-responsibility matrix W for the smart-building
climate-control example.

Criterion Edge Fog Cloud
Low latency 0.60 0.25 0.15
Reliability 0.25 0.45 0.30
Energy efficiency 0.55 0.30 0.15

Table 2 presents the layer-level contributions c; for

both portfolios, together with the naive aggregation g;

(formula 1) and the corrected aggregation q,’ (formula 3).

Under naive aggregation, Portfolio A dominates on
every criterion (1.80 > 1.60, 1.90 > 1.70, 1.65 > 1.55) and
achieves a higher total score (5.35 vs. 4.85). An architect
relying on this ranking would select A. However, A's
advantage is an artifact of inter-layer double-counting: its
uniformly moderate contributions are amplified by
summation across all three layers, particularly by the Cloud
scores (0.70, 0.75, 0.65) that contribute to criteria for which
Cloud bears only minor responsibility.
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Table 2 — Comparison of two portfolios under naive and corrected aggregation

Criterion Ce Ce Ce | ac | a9

Portfolio A

Low latency 0.50 0.60 0.70 1.80 0.56

Reliability 0.55 0.60 0.75 1.90 0.63

Energy efficiency 0.45 0.55 0.65 1.65 0.51

Sum - - - 5.35 1.70
Portfolio B

Low latency 0.85 0.55 0.20 1.60 0.68

Reliability 0.50 0.80 0.40 1.70 0.61

Energy efficiency 0.80 0.60 0.15 1.55 0.64

Sum - - - 4.85 1.93

After applying W, the ranking reverses. Portfolio B
outperforms A on two of the three criteria — low latency
(0.677 vs. 0.555) and energy efficiency (0.643 vs. 0.510) —
and vyields a higher aggregate corrected score (1.925 vs.
1.698). Portfolio A retains an advantage only on reliability
(0.633 vs. 0.605), where its stronger Cloud contribution
(0.75 vs. 0.40) aligns with the non-negligible Cloud share
of responsibility (w Cloud =0.30).

reliability ?

The reversal is not a numerical coincidence but a
direct consequence of the domain logic encoded in W. In a
climate-control system, real-time response and energy
management are determined primarily at the Edge, where
the physical control loop operates. Portfolio B concentrates
its architectural strength precisely at this layer (c. =0.85

for latency, 0.80 for energy), which is recognized by W
through dominant Edge weights (0.60 and 0.55,
respectively). Portfolio A distributes effort more evenly but
fails to prioritize the layer that matters most — a weakness
masked by naive summation but exposed by the corrected
formula. Thus, the example demonstrates that W does not
merely rescale scores but can also change the outcome of
architectural decisions, favoring the portfolio whose struc-
tural emphasis aligns with the actual distribution of respon-
sibilities in the target domain.

Case Study. The proposed method is examined under
realistic application conditions through two case studies
that represent different classes of 10T systems. The purpose
of the analysis is not to repeat the computational search
procedure itself, but to show how the layer-responsibility
matrix W changes the interpretation of the obtained
architectural result. For each scenario, a previously derived
compromise portfolio from multi-objective synthesis is
taken as the architectural outcome, after which the
scenario-specific matrix W is constructed and the corrected
aggregation is compared with the baseline layer-wise
summation. This makes it possible to evaluate whether the
proposed mechanism preserves a unified criterion scale and
reflects the actual distribution of architectural respon-
sibility across Edge, Fog and Cloud.

Infrastructure Monitoring and Control. The
experimental outcome considered in this scenario is the
previously obtained compromise architectural portfolio for
the infrastructure monitoring and control problem. This
portfolio comprises APl Gateway, OAuth2, TLS, Circuit

Breaker, Health Checks, Message Broker, and Publish—
Subscribe, and is treated here as the architectural result to
be analyzed through the proposed W-based aggregation
mechanism. The computational search procedure that
produced this portfolio is reported in the authors’ earlier
work, where a pool of 16 architectural patterns was
evaluated against five quality criteria, yielding 19448
candidate portfolios, 2010 feasible ones, and 510 Pareto-
optimal alternatives. In the present paper, these search
results are not recomputed; instead, the focus is placed on
the scenario-specific construction of W and on the
comparison between corrected aggregation and the baseline
layer-wise summation for the obtained portfolio.

The domain logic of this scenario determines the
scenario-specific W matrix (Table 3). For the “low latency”
criterion, the greatest responsibility lies with the Edge
layer, because latency is formed before data reaches the
Cloud. For “scalability”, the dominant share shifts to
Cloud, where elastic resource allocation and horizontal
scaling are realized.

Table 3 — Layer-responsibility matrix W for infrastructure

monitoring
Criterion Edge Fog Cloud
Security 0.20 0.35 0.45
Reliability 0.25 0.40 0.35
Low latency 0.65 0.25 0.10
Scalability 0.10 0.30 0.60
Complexity 0.30 0.40 0.30

Table 4 presents the layer-level contributions, cl, for
the compromise portfolio of Scenario 1, along with both
aggregation schemes. The layer-level contributions were
derived from the pattern contribution profiles used in the
computational experiment: for each layer, the contributions
of all patterns assigned to that layer were summed and
saturated to [0, 1].

Without W, all criteria exceed 1 (ranging from 1.55 to
2.10), rendering them mutually incomparable on a single
scale. After applying W, scores return to [0, 1] and acquire
meaningful interpretation. For “low latency,” the corrected
value of 0.710 is high precisely because the largest layer-
level contribution is observed at Edge, and W assigns this
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Table 4 — Aggregated scores for the compromise portfolio of Scenario 1

Criterion Ce Ce Cc No W With W Interpretation
Security 0.50 0.70 0.80 2.00 0.705 Inflated without W across 3 layers
Reliability 0.60 0.80 0.70 2.10 0.715 Balanced Fog-Cloud responsibility
Low latency 0.85 0.55 0.20 1.60 0.710 Edge-dominated criterion
Scalability 0.20 0.45 0.90 1.55 0.695 Cloud-dominated criterion
Complexity 0.35 0.75 0.60 1.70 0.585 Center of gravity at Fog

layer the dominant responsibility share (0.65). For
“scalability”, the value 0.695 is driven primarily by the
strong Cloud contribution, which is also consistent with the
scenario logic.

Bionic Prosthesis Software. The experimental
outcome considered in this scenario is the previously
obtained compromise architectural portfolio for bionic
prosthesis software. This portfolio comprises Graceful
Degradation, Health Checks, Local Caching, Sense—
Compute—Control, TLS, Token Auth, and Watchdog
Timer, and is treated here as the architectural result to be
analyzed through the proposed W-based aggregation me-
chanism. The computational search procedure that pro-
duced this portfolio is reported in the authors’ earlier work,
where a pool of 16 architectural patterns was evaluated
against five quality criteria, yielding 23816 candidate port-
folios, 3690 feasible ones, and 144 Pareto-optimal alter-
natives. In the present paper, these search results are not
recomputed; instead, the focus is placed on the scenario-
specific construction of W and on the comparison between
corrected aggregation and the baseline layer-wise summa-
tion for the obtained portfolio.

The domain logic of a prosthesis shifts the center of
responsibility sharply toward Edge (Table 5). Patient safety
and energy efficiency both have over 50 % of their weight
at Edge, reflecting the fact that bodily interaction and local
control cannot be delegated to remote layers without un-
acceptable risk or latency. The matrices in Tables 3 and 5
were constructed according to the elicitation procedure
described in Section 3.

Table 5 — Layer-responsibility matrix W for bionic prosthesis

software
Criterion Edge Fog Cloud
Patient safety 0.55 0.30 0.15
Latency 0.70 0.20 0.10
Reliability 0.40 0.35 0.25
Energy efficiency 0.75 0.20 0.05
Data security 0.35 0.25 0.40

Table 6 presents the layer-level contributions, cl, for
the compromise portfolio of Scenario 2, along with both
aggregation schemes. The layer-level contributions were
derived from the pattern contribution profiles used in the
computational experiment: for each layer, the contributions
of all patterns assigned to that layer were summed and
saturated to [0, 1].

Comparing Tables 4 and 6 reveals that W is not
merely a scale corrector but a scenario-dependent model of

architectural responsibility. For the prosthesis, the criteria
“patient safety”, “latency”, and “energy efficiency” receive
high corrected scores precisely because their strongest
layer-level contributions are observed at Edge, and W
assigns Edge the dominant share. For “data security”, the
center of responsibility shifts to Cloud, reflecting
centralized logging, access policies, and remote-update
governance. The two W matrices are structurally different,
yet the aggregation formula remains the same, confirming
the domain-independence of formalism and the domain-
specificity of its parametrization.

Discussion. The results lead to several generaliza-
tions. First, matrix W resolves a structural, not cosmetic,
problem of additive models in multi-layer systems by
correcting the baseline aggregation that otherwise conflates
criterion fulfillment with the number of participating
layers. Without it, the model conflates two distinct mea-
nings: the degree of criterion fulfililment and the number of
layers through which the criterion is realized. As a
consequence, architectures with more distributed execution
may automatically receive a higher integral score even if
the actual quality of the solution is not superior.

Second, W preserves the simplicity of the additive
model. Unlike non-linear or quadratic interaction models,
it does not require a transition to a different class of
computational methods. Aggregation remains linear, so the
approach can be directly integrated into ranking schemes,
multi-criteria portfolio synthesis models, and Pareto-set
construction procedures [1, 12].

Third, W makes explicit the domain knowledge that
often exists only implicitly in many methodologies. An
architect typically understands that low latency for a
prosthesis is primarily determined by the peripheral control
loop, while the scalability of an analytics platform depends
mainly on the Cloud. However, without a formal projection
of this understanding into the model, it does not influence
computation in a controlled and reproducible manner.

Fourth, the proposed approach is compatible with the
broader formal apparatus developed in the authors’ earlier
work [1]. In that framework, W combines with the repre-
sentation of architecture as a portfolio S < PxL, with

contribution functions c(k, p,1;C) , with the coverage rela-

tion R(C), and with multi-criteria synthesis and compro-

mise-selection procedures. This means that W is not an
isolated local idea but an organic part of a unified decision-
support model.

Finally, it is important to delineate the scope of
applicability. Matrix W eliminates specifically inter-layer
double-counting. If within a single layer several patterns
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duplicate the same mechanism or exhibit strong
synergistic/conflicting effects, W alone is insufficient. In
such cases, compatibility constraints, pattern grouping, or a
separate interaction-modeling layer are needed. Thus, W
does not replace a full pattern-interaction model but
substantially improves the baseline additive model, from
which the problem originates.

The case studies show that W should be interpreted
not merely as a normalization device, but as a scenario-
dependent model of architectural responsibility. For both
infrastructure monitoring and bionic prosthesis software,
the same aggregation rule remained valid, whereas the
responsibility matrices differed according to domain logic.
This indicates that the proposed formalism is domain-

Table 6 — Aggregated scores for the compromise portfolio of Scenario 2

Criterion Ce Cr Cc No W With W Interpretation
Patient safety 0.90 0.70 0.30 1.90 0.750 Critical local responsibility
Latency 0.88 0.50 0.25 1.63 0.741 Latency set at Edge
Reliability 0.72 0.78 0.60 2.10 0.711 Balanced across three layers
Energy efficiency 0.86 0.45 0.20 151 0.745 Local control loop dominates
Data security 0.40 0.55 0.80 1.75 0.598 Significant Cloud role

Limitations and Future Work. The proposed
approach still has several limitations. First, although
Section 3 provides a minimal elicitation procedure for
constructing the matrix W, its parametrization remains
partly dependent on expert judgment and scenario inter-
pretation. Different architects may assign slightly different
responsibility shares even when considering the same
system context. Future work should therefore investigate
automated or semi-automated derivation of W from empi-
rical data, such as telemetry, latency logs, energy-con-
sumption profiles, or load-test results.

Second, W does not model interactions within-layer
patterns. If two security tactics duplicate each other or,
conversely, amplify each other’s effect, this is not reflected
directly in formula (3). For such cases, the model needs to
be extended, or separate interaction coefficients introduced.

Third, the paper uses scenario illustrations for two
domains but does not attempt to build a universal catalog
of W matrices for all classes of 10T systems. Such a catalog
could become a separate research direction and a practical
artifact for architects [13].

Fourth, a potentially fruitful direction is to combine W
with a posteriori selection procedure, in particular, with
Pareto-alternative ranking via TOPSIS-like approaches or
scenario-based risk analysis [9, 12]. In this case, W would
serve as a mechanism for constructing the correct criterion
prior to the final compromise selection stage.

Conclusions. The study has shown that additive
quality models for multi-layer loT systems contain a
structural source of bias: when Edge, Fog, and Cloud
contributions are summed directly, the resulting score
depends not only on criterion fulfillment, but also on the
number of layers in which the criterion is realized. As a
result, naive aggregation loses a unified interpretation
scale, making cross-criterion comparisons unreliable.

Results demonstrate that the layer-responsibility
matrix W resolves this problem by separating two notions
that are otherwise conflated in baseline additive models: the
degree of criterion fulfillment and the structural distribution
of its realization across layers. In this way, the corrected
aggregation preserves boundedness and comparability of
scores while retaining the simplicity and linearity of the
additive model.

independent at the level of computation, yet domain-
sensitive at the level of parametrization.

Consequently, W should be regarded not as an
auxiliary correction device but as a first-class element of
the architectural decision model, standing alongside the
portfolio representation, the contribution functions, and the
Pareto-synthesis procedure.

Declaration on the use of generative Al. During the
preparation of this work, the authors used Claude
(Anthropic) for grammar and spell checking, as well as for
rephrasing and reformulating the text. After using this tool,
the authors reviewed and edited the content as necessary
and take full responsibility for the content of this
publication.
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ATPET'YBAHHS KPUTEPIIB IKOCTI B BATATOIIIAPOBUX ITIPOTPAMHUX APXITEKTYPAX IOT 3
YPAXYBAHHSAM BAT BIITOBIJJAJIBHOCTI

VY crarti po3msiHYTO npobiieMy MOABIHHOTO BpaxyBaHHsI KPUTEPIiB SKOCTI B GararomapoBux MPOrpaMHHX apXiTeKTypax IHTepHeTy peueid, ne oauH i
TOM camuil He(YHKIIOHAIIBHIUI KPUTEPiit oMHOYacHO peainisyerhes Ha piBHsx Edge, Fog i Cloud. IToka3saHo, o TpaguiiiiHe afuTHBHE ITiICYMOBYBaHHS
BHECKIB OKPEMHX IIapiB MOPOUKYE CTPYKTYPHE BHKDHBIICHHS OLIHIOBAaHHS: IHTErpajbHE 3HAYCHHsS KPUTEPII0 MMOYMHAE 3QJICKATH HE JIUIIE Bij
peanpHOro CTYIEHs HOro MOCSATHEHHs, a W Big KiMbKOCTI miapiB, y sSKHX el KpHTepiid mpeacTraBieHo. lle mMpu3BOAWTH [0 BTpAaTH €IUHOI
IHTEpPIPETALIHHOI IIKAIH, YCKIATHIOE MKKPUTEpialbHe MOPIBHAHHS Ta MOXE 3MIIyBaTH apXiTeKTypHHI BUOIp HA KOPUCTH PIllIeHb, y SIKHX e(eKT
PO3IOITIEHO MiX OLNBINOI KUIbKICTIO mapiB. [y yCyHEHHsI IIbOTO HENONIKY 3alpOIIOHOBAHO MATPHUINIO Bar BiANOBiNAaIbHOCTI INapiB, sika 3ajac
PO3MOiT CyMapHOi BiAMOBIZANBHOCTI 32 KOXKEH KPHUTEPil SIKOCTI MK apXiTeKTYpHHMH PIBHSMH Ta BHKOPHUCTOBYETHCS B IMPOLEAYPi 3BAKEHOTO
arperyBanHs. BuBemeHo ckopuroBaHy (OpMyny arperyBaHHs, BCTAHOBJICHO OCHOBHI BJIACTHBOCTI 3alpOMOHOBAHOTrO (opmaii3my, 30KpeMa
HEBiI’€MHICTh, 0OMEXEHICTbh, IHBapiaHTHICTB 1010 KiJTBKOCTI MIapiB, CIEHAPHY aJaNTHBHICTh Ta iHTEPIPETOBaHICTh. J]0/aTKOBO MOJaHO MiHIMAIBHY
eKCIIepTHY MHpolenaypy (GOpMyBaHHS MATpHI Bar Ha OCHOBI OCOOJHMBOCTEH CIEHApil0, KOHTYPIB KEpyBaHHs, JOKajizamii OOYHCIIOBAILHOTO
HABaHTAXEHHS Ta JOMIHAHTHHUX PU3MKiB. Ha uncioBoMy mpHKiIami mMOKa3aHOo, [IO 3alpOMOHOBAHMI MIXiA He JHIIe ycyBae iHOILIIO OLIHOK, a i
37IaTHHI 3MIHIOBATH PAHXKYBAaHHS apXiTEKTypHNX abTEPHATHB, TOOTO BIUIMBATH HA MiJCyMKOBHIT BHOIp mopTdens matepHis. [IpakTHiHy NpuaaTHICTh
MiAX0/AYy MPOJEMOHCTPOBAHO Ha JIBOX CIEHAPIsX — CUCTEMI MOHITOPHHIY Ta KepyBaHHS iHPPACTPYKTYpOIO i MporpaMHOMy 3a0e3nedeHHi 610HIYHOro
npore3a. OTpUMaHi pe3ybTaTH MiATBEPXKYIOTh, L0 3Ba)KEHE arperyBaHHs 3a BIANOBIAAIBHICTIO HIapiB 3a0e3neyye OUIbII KOPEKTHE Ta 3MiCTOBHO
y3rojkeHe OLiHIoBaHHS OararomapoBux loT-apXiTeKTyp 1 Moxke pO3IUISIAaTHCS SIK OKPEMHH KOMIIOHEHT (POPMAIBHOTrO amapary ITiATPUMKH
APXITEKTYPHHX PillICHb.

Kurouosi ciioBa: nporpamua apxitekrypa loT; OaraTomapoBi apXiTeKTypu; KpUTepii sIKOCTi; aJUTHBHE arperyBaHHs; MOJBiHHE BpaxyBaHHS;
MaTpHI Bar BinmnosigansHocti; Edge-Fog-Cloud; miarpuMka apXiTeKTypHHX pillleHb.

IHogni imena asmopis / Author's full names

Agrop 1/ Author 1: Uymauenko anuno Kupunosuu / Chumachenko Danylo Kyrylovych
Astop 2 / Author 2: JTro6uenko Bipa Bikropisua / Liubchenko Vira Viktorivna

Chumachenko D. K., Liubchenko V. V. Responsibility-weighted aggregation
of quality criteria in multi-layer iot software architectures 63



